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NGAN HANG NHA NUGC VIET NAM

NGAN HANG NHA NUGC CONG HOA XA HOQI CHU NGHIA VIET NAM

VIET NAM Péc lap - Tw do - Hanh phiic
S6: 39/2006/QD-NHNN Ha N6i, ngay 08 thing 8 ndm 2006
QUYET PINH

Ban hanh Quy ché quan Iy va sir dung mang may tinh ndi b
cia Ngan hang Nha nwéc

THONG POC NGAN HANG NHA NUGC

Can ctt Ludt Ngén hang Nha nuéc Viét Nam nim 1997 va Luat sira d6i, bo sung
mét s6 didu ctia Luat Ngan hang Nha nudc Viét Nam nam 2003; '

Can ¢t Phép 1énh Buu chinh, Vién théng nam 2002;

Can cir Nghi dinh s 52/2003/ND-CP ngay 19/5/2003 cia Chinh pht quy dinh
nhiém vy, quyén han va co ciu té chic cua Ngan hang Nha nudc Viét Nam;

Cin cir Nghi dinh s6 55/2001/ND-CP ngay 23/8/2001 ctia Chinh pha v& quan 1y,
cung cip va sir dung Internet;

Cin cir Nghi dinh s& 160/2004/ND-CP ngay 03/9/2004 cia Chinh phu quy dinh
chi tiét thi hanh mot s6 diéu cla Phép 1énh Buu chinh, Vién théng;
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Theo dé nghi ctia Cuc truéng Cuc Coéng nghé Tin hoc Ngan hing,
QUYET PINH:

Piéu 1. Ban hanh kém theo Quyét dinh nay Quy ché quan 1y va sir dung mang
mdy tinh ndi bg cia Ngéan hang Nha nude.

Piéu 2. Quyét dinh nay c6 hiéu Iuc thi hanh sau 15 ngay, ké tir ngay ding Cong
bao va thay thé cic Quyét dinh:
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Quyét dinh sb 216/1998/QD-NHNN16 ngiy 26/6/1998 cua Thong ddc Ngin
hang Nha nudc ban hanh Quy dinh thong tin va dich vu trén SBVNET.

Quyét dinh sé 220/1998/QD-NHNN16 ngiy 06/7/1998 ciia Théng déc Ngan
hang Nha nudc ban hanh Quy ché quan 1y sir dung SBVNET.

Pi¢u 3. Chanh vin phong, Cuc truéng Cuc Céng nghé Tin hoc Ngan hang, Thu
trudng cac don vi thudc Ngan hang Nha nuéc, Gidm déc Ngan hang Nha nuéc chi
nhanh tinh, thanh phé truc thugc Trung wong chiu trach nhiém thi hanh Quyét dinh
nay./.

KT. THONG POC
PHO THONG POC

Phung Khic Ké
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NGAN HANG NHA NUGC CONG HOA XA HQI CHU NGHIA VIET NAM
VIET NAM Péc lap - Tu do - Hanh phiic
QUY CHE

QUAN LY VA SU DUNG MANG MAY TINH NQI BQ
CUA NGAN HANG NHA NUGC

(Ban hanh kém theo Quyét dinh s6 39/2006/QP-NHNN
ngay 08 thang 8 nam 2006 ciia Thong doc Ngan hang Nha nudc)

CHUONG I
QUY PINH CHUNG

Piéu 1. Pham vi diéu chinh, déi tuong 4p dung
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Quy ché quan 1y va sir dung mang mdy tinh ndi by cia Ngén hang Nha nucrc
(dudi ddy goi tit 1a mang SBVNET) quy dmh viéc quan ly va sir dyng tai nguyemr
mang SBVNET d6i véi cac don vi thudc co céu td chirc cia Ngan hang Nha nudc=
(NHNN), céc td chirc v c4 nhan c6 nhu cau khai thac mang nay.

Piéu 1. Giai thich tir ngir
1. SBVNET la tén viét tat cia hai tip hop tir tiéng Anh: State Bank of VietNa
(SBV) va Computer Network (NET).
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2. Ngudi sir dung 1a céc td chirc, ca nhan c6 nhu cdn va dugc phép sit dung
mang SBVNET.

3. Birc tudng lira 12 tip hop cdc thanh phan hodc mot hé thong cic trang thiét bi,
phan mém dwoc dat gitra hai mang, nhim kiém so4t tit ca cac két ndi tir bén trong
ra bén ngoai mang hoac ngugc lai.

4. Hé théng an ninh mang la tdp hop céc trang thiét bi tin hoc cung hoat dong
dong bd theo mot chinh sich an ninh mang nhéit quan nhim quan ly, gidm sét,
kiém soét chit ché moi hoat dong va thdng tin trén mang, phat hién va xir 1y céc
truy cép bat hop phép.

- Piéu 3. Pham vi vat Iy va tai nguyén mang SBVNET

1. Mang SBVNET bao gom:
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a) Hé théng mang cuc bd (LAN) tai céc don vi thudc NHNN; Hé théng mang
dién rong (WAN) két ndi cic mang cuc bd trén, sau ddy goi tit 12 mang nghiép vu
NHNN.

b) Hé théng mang LAN, mang WAN cia NHNN dung riéng dé két ndi Internet
thdng qua cong duy nhit tai Cuc Cong nghé Tin hoc Ngan hang, sau déy goi tit 1a
mang NHNN két ndi Internet.

2. Mang nghiép vu NHNN phai duoc tdch biét vat Iy véi mang NHNN két nbi
Internet.

3. Tai nguyén mang SBVNET bao goém:

a) Hé thén_g dia chi su dung dé giao tiép trén mang tin hoc;

b) Céc trang thiét bi tin hoc ctia Ngén hang Nha nudc két ndi mang SBVNET;
¢) Cac co so dir liéu;

d) Hé thong thong tin dién tir ciia Ngan hang Nha nuéc dugc luu hanh trén
mang SBVNET;

d) Hé théng file dir lidu;

e) Céc phin mém nghiép vu Ngén hang, phan mém phuc vu cong tic quan 1y
di€u hanh ciia Ngan hang Nha nudc hoat dong trén mang SBVNET;

f) C4c Phan mém hé thdng, phin mém trung gian, phin mém quan trj va quan ly
co s& dir liéu, mang tin hoc, vién thong, phdn mém an ninh bao mat;

g) Hé thdng thu dién tix;
h) Website NHNN;
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i) Céc thong tin dugc xir 1y, truyén tai, luu trit trén mang SBVNET;
k) Cdc phan mém tin hoc khéc hoat déng trén mang do NHNN cung cép.
Diéu 4. Ngon ngit trao dbi trén mang SBVNET

Ngon ngit duoc ding dé trao ddi thong tin trén mang SBVNET bing tiéng Viét
va tiéng Anh. Mang SBVNET sir dung bang ma chun va céc kidu chir tiéng Viét
theo quy dinh ciia phép luat hién hanh vé sir dung thdng nhit bd ma ky ty Viét
trong trao ddi théng tin dién tir giira cdc té chirc clia Pang va Nha nudc.

Piéu 5. Khai théc, sir dung dich vy trén mang SBVNET.

Viéc khai théc sir dung d6i v6i mdi dich vu trén mang SBVNET phai tudn thu
Quy ché nay va cc quy dinh cua phép luat hién hanh.
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CHUONG II
QUAN LY VA SU DUNG MANG SBVNET

Muc 1. Thong tin va dich vu trén mang SBYNET

Piéu 6. Cic loai théng tin trén mang SBVNET

1. Thong tin dugc cung cap tir céc hé théng nghi€p vu ngén hang irng dung cong
ngh¢ thong tin.

2. Thong tin trén Website NHNN.

3. Théng tin trao ddi dién tir gitta NHNN va Chinh pht, cdc B, nganh, cac to
chuc khéc.

4, Théng tin trao d6i dién tir gittra NHNN va céc ngan hang, tb chirc tin dung,

Piéu 7. Cac dich vu trén mang SBYNET

1. Céc dich vu dugc cung cAp tir céc hé thong phin mém nghiép vu Ngan hang
hoat d¢ng trén mang SBVNET. | |

2. Céc dich vu duge cung cip tir cic hé thdng phan mém phuc vu cdng téc quan
ly diéu hanh cta Ngan hang Nha nuéc hoat dong trén mang SBVNET.

3. Céc dich vu dugc cung cap tir phan mém hé thong, phin mém trung gian,
phan mém quan tri v quén ly co sé dir liéu, mang tin hoc, vién thong, phén mém
an ninh bao mit.
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4. Céc dich vy duge cung cap tir cic hé thdng ph?in mém khéc do Théng dée
NHNN cho phép.

Diéu 8. Trao dbi thon g tin trén mang SBVNET

1. Viéc trao d6i thdng tin trén mang Nghiép vu NHNN phai tudn tht cic quy
dinh ctia Thong d6c NHNN d8i véi timg nghiép vu ing dung trén mang.

2. D6i véi mang NHNN két ndi Internet

2.1. Viéc trao doi thong tin phai tuan tha cdc quy dinh ciia Chinh phu va Thong
d6c NHNN vé viéc quan 1y, cung cip va sir dung Internet.

2.2. Viéc cong khai trén mang déi véi thong tin thudc bi mat cia to chic va c4
nhén chi duge thuc hién trong trudng hop t6 chite va ¢4 nhén lién quan déng v.
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2.3. Cac thong tin va dich vu bi cAm dwa 1én Website NHNN
a) Thong tin chua dugc cip c6 thdm quyén cho phép.

b) Théng tin cua cac td chic chinh quyén, doan thé, cic co quan chuc nang
dugc yéu cau gilt bi mat.

c) Thong tin cd nhan nhu: tai san ca nhan, doi tu, cdc san pham nghién ciru khoa
hoc ¢éng nghé, cic tic pham vian hoc, nghé thuat ma ngudi sé hitu con mudn gitlr
kin.

d) Thong tin va cdc dich vu bat hop phép, doc hai:

- Lam anh hudng dén an ninh quéc gia;

B
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- Xuyén tac, tuyén truyén chéng dbi cic chi trwong chinh sach ciia Pang va Nh
nude, pha hoai khéi dai doan két dan toc:

- C6 ndi dung kich dong bao luc, tuyén truyén chién tranh xam lugce, giy hén
thi gitta céc dan téc va nhin dan cic nuéc, truyén ba tu tudng phan ddng;

* WWW,

- Tr4i véi thudn phong my tuc nhu: cdc thong tin khiéu dam, ddi truy, té nan Xa 3
hoi, nghién hit, co bac, mé tin dj doan, sir dung céc tir thd tuc, ndi dung khﬁngm
lanh manh, thiéu van héa, cdc thdng tin anh hudng dén quyén tu do tin ngudng cta .. &
nhén dan;
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- Lam anh huéng dén doi tu cong dan: cic thong tin quiy réi cd nhan, xiic pham
danh dy, vu khéng, xtc pham dén nhan phé'irn cOng dan;
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- Lam anh huéng dén an ninh kinh té: thong tin lira dao, thong tin bi mat kinh té; =

- Vi pham quyén sé hitu tri tué: sir dung va truyén ba trai phép cdc san pham cé
ban quyén, ph?m mém tin hoc, 4m nhac, tic pha’im van hoc, tac phﬁm nghé thuat;

- Lam anh hudéng dén an toan thong tin: cdc img dung c6 tinh chét phé hoai nhu
virus may tinh, 1dy cip thong tin, pha hoai co s& dir liéu, lam t€ liét mang may tinh;

- C6 anh huéng x4u dén van héa xa hoi: xuyén tac lich s, pht nhan cac thanh
qua cach mang, xic pham cic vi nhan va ciac anh hung dan tdc, phao tin ddn nham
anh hudng dén uy tin cua Québc gia;

d) Thong tin thudc bi mat Nha nudc;

e) Thdng tin va cic dich vu khéng dugc phép theo quy dinh hién hanh caa phép
luat.
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Muc 2. An ninh, bdo miat mang SBVNET

Piéu 9. B4o dam an ninh, an toan va bao mat mang SBVNET

1. Mang SBVNET phai dugc trang bi hé théng k§ thuat hién dai dé quan 1y,
gidm sét, kiém soit mang, nhim phét hién ngan chin céc truy cép trai phép cua
ngudi su dung, tin tdc tin cong mang SBVNET. Hé théng an ninh mang cua
SBVNET dugc phép kiém soét céc truy cap tir bén ngoai vio mang v ngugc lai.

2. Giira mang SBVNET va mang khéc phai duoc ngén cich bai céc buc tuong
Itra.

3. Nguoi sir dung mang SBVNET phai thuong xuyén kiém tra va diét virus trén
mdy tinh minh dang sur dung, trudc khi gui va sau khi nhén file dir ligu.

4. Céc dit liéu dién tir dugc trao dbi trén mang SBVNET phai duogc ma hoéa, dat
ma khéa bao vé theo quy dinh hién hanh.

Dicu 10. Kiém so4t va gidm sat truy cap mang SBVNET

1. Ngudi sit dung mang SBVNET phai ding ky va dugc cung cip thong tin vé
tén, mat khau truy cap mang theo quy dinh va tuan thi cic quy dinh cia NHNN vé
két ndi an toan mang.
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2. béi vai Mang nghiép vu NHNN, ngudi sir dung chi dugce khai thic cac tai
nguyén mang nay trong pham vi dugc phép va chiu sy gidm sat cia hé thong an
ninh mang.
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3. P61 voi mang NHNN két ndi Internet, ngudi st dung chi duge phép khai thac
céc tai nguyén mang nay, két nbi Internet qua 1 cong duy nhit tai Cuc Cong nghé
tin hoc Ngan hang va chju sy giam sat, kiém soat bdi hé théng an ninh mang.

Muc 3. Trach nhiém va quyén han cia don vi,
ca nhan tham gia mang SBVNET

Piéu 11. Trach nhiém va quyén han cua Cuc Cong nghé tin hoc Ngén hang.
1. Trach nhiém:
a) Cuc Cong nghé tin hoc Ngén hang la don vi quan 1y k¥ thuat mang SBVNET.
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b) Hoach dinh, trinh Théng déc phé duyét va td chirc trién khai ké hoach phat
trién mang SBVNET;

c¢) Lua chon c6ng nghé va trién khai céc giai phdp dam bao an toan mang
SBVNET;

d) Trang bi, lép dit, huéng dan sir dung, ning cap, bao tri va quan tri mang
SBVNET dam bao hoat dong 4n dinh va an toan cho ngudi sur dung;

d) Kiém tra va xir Iy c4c 16i k§ thuit;

e) Lam dau moi tiép nhan, luu trit, kiém soat k§y thuat cdc théng tin trén mang
SBVNET.

2. Quyén han:

a) Cap va phan quyén truy cdp mang SBVNET cho ngudi sir dung;

b) Trong trudng hop can thiét c6 thé tam ngimg cung cép hojic thu hoi tai
nguyén mang cia nguoi sir dung;

¢) Xir 1y truomg hgp ngudi sir dung vi pham cdc qui dinh vé sir dung mang
SBVNET theo cdc mirc sau: '

- Nhic nhé;
- Tam dinh chi sir dung mang SBVNET;

- Pinh chi sir dung SBVNET, bdo cdo cip c6 tham quyén xir 1y theo quy dinh tai
Piéu 15 cia Quy ché nay.
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Pigu 12. Trach nhiém va quyén han cua céc don vi thudc NHNN
1. Trach nhiém:

a) Ho tro nguoi sir dung thudc don vi minh trong viéc két ndi va khai thic tai
nguyén mang SBVNET; Phéi hop vdi1 Cuc Codng nghé tin hoc Ngén hang trong
viéc quan ly, bao tri mang SBVNET;

b) Bao quan c4c trang thiét bj va tai nguyén mang SBVNET duoc lp dit tai don
vi;

¢) Xir 1y su ¢b mang tai don vi; Trudng hop khong xir 1y duoc phai théng béo
cho Cuc Coéng nghé tin hoc Ngén hang dé phdi hop giai quyét;

d) Tao diéu kién thuén lgi cho nguéi thi hanh nhiém vu phat trién, trién khai,
xay dung, bio tri va xir I su ¢b mang SBVNET.
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2. Quyén han:

a) Pugc khai thac tai nguyén mang SBVNET trong pham vi dugc phép;
b) Dé xuét nhu ciu vé sit dung tai nguyén mang cua don vi.

Piéu 13. Trich nhiém va quyén han ctia ngudi sir dung

1. Trach nhiém:

a) Bao v¢€ va bao cao kip thoi véi don vi quan 1y mang trong truong hop mang bi
mat an toan;

b) Chiu trdch nhiém phép 1y vé c4c thong tin do minh ding tai 1én mang;

¢) Giir bi mat dbi véi tén (username) va mat khau (password) truy cap cua minh,
¢6 trach nhiém thay ddi mat khiu theo dinh ky, khi bi 16 hoac nghi bi 19;

d) Tuén thi cdc quy dinh vé khai théc sir dung va dua thong tin 1én SBVNET.
e) Khong dugc lam ngung tré hoat dong cua mang SBVNET.
f) Khong dugc khai thic trai phép tai nguyén mang SBVNET.

g) Khong dugc ket n6i mang nghiép vu NHNN v6i mang Internet, hodc véu
mang NHNN két néi Internet. -

h) Khong dugc céan tré ngudi thi hanh nhiém vu phat trién, trién khai, xay dung,
bao tri va xir Iy s 6 mang SBVNET.

£
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i) Khong dugce bao che hodc dung ting ké x4u loi dung thiét bi, mat khiu, m
khéa dé truy cdp phd hoai mang SBVNET.

2. Quyén han:

g e -

a) Pugc khai thac, sir dung tai nguyén mang SBVNETe‘trong pham vi, quyén
han cho phép; RN ! .l :

b) Cé quyén dé dat nguyén vong; tham gia y kién'xﬁy dt_fng"']'ibén "fh’i.én mang
SBVNET.

CHUONG III
GIAI QUYET KHIEU NAI, TRANH CHAP VA XU LY VI PHAM

Piéu 14. Giai quyét khiéu nai, t§ co va tranh chap
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Viéc giai quyét khiéu nai, td cdo va tranh chip dugce thuc hién theo quy dinh cua
phap luat c6 lién quan.

Piéu 15. X Iy vi pham

Moi hanh vi vi pham Quy ché nay, tiy theo tinh chét, mic d6 cé thé bj xir 1y
hanh chinh hodc bi truy ctru trich nhiém hinh sy va phai chiu trich nhiém boi
thuong vat chit vé nhimg thiét hai giy ra theo quy dinh cua phap luat.

CHUONG IV
PIEU KHOAN THI HANH

Diéu 16. Trach nhiém thi hanh

1. Cuc Cong nghé Tin hoc Ngén hang ¢6 trdch nhiém huéng dan, theo d&i va
kiém tra viéc thuc hién Quy ché nay.

2. Vu T6ng kiém sodt cé trach nhiém phéi hcrp voi Cuc Cong nghé tin hoc Ngan

hang kiém tra viéc chip hanh Quy ché nay déi véi cic don vi thudc hé thdng Ngﬁn
hang Nha nudc.
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3. Thu truéng céc don vi thude Ngan hang Nha nudc trong pham vi chirc néng,
nhiém vu ctia minh, c6 trdch nhiém t3 chirc trién khai va kiém tra viéc chap hanh =
tai don vi theo diing céc quy dinh ctia Quy ché nay./.

KT. THONG POC
PHO THONG POC
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Vian phong Chinh phu xuit ban
Dién thoai: 04.8233947; 04.8231182
Fax: 08044517
Email: congbaovpcp@cpt.gov.vn
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