UY BAN NHAN DAN CONG HOA XA HOI CHU NGHIA VIET NAM

TINH CA MAU Poc lap - Tw do - Hanh phic
sé: 4094 /QD-UBND Ca Mau, ngay06 thang 11 ndm 2012
QUYET PINH

Vé viéc phé duyét K& hoach Pam bao an toan thong tin so
trong hoat dong co quan Nha nwéc nam 2013
va giai doan 2013 - 2015 trén dia ban tinh Ca Mau

CHU TICH UY BAN NHAN DAN TINH

Cin cir Ludt T6 chitc HDND va UBND ngay 26/11/2003;

Can ca Quyét dinh sb 63/Qb-TTg ngay 13/01/2010 cta Thu tudng Chinh
pht phé duyét Quy hoach phat trién an toan thong tin sé Qubc gia dén ndm 2020;

Can e Chi thi s6 897/CT-TTg ngay 10/6/2011 ctia Thi tuéng Chinh phu vé
viée ting cudng trién khai cdc hoat dong bao dam an todn théng tin sd;

Cén cir Cong van 56 1750/BTTTT-CNTT ngay 09/7/2012 ciaa B6 Théng
tin va Truyén théng vé viéc hudng dan x3y dung ké hoach phat trién va img dung
cong nghé thong tin ndm 2013 va giai doan 2013 - 2015;

Xét d& nghi cia S& Théng tin va Truyén théng tai To trinh s& 48/TTr-
STTTT ngay 31/10/2012, -~ |

QUYET DINH:

Piéu 1. Phé duyét Ké hoach Dam bao an toan thong tin s6 trong hoat dong
co quan Nha nude ndm 2013 va giai doan 2013 - 2015 trén dia ban tinh Ca Mau
(kem theo Ké hoach s6 29/KH-STTTT ngay 31/10/2012 cua S6 Thong tin va
Truyén théng).

Picu 2. Giao 56 Théng tin va Truyén théng chil tri, phél hgp véi cac nganh
co lién quan td chire trién khai thuc hién, huéng din, dén déc va kiém tra viée
thuc hién K& hoach nay.

‘ Pidu 3. Chanh Vian phg‘)ng UBND tinh, Gidm dbc cic So: Théng tin va
Truyén théng, Ke hoach va Déu tu, Tai chinh; Cha tich UBND céc huyén, thanh

phé Ca Mau va Thu trudng céc sd, nganh, don vi lién quan chiu trach nhiém thi
hanh Quyét dinh nay.

Quyét dinh nay c6 hiéu luc thi hanh ké tir ngay ky./.

Noi nhgn: KT. CHU TICH
- Nhu Rigu 3;

- BS Thong tin va Truyén théng, - 0 PHO CHU TICH
- PVP (H.Hung), :

-CVVX (T);

- Trung tam Cdng bao;
-Luu: VI, TT, Ktr11/11.



UBNDTINH CAMAU . CONG HOA XA HOI CHU NGHIA VIET NAM

-sO THO‘\IG TIN VA TRUYEN THONG Doc 1ap - Tu do - Hanh phuc
o 0 g LJ JKH-STTTT . f : 7 ~-Ca Man, ngav 4| thang 10 nam 2012
l\E HOACH

Dam bao an toan théng tin 56 tr ong hoat dong co quan | \h‘i nuoc
nam 2013 va giai doan 2013-2015 :
(f\@m theo To trinh So.r,-,.l..., TTr- STTTT ngav 41 thang inam 2012 '
Cua 50 Thong iin m 7 men !/70”0 {m/r Ca Mau)

Thuc hién Quyét dmh 50 63 QD TTU ngay JfO'l/"‘O 10 cua Thi nréng Chinh
phu phé duvét QL]\ hoach phat tuén an 10an théng tin sd quoc gia de] nam 2020. Ch
thi 56 897 CT-TTu ngav 1070626711 cua Thu wong Chinh phu vé viée @any cuong
irién Khai cac hoat dong dam bao an 10an thong tn 50: SO Thong un va Truyén thony -
xay dung Ké hoach “Dam bao an tadn thang tin s6 trong hoat dong co'quan nha nuoc '
nam 2013 va giai doan 2013-20157 wén dia ban tinh Ca Mau. nhu sau: '

" I HIEN TRANG PAM BAO AN TOAN THONG TIN SO TRONG HOAT
PONG CO QUAN NHA NUGC
1. Mbi trwong chinh sich
- - Ngoai véan ban cua Trung uong; Tinh vy, UBND tinh da ban hanh cdc van
ban nhu: Chi thi s6 07-CT/TU ngay 06/3/2012 caa Ban Thuong vu Tinh Uy vé viéc
day manh va phat trién cong nghé thong tin trong hé thong chinh 1 trén dia ban tinh
Ca Mau; Quyét dinh s6 1991 HQD/UBND ngay 16/12/2010 cua Chu tich UBND
_tinh Ca Mau ban hanh’ Ké hoach ung dung cong nghé thong tin trong hoat donCr
cha co quan nha nudc tinh Ca Mau giai doan 2011-2015; Quvét dinh so
26/2009/QD-UBND ngay 28/12/2009 cia UBND tinh vé Ban hanh Quy ché mau
st dung thu dign tu trong o quan nha nudc; Quyet dmh 56 1525/QD-UBND ngay
07/10/2010 vé viéc-ban-hanh Quy ché st dung phian mém quan iy hd so cong viéc
lién th0n0

-~ Tuy nhién, van con thiéu cac van ban ban hanh cé lién quan dén an toan
théng tin so trong hoat déng co quan nha nuéc.

Ha tzm0 k¥ thuit

-Ty le can bd, cong chuc duogc trang thiét bi may tinh 1a 56%, trong do may
tinh két ndi mang Internet ¢ 81%; cac co quan quan 1y nha nuéc cip tnh, cip
huyén c¢6 mang LAN 1a 100%.

- Cong thdng tin dién tir cta tinh va cac trang thong tin dién tr thanh phén
cba cac so, nganh tinh; UBND huyén, TP.Ca Mau va hop thu dién tr dat tai trung
tam luu trir di liéu cua tinh, gép phan quan trong trong cong tac chi dao cla cac
co quan trén dia ban tinh.




- Tinh da su dumT mcmw mwen sO heu chuven dunw [honcr sudt i UB\D B
tinh dén céc s, ban, noanh tinh va UBND huyén, thanh pho Ca Mau .

- He ’thonor Ho: n0h1 truwen hinh truc tuven clia tinh da hoat donU thon0 sudt
dugc dau tu taj phong hop cua Van phono UBND tinh \01 UBND huven va thanh
phé Ca Mau. : S

- Tuy nhién, viéc dam bao an toan thong tin (ANTT) 50 Uono cdc co quan,
_ don vl tren dla ban tinh hién nay hau nhu chua xay dung hé thonc bao mat. cac
phan mém. phan cimg ATTT chua duec quan tam dung mU{,

3. Hién trang vé nguon nhan luc bao dam ATTT -
‘ - Hang nam S& Thong tin va Truyén thong da-to chie wén 10 16p tép huan vé
quan tri mang cho 200 can bo. cong chuc, vién chic phu trach CNTT trong cac ¢o -

quan hoat dong nha nuoc. -

- Fhén nay, c6 02 co 50 cug U2-ruong dai hoe din wén dia ban tinh da c¢é chuvan
, nganh dao tao CNTT, gop phan cung cap va phat tién nguén nl:an luc CNTT dang ke
— chounh. 7 7
- CNTT la 'mét trong nhimg 1 nh vic phat trién nhanh, dong thoi la nganh
“dac thu k¥ thuat-cao nén doi hoi nhan luc cua linh vuc nay phai ludn trau doi trong

, thuc tién. phai thudng xuvén cap nhat kién thic moi dé quan 1v hé théng CNTT
- trong don vi va phong chong hacker. virus-v.v...

1. MUC TIEU PHAT TRIEN ATTT NAM 2013 VA GIAI POAN 2013-

2015
1. Muc tiéu tong quat )
- Pao tag ngudn nhan luc cong nghé thonoF tin co trinh do cao.
- Dam bao ATTT cho cac hé thono CNTT wong néi bé co quan trén dia ban
- tinh.

- bam bao ATTT cho cac he théng cung cap théng tin cong cong va dich vu
.cdng truc tuyen.

2. Muc tiéu cy thé dén nam 2015

a) Vé bao dim ATTT cho cac hé thong CNTT trong ndi bé co quan nha
nudc _

- 100% cac don vi tham gia mang chuvén dung trang bi gial phap dam bao
an toan bao mat trén mang (thiét bi phan ctmg, phdn mém an ninh mang, phat hién

va chéng xam nhap) nhdm dam bao tar ca cac thong tin chi dao, diéu hanh truvén
trén mang chuyén dung duge bao dam théng sudt.

- Tat ca cac so, ban, nganh tinh, uy ban nhén dan cac huyén, thanh pho phai
co quv dinh va kiém tra, don doc thuc hién quy dinh an toan bao mat thong tin tai
don vi minh.

.

- Pam bdo an toan théng tin s6 cho 100%, céc cude hop truc tuyén cua tinh
trén hé thong Héi nghi truyén hinh truc tuvén.




rd

- Dam bao OO,n cac may tinh tal céc don vi duoc cap nhdt rhuonU \U\en
~ céAc ban va 16i hé thong. duoc trang bi phan mém- diet VIrus, chono ma dou -

b) Vé bio dam ATTT cho cdc hé théng cung cap thono tin ¢éng cong va
chch vu cong - ' : '

- Pam bao an loan an ninh cho Hé rhonﬂ concr rhono iin .dién tir tinh. 0
cong chinh vacac conU ‘thanh phan VOl dav du 1honﬂf tin theo quy dinh Ial Dicuy 28 ,
cua Luat Céng nghe Honfr tin.

- Pam bao an {oin thong tin s6 cho hé thong thu dién wr cua tinh (cétén -
mién Ja @Camau 2ov.vN). _' _ , o '

- Pam bdo an [O4AN. 1in cay cho hoat dong cua cac d]Ch vu hanh chinh mno ,
trén he thong Cong thong tin dién tir ciia tinh. cic trang thanh vien. phai hop v
cac co guan hiu quan hao dam xac thuc ban'uhu kv s6 cho Ca(. van han ml\en
(rén mang. . _ : -

- 7 - Dén nam 20015 xay dung xoncr va Lhmh thue su dung he l]‘lOH" LhUiI” thu
<0, LhU kv 5O doi Vi Lap unh va Lap huvén; dén nam 2017 dén cap xa.

c) Vé dao tao nguon nhan lie A—_TT_T

- Cac-s0, ban; nganh tinh, uy ban nhan din cac huyén, thanh phd nang cao
nhan thuc dam bao an toan thong tin trong cac hoat dong cda don vi: phai lam tét
nhirng van dé co ban sau day: -

o+ Pho bién cdc van ban quy pham phap ]uat lién quan dén dam bao an toan
théng tin sé,

_ + Trién khai thi dlem mét s6 don vi ap dung cac tiéu chuan quan 1y an toan
TC\/\I 7562:2005, ISO/IEC 17799:2005 nhim giam th!eu dugc-cac nguy co gay
su ¢o, tao diéu kién cho viéC khac phuc va truy du vét trong truong hop cé su ¢
Xay ra. _ : _
+ Trién khai thanh 1ap Nhém tng ctu su ¢6 may tinh (CS'IRT)' tich cuc
tham gia hoat ddng trong mang ludi CSIRT trong tinh va trén toan quac nham tmg
- pho kip thoi khi xay ra cdc su ¢o mat an toan théng tin.

- Xay dung doi ngl nhan 1ch phuc vu an toan théng tin sb:

+ Cac sd, ban, nganh tinh, uy ban nhan dan céc huyén, thanh phé bé i, sap
xép bé may, nhén luc, dam bao 100% cac don vi ¢6 bd phéan chuyén trach.va can
bé chuyén trach cong nghé théng tin duoc dao tao bdi ducrno kién thic co ban vé
an toan an ninh thong tin.

+ Té chic hang nam cac khéa bdi dudng, dio tao vé chuyén mén nghiép vu

an to4n an ninh thong tin cho cdc can b chuyén trach, bao dam dap ng véu ciu

nhiém vu. : |
+ Bao dim 50% can b6 chuyén trach an ninh, an toan hé théng cua tinh va

cac don vi dugc dao tao boi dudng duge cap chimg chi theo chuan quoc gia va
qudc té vé an ninh mang.

1I1. NOI DUNG KE HOACH

-
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1. Pdm-bio an toan théng tin s6 cho co s ha thng thong tin _

- Cac he théhc thong tin dme'chUho cua tinh, Céno thong 't'n' dién tr, hé .
-thono HOI nehi tmven hinh truc tuven hé thono mang Truven ) héu chuven
“dung, hé thono thu dién tr tinh, hé thon0 didu hanh tac nghiép. déu duoc kiény tra,
danh gia tono thé kha nang dam bao an toan thong tm s0; dam bao van hanh an
' toan on dmh va thong suot

- Chuan hoa he thoxw mang cua-cac so. ban. nganh tinh. uv ban nhan dén
cac-huyeén, thanh phd theo hudng khai thac hiéu qud st dung nhung v an bdo dam_
to1 nhat an toan thong un 50 phu hop voi kha nang tai chinh tinh va quv mé cia hé
thono ' : - '

- »\p dun0 qm rinh quan ]v an mnh an toan ha tang k¥ thuat i cae-don vi
bao gom: ' '

+ Cag giai phip h"m vé nham nean chan v 1 phat hién som Vie trunveap i
phép vao mang mas il hay thiét bi Tuw i 0 fidu: thee dorphone neta thuong
xuvén tinh t:anU lav nh m va thuc hién loai ho phfm _mém doc har ra khoi hé
théng: i ' ‘ o a

ﬁ\p dung cac cong nghe xéc thuc co che quan ly qu\/en ruv cap va co ché
ghi blen ban hoat dong cua hé théng dé quan ty va kiém tra viéc truv cip mang;

+ K;em soat chat ¢hé viéc car dar cac phan mém moi_lén may chu va may
tram; ' .
+ Céc quy trinh quan 1Y an ten ha tang k¥ thuat khc. :
2. Dam'bio an toan théng tin s6 cho hé thong co s¢ dir liéu
-'Quén Iy hé théng thu dién t: '
+ Ra so0dt, bd sung, hoan thién quy dinh vé dam bao an ninh thong tin trong

viéc st dung hé thong thu dién tir trong hoat dong cua céc co guan Nha nudc.
- Trang b) hé théng CaC phén mém bao mat, phén mérm diét virus, ma doc
hai: '
+ Lua chon mot 56 san- pham phan mém diét virus, mi déc hai du manh co
ban quyén dé trién khai va khuyén khich cac don vi ap dung.

+ Mé& réng ap dung & tat ca cac so, ban, noanh tinh, uy ban nhan dan cac
‘huyén, thanh phé. -

+ Trién khai tmg ctu xudng x4, phuong, thi trin.
- Ap dung quy trinh dam bao an toan di liéu tai cac don vi, bao gom:

+ Pam bao an toan co s¢ di héu di dugc 6 hoa tal cac don vi, tung budc
dau tu hé thong s6 hoa théng tin & cac don vi chua cdb.

+ Giam sat cac khau tao 1ap, x 1y va huy bo dii liéy;
+ Cac quy trinh bao dam an toan dir liéu khac.

- Xac tién dau tu trang thiét bi:



T+ Tranw bi cac thIet bi tuong lua th]et b1 chéng phat hlt‘ﬂ t;uw c,ap i phép
cho tit ca_cdc don vi tham giavao hé thérig Mang truyvén 50 liéu chuyén dung, hé
tho_ng Cong thang tin dién tu, heé thong _Hol-ngin truyen hinh truc tuy_en dam bao -

-van hanh an toan. éu qué cac heé thong nay.

+ Tlanu bi cac thiét bz chuvén dun0 cho nhom ung cun L Su o may tinh cua
tinh, dam bao da\ du céc dleu kién dé tac: nﬂhzep trong cac truong hop khan cip
co thé oav su cd nghiém trong hay khung bo mang.

R {)am hao an toan an ninh cho cac ing dunrr cong nghé thong tin,

- Tuyén UU\ én, hudng dan n0u01 dan va doanh nﬂhlqj Su dun" cac drch \u_‘
hanh chmh cong an toan. tin cay duogc tich hop trén hé thmw cong thong tin dién
fr tinh, cac was ng thanh vién. Co Cacbic)nvphap dam bao an toan thong un, an ninh
cho nguoi dan \'il_doanh nghiép khi tham gia khai thac va-su dung cae dich vy nay.

bao an oy ticng tn @ mace caa nhit trong qua winh cung <ap cie dich vo true
tuvén cho neuan dai '

- Cav i dung vé chinh pht dién wva thuonu mai dignn “déu duoc-dam

- Tuny oum xav duno va dua vao <u dunc' he thonU Lhunu 111u so chir L\, \O
phuc vu cdc co quan, doanh nghigp va ngudi dan khi-c6 nhu cau. Dam bdo tinh -
xac thuc va .m toan trong Conc tac dicu hanh chi dao cua tmh va cac grao dich
dién tu. i

- Phéi hop v&i cac don vi ngoai tinh phat trién cac san pham gia1 phap, quy
trmh cbng nghé dam bao an toan théng tin s6. Uu tién phat trién cde san pham,
gial phap phan mém st dung ma ngudn -md, ban hanh cic quy trinh vé an toan
thong tm sO tlieo nhiing tiéu chuan quy dinh ca Nha nudc d3 ‘ban hanh.

4 Pao tao xiy dung nhan luc vé an toan th0n0 tin s6

- lelen‘ khai dén tat ca cac so, ban, nganh tinh, uy ban nhan dan céc huyén,
thanh pho vé cac van ban quy pham phép luatlién quan den dam bdo an todn
thong tin s0. '

- Trién khai thi diém mot s don Vi ap dung cac 1iéu chuan quan [V an toan’
TCVN 7362:2003, ISO/IEC 17799:2005.

~ Trién khai thanh lap Bd phén tng ciru su ¢ may tinh (CSIRT) truc thuoc
S& Théng tin va Truveén thong.

- Dém bao 100% cac don vi ¢6 bd phéan chuyén trach va can bod chuyén trach
cong nghé thong tin dugce dao tao co ban vé an toan an ninh thong tin.

- Bao dam 100% can b{ chuyén trach an ninh, an toan hé théng cua tinh va
cac don vy dugc dao'tao va cap chung chi theo chuan quoc t€ vé an ninh mang.

1V. GIAI PHAP

1. Phat trién nguén nhan lyc dam bao an toan thong tin sé 7

- Dav manh tuyén truvén sau rdng cho t6 chuc, nguol dan tén dia ban tinh
hiéu 16 vé an toan thong un s6. Pho cap. nang cao nhan thic cua céan bd, cong
chuc trong bd may hanh chinh nha nudc. trude hét la 1anh dao cac cap, cac nganh

tn



. _ - ~ . - sl

vé \al 110 Vi t11 va trach nhlem cuiia nguoi dung dau co quan don Vi, dam bao an”‘*
toan thonOr tin s6 trong cac hoat dong caa don vi minh. L

- Dy manh viéc thoncr tin. tuyén truyén vé noi dunw cua. ]\L hoach nay théng
qua cac phuong tién'théng tin dai chung, dac biét Ja trén Hé thono Céng théng tin
~dién ti cua tinh. Long ‘ehép cac ndi dung tuyén truvén néu irén vao cac chuono
trinh. ke hoach tng dung cérig nghé théng tin cua tinh. To Lhm cac hdi nghi, ho1
thao vé an 104n thong tin cho cac co quan, doanh ncrh]ep N nguon dan trén dia ban

- tmh -

- )\.:1\ dung cac chuven []dnU chuyén muc voi quy nm tin sud phu hop. nd _

dung phnnw phi. da dang. thlet thuc trén cac. phuong tien thong 1in dai ching cla |

' tinh-dé pho cap kién thue, tuyén tsuven pho bién thong un. i thace cho mol tanu R
~ 16p trong X3 hoi. Day ta méi truong dé trao doi va hoc hm Cic kmn thuc v& an toan - ‘
bao mat 2itra co quan mguol dan va doanh nehiép. '

SAE ho i can b L]]L]\Gﬂ trach vé cong nghé thany tn: cac so. ban. - nganh
tinh cac huun thanh phd ¢é trach nhiém bo ui du can bo chuvén trach vé cong
‘ngh¢ thong un, phu hop voi ké-houch tmg dung cdng nghd thdng tin va bdo dam
an ninh. an toan thong 1in 56 tai-ddn vi minh. '

- X1c tén Xav duno hé’ [honU tiéu chi kv nang can Thlu do; vol cac chuvén .
gia an toan thong tin 56 trén dia ban tinh. - s |

- Xay dung chuong trinh Va. to chirc dao tao do1 ngu chuyén gia trong lmh
vuc dam bdo an toan thong tm 5O phi hop vai véu céu n0h1ep vu-hién nay.

- Xay dung va duy tri co ché thong bdo to noum st dung vé cac nguy. co
gy mat an toan thono tin moi phat sinh.

- ‘Dé ¢6 diéu kién thuc hién dam bao ké hoach dé ra, phin diu dén nam .
2015, m01 don vico 0 can bo chuyén trach CNTT dugc dao tao an toan thong tin
56 va cap ching chi chuan Qudc gia theo tiéu chuan québc té..

Hoan thién cac co ché va chinh sach vé an toan thong tin s6

- R4 sodt v hoan thi€n cac van ban quy pham phap luat, co ché va chinh
sach cua Nha nudc, tao méi truong thuan loi de dam béo an toan théng tin 50; dap
{mg cac véu cau vé hdi nhap toan dién kinh té quéc té, thuc dav hop tac va canh
tranh lanh manh gitra cdc doanh nghiép. _

- Tiép tuc hoan thién bd may quan 1y nha nuée vé an toan thong tin sb tur
cac sd, ban, nganh tinh, uy ban nhan dan cac huyén, thanh phé trong do chu trong
ndng cao nang luc cdac co quan quan ly chuyén trach ve an toan théng tin sé. Tang
cuong cac hoat dong du bao, klem soat, phdt hién tin céne, canh béo som, ngan
chan kip thoi va khac phuc su ¢ khi co cac cuge tan cong. To chire danh gia dinh
ky va cong bd cac bao cdo hang niam vé nang luc dam bdo an toan thong tin so déi
v&i cac hé thong thong tin quan trong cua tinh.

- Nghién ctiu duoc vé thé ché, co ché, giai phap méi phu hofp voi dac diém
kinh té xa hdi cua tinh dé thuc hién o hiéu qua an ioan théng tin 56 tar cac co
quan, doanh nghiép va nguoi dan trén dia ban tinh

6
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"'S Ba\ manh hop tac tlonc va ngoai nuoc

- Tang cucmo hop tac gilia céc t6 chuc trono va- I’IUOBI nirdc trong viéc bao
vé co sd ha tang théng tin quoL gia, thiét 14p mang ludi theo d01 va canh bao sém
diéu phoi ngan chin cac cugc tan cong. '

*

- Phéi hop g gitia caL don vi tu van, ‘chuyén gia an toan thono tin $o tién hanh
thuong xuyén ra quet chc 10 hono trong hé thon” théng tin quan trong.cua tinh,
san sang ung phd voi nhung sy ¢b lién quan t6i mat an toan thono tin s0O.

4 CunO co ]uen toan \a\ c[unGF he thorw hao dam l\\ thuat

- - So Thong tin va Tlmen thonw la-don v | chuveén 1iach vé cong nghe thang
tin cua unh. S6 Thong tm va Tluven thonu d{on0 ihaii 1a don vl dl dau frong viec
trien khai cac quy trinh vé bao mat mang may tinh tai don vi minh va hucmO dan
l\um ra. don doc cho cac don vi khac thuc hién.

- Thanh 1ap Bo phan (ng cuu sy cd mavunh nhim Gng clu sucd mav tinh
cua inh va bo phan nay nay iien I\et VOl Cac ruime i cua cac unh. thanh Khac
thanh mor mang Judt trén aan quoc nham pho; l.m - ung pho kip that khi xav ra
cac sy ¢ mat an toan thong tin so. 7 o . o

- Py tu mua 5am trang thiét bt, kién toan. cung ¢, glao nhiém vu cu thé.
cho cac don vi hitu quan hién ¢o; xay dung co ché. iao diéu kién cho cac Trung-
1dm cong nghé thong tin cua cac rrudne dai hoc. cao danO: cua cac hdi nUhe
nghiép va cac doanh nghigép cong nghé thong tin wrén dia ban tham gia cung cap
d]Ch vu va bdo dam k¥ thuar \fe an toan-va bao mat. '

5. Nghién ctru khoa hoc va phat trién cong nche vé an toan bio mat

- Dua vao diéy klen kinh té xa h01 nhan luc cua tmh theo tung Qlal doan
thuc hién ké hoach, td chuc n0h1en cuu xay dung va trién khai thi d‘lem cac mo
hinh Ung dung, cac giai phap phan mém, phén cung dap trng-diroc véu cau vé an
toan baoc. mai hé thong mang may tinh tai cac don vi, phu hop véi diéu kién cua
tinh; tono két rut kinh nghiém, hoan chinh va nhan rong ung dung tren dia ban

tinh.
6. Huy dong ngudn vén diu tw cho an toan thong tin so

- Viéc huy dong von dau tu cho bao dam an toan théng tin s6 duoc trlen
khai theo huéng: BG tri kinh phi ngan sach tinh dam bao an toan thong tin 56 cho
cac hé thono thong tin quan trong cua tinh; cac san pham vé an ninh, an toan hé
thono dung chung cho toan tinh; kinh phi trién khai hodc nang cap hé thong theo
c4c mé hinh chuan dé nhan rong trén dia ban tinh va w cdc nguon kinh phi hop
phap khac. _

- Tang cudng tim kiém, tranh thi cic nguon von hd tro clia Trung vong va
cac du an tal tro cia nude ngoai, dac biét la cac du an lién quan dén chinh phu
dién tu, an toan bac mat.

- Pot vdi viée bao dam an ninh thong tin cho cac doanh nghiép, cic to chuc
khac. su dung nguon von tu ¢o cua cac doanh nghiép va nguor dan.

-
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Tonc kinh phi udc tinh: dua trén cac dyran "0] 3-2015 ¢4 quy mo vor tono sb
von ' 1a 9.000. 000.000 dong- (Von dau tu ]a 7.300.000.000 dong, von su nOhIep
] 500.000.000 ddng: ngan sach tinh).

Sé tlen bano chu Chin ty donol.” .
(\//m carvon /\em f/ze() P/m fuc Dan/: mue cae dir an —1777 nan 20173- 7U/ ‘))
VI TO CHL C THUC HIEN _

_1 Trach nhlem cua So Thon0 tin va I :uxen thono

- Chu tri, phoi hop Vi $6 Ké hoach D 10w SO Tai chinh va cac co quan
CO lién quan xay dung }“ hoach, can déi muc noan sach bd i cho-ké hoach hang
pam: tranh thu cac ngudn, kinh phi hd tro 10 ]IUH" Uong va nude ngoai vé ung
dung cong nghé thang tin wong hoat dong cus ¢ co guan Nha nuoe thude tinh,
vnh UBND unh phé duvét. Didu phoi trién K thuce hien ké heach. uu tién cac
du an vé an toan bao mat tai cac don vi []r_ﬂ dn han ninh.

- Chu tri, phol hop v&1 cac co quan o i quan nghién clru. de xuat xav- -

© - dung cdc co che, chinh sach ho tro, khuvén khich cac hoat dono nghién cuu phat

trién cac bién phap va ung dung dam bao an twan thong tn 50 rinh UBND tinh
Xem Xet, quvét dinh.

- Truc tiép téng hop va xay dung Ké hoaLh hang nam trinh UBND tinh, néu
10 lg tnnh-thue hién. 'nguodn von thue hién cac du an ve an toan thong tin so tai cac
¢co quan, to chire nha nude trén dia ban tinh. :

. 2. 50 Thcnncr tin va Truyén théng dé nchl cac don vi co.lién- quan pho:
" hop thwe hién tot Ké- hoach nay, cu thé nhu- .

2.1. Si Ké hoach va Piu tur

- Can do1 va dua vao ké hoach cla tinh cac ke hoach 5 ndm va hang nam ve

_ ung dung cdng nghé thono tin, cdc du an vé an toan bao mat mang may tinh,

théng tin sé. _

- Tranh thu cac ngudn von tir trung uong va tai trg ciia nude ngoai cho cac
du dn Ung dung cdng nghé thong tin, dac biét 1a cac du an vé dam bao an toan
thong tin sd trén dia ban tinh.

- Pam bédo déu tr day du va dung uén do cho cae du an an toan bao mat da -
dugc phé duvét.

- Uu tién bd tri von “phu hop vl dic thu cua linh vue CNTT va truyén
thong™ theo Quyét dinh so 1733/QD-TTg ngay 22/9/2010 cua Thi tudng Chinh
phu.

2.2. S0 Tai chinh

- U'u tién bd tri kinh phi cho cac de an. du an an toan an ninh thdéng tin trén
dia ban tinh theo ké hoach hdng nam da duoc cap b tham quyén phé duvér

—

- Hudng dan cac don vi bd ui kinh phi cho tng dung cdng nghé thang tin,
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an toan bao mat theo ke hoach Cua, tml ' |
,_-.3 Cac 50, ban, noanh tmh UBND huwen thanh pho

Phoz hop vo1 So ThoruT tin va Truven thono thuc hién ¢o hiéu qua ke hoach'
nav va dang bd vai ké hoach phat trién kmh té - xa ho: cua tmh cua nganh va cua .
tirng huyén, thanh phé. -

Tréen dav 14 Ké hoach dam bao an toan lhoncr tin s6. trong hoat don0 CO Guan
nha nudc tinh Ca Mau nam 2013 va 01a1 doan 2013- ”O 15 trén dia ban tinh Ca
Mau. . S . S .
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S Sr Ké h—mch va Dau ur: o
» Tai chinh: T o 7
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* V3 Québe Viét




. o‘ . VA

"nl I\/ELJ 'U"ll"‘

f«- .f,

b 4 7 : _ S Ngi !
e Don vi thue _T:fl‘:' Dy kién tong kinh phi vi phin ky 2013, dung/hang I
TT | M B - |7 2014,2015 (trigu ddng) _muc cong |
i _ hi¢én thue SR viée nam i .
- ‘ . hién_ ‘ S, 2013 |
; Tong | 2013 | 2014 -] 2015 | }
I Cac d'l_r an srdung vén dau tur (téng kinh phi 7.300 triéu d_éng, ngin sach tinh) ‘
' Dy an dau tr phan | - fl -
: i cirng. phan mém bao T
i _ Bau tu cac
' . dam an toan. bao han cime |-
" mat thong tin 58 tai Phan Cung, |
i cdc dom vi cap tinh. : - : : _ : : ?ha“ mem.
1 ¢ cap huvén (€ong seTTTr. | 293 4500 | 1500 | 1500 7| 1300 | 020 daman
: . 2018 - toan, bao
: Thong tir dién tr_va - s
: - - mét thong
- * cac cong thanh phan i I
= . tin tat cde
; ; VIC: cac phan :i A
| i - don vi.
~ mém chuyén dung i i
- V.V P
5 ' 'I ~ Dudndau -
) Dur an.dau ur trang i : tLr.tEang
thiét b nghién ctru | 2 s 2013- | : thiét by
3 o et b nshr -1 SeFTTT < 3.000 1.000 1.000 7 1.000 nghién ciru
- cua bo phan umg cdu - 2015 . =L .
SN ! ST : cta bo phin
S CO mayv tmh i . .
: ) a Ung cdu sy
I ’ L | cd may tinh |
II CJC dur @n sir du 6 hlep (tonﬂ kinh phi 1.500 triéu ddng, ngin sidch tinh) - j _
! - : .
: i - . Duy tri hé
| : ! thdng
[ I
! Duytri hé thonv i - | chimgthu
L chimg thu s8, va chif ! 2013- ) _ | sb. vachir
I | Se¢TTTT - 1500 . [, 500 500 500 T
k(' sd cdc co quan 2015 k¥ s6 cdc co
! cap tinh. cap huvén ! quan cip
L . j tinh, cap
A ! huyén
Tong cong I+ 11 9.000 3.000 3.000 3.000

Ghi chii: Cde Dir din sdp xép theo thir t wu tién theo nguén von va soé tik tu fir nho dén lon.




