BO TAI CHINH CONG HOA XA HQI CHU NGHIA VIET NAM
Péc ldp - Ty do - Hanh phiic

S6: 260% /QP-BTC Ha Néi, ngay 1.8 thang 10 ndm 2013

QUYET PINH

V& viéc sira d6i, bd sung Quy dinh tiéu chuén vé ung dung
cong nghé¢ thong tin trong cic co’ quan hanh chinh, d(rn vi sy nghiép thugc
B8 Tai chinh ban hanh kém theo Quyét dinh s6 1895/QDP-BTC
ngay 30 thang 7 nim 2012

BQ TRUONG B(Q TAI CHINH

Can ctr Nghj dinh sé 64/2007/NDP-CP ngay 10/4/2007 ciia Chinh phu vé
ung dung céng ngh¢ théng tin trong hoat déng cta co quan Nha nudc;

Cin cit Nghj dinh s6 118/2008/ND-CP ngay 27/11/2008 cua Chinh phu
quy d;nh chie nﬁng, nhiém vy, quyén han va co céu té chirc ciia B Tai chinh;

Can ctr Quyét dinh s6 2699/QB—BTC ngdy 10/11/2011 cua B truong By
Tai chinh v& viéc ban hanh Quy ché quén Iy du tir img dung c6ng nghé thong tin
tai cac co quan hanh chinh, don vi sy nghiép thugc B Tai chinh;

Cin ¢t Quyét dinh sé 2666/QD-BTC ngay 24/10/2012 cua B truong B
Tai chinh ban hanh Quy ché PAu thiu thuc hién mua sim hang hoa, dich vu tu
van va lya chon nha thiu xdy dyng trong cic co quan hanh chinh, don vi sy
nghig¢p thudc B§ Tai chinh;

Xét @ nghj ctia Cuc truéng Cuc Tin hoc va Théng ké tai chinh,

QUYET PINH:

Piéu 1. Ban hanh Phy lyc “Tiéu chuin k¥ thudt thiét bj, sin phdm céng
nghé théng tin” thay thé Phu luc 02 tai Quy dinh tiéu chuin v& tmg dung cong
ngh¢ thong tin trong cic co quan hanh chinh, don vi sy nghiép thudc B$ Tai
chinh ban hinh kém theo Quyét dinh s6 1895/QP-BTC ngiy 30/7/2012 cia Bo
truéng Bo Tai chinh (dinh kém).

Piéu 2. Quyét dinh nay c6 hiéu lyc thi hanh ké tir ngay ky.

Diéu 3. Thu truéng céc don vj thuée B, Gidm dbc S& Tai chinh céc tinh,
thanh phé truc thudc Trung wong chju trich nhiém thi hanh Quyét dinh nay./.

Noi nhgn: <L BO TRUGNG
- Nhu Piéu 3; 5

- Website B¢ Tai chinh;

- S& Tai chinh cac tinh, TP truc
thuéec TW;

- Luu: VT, THTK.
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PHU LUC: TIEU CHUAN KY THUAT THIET BI, SAN PHAM

CONG NGHE THONG TIN
(Ban hanh kém theo Quyét dinh sé J0Y /OD-BTC ngay 13/10/2013 cua
B¢ truomg B¢ Tai chinh)
STT THIET BI, TIEU CHUAN KY THUAT ‘
A |MAY CHU, MAY TINH DE BAN, MAY TINH XACH TAY, _LU’U

1 Mﬁy chu thong dung (Khong ap dungvé'l Blade Server, Umx server)
1.1 Mady chii itng dung tai cdp Trung wong, Tinh

Processor: 02 processor (04 Core, 12 MB Cache)

Memory: 16 GB, up to: 192 GB

Storage:

- Capacity Disk: 2 x 300 GB (SATA or SAS) or 2 x 200 GB (SSD)
- Support 06 Disk bays

- Hot swap or Hot plug Disk Drivers

RAID Controller:

- Support levels: 0, 1, 5

- 512 MB Cache

I/O port: 01 VGA, 04 USB

Network interface: 02 Port Gigabit Ethernet

Remote Management Port: 01 Port

Operating System Support:

- Microsoft Windows Server

- Linux

Power supply:

- Redundance Power

- Input: 200-240V

- Hot-swap or Hot-plug Power Supply

1.2 Mdy chii irng dung tgi cdp Huyén

Processor: 01 processor (04 Core, 12 MB Cache)

Memory: 08 GB, up to: 192 GB

Storage:

- Capacity Disk: 2 x 300 GB (SATA or SAS) or 2 x 200 GB (SSD)

- Suport 06 disk bays

- Hot swap or Hot plug Disk Dnvers
RAID Controller:

- Support levels: 0, 1, 5

- 512 MB Cache

I/O port: 01 VGA, 04 USB
Network interface: 02 Port Gigabit Ethernet
Remote Management Port: 01 Port
Operating System Support:

- Microsoft Windows

- Linux

Power supply:
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- Redundance Power

- Input: 200-240V

- Hot-swap or hot-plug Power Supply

2 M4y chii phién (Blade Server)

121 Blade chassis

Kiéu déng Rack mount

i Khe ciim may chii: Support 4 blade server bays

Nguon:

- Support hot-plug or hot-swap and redundant

- Support 220V/50Hz

- Support 04 power supply

Quat 1Am mit:

- Support hot-plug or hot-swap and redundant

- Support 02 cooling fans or higher

Module quan trj: 01 x Management Module

Interconect bay hoiic twong dwong: 04 bays _
Interconnect switch: Ethernet/Fibre Channel/InfiniBand/SAS
interconnects

Ho trg cac loai Interconnect switch: Ethernet, Fibre Channel, InfiniBand,
SAS interconnects

2.2 Blade Server

Form factor: Blade server tuong thich véi Blade chassis & trén
Processor: 02 processor (04 Core, 12 MB Cache)

Memory: 16GB DDR3, up to: 384 GB

Capacity Disk: 2 x 300 GB (SATA or SAS) or 2 x 200 GB (SSD).
RAID support: 0, 1

Expansion slots: 02 slots .

Ethernet NIC: 02 Port Gigabit Ethemet

System Management: Integrated

3 My tinh dé ban

Processor: 01 Processor (02 Core, 1.5 MB Cache)

Memory : 02 GB, up to: 08 GB

Capacity Disk: 320 GB SATA

I/O port:

- 06 USB

- 01 RJ-45

-01 VGA

- 01 audio port

- 02 PCI (Support: 01 PCI Express)

Monitor:

- Display type: 17 Inch LCD

- Resolution: Support up to 1280x1024 or Support upto 1440 x 900
Network interface: Gigabit Ethernet LAN

Keyboard & optical mouse ,

Operating System Support: Microsoft Windows 7

3
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Power supply: 120-240V
4 Miy tinh xach tay

Processor: 01 Processor (02 Core, 3 MB Cache)
Memory: 02 GB, up to: 08 GB
Capacity Disk: 250GB SAS or 100GB SSD
Network interface:
- Intergrated Ethernet: 10/100/1000 Mbps
- Intergrated Wireless LAN (b/g/n)
I/O port:
-03 USB
- 01 RJ-45
- 01 audio port
- 01 AC power
- 01 VGA
Display: 12-15.6 Inch
Battery type: 3-cell
Operating System Support: Microsoft Windows 7
Power supply: 110-240V
5 Maiy in
5.1 Mdy in Laser A3
Paper size: A3, A4
Processor: 01 Processor
Print quality: 600 x 600 dpi
Print Speed: 15 ppm for A3
Memory: 64 MB
Network interface: Ethernet 10/100 Mbps
Input tray: 1 tray x 250 sheets (A3/A4)
Parallel cable or USB cable
| Driver and software management with license
Operating System Support: Microsoft Windows XP, Windows 7
Power supply: 220-240V
5.2 Mdy in laser A4
Paper size: A4
Print quality: 600 x 600 dpi
Print Speed: 25 ppm for A4
Memory: 32 MB RAM _
Network interface: Ethernet 10/100 Mbps
Input tray: 1 tray x 250 sheets (A4)
Auto duplex
Parallel cable or USB cable
Driver and software management with license
Operating System Support: Microsoft Windows XP, Windows 7
Power supply: 220-240V
6 Laru dién (UPS)
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6.1 | Leeu dién cho mdy chi

Type: Online technology/Line-interactive

Power Capacity: 2000VA/1400W

Input:

- Voltage range: 160V-276V

- Frequency range: 50Hz

QOutput:

- Voltage: 220V +/-10%

- Frequency range: 50Hz

UPS monitoring & system shutdown software included
Backup time (fulload): 5 minutes

6.2 Lucu dién cho mdy vi tinh dé ban:

Power Capacity: 1000VA/600W or 1000VA/700W
Input:

- Voltage range: 176V-264V

- Frequency range: 5S0Hz

Qutput:

- Voltage: 220V +/-10%

- Frequency range: 50Hz

Backup time (Halﬂoad) 6 mmutes

| THIET BIMANG .

1 Thiét bj chuyén mgch (Swntch)
1.1 Switch Access

Form factor: Rack

Interfaces: - 24 port 100/1000 Mbps
- Auto Sensing hodc twong duong

Features:

- Switching capacity: 32 Gbps

- Forwarding: 35 Mpps

- MAC table size hodc trong duong: 8000
Management or console port

Power Supply: 220-240V

1.2 Switch Core

Form factor: Rack

Interface:

- Ethernet: 24 port 100/1000 Mbps or SFP
- Uplink: 2 port 100/1000 Mbps or SFP
Performance:

- Switching Capacity: 88 Gbps

- Forwarding rate/ throughput: 65 Mpps

- 512 MB DRAM

- 128 MB flash memory

Protocol:

- IPv4, IPv6
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- IEEE 802.1Q VLAN

- IEEE 802.1d Spanning Tree Protocol

- IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)

- IEEE 802.1s Multiple Spanning Trees.

- IEEE 802.1x Port-Based Network Access Control

- IEEE 802.3ad Link Aggregation Control Protocol (LACP)
Layer 3 routing protocols:

- Static, RIPv1, RIPv2

- Upgradable to advanced IP routing protocols: OSPF

- Upgradable to support IPv6 routing

Management:

- CLI: Telnet/SSH

- SNMP

- Trivial File Transfer Protocol (TFTP) hoic FTP

- Network Timing Protocol (NTP)

- Management or console port

Power Supply: 220-240V

2 Thiét bj mang khing diy

2.1 Thiét bi phdt séng Accesspoint cho cip Trung wong, Tinh, Huyen
Support Standards: Wireless 802.11 a/b/g

Authentication protocol:

- Pre-shared keys _

- 802.1x, EAP- PEAP, EAP-FAST, EAP-TLS, EAP-TTSL, EAP-
MSCHAPv2

Security standard: 802.11i, WEP, WPA, WPA2, AES, TKIP
Interfaces: -

- 10/100/1000 Base-T (RJ45)

- Auto Sensing hodc twong duong

- Management or console port (c6 thé tich hop trong ethernet port)
- Wifi-Certified

Power Supply 220-240V

2.2 Hé thong_qudn Iri tdp trung Accesspomt cho cap Trung wong, Tinh
Yéu ciu vé quin ly ciia hé thong

- Céng cu quén 1y tép trung cé giao dién dd hoa

- Cho phép thé hién vi tri thiét b Accesspomt trén so db.

Yéu céu vé bao mét:

- Pugc tich hop tinh ning IDS hoic IPS

- Cho phep luu nhét ky su kién (log)

Quan Iy tan s6 séng

- Quan 1y dugce tin 56 song ciia hé thong AccessPoint.

- C6 kha ning diéu chinh cong suat va kénh phét cia AccessPoint.
Cé chirc néing bio cio.

3 Thiét bi dinh tayén (Router)

3.1 Router cho cip Trung wong, Tinh

6
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Form factor: Rack mount

Performance and Capacity:

- Packets Per Second (64 byte): 200 Kpps

- Performance: 350 Mbps

- Memory: 256 MB Ram or 256 MB Flash

Interface:

- 04 Network Module slots

- 02 port 10/100/1000 Mbps .

Routing protocols:

- Static, RIP v1/v2, IGMP v1/v2/v3, OSPF, BGP

- Generic Routing Encapsulation (GRE)

- Label Distribution Protocol (LDP), ReSource Reservation Protocol
(RSVP)

Internet Protocol: Dual stack IPv4/IPv6

Management:

- CLI: telnet, SSH

- SNMP v2/v3

- Management or console port

Power Supply: 220-240V

3.2 Router cho céap H uyén

Performance and Capacity:

- Packets Per Second (64 byte): 95 Kpps

- Memory: 256 MB RAM or 256 MB Flash

Interface: 02 port 10/100 Mbps

Routing Protocol:

- Static, RIPv1/2, OSPF, BGP

- Generic Routing Encapsulation (GRE) tunneling

Internet Protocol: Support IPv4

Security support: IPSec VPN: site-to-site and remote access VPN
Management:

- CLI: Telnet, SSH

- SNMP

- Management or console port

Power Supply: 220-240V

.C' ¢ | THIET BL, SAN PHAM BAO MAT
1 Thiét bj twirng lira (Firewall)

1.1 Firewall cho mang:

1.1.1 | Firewall cho cilp Trung wong

Form factor: Rack

Interface:

- 04 Ethernet port 100/1000 Mbps

- Upgradeable to 08 port 100/1000 Mbps
- 01 Console port or management port
Performance:
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- Firewall throughput: 08 Gbps
Features:

- Deny of Services protection

- Network address translation

- Support the detection methods: Signature base ho&c teong duong,
protocol anomaly hodc twong duong
Internet Protocol:

- IPv4, RIP, OSPF, BGP, Static route

- Support IPv6

Management:

- CLI:telnet/ssh

- SNMP

- Web; htttp/https

High Availability: Active/Active or Active/Passive
Power Supply: 220-240V

1.1.2 | Firewall cho cdp Tinh

Form factor: Rack

Interface:

- 04 Ethernet port 100/1000 Mbps

- Upgradeable to 06 port 100/1000 Mbps
- 01 console port or management port
Performance:

- Firewall throughput: 950 Mbps
Features:

- Deny of Services protection

- Network address translation

- Support the detection methods: Signature base hosc twong dwong,
protocol anomaly hodc tuong duong
Internet Protocol:

- IPv4, RIP, OSPF, BGP, Static route

- Support IPv6

Management: CLI:telnet/ssh

High Availability: Active/Active or Active/Passive
Power Supply: 220-240V

1.1.3 | Firewall cho cdp Huyén

Form factor: Rack

Interface:

|- 04 Ethernet port 10/100 Mbps

- 01 Console port or Management port
Performance:

- Firewall throughput: 700 Mbps
Features:

- Deny of Services protection

- Network address translation
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- Support the detection methods: Signature base hodc twong duong,
| protocol anomaly hodc tuong duong

Internet Protocol:

- IPv4, RIP, OSPF, BGP, Static route

- Support IPv6

Management: CLI:telnet/ssh

High Availability: Active/Active or Active/Passive
Power Supply: 220-240V

12 Firewall irng dung cho cip Trung wong, cép Tinh
Form factor: Rack

Interface:

- 04 Ethernet port 100/1000 Mbps

- 01 Console port or Management port
Performance:

- HTTP request/sec: 32.800

- SSL transactions/sec: 5.000

Web protection: DDoS Web Server

SQL Injection prevention

DDoS prevention: Connection Management
Internet Protocol: IPv4; Support IPv6

Management:

- Web: http/https

- CLItelnet/ssh

- SNMP

Power Supply: 220-240V
2 Thiét bj ph4t hi¢n, ngiin chiin thim nhip (IDS/IPS)
2.1 | Thiét bj IDS/IPS cho cip Trung wong:

Performance:

IPS/IDS throughput hodc Inspection
throughput hodc twong duong: 2,5Gbps
Latency: <= 150 ps

Management

command-line interface; Web browser
Interface

8 port x 1000Mbps

Form factor: Rackmount

Power supply: Redundant

Feature

in-line, real-time protection

2.2 Thiét bj IDS/IPS cho cAp Huyén, Tinh:
Performance:

IPS/IDS throughput hodic Inspection .
throughput hojic twong duong: 750 Mbps
Latency: <= 1 millisecond

g
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Management
| command-line interface; Web browser
| Interface

4 port x 1000Mbps
Form factor: Rackmount
Feature
in-line, real-time protection
Thiét bj qudn tri tip trung cho IDS/IPS (danh cho céic don vj ¢6 nhiéu
thiét bj IDS/IPS)
Tinh ning:
Quaén trj thong qua giao di¢én Web browser
Quan trj, cau hinh chinh séch, cép nhét cho cé,c thiét bi IPS tir xa.
Béo cao
Tao bao cdo theo cac tiéu chi: All attacks, Top attack
Béo cdo t dong theo lich (Schedule) theo: Ngay, tuin, thing
Pinh dang bao cdo: PDF, HTML, CSV
3 Phin mem phong chong virus
Phin mém phéng chong virus cho may chii, may vi tinh dé ban, may
3.1 tinh xich tay
Quet virus trong bd nhé, file, thr muc, file nén, thiét bj luu trif ngoai.
Ché db quét: -
- Quét thu cong (manual scan);
- Quét theo lich (Schedule scan).
Diét (protect/prevent/anti): virus, Trojan, Spyware, Adware, Rootkit.
Béo vé theo théi gian thuc (real-time protection hodic tuong du'ong)

Béo vé truy cip web.

Chu dong phong vé (hoac Proactive Protectlon/Proactlve defence).

Tu ddng cip nhit mau virus.

Cai dat dugc trén Windows 7/8 (32, 64 bit).

3.2 Thanh phin quin Iy tip trung cho phin mém phong chdng virus
Tinh ning quén ly:

Ty ddng cap nhit cic mau virus.

Cép nhét ty ddng c4c miu virus cho céc client.

| Quan ly théng tin trén toan hé thdng:

- Tén may ho#c dia chi IP;

- Phién ban phan mem phong chong virus;

- Tinh trang két ndi cia phin mém phong chﬁng virus véi thanh phan quan
ly tép trung;

-S6 Iwgng, loai virus phét hle;n duge, két qua xit ly trén timg mdy tinh.

Dit lich quét dinh ky thong nhat cho mét nhém hodc tat ca mdy tinh trong
hé théng.

Ra Iénh tir xa cho mdt nhém ho#ic tat cd may tinh trong hé thong thyc hién
quét virus. .

HS trg h§ diéu hanh cai ajt:

2.3
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Déi vé6i thanh phan quan 1y tap trung 1a phin mém, yéu ciu cai dat duge
trén Windows Server hodc Linux.

| 4 Céng cy do quét I6 hong bio mat

Tinh niing do quét 16 hong:

Quét img dung dugc tao béi nhiéu ngdn ngit lap trinh web khac nhau: ASP,
PHP, Java.

Quét Web Service.

Quét ing dung AJAX.

Phit hién 16 hong bao mét nghiém trong: Cross-Site Scripting (XSS); Cross
Site Request Forgery ( XSRF); SQL Injections; Malware/Backdoors/Trojan
Script; Weak Password.

Tinh niing qus’u! ly: i

Cho phép tuy bien quét theo cic théng so khac nhau va djt lich quét tu
déng hodc thi cong.

Quén ly lich sir quét: cho phép nguoi diing git lai két qua c4c 1an quét va
so sénh gitra 2 1in quét.

Phan loai 16 hdng bao mét theo mirc d6 nguy hiém, t6i thiu & 3 cép do:
thip (low), vira (medlum) nghiém trong (critical/high).

Cép nhat dwgc cic mau nguy co, 18 hong méi.

Bao cio:

Béo c4o theo chuéin: OWASP / SANS / WASC / ISO 17799/27001 /PCI
(Payment Card Industry).

Hién thj két qua: md ta ndi dung nghi ngd va chi din bién phap xir Iy,
Két xuit duqc béo cdo duéi dang MS Word hodic PDF.

H6 trg hé diéu hanh cai dit:

Cai dit dugc trén: Windows server 2008/2012 Wmdows 7/8

D _*TH]ETBI LUUTRUDU LIEU e SR
Thiét bi luu trir dir liéu cho cap Trunglr ng

Form factor: Rack mount

Host Interface: Fibre channe] or FCoE

Driver Storage Capacity: 8TB raw capacity

Driver Type: Sata/SAS/Fibre channel/SSD

Raid support: 4 or 5

Software: Storage management LUN Creation, LUN Provisioning, Storage
Monitor Management.

Management:

- Web/gui interface.

Operating System Support:

- Microsoft Windows Server;

- Linux;

- VMware.

Power supply:

- Redundant and hot-swap or hot-plug;

- Input: 220-240V.

ol
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2 Thiét bj liru trir dir lidu cho cip Tinh

Form factor: Rack mount

Host Interface: Fibre channel or FCoE

Disk Storage Capacity: 05TB raw capacity

Driver Type:

- Sata/SAS/Fibre channel

Raid support: 4 or 5

Software: Storage management: LUN Creation, LUN Provisioning, Storage
Monitor Management.

Management:

- Web/gui interface.

Operating System Support:

- Microsoft Windows Server;

- Linux;

- VMware.

Power supply:

- Redundant and hot-swap or hot-plug;

- Input: 220-240V.

3 Thiét bj SAN Switch

Form factor: Rack mount

Interfaces: :

- 16 port 8 Gbps (Fibre Channel or FCoE)

- Auto Sensing hodc tirong duong

Performance, Capacity hoic twong dwong: 128 Gbps
Management:

- Web/gui interface.

- Management port: RJ45

Power Supply: 220-240V

Ghi chu:

- Céc trudmg dai hoc, cao ding 4p dung tiéu chudn k¥ thust cp Tinh.

- V& hé théng quén trj tip trung Accesspoint (cho clp Trung wong, Tinh)
tai Muc 8.2: Trudmg hop hé thdng quan trj tp trung Accesspoint di cé tinh ning
quan ly xéc thuc ngudi ding (Authentication protocol: Pre-shared keys; 802.1x,
EAP- PEAP, EAP-FAST, EAP-TLS, EAP-TTSL, EAP-MSCHAPv2) thi thiét bi
Accesspoint quy dinh tai Muc 8.1 khéng cin yéu cdu céc giao thirc x4c thyc nay. |
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