BO TAI CHINH CONG HOA XA HOQI CHU NGHIA VIET NAM
Doc lap - Tw do - Hanh phic

S6: 316 /QD-BTC Ha Ngi, ngay 15 thdng 02 ndm 2015

QUYET PINH

Ban hanh Quy dinh tiéu chuin vé ing dung cong nghé thong tin
trong cac co quan hanh chinh, don vi st nghi€p thudc Bé Tai chinh

BO TRUONG BOQ TAI CHINH

Cian cir Nghi dinh sb 215/2013/ND-CP ngay 23/12/2013 cta Chinh phu
quy dinh chirc ning, nhiém vu, quyén han va co cau t6 chirc ciia B6 Tai chinh;

Can ctr Théng tu sé 22/2013/TT-BTTTT ngay 23/12/2013 cua B§ Thong
tin va Truyén théng ban hanh Danh muc tiéu chuén k¥ thuét vé tmg dung cong
nghé thong tin trong co quan nha nudc;

Cin cir Théng tu s6 01/2014/TT-BTTTT ngay 20/02/2014 cta By Thong
tin va Truyén thong Quy dinh chi tiét vé ru tién dau tu, mua sam san pham, dich
vu cdng nghé thong tin san xuat trong nudc sir dung ngudn vén ngan sach nha
nudc;

Can cr Thong tu s6 20/2014/TT-BTTTT ngay 05/12/2014 cia B Thong
tin va Truyen théng Quy dinh vé céc san pham phan mém ngudn mé& duogc ru
tién mua sam, sir dung trong co quan, t chirc nha nudc;

Xét dé nghi cua Cuc truédng Cuc Tin hoc va Thong ké tai chinh,

QUYET DPINH:

Piéu 1. Ban hanh kém theo Quyét dinh nay Quy dinh tiéu chudn vé tng
dung cong nghé thong tin trong cac co quan hanh chinh, don vi su nghiép thudc
B¢ Tai chinh.

Dleu 2. Quyét dinh nay c6 hiéu luc thi hanh ké tur ngay ky; thay thé Quyét
dinh s6 1895/QP- BTC ngay 30/7/2012 cua B truong Bo Tai chinh ban hanh
Quy dinh tiéu chuan vé tmg dung céng nghé théng tin trong céc co quan hanh
chinh, don vi su nghiép thudc B6 Tai chinh va Quyét dinh s 2607/QD-BTC
ngdy 18/10/2013 ctia B6 truéng Bo Tai chinh vé viée stra dbi, bd sung Quy dinh
tiéu chuan vé tng dung cong nghé thong tin trong céc co quan hanh chinh, don
vi su nghiép thuéc Bé Tai chinh ban hanh kém theo Quyét dinh s§ 1895/QP-
BTC ngay 30/07/2012.
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Piéu 3. Chanh Vin phong B Tai chinh, Cuc truéng Cuc Tin hoc va
Thér}g ké tai chinh, Thu trudong cac don vi thudc B chiu trach nhiém thi hanh
Quyét dinh nay./. »

Noi nhgn: _ TRUONG
- Nhu Biéu 3; YR ghz UONG
- Website B Tai chinh; .

- Luu: VT, THTK.
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BO TAI CHINH CONG HOA XA HQI CHU NGHIA VIET NAM
- = Pjc lap — Tw do — Hanh phuc

QUY PINH
Tiéu chuin vé tng dung cong nghé thong tin
trong cac co quan hanh chinh, don vi sy nghiép thugc B¢ Tai chinh

(Ban hanh kém theo Quyét dinh s6 516/OD-BTC ngay15/02/2015 cia B truong
B¢ Tai chinh)

Piéu 1. Pham vi diéu chinh

Quy dinh nay quy dinh vé tiéu chudn tmg dung cong nghé thong tin
(CNTT) ap dung thong nhat trong cac hoat ddng uimg dung cong nghé thong tin
tai cac co quan hanh chinh, don vi su nghiép thudc Bo Tai chinh.

Piéu 2. P6i twgng 4p dung

Quy dinh nay ap dung dbi véi cac co quan hanh chinh, don vi su nghiép
thudéc BO Tai chinh; khqyén k}}ich So Téli chiph cac tinh, thanh pho truc thudc
Trung uong ap dung thong nhat tiéu chuan vé ing dung CNTT theo Quy dinh
nay.

Picu 3. Danh muc tiéu chuin vé tng dung cong nghé thong tin va
nguyén tac ap dung

1. V& tidu chuin két néj, tiéu chuén veé tich hop dir liéu, tiéu chuin vé truy
cdp thong tin, ti€u chuan vé an toan thong tin: Ap dung theo Théng tu so
22/2013/TT-BTTTT ngay 23/12/2013 ctia B Théng tin va Truyén théng ban
hanh Danh muc tiéu chuén k¥ thuat vé tmg dung cong nghé thong tin trong co
quan nha nudec.

2. Vé tiéu chuén k¥ thuat dp dung cho cac cong thong tin dién tir nganh Tai
chinh: Ap dung theo Quyét dinh sé 3241/QD-BTC ngay 21/12/2009 cta Bo Tai
chinh Quy dinh vé chirc ning va tiéu chudn k¥ thuét ap dung cho cac cdng théng
tin dién tu nganh Tai chinh.

3. V& tiéu chudn phat trién phin mém CNTT va tiéu chuan k¥ thuit thiét
bi, san phdm CNTT:

a) Bbi v6i tiéu chuén phat trién phin mém CNTT:

- Cac co quan, don vi thuc hién theo quy dinh tai Phu luc 01 ban hanh
kém Quy dinh nay.

fad
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- Dm v6i Tiéu chuan khuyén nghi 4p dung trong xdy dung, phat trién
phin mém néi bd nganh Tai chinh:

+ Truong hop phat trién méi phin mém: Phién ban san phém, cong cu xay
dung, phat trién phan mém ndi by ban hanh theo Quy dinh nay 1a phién ban thip
nhit c6 thé 4p dung.

+ Truong hop nang cap phan mém: Truong hop nang cap phan mém yeu
cdu nang cip ha tang ky thudt dé dam bao tinh twong thich: phién ban san pham
¢dng cu phat trién phan mém ban hanh theo Quy dinh nay la phién ban thap nhét
co thé ap dung; Truong hop nang cip phin mém khéng yéu cdu nang cép ha
ting k¥ thuat de dam bdo tinh tuong thich: dugc 4p dung phién ban san pham,
céng cu phat trién phan mém phién ban thip hon Quy dinh nay.

- Phi€n ban trong quy dinh 1a mirc tbi thiéu, c4c don vi, hé théng luva chon
phién ban trién khai phu hgp vdi thuc té tai don vi.

b) Péi véi tiéu chudn ky thut thiét bi, san phdm CNTT:

- Céc co quan, don vi thyc hién theo quy dinh tai Phu luc 02 ban hanh
kém theo Quy dinh nay.

- Tiéu chuén ky thuét cia thiét bi ban hanh kém Quy dinh nay la mac tbi
thiéu. Truong hop can thiét, khi thuc hién, cic co quan, don vi co the nang
chudn k¥ thudt va bb sung céc tiéu chuin ky thuét khac theo yéu cau ch
mén ctia don vi, nhung phai dam bao nguyén tic nhiéu hing san xuét c¢6
hoda CNTT dép ng yéu cau (trong d6 uu tién san pham CNTT san xuét trong
nudc theo quy dinh tai Thong tu s 01/2014/TT-BTTTT ngay 20/02/2014 ciia
B6 Théng tin va Truyén théng), kém theo céc tai liéu k¥ thudt chimg minh. Thu
truémg don vi chiu trach nhiém vé quyét dinh cia minh truéc Phéap luit va theo
phan cip ctia B Tai chinh.

¢) Péi véi cac hang héa CNTT nim ngoai danh muc quy dinh tai Phu luc
01 va Phu luc 02 ban hanh kém theo Quy dinh nay: Cac co quan, don vi chu
dong x4y dung tiéu chuin k¥ thuat ctia hang héa va trién khai dam bao yéu ciu
chuyén mon cua don vi.

d) Quy dinh nay khong ap dung d6i véi cac phan mém d3 trién khai, giai
phap phan mém tron g6i, giai phap tong thé (bao gdm ca phin citng va phan
mém).

Piéu 4. TS chirc thwe hién

1. Tha trudong cic co quan hanh chinh, don vi sy nghiép thugc B Tai
chinh chiu trach nhiém thuc hién Quy dinh nay. Truong hop can thiét, cac co
quan, don vi ban hanh huéng dan chi tiét cho céc don vi truc thudc trén co sé
cac ndi dung dugc quy dinh tai Quy dinh nay.
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2. Cuc Tin hoc va Théng ké tai chinh chu tri, phdi hop véi céc co quan,
don vi hang ndm ra soat, trinh B stra d6i, bo sung cac ndi dung ctia Quy dinh dé
dam bao phu hop véi thuc té trién khai chung ctia B§ Tai chinh.

3. Trong qua trinh thuc hién néu cé van dé phat sinh, vudéng méc, dé nghi
cac don vi phan anh vé B6 Tai chinh (qua Cuc Tin hoc va Thong ké tai chinh)
dé xem xét, giai quyeét./.

A A .
Tran Xuan Ha
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: ML S o
DANH SACH TIEU CHUAN PHAT TRIEN PHAN MEM
CONG NGHE THONG TIN TRONG NGANH TAI CHINH

(Ban hanh kém theo Quyét dinh s6 314 /OP-BTC ngay 4% /02/2015 ciia Bé truong
B6 Tai chinh)
I. Tiéu chuin ky thuit tich hop trong kién tric hwéng dich vu bing Web Service

STT

Tiéu chuan

Ghi chui

|

Tiéu chuin truyén tin va dinh dang
van bin

Hypertext Transfer Protocol/
Hypertext Transfer Protocol over
Secure Socket Layer: HTTP
vl.I/HTTPS

Giao thirc truyén tin

Document format: XML v1.0

Ngon ngit dinh dang vin ban

Encrypting data : XML Encryption

: M3 hoéa dix 1i€u ban tin XML
Syntax and Processing
Digital signature: XN[L Signature Chitky s & ban tin XML
Syntax and Processing
Describing the structure of a Luoe d ban tin XML

document: XML Schema v1.0

Tiéu chuin md ta, giao tiép, quan ly

% va tich hop dich vu
Describing web services: WSDL v1.2 | Ngbn ngit mo ta dich vu Web
Accessing web services: SOAP v1.2 | Giao thirc giao tiép dich vu Web
Elrt‘é;:f‘gnl)%g’fg‘ Discovery and | rs ¢ ohét hién va tich hop dich v
Cac don vi c6 thé st dung céac ticu
3 Tiéu chuén an toan dich vu chuin duéi ddy tuy theo yéu ciu thirc

té cua don vi

Web services security: WS-Security
vl.1

Bao mat cho dich vu Web

Web services policy: WS-Policy v1.5

Quan ly chinh sach dich vu Web

Web services addressing:
WS-Addressing v1.0

Mo ta thong tin dinh tuyén dich vu
Web

Web services reliable messaging:
WS-Web ReliableMessaging v1.1

Pam bao chét lugng truyén tin

II. Tiéu chuin khuyén nghi 4p dung trong xiy dung, phat trién phan mém
nganh Tai chinh

STT

oA R
Tiéu chuan

Ghi chu

1

Cong cu phat trién ph?m mém

Oracle Developer Suite 11g

B6 cbéng cu phat trién tich hop dé trién
khai cac ing dung, bao gdm céc thanh
phén nhu: Oracle Jdeveloper, Oracle
Form, Oracle Report, ...
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STT

Tiéu chuan

Ghi chi

Visual Studio 2010

B4 cong cu phat trién tng dung trén nén
tang cong nghé¢ NET

Rational Application Developer
8.04

Cong cu hd trg phat trién cac phan mém
J2EE, chay trén nén tang Websphere.

WebSphere Studio Application
Developer 5.1

B cong cu phat trién iing dung tich hop
cua IBM

Eclipse Java Development Tools 3.3

Céng cu hd trg phat trién tng dung Java
(Open source)

NetBeans 8.0

Céng cu lap trinh dé phat trién g dung
st dung ngdn ngit Java

Microsoft SharePoint 2010

Phat trién ph?m mém, Portal

IBM WebSphere Portal 7.0.1

Phat trién phin mém, Portal

WebCenter Portal 11g

Phat trién phin mém, Portal

Eclipse 4.4

Cong cu hd trg phat trién tng dung Java,
PHP, C++, ... (Open source)

2 Nén ting phat trién phin mém ‘
Java Virtual Machine 5.0 il;l; tang cho céc céng cu léap trinh trén
Nén tang cong nghé bao gdm céac dic ta
Java EE 7 cong cu, API mo rong de phat trién (g
dung
Nén tang cong nghé cho cac cong cu l4p
NET Framework 4.5 trinh trén nén Microsoft
BizTalk 2010 Standard / Enterprize | Giai phap tich hop két n6i céc hé thong
64 bit riéng bi€t theo huong SOA
Tibco ActiveMatric Lifecycle N2n tang phin mém quén trj SOA
Governance Framework
3 Hé quan tri CSDL
Oracle Database 11g R2 Cho tng dung st dung CSDL Oracle
Microsoft SQL Server 2008 R2 (S:i‘r‘;;“g dung st dyng CSDL My SQL
DB2 9.7 Cho ng dung sir dung CSDL IBM DB2
Cho tng dung sir dung CSDL mi nguén
MySQL 5.1 mé MySQL ‘
Posgree 9.3.4 Cl}o ung dung sir dung CSDL ma nguén
md Posgree ‘
MariaDB 5.5.34 CI}o ung dung sit dung CSDL mé nguoén
m¢d MariaDB .
Cho tng dung stt dung CSDL ma ngudn
MongoDB 2.4 mé MongoDB ‘
Hadoop 2.2 C}}o trng dung st dung CSDL ma ngudn
m¢ Hadoop
4 Phin tich, thiét ké co s& dit liéu

Enterprise Architect 8.0

Giai phap phan tich thiét k& huéng dbi
tugng véi UML cua Sparx
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STT

Tiéu chuan

Ghi chi

Power Designer 15.1

Phan mém thiét ké CSDL, hd trg nhiéu
cong cuy, nhi€u h€ quan tri

Microsoft Visio 2010

Cong cu hd trg phén tich, thiét ké hé
thong

UML v2.0 - Unified Modelling
Language Version 2.0

Ngon ngit md hinh héa dung cho thiét ké

IBM Rational Rose Enterprise

Cong cu phan tich, thiét ké cho nhiéu
loai ngdn ngit 14p trinh nhu Java, .Net,
PHP

CA Erwin Data Modeler Cong cu hd tro thiét ké co sé dit liéu
S Cong cu khai thac dir liéu
SQL Navigator 6.2 Cong cu truy xuat dé khai thac dit licu
Microsoft SQL Server Management | Cong cu quan ly d6 hoa dé khai théc
Studio CSDL SQL Sever
SQL Server Business Intelligence Cong cu dé khai ph4 dir lidu trong kho
Development Studio dir liéu thong minh
Oracle Business Intelligence EE C~o n% o dAe khal. phadirlicwitrongikho
dir li€u thopg minh
Cognos Business Intelligence ggrll;géglih%enl;hrill rlfll: aidulichirongikho
TIBCO spotfire DecisionSite Qﬁng gupaanitich alpuigiiicy thot
gian thuc
TIBCO BusinessWorks Smart Cong cu hé trg tham chiéu chéo va thong
Mapper dich dit liéu cho cac bd dir li€u khic nhau
PL/SQL (Procedural
Language/Structured Querry Cong cu khai thac co s& dit li€u
Language)
SAP BusinessObjects Enterprise B0 cong cu khai thac dir liéu cua SAP
6 Web server
Internet Information Service 7.5 Cho Webserver IIS
Websphere Application Server 7.0 Cho Webserver Websphere
Oracle Weblogic Server 11g Cho Webserver Weblogic
Nginx 1.6 Cho Webserver Nginx
Dich vu cia Google cung cp moi
. trrong tri€n khai ing dung trén internet
Google App Engine trén n%n tang ngdn nggfr: J agva, Python,
PHP, Go
Apache 2.4 Cho Webserver Apache
7 Trao d6i di¥ liéu
Oracle Database Link | Chuén trao doi dit lidu
Webservice Chuan trao d6i dir liéu

Oracle Advanced Queuing 11g

Cho g dung str dung Oracle Advanced
Queuing

Oracle Data Integrator (ODI) 11g

Cho g dung st dung Oracle Data
Integrator

Oracle Service Bus 11g

Cho tng dung stir dung Oracle Service
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STT

Tiéu chuan

Ghi chu

Bus

Oracle Golden Gate 11g

Cho trng dung str dung Golden Gate

Oracle Active Data Guard

Cho ung dung str dung Active Data
Guard

TIBCO BusinessConnect HO tro trao doi dit liéu an todn
TIBCO Adapters Ket noi cac mg dung dong géi, hé

CSDL va céng nghé

JBoss Enterprise Data Services
Platform 5.1

HO tro trao d6i dit liéu an toan

WebSphere Message Broker 7.0

Hb trg két ndi va trao do6i cac dang dir
liéu khac nhau

IBM MQueue

Middleware h trg trao doi thong tin
gitta cac irng dung, h¢ thong, dich vu va
file cua IBM
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8 Cong cu hd trg quan ly viéc phat trién phin mém ‘
TortoiseSVN Chia sé va quan ly ma ngudn
Microsoft Developer Network Hb trg phat trién
Microsoft Team Foundation Server Chuse vaquan [y vong Aol phat ficn
phdn mém, quan 1y di an, kiém tra chat
2010
luong, hiéu nang, kiém thir h01 quy,
Oracle Application Testing Suite 9.1 Kiém tra hiéu nang phan mem
HP LoadRunner 9 Kiém tra hiéu ning phin mém
Microsft Project Management Q.u an 1y dy %.m., i nguyein theomp Kinh
. milestone (giai doan) hodc waterfall
Enterprise (Standard) . .
(thac nudc)
V- Tools Cf)ng cu kiém tra hi€u ndng chuong
trinh .
Céng cy cua IBM gbm nhi€u chic nang
[BM Rational Software quin tf vong A2t phit trda (g dun
kiém tra hi€u nang, quan ly du 4n, yéu
cau, ...
App Governance Suite Cong cy hé tro quan ly viéc phat trién
phén mém. ‘ _
Tmeter 2.11 Cf)ng cu ma nguon mé kiém tra hi€u
ndng Jmeter.
9 Trinh duyét Web d0i véi tmg dung c6 giao dién sir dung dang web.
Mozilla Firefox 30.0 Trinh duyét Web ciia Mozilla
Internet Explorer 8.0 Trinh duyét Web cia Microsoft
Chrome/Chromium 33.0 Trinh duyét Web cia Google/Open
source
10 | Phim tit

FI: Trg gidp

F2: Stra ban ghi hién thoi

F3: Sao chép dit liéu cung ¢t ban
ghi trén

F4: Sao chép ban ghi trén




STT

Tiéu chuan

Ghi chi

F6: Thém m&i mot ban ghi

F7: Chuyén giao dién sang ché do
tim ki€ém hodc hién thi man hinh tim
kiém

F8: Thue hién viéc tim kiém khi dir
liéu dal_lg @ ché 30 tim kiém

F9: Hién thi danh sach tra citu

F10 hodc Ctrol + S: Ghi dit liéu

Shift + F6: X6a ban ghi hién thoi

Ctrol + End: Dén ban ghi cudi ciing

' Ctrol + Home: Dén ban ghi diu tién

Ctrl + P: In bédo cédo, ban ghi hién
thoi

Ctrol + O: Déng ctra 56 hién thoi

Down (miii tén xuéng): Xudng mot
ban ghi

Up (miii tén lén): Lén mot ban ghi

11

Giao dién

Cung cép théng tin vé san phim
thudéc Bo Tai chinh

Cung cip sb dién thoai lién hé, hd
tro phdn mém

Tiéu chuin vé Bo ky tw va md hoa
cho tiéng Viét: TCVN 6909:2001

Thanh céng cu cho cac chitc nang
cua ung dung

10
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A PHU LUC 02 9 1
TIEU CHUAN KY THUAT THIET B, SAN PHAM
CONG NGHE THONG TIN

(Ban hanh kém theo Quyét dinh s6 316 /OP-BTC ngay (3 /02/2015 cia Bé trucng

B¢ Tai chinh)

STT

THIET BI, TIEU CHUAN KY THUAT |

A

MAY CHU, MAY TINH DE BAN, MAY TINH XACH TAY, LUU DIEN,
MAY IN

1

May chi thong dung (Khéng ap dung véi Blade Server, Unix server)

1.1

My chii trng dung tai cip T rung wong, Tinh

Processor: 02 x processor (06 Core, 15 MB Cache)

Memory: 24 GB, up to: 384 GB

Storage:

- Type and Capacity: SATA or SAS, 2 x 300 GB HDD or 2 x 200 GB SSD

- Support 06 Disk bays

- Hot swap or Hot plug Disk Drivers

RAID Controller:

- Support levels: 0, 1, 5

- 512 MB Cache

I/O port: 01 VGA, 04 USB

Network interface: 02 Gigabit Ethernet Port

Remote Management Port: 01 Port

Operating System Support:

- Microsoft Windows Server

- Linux

Power supply:

- Redundant Power supply

- Input: 200-240V

- Hot-swap or Hot-plug Power Supply

1.2

Mdy chii itng dung tai cip Huyén

Processor: 01 x processor (06 Core, 15 MB Cache) '

Memory: 12 GB, up to: 384 GB

Storage:

- Type and Capacity: SATA or SAS, 2 x 300 GB HDD or 2 x 200 GB SSD

- Suport 06 disk bays

- Hot swap or Hot plug Disk Drivers

RAID Controller:

- Support levels: 0, 1, 5

- 512 MB Cache

I/O port: 01 VGA, 04 USB

Network interface: 02 Gigabit Ethernet Port.

Remote Management Port: 01 Port

Operating System Support:

- Microsoft Windows Server

11

LawSoft = Tel: +84-8-3930 3279 * www.ThuVienPhapLuat.vn



STT

THIET BI, TIEU CHUAN KY THUAT

- Linux

Power supply:

- Redundant Power Supply

- Input: 200-240V

- Hot-swap or hot-plug Power Supply

May chi phién (Blade Server)

Blade chassis

Form factor: Rack mount

Server bays: Support 4 blade server bays

Power supply:

- Input: 200-240V

- Redundant Power supply

- Hot-plug or hot-swap Power supply

- Support 04 power supply

FAN:

- Hot-plug or hot-swap Fan

- Redundant Fan

Management Module: 01 x Management Module

Interconect bay hoic twong dwong: 04 bays

Interconnect switch: Ethernet/Fibre Channel/InfiniBand/SAS interconnects

Interconnect switch Support: Ethernet, Fibre Channel, InfiniBand, SAS
interconnects

2.2

Blade Server

Form factor: Blade server tuong thich véi Blade chassis & trén

Processor: 02 x processor (06 Core, 15 MB Cache)

Memory: 24 GB, up to: 384 GB

Type and Capacity Storage: SATA or SAS, 2 x 300 GB HDD or 2 x 200 GB
SSD.

RAID support: 0, 1

Expansion slots: 02 slots

Ethernet NIC: 02 Gigabit Ethernet Port

System Management: Integrated

May tinh dé ban

Processor: 01 Processor (02 Core, 2 MB Cache)

Memory: 02 GB, up to: 08 GB

Storage: 320 GB SATA

I/0 port:

- 06 USB

- 01 RJ-45

- 01 VGA

- 01 audio port

- 02 PCI (Support: 01 PCI Express)

Monitor:

- Display type: 17 Inch LCD

12
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STT THIET BI, TIEU CHUAN KY THUAT

- Resolution: Support up to 1280x1024 or 1366x768 or 1440 x 900

Network interface: 01 Gigabit Ethernet Port

Keyboard & optical mouse

Operating System Support: Microsoft Windows §

Power supply Input: 120-240V

4 Mady tinh xich tay

Processor: 01 Processor (02 Core, 3 MB Cache)

Memory: 02 GB, up to: 08 GB

Storage: SATA, 320GB HDD or 128GB SSD

Network interface:

- Integrated Ethernet: 10/100/1000 Mbps

- Integrated Wireless LAN (b/g/n)

I/0 port:

- 03 USB

- 01 RJ-45

- 01 audio port

- 01 AC power

- 01 VGA

Display: 12-15.6 Inch

Battery type: 3-cell

Operating System Support: Microsoft Windows 8

Power supply Input: 110-240V

5 May in

5.1 | Mdy in Laser A3

Paper size: A3, A4

Processor: 01 Processor

Print quality: 600 x 600 dpi

Print Speed: Up to 15 ppm for A3

Memory: 64 MB

Network interface: Ethernet 10/100 Mbps

Input tray: 1 tray x 250 sheets (A3/A4)

USB cable

Driver and software management with license

Operating System Support: Microsoft Windows 7

Power supply Input: 220-240V

5.2 | Mady in laser A4

Paper size: A4

Print quality: 600 x 600 dpi

Print Speed: Up to 25 ppm for A4

Memory: 32 MB RAM

Network interface: Ethernet 10/100 Mbps

Input tray: 1 tray x 250 sheets (A4)

Auto duplex

13
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STT

THIET BI, TIEU CHUAN KY THUAT

USB cable

| Driver and software management with license

Operating System Support: Microsoft Windows 7

Power supply Input: 220-240V

Luu dién (UPS)

Lwu dién cho mdy chii

Type: Online technology/Line-interactive

Power Capacity: 2000VA/1400W

Input:

- Voltage range: 160V-276V

- Frequency range: 50Hz

Output:

- Voltage: 220V +/-5%

- Frequency range: S0Hz +/-6%

UPS monitoring and system shutdown software included

Backup time (fulload): 5 minutes

6.2

Lueu dig¢n cho mdy vi tinh dé ban:

Power Capacity: 1000VA/600W or 1000VA/700W

Input:

- Voltage range: 176V-264V

- Frequency range: S0Hz

Output:

- Voltage: 220V +/-10%

- Frequency range: 50Hz +/-1%

Backup time (Halfload): 6 minutes

THIET BI MANG

Thiét bi chuyén mach (Switch)

Switch Access

Form factor: Rack

Interface: 24 Gigabit Ethernet ports

Features:

- Switching capacity: 48 Gbps

- Forwarding: 35 Mpps

- MAC table size hodc tuong duong: 8000

Management or console port

Power Supply Input: 220-240V

1.2

Switch Core

Form factor: Rack

Interface: 24 Gigabit Ethernet ports.

Performance:

- Switching Capacity: 88 Gbps

- Forwarding rate/ throughput: 65 Mpps

- 512 MB DRAM
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- 128 MB flash memory

Protocol:

- [Pv4, IPv6

- [EEE 802.1Q VLAN

- JEEE 802.1d Spanning Tree Protocol

- [EEE 802.1w Rapid Spanning Tree Protocol (RSTP)

- IEEE 802.1s Multiple Spanning Trees.

- JEEE 802.1x Port-Based Network Access Control

| - IEEE 802.3ad Link Aggregation Control Protocol (LACP)

Layer 3 routing protocols:

- Static, RIPv1, RIPv2

- Upgradable to advanced IP routing protocols: OSPF

- Upgradable to support IPv6 routing

Management:

- Command line interface (CLI), Web/gui interface.

' - SNMP

' - Trivial File Transfer Protocol (TFTP) hoic FTP

- Network Timing Protocol (NTP)

- Management or console port

Power supply:
- Redundant Power Supply
- Input: 220-240V

2 Thiét bi mang khdng day
2.1 | Thiét bi phit séng Accesspoint cho cdp Trung wong, Tinh, Huyén
Support Standard: Wireless 802.11 a/b/g
Authentication protocol:
- Pre-shared keys
- 802.1x, EAP- PEAP, EAP-FAST, EAP-TLS, EAP-TTSL, EAP-MSCHAPv2
Security standard: 802.111, WEP, WPA, WPA2, AES, TKIP
Interface:
- 100/1000 Base-T (RJ45)
- Auto Sensing hoac tuong duong
- Management or console port (c6 thé tich hop trong ethernet port)
- Wifi-Certified
Power Supply Input: 220-240V
2.2 | Hé thong quan tri tdp trung Accesspoint cho cip Trung wong, Tinh

Yéu cau veé quan ly ciia hé thong:

- Cong cu quan ly tép trung cé giao dién db hoa

- Cho phép thé hién vi tri thiét bi Accesspoint trén so do.

Yéu cau vé bio mat:

- Pugc tich hop tinh nang IDS hoac IPS

- Cho phép luu nhét ky su kién (log)

Quan ly tian so6 séng:

- Quan ly duoc tan s6 séng clia hé thong AccessPoint.
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- C6 kha ning diéu chinh cong suit va kénh phét cia AccessPoint.

C6 chirc ning bao cao.

Thiét bi djnh tuyén (Router)

Router cho cdp Trung wong, Tinh

Form factor: Rack mount

Performance (Throutput/Firewall + routing/switching): 200Kpps (1 Packet =
64 byte)

Memory: 256 MB Ram or 256 MB Flash

Interface:

- 04 Network Module slots

- 02 port 10/100/1000 Mbps

Routing protocols:

- Static, RIP v1/v2, IGMP v1/v2/v3, OSPF, BGP

- Generic Routing Encapsulation (GRE)

Internet Protocol: IPv4, IPv6

Management:

- Command line interface (CLI), Web/gui interface.

- SNMP v2/v3

- Management or console port

Power Supply Input: 220-240V

3.2

Router cho cip Huyén

Performance (Throutput/Firewall + routing/switching): 95 Kpps (1 Packet =
64 byte)

Memory: 256 MB RAM or 256 MB Flash

Interface: 02 port 10/100 Mbps

Routing Protocol:

- Static, RIPv1/2, OSPF, BGP

- Generic Routing Encapsulation (GRE) tunneling

Internet Protocol: Support [Pv4

Security support: IPSec VPN: site-to-site and remote access VPN

Management:

- Command line interface (CLI), Web/gui interface.

- SNMP

- Management or console port

Power Supply Input: 220-240V

THIET BI, SAN PHAM BAO MAT

Thiét bi twong lira (Firewall)

1.1

Firewall cho mang:

1.1.1

Firewall cho cdp Trung wong

Form factor: Rack

Interface:

- 04 Ethernet port 100/1000 Mbps

- Upgradeable to 08 port 100/1000 Mbps

- 01 Console port or management port
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Performance:
' - Firewall throughput: 08 Gbps
Features:

- Deny of Services protection

- Network address translation

- Support the detection methods: Signature base hodc tuong duong, protocol
anomaly hodc tuong duong

Internet Protocol:

- IPv4, RIP, OSPF, BGP, Static route

- Support IPv6

Management:

- Command line interface (CLI)

- SNMP

- Web: htttp/https

High Availability: Active/Active or Active/Passive

' Power supply:

- Redundant Power Supply
- Input: 220-240V

1.1.2

Firewall cho cip Tinh

Form factor: Rack

Interface:

- 04 Ethernet port 100/1000 Mbps

- Upgradeable to 06 port 100/1000 Mbps

- 01 console port or management port

Performance:

- Firewall throughput: 950 Mbps

Features:

- Deny of Services protection

- Network address translation

- Support the detection methods: Signature base hoédc tuong duong, protocol
anomaly hodc tuwong duong

Internet Protocol:

- IPv4, RIP, OSPF, BGP, Static route

- Support IPv6

Management: Command line interface (CLI); Web/gui interface

High Availability: Active/Active or Active/Passive

Power Supply Input: 220-240V

1.1.3

Firewall cho cdp Huyén

Form factor: Rack

Interface:

- 04 Ethernet port 10/100 Mbps

- 01 Console port or Management port

Performance:
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- Firewall throughput: 700 Mbps

Features:

- Deny of Services protection

- Network address translation

- Support the detection methods: Signature base hodc twong duong, protocol
anomaly hoic tuong duong

Internet Protocol:

- IPv4, RIP, OSPF, BGP, Static route

- Support IPv6

Management: Command line interface (CLI); Web/gui interface

High Availability: Active/Active or Active/Passive

Power Supply Input: 220-240V

1.2

Firewall irng dung cho cép Trung wong, cip Tinh

Form factor: Rack

Interface:

- 04 Ethernet port 100/1000 Mbps

- 01 Console port or Management port

Performance:

- HTTP request/sec: 32.800

- SSL transactions/sec: 5.000

Protection:

DoS/DDoS protection

SQL Injection protection

Cross-Site Scripting protection

Internet Protocol: IPv4; Support IPv6

Management:

- Web: http/https

- Command line interface (CLI)

- SNMP

Power supply:
- Redundant Power supply
- Input: 220-240V

Thiét;bi phat hién, ngiin chin thim nh'ép'__(IDS/IPS)

Thiét bi IDS/IPS cho cip Tinh, Trung wong:

Form factor: Rackmount

Performance:

- IPS/IDS throughput hodc Inspection throughput hodc twong duong: 1,5Gbps

- Latency: <= 150 ps

Management:

Command-line interface; Web browser

Interface:

4 port x 1000Mbps

Feature:

In-line, real-time protection
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Power supply:
- Redundant Power Supply.
- Input: 220-240V

2.2 | Thiét bi IDS/IPS cho cip Huyén:

Form factor: Rackmount

Performance:

- IPS/IDS throughput hodc Inspection throughput hodc tuong duong: 700 Mbps

- Latency: <= 1 ms

Management:

Command-line interface; Web browser

Interface:

4 port x 1000Mbps

Feature:

In-line, real-time protection

Power supply Input: 220-240V

2.3

Thiét bj quén tri tip trung cho IDS/IPS (danh cho cac don vi ¢6 nhiéu thiét
bi IDS/IPS)

Tinh ning:

- Quan tri thong qua giao dién Web browser

- Quan tri, cAu hinh chinh sach, cap nhat cho céac thiét bi IPS tir xa

Bao cao:

- Tao bdo cdo theo cac ti€u chi: All attacks, Top attack

- Bdo cao tu dong theo lich (Schedule) theo: Ngay, tuan, thang

- Pinh dang béo cédo: PDF, HTML, CSV

Phin mém phong chéng virus

3.1

Phén mém phong chéng virus cho may chii, may vi tinh dé ban, may tinh
xach tay

- Quét virus trong: file, thu muc, file nén, thiét bi lwu trir ngoai

- Ché d6 quét:

+ Quét thu cong (manual scan)

+ Quét theo lich (Schedule scan)

- Diét (protect/prevent/anti): Virus, TrojanSpyware

- Tu ddng cép nhat mau virus

- Cai dat dugc trén Windows 7, Windows 8

3.2

Thanh phin quin Iy tip trung cho phan mém phong chong virus™:

Tinh ning quan ly:

- Tu ddng cip nhat cac mau virus

- Cap nhét tu ddng cidc mau virus cho céc client

- Quan ly thong tin trén toan hé thong:

+ Tén may, IP

+ Phién ban phan mém phong chdng virus

+ Tinh trang két ndi ciia phan mém phong chdng virus véi thanh phan quan ly
tap trung

+ S lugng, loai virus phat hién duogc, két qua xir Iy trén ting may tinh
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- bit lich quét dinh ky thong nhat cho mot nhém hoic tat ca mdy tinh trong hé
théng

- Ra lénh tir xa cho mot nhém hodc tat ca may tinh trong hé thong thuc hién
quét virus

H6 trg hé diéu hanh cai dit:

D6i voi thanh phan quéan 1y tap trung 1a phidn mém, yéu cau cai dat dugc trén
Windows Server hodc Linux

Cong cu do quét 15 hdng bio mit

Tinh ning do quét 16 hdng:

- Quét ing dung dugc tao bdi nhiéu ngdn ngit 1ap trinh web khéc nhau: ASP,
PHP, Java

- Quét Web Service

- Quét ing dung AJAX

- Phat hién 16 hong bao mat nghiém trong: Cross-Site Scripting (XSS); Cross
Site Request Forgery (XSRF); SQL Injections; Malware/Backdoors/Trojan
Script; Weak Password

Tinh ning quan ly:

- Cho phép tuy bién quét theo cac thong sé khac nhau va dit lich quét ty dong
hodc tha cong

- Quan ly lich sir quét: cho phép ngudi dung giif lai két qua céac 1an quét va so
sénh gifra 2 1an quét

- Phan loai 16 hong bao mét theo mitc d nguy hiém, t6i thiéu & 3 cap do: thip
(low), vira (medium), nghi€m trong (critical/high)

- Cap nhét dugc cac mau nguy co, 16 hong méi

Bao cao:

- Béo cdo theo chudn: OWASP/SANS/WASC/ISO 17799/27001/ PCI (Payment
Card Industry)

- Hién thj két qua: mé ta ndi dung nghi ngd va chi din bién phép xt Ly

- Két xuat dugc bio cdo dudi dang MS Word hodc PDF

HJ trg hé diéu hanh cai dit:

Cai dat duoc trén: Windows server 2008/2012 Wmdows 7 Wmdows 8
THIET BI LUU-TRU DU LIEU e S i

Thiét bi lwru trir dir liéu cho cip .Trung wong -

Form factor: Rack mount

Host Interface: Fibre channel or FCoE

Driver Storage Capacity: 8TB raw

Drive Type: Sata/SAS/Fibre channel/SSD

Raid support: 4 or 5

Software: Storage management: LUN Creation, LUN Provisioning, Storage
Monitor Management

Management:

- Web/gui interface

Operating System Support:

- Microsoft Windows Server
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- Linux

- VMware

Power supply:

- Redundant Power supply

- Hot-swap or hot-plug Power supply

- Input: 220-240V

Thiét bj lwru trit dir liéu cho cip Tinh

Form factor: Rack mount

Host Interface: Fibre channel or FCoE

Disk Storage Capacity: 05TB raw

Drive Type:

- Sata/SAS/Fibre channel

Raid support: 4 or 5

Software: Storage management: LUN Creation, LUN Provisioning, Storage
Monitor Management

Management:

- Web/gui interface

Operating System Support:

- Microsoft Windows Server

- Linux

- VMware

Power supply:

- Redundant Power supply

- Hot-swap or hot-plug Power supply

- Input: 220-240V

Thiét bi SAN Switch

Form factor: Rack mount

Interfaces:

- 16 port 8 Gbps (Fibre Channel or FCoE)

- Auto Sensing hodc tuong duong

Performance, Capacity hodc twong dwong: 128 Gbps

Management:

- Web/GUI interface

- Management port: RJ45

Power Supply Input: 220-240V

Ghi chu:
- Céc trudng dai hoc, cao déng 4p dung tiéu chuan k¥ thuét cap Tinh.

- V& hé théng quan tri tap trung Accesspoint (cho cdp Trung uong, Tinh)
tai Muc B.2.2: Truong hop hé thdng quéan tri tip trung Accesspoint da cd tinh
ning quan ly xdc thuc nguoi dung (Authentication protocol: Pre-shared keys;
802.1x, EAP- PEAP, EAP-FAST, EAP-TLS, EAP-TTSL, EAP-MSCHAPv2)
thi thiét bi Accesspoint quy dinh tai Muc B.2.1 khong can yéu céu céc giao thic

xac thuc nay.
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