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L&i néi dau

TCVN 11167-15:2015 hoan toan twong duwong véi ISO/IEC 7816-15:2004,
ISO/IEC 7816-15:2004/Amd.1:2007, ISO/IEC 7816-15:2004/Amd.2:2008,
ISO/IEC 7816-15:2004/Cor.1:2004.

TCVN 11167-15:2015 do Tidu Ban ky thuét tiéu chudn quéc gia TCVN/JTC 1/SC 17
“Thé nh&n dang” bién soan, Tdng cuc Tiéu chudn Po ludng Chét lvgng d& nghi,
B& Khoa hoc va Cong nghé cong bd.

B4 tiéu chudn TCVN 11167 (ISO/IEC 7816) Thé djnh danh — Thé mach tich hop gdm
cac tiéu chudn sau;

— Phén 1: Thé tiép xtc - D3c tinh vat Iy;

— Phén 2: Thé tiép xac - Kich thudc va vi tri tiép xuc;

— Phan 3: Thé tiép xuc - Giao dién dién va giao thirc truyén;

— Phan 4: T4 chirc, an ninh va 1&nh trao ddi;

— Phn 5: Dang ky clia bén cung cép (ng dung;

— Phén 6: Phin tlr dir lidu lién nganh trong trao dbi;

— Ph&n 7: Lénh lién nganh a6i véi ngdn ngir truy van thé cé cAu tric;
— Phéan 8: Lénh dbi v&i hoat ddng an ninh;

~ Phan 9: Lénh dbi v&i quan Iy thé;

— Phén 10: Tin higu dién va tra 1&i d& thiét 14p lai cho thé abdng bd;

— Phé&n 11: X&c minh c4 nhan bing phuwong phap sinh tréc hoc;

— Phén 12: Thé tiép xdc - Thi tyc van hanh va giao dién dién tlr USB;
— Phén 13: Lénh d6i vé&i quan Iy (’ng dung trong mai trwéng da iing dung;
— Phéan 15: Ung dyng théng tin ma héa.
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Thé dinh danh — Thé mach tich hop —
Phan 15: 'ng dung théng tin méa héa

ldentification cards — Integrated circuit cards with contacts —

Part 15: Cryptographic information application

1

Pham vi 4p dung

Tiéu chudn nay quy dinh v& *ng dung trong mdt thé. Ung dung nady cé chira théng tin vé chuc
nang méa hoéa. Tiéu chudn nay dinh nghfa cu phap chung va dinh dang cho thdng tin ma hoéa va co
ché ma hoa dé chia sé thong tin nay khi thich hep.

Pham vi cla tiéu chudn nay nhdm dap Gng:

Dé dang lién tac gitra cac thanh phan chay trén nhiéu nén tang (doc lap véi nén tang);

Cho phép cac rng dungngoai hé théng tan dung cic san phdm va thanh phan t& cac bén san
xuét (doc 1ap voi bén cung cap);

Cho phép tan dung céng nghé ma khéng cén viét lai phdn mém muc (ng dung (déc 1ap voi
(*ng dung);

Duy tri tinh kién dinh véi cac tiéu chudn sén co, lién quan trong khi phat trién nhé ching chi
khi c&n thiét va trén thyc tién.

Pham vi cUa tiéu chuan nay hé trg cac kha nang sau:

Luu trlr nhiéu truéng hop théng tin ma hoa trén mdt thé;
S dung théng tin ma héa;

Thu nhan thdng tin ma hoa, nhan té chinh cho viéc nay l1a khai nigém “tép tin thw muyc”, nhdm
tao mdt 16p gian tiép gitra dbi tong trén thé va dinh dang thirc té clia cac ddi tugng do;

Tham chiéu chéo cla thdng tin ma héa v&i cac DO dwgc quy dinh trong cac tiéu chuén twong
trng khac trong b TCVN 11167 (ISO/IEC 7816),

Cac co ché xac minh khac nhau;
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- Thuét toan da mé& héa (sw phu hgp cla cac thuét todn khdng duec dé cap trong pham vi clia
bd tidu chuin nay).

Pham vi clia tiéu chudn nay khdng d& cap v& viéc tridn khai bén trong va/hosc bén ngoai. Khéng
bét budc phai trién khai sy phi hop véi tiéu chudn nay khi hd tro tht ca tay chon da dwgc md t3,

Trong treérng hop b sy khac nhau gitba cac quy dinh clia ASN.1 trong néi dung van ban va cac
mé dun trong Phy luc A, Phu lyc A degc wu tién.

2 Tailigu vién din

Céc tai liéu vién dan sau rét can thiét cho viéc ap dung tiéu chudn nay. Déi véi céc tai lidu vien
d&n ghi n&m cdng bb thi 4p dung phién ban dwgc néu. Déi véi céc tai liéu vién dan khdng ghi nim
cdng bd thi 4p dung phién ban méi nhit, bao gdm ca c4c stra ddi, bd sung (néu co).

TCVN 11167 (ISO/IEC 7816) Thé dinh danh - Thé mach tich hop tiép xiic (tAt ca cac phan).

ISO/IEC 8824-1:1998, Information technology - Abstract Syntax Notation One (ASN.1):
Specification of basic notation

ISO/IEC 8824-2:1998, Information technology - Abstract Syntax Notation One (ASN.1): Information
object specification

ISO/IEC 8824-3:1998, Information technology - Abstract Syntax Notation One (ASN.1): Constraint
specification

ISO/IEC 8824-4:1998, Information technology - Abstract Syntax Notation One (ASN.1):
Parameterization of ASN.1 specifications

ISO/IEC 8825-1:1998, Information technology - ASN.1 encoding rules: Specification of Basic
Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules
(DER)

ISO 9564-1:2002, Banking - Personal IDentification Number (PIN) management and security - Part
1: Basic principles and requirements for online PIN handling in ATM and POS systems

ISO/IEC 9594-8:1998, Information technology - Open Systems Interconnection - The Directory:
Authentication framework

ISO/IEC 10646-1:2000, Information technology - Universal Multiple-Octet Coded Character Set
(UCS) - Part 1: Architecture and Basic Multilingual Plane

ANSI X9.42-2001, Public Key Cryptography for the Financial Services Industry: Agreement of
Symmetric Keys Using Discrete Logarithm Cryptography

ANSI X9.62-1998, Public Key Cryptography for the Financial Services Industry: The Elliptic Curve
Digital Signature Algorithm (ECDSA)
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3 Thuat ngi¥ va djnh nghia

Trong pham vi cta tiéu chudn nay, cc thuat ngz va dinh nghia sau dwec 4p dung.

3.1
Dwong dan tuyét ddi (absolute path)
Pwéng dan bét ddu véi dinh danh tép tin '3F00".

3.2
(ng dung (application)

Céu tric d ligu, phan tir d liéu va md-dun chuong trinh cin thiét dd thyc hién mdt chére nang
cu thé.

[TCVN 11167-4 (ISO/IEC 7816-4)]

33
Djnh danh (ng dyng (application identifier)
Phan t&r d ligu dinh danh mdt (rng dung trong mot thé.

CHU THICH Phu hop véi TCVN 11167-4 (ISO/IEC 7816-4).

3.4

Bén cung cép (ng dung (application provider)

Thyc thé cung cép c4c thanh phan dugc yéu cdu nham thire hién mét eng dung trén thé.
[TCVN 11167-4 (ISO/IEC 7816-4)]

3.5

Déi twgng thdng tin chirng thye (authentication information object)

D6i twong thong tin ma héa cung cép théng tin v& di ligu lién quan t&i chirng thye, vi dy: mat
khau.

3.6

Tép tin th muc déi twgng chirng thirc (authentication object directory file)

Tép tin co ban bao gdm cac déi twgng théng tin chieng thuc.

3.7
$é thap phan dwgc ma héa nhj phén (binary coded decimal)

Biéu dién sé hoc trong @6 mot sé dugc bidu dién nhir mat chudi cac sé thap phan va méi sé thap
phén ndy dugc ma héa thanh mdt sé nhj phan 4 bit.
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3.8

Chil thé (cardholder)

Ca nhan s& h(ru thé dugc phat hanh.

39
Bén phét hanh thé (card issuer)
T& chirc hay thye thé phat hanh thé.

3.10
tép tin the myc chirng chi (certificate directory file)
Tép tin co ban chira cac dbi twgng thdng tin chirng chi.

311
Déi twgng thdng tin chirng chi (certificate information object)
péi twgng thdng tin ma héa cung cép thdng tin v& mét chirng chi.

312
Lénh (command)
Théng diép chi ra mdt hanh ddng va kéu goi mét hdi dap tir thé.

3.13

(Png dung thdng tin ma héa (cryptographic information application)

(ng dyng trong mdt thé ma chira thdng tin v& cac déi twgng théng tin ma héa, cac phan tir dir ligu
an ninh khac va myc dich sir dyng cla ching. :

3.14

Déi twgng théng tin ma héa (cryptographic information object)

Théng tin ¢6 cdu tric ndm trong mdt CIA, md td mét phin tlr dir liéu ma hoa, vi dy: khda cdng
khai hay chirng chi.

3.15

6l tweng théng tin bd chira dir lidu (data container information object)

Dbi tegng thdng tin ma héa cung 6ép thdng tin vé mat bd chira di lidu, vi dy: t&p tin.
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3.16
Tép tin the myuc ddi twong b chira dir lidu (data container object directory file)
Tép tin co ban gdm cac dbi tweng thdng tin bd chira di ligu.

3.17

Tép tin chuyén dung (dedicated file)

Céu truc bao gdm thong tin kiém so4t tép tin va tinh s8n sang dinh vi clia b nhé¢ duec thy chon.
[TCVN 11167-4 (ISO/IEC 7816-4)]

3.18
Tép tin thw myc (DIR) (directory (DIR) file)

Tép tin co ban tly chon bao gdm mdt danh sach cac trng dyng hd trg bdi thé va cac phén tlr dir
liéu lién quan tuy chon.

[TCVN 11167-4 (ISO/IEC 7816-4)]

3.19
Tép tin co ban (elementary file)

Tap cac don vi d@ liéu, ban ghi hay dbi twgng di¥ liéu chia sé cung dinh danh tép tin va c6 (cac)
thudc tinh giéng nhau.

[TCVN 11167-4 (ISO/IEC 7816-4)]

3.20

Bjnh danh t@p tin (file identifier)

Phén tir d ligu (2 byte) dung dé chi ra mdt tép tin
[TCVN 11167-4 (ISO/IEC 7816-4))

3.21
Chizc nang (function)

Quy trinh x( Iy dwgc hoan thién bdi mét hay nhiéu 1énh va cac hanh ddng c6 két qua.

3.22
Tép tin chii (master file)
MF

Tép tin chuyén dung don nhét thé hién géc trong mét thé, siz dyng mét phan nhénh clia céc tép tin
chuyén dung.
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[TCVN 11167-4 (ISO/IEC 7816-4)]

CHU THICH Tép MF cé dinh danh t&p tin 13 "3F00".

3.23

Théng diép (message)

Chubi cac byte dugc truyén bdi thiét bj giao tiép téi thé va ngugc lai, khdng bao gdm céc ki ty
dinh hwéng truyén.,

3.24

Tép tin thw myc déi tweng (object directory file)

Tép tin co ban bat budc chira cac théng tin va cac tép tin thr myc CIA khac.

3.25
Mat khdu (password)

D@ ligu ma c6 thé dwgc yéu clu bdi ng dyung dugc giri téi thé bdi chinh ngudi ding véi muyc
dich chirng thyre.

[TCVN 11167-4 (ISO/IEC 7816-4))

3.26

Pwérng din (path)

T hep céc dinh danh t&p tin ma khéng cin phan dinh.
[TCVN 11167-4 (ISO/IEC 7816-4)]

3.27
Tép tin thir muc khéa riéng (private key directory file)
Tép tin co ban chira cac dbi tegng théng tin khoa rigng.

3.28
Déi twgng théng tin khoa riéng (private key information object)
Déi trgng thong tin ma héa, cung cAp théng tin v& mét khoa riéng.

3.29

Bén cung cép (provider)

Ngudi cé thdm quydn hay ngudi cé quydn tao ra mét tép tin chuyén dyng trong thé.
[TCVN 11167-4 (ISO/IEC 7816-4)]

10
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3.30
Tép tin thw myc khéa cdng khai (public key directory file)
Tép tin co ban bao gdm cac dbi tweng théng tin khda cdng khai,

3.31
Déi tweng théng tin khéa cong khai (public key information object)
Déi twgng théng tin ma héa ma cung cép théng tin v& mét khéa cong khai.

3.32

Ban ghi (record)

Chudi c4c byte dwgc tham chiéu va quan Iy bdi thé trong mot tép tin co ban cla céu tric ban ghi.
[TCVN 11167-4 (ISO/IEC 7816-4)]

3.33
Pwéng din twong dédi (relative path)
Puwdng din bat ddu véi dinh danh tép tin cta DF hién tai.

3.34
tép tin thee myc khoa bi mét (secret key directory file)
Tép tin co ban chira cac déi twong théng tin khéa bi mat.

3.35
D6i twong théng tin khéa bi mét (secret key information object)

Déi tugng théng tin ma hoa cung cép théng tin vé mét khéa bi mét.

3.36
Khuén miu (template)
Tap cac déi tvong di liéu tao thanh tredng gia trj cia mot déi twgng dir lidu ¢ chu trac.

CHU THICH Pha hgp véi TCVN 11167-6 (ISO/IEC 7816-6).

1
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4

4.1
DF.x

EF.x

Thuat ngir viét tat

Tép tin chuyén dung x, trong d6 x 14 tir viét tét cia tép tin

Tép tin co ban x, trong d6 x Ia tir viét tét cia tép tin

'0' 9" va'A' - 'F'  Céc sb thudc hé co sb 16

4.2

Thudt ngir viét tat

Thuat ngi® Tiéng Anh

AlD
AOD
BCD
cb
CDE
ClA
Clo
cv
DCOD
bDo
DF
DH
DSA
EC
EF
IDO
IFD
KEA
MF
oD
PKCS
PrkD
PuKD

12

Application IDentifier
Authentication object directory
Binary-coded decimal
Certificate directory

Cryptographic data element

Cryptographic information application

Cryptographic information object
Card-verifiable

Data container object directory
Discretionary data object
dedicated file

Diffie-Hellman

Digital Signature Algorithm
Elliptic Curve

Elementary file

Interindustry data object
Interface device

Key Exchange Algorithm

Master file

Object directory

Public-key cryptography standard
Private key directory

Public key directory

Tiéng Viét
M4 dinh danh &ng dyng
Thu muc dbi twgng chirng thire
Sé thap phan ma héa nhj phan
Thur myc chieng chi
Phén ti d ligu m# hoa
(ng dyng théng tin ma hba
Déi twgng théng tin ma héa
Thé c6 thé xac minh
Thu myc déi twgng bd chira dir lidu
Déi trong dir ligu tuy ¥
Tép tin danh riéng
Diffie-Hellman
Thuét toan chix ky 56
Cung e-lip
Tép tin co ban
Péi trgng dir lidu lign nganh
Thiét bj giao tiép
Thuét toan trao ddi khoa
Tép tin ch
Puwong din dbi treng
Tiéu chﬁén ma héa khéa céng khai
Thu muc khoa riéng
Thw myc khéa cbng khai
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Thuat ngi* Tiéng Anh Tiéng Viét

RSA Rivest-Shamir-Adleman Rivest-Shamir-Adleman

SKD Secret key directory Thue myc khéa bi méat

SPKI Simple Public Key Infrastructure Ha ting khéa ¢bng khai don gian

ucs Universal multiple-octet coded character set  Tap ki ty ma héa da octet phd cap

URL Uniform resource locator B6 dinh vj tai nguyén ddng nhét

uTC Coordinated universal time Gi¢ phéi hop qudc té

UTF-8 UCS transformation format 8 Chuyén ddi UCS dinh dang 8

WTLS Wireless Application Protocol transport layer An ninh tdng giao van giao thirc (ng
security dyng khéng day

5 Quy dbi

Tiéu chudn nay trinh bay ki hiéu ASN.1 dwéi dang in dam kiéu Helvetica. Khi cac loai va gia tr
clia ASN.1 dwoc tham chiéu dwéi dang van ban thdng thwdng, tao s khac biét gira van ban
théng thuwéng bing cach thé hién ching theo dang in ddm kiéu Helvetica. Tén cla cac Ignh,
dwoc tham chiéu chudn téc khi quy dinh théng tin trao doi gitra cac thé va céc IFD, tao sy khac
biét v&i van ban théng thuwdng bing cach hién thj chung dwéi phong Courier.

Néu cac muc tin trong mét danh sach dugc danh sb (khac v&i cach dung *-” hodc cac chir cai), thi
cac muyc tin phai dwoc xem xét nhw cac budc trong mét thi tuc.

6 Déi twong théng tin ma héa

6.1  Gidi thidu

Tiéu chuén nay cung cép:

— M0 ta cac dbi twong md ta thdng tin ma héa dugc chira trong thé;

- M0 ta muc dich st dyng cla thdng tin nay,

- Céch thirc Iay théng tin nay (néu phu hop);

— M®ét cu phap triru tweng cho théng tin cung cép co s& cho viéc ma héa;
- Mat mé hinh dbi twgng cho théng tin.

Théng tin ciing bao gdm thdng tin kiém soat truy cép, dwgc md ta dudi dang cac CIO.
6.2 LépClO

Tiéu chudn nay dinh nghia 4 |¢p cua cac CIO:

- Déi trong théng tin khdéa ma héa;

13
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— Déi trgng théng tin chirng chi;

- Péi trrgng théng tin bd chira diF ligu; va
- Dbi tegng théng tin chizng thire.

Céu trac logic clia cac CIO nay dwoc thé hién trong Hinh 1. Lép ddi tweng cla cac dbi teong
thdng tin khda ma héa cé 3 1¢p phy: d6i twgng théng tin clia khéa riéng, khba bi mét va khda cdng
khai. CIO ké& thira cac thudc tinh tir cc I&p mirc cao va ¢6 thd dwgce khdi tao trén thé.

B&i lugng thbng tin m3 héa

T N

D&i tirgrng Ihding tin khda Ob trgmg thdng tn chirng D&i trong thdng tin Db twong thdng lin chirng
ma hoa nhén bl chira di bbu thye
Db obi ; i iTia i iwang Db Déi Db D& Irgng
ugng Lrong wong Iwgng lugng théing
lvgng wrgng Ihéing thdng thdng lugng
thdng : : : théng théng théng lin
Ihéing thing . lin tin tin p Y o thang - .
; ) lin khda A F 3 tin t&p lin adi ; tin dir chirng
tin khda lin khda chirng chirng chimg dhinds Lin mat Faba
it brmar || 78 nhan || nhanx. || nhan ndi || tuong kngy | [ 'eusinh [} thve
" kha s g lidu dis ligu Irdc hoc bén
v 509 khac ngodi

Hinh 1 - Phan nhanh Iép CIO
6.3 Thugc tinh

Tét ca CIO c6 mét sé thude tinh. Thude tinh dac treng loai theéng dwoc xem xét. Thude tinh daic
treng nhém va thudce tinh phd thong voi tét ca CIO c6 thé ké thira dwoc trinh bay trong Hinh 2.
Céc thudc tinh dwece quy dinh trong Didu 8.

Thude tinh CIO d3c¢ trung Thude Iinh CIO d3¢ trung Thue tinh CIO dic trung
] Iép phy logi

Thude tinh CIO phi bién

Hinh 2 - Khai niém ké thira thude tinh
6.4  Han ché truy cép

Céac CDE c6 thé dugec gite bl mat, nghfa 1a ching dwgc bdo vé chéng lai truy cap khéng chirng
thyc hay truy cap céng khai. Quyén truy cép (doc, viét, .v..v.) v&i c4c CDE c4& nhan dugc mb té
b&i D6i twong thdng tin ching thye (cing bao gdm Thi fuc chimg thye). Truy cap c6 didu kién
(theo quan diém cia chi thd) dat dwoc véi théng tin nguwdi dung dya trén hidu biét, théng tin
ngudi dung sinh tréc hoc hay cac cach thirc ma héa. Cac CDE cong khai khdng dwgc bao vé khoi
quyén truy cép doc.

14
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7 Cac didu kién
7.1 Tbéng quan

Mgt CIO chira mét tép tin co ban va tham chiéu chung dén mét CDE; mdt CIO cé thé c6 mét vai
tredng hop chiva trc tiép CDE. Mét tép tin chuyén dung (DF.CIA) bao gém céac tép tin co ban
ClO. Cac tép tin ClO hién tai c6 thé dwoc xem xét dwéi cac tép tin chuyén dung khéc trong truwérng
hgp ching dugc tham chiéu tir DF.CIA.

7.2 YéuciuthéIC

Céc thé phai phu hgp véi cac phan cta b tiéu chudn nay, khi ding:
- Céc hé théng tép tin logic phan nhanh;

- Lya chon ng dung tryc tiép hay gian tiép;

— Céc co ché kidm soat truy cap;

= Céc thao tac doc;

— Céc thao tac ma hoa.

7.3  Chu tric tép tin thé

M4t thé dién hinh hd trg tiéu chudn nay cé b cyc nhu sau:

4"
EF.DIR
DF.CIA

7

EF.0D EF.DCOD
EF.AQD EF.PrKD EF.CD EF.PuKD EF.SKD

CHU THiCH Trong pham vi cua tiéu chudn nay, EF.DIR chi cin thiét trén cac thé ma khdng hd trg chon lya (ng
dyng ding AID nhu tén DF dugc quy dinh trong TCVYN 11167-4 (ISO/IEC 7816-4) hodc khi nhidu CIA ndm trén mot thé
riéng lé.

Hinh 3 - Vi dy v& ndi dung cta DF.CIA
Céac md hinh t3-pd khac dwoc dé cap trong Phu lyc C. N&i dung va muc dich cia méi tép tin va
dwirng dan dugc mo ta bén dudi.

15
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74 EF.DIR

Tép tin theo MF (dinh danh tép tin: '2F00") phai gém mét hay mét vai méu (rng dung dwec quy
dinh trong TCVN 11167-4 (ISO/IEC 7816-4). MAu (*ng dung (thé '61") véi mot CIA phai gdm it nhét
céac IDO sau:

~  Dinh danh (*ng dung (thé 'AF"), gi4 tri dwgc quy dinh trong Didu 7.5.5.

- Duwdng din (thé '51'), gi4 tri dwgc cung cAp b&i bén cung cdp &ng dung.

Cac IDO khéc clia TCVN 11167-4 ¢6 thé c6 theo nhan thirc clia bén cung cép rng dyng. Thyc té,
didu nay dugc khuyén nghj cho bén cung cép ¢ng dung bao gdm va déi tveng dir ligu cla "dbi
twong dir liéu tly ¥ (thé '73') va déi twong di liéu cia “nhan rng dung” (thé '50"). Nhan (rng dung
phai gdm mot nhan dugc ma héa theo UTF-8 vé&i cac (rng dung, dugc chon lya bdi bén cung cép
&ng dung. Déi teong di liéu “déi twong dir ligu thy y* phai gdm mot gia tri DER ma hoa (ISO/IEC
8825-1:1998) cua ASN.1 loai CIODDO;

CIODDO ::= SEQUENCE {

providerID OBJECT IDENTIFIER OPTIONAL,

odfPath Path OPTIONAL,

cialnfoPath [0) Path OPTIONAL,

aid [APPLICATION 15) OCTET STRING (SIZE(1..16)),

(CONSTRAINED BY {-- Phii 14 m{t AID lién quan té6i TCVN 11167-4
(ISO/IEC 7816-4)--})

OPTIONAL,
... == Cho vifc mé& rfng sau nay
} == Thé ngir cinh 1 theo ljch sir va khéng durge ding
CHU THICH 1 PKCS #15 dung thé nay. ‘

CHU THICH2 Theo TCVN 11167-4 (ISO/IEC 7816-4) va khi xem xét trong m§t mdu (rng dyng, thé [APPLICATION
19]

('73') thay thé thé CIODDO SEQUENCE ('30') dya vao viéc d4nh ddu ham 4n. Xem Didu D.8 véi mdt vi dy.

Thanh phén proviDerID phai gdm mdt dinh danh déi twgng dinh danh don nhét bén cung cép CIA.
Cac thanh phin odfPath va cialnfoPath phai gém cac dudng din toi cac tép tin co ban EF.OC
va EF.ClAInfo tvong (ng. Didu ndy dura ra mét cach thirc véi b8n phat hanh nhdm s dyng céac
dinh danh tép tin phi chudn vé&i cac tép tin nay ma khéng cin hi sinh kha nang lién van. N6 ciing
cung cép bén phéat hanh thé v&i co hdi chia sé cac tép tin ClAlnfo gilra cac CIA, khi mdt vai CIA
nam trén mét thé. Thanh phan alD phai chi ra (ing dung cho CIA nay 4p dung.

Viéc ding mét tép tin DIR sé& chon lwa ng dyng don gidn khi mét vai CIA nidm trén mot thé. Viéc
dung cac tép tin DIR nay dwgc mé ta trong TCVN 11167-4 (ISO/IEC 7816-4).
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7.5

7.5.

Ngi dung clia DF.CIA

1 Téng quan

- TCVN 11167-15:2015

Bang 1 ligt ké cac tép tin co ban (bét bugc va tuy chon) trong DF.CIA cling vé&i cac dinh danh tép
tin nghich cla ching. Céc loai tép tin (ban ghi tuyén tinh hoac trong sudt) dwoc chi ra trong cot

cubi clng
Bang 1 - Tép tin co ban trong DF.CIA
Téptin | Bat buéc Dl:}:::,nh R da‘nh Loai tép tin
(mic djnh) EF ngan
ClAlnfo X '5032' "12' Trong subt
oD X '5031' 17 Bén ghi tuyén tinh hoac trong suét
Cé4c AOD Ban ghi tuyén tinh hoac trong suét
Céac PrKD Ban ghi tuyén tinh hoac trong subt
Céc PuKD Ban ghi tuyén tinh ho#c trong suébt
Cac SKD Ban ghi tuyén tinh hoc trong suét
Cac CD Ban ghi tuyén tinh hodc trong suét
Céc DCOD Ban ghi tuyén tinh hosc trong suét
- ‘5033 - Bén ghi tuyén tinh hosc trong suébt
7.5.2 EF ClAInfo

" ClAlnfo EF phai bao gdm thang tin v& thé va cac kha ning cla né, lién quan t&i viéc s dung cac
ClO. Théng tin sau phai ludn co:

Sé phién ban; va.
Péc tinh thé.

Théng tin sau cé thé dugc tim thay:

Sé se-ri CIA;
Binh danh nha san xuét:

Nhén thé;

Mai treérng an ninh dwoe dinh vi;

Céu tric tép tin;
Thuét toan hd tro;

17
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- Dinh danh bén cu.ng cép;

- chirng thirc nguedi cép; va

~ Thoi gian cép nhét cudi cung.
7.5.3 EF.OD

tép tin thu myc di tvgng (EF.DO) la mot tép tin co ban, c6 thé gdm céac tham chiéu tir cac CIO
EF khac. Hinh 4 thé hién méi quan hé gitra EF.DO va céc CIO EF khac (vi nhiéu i do vé tinh don
gidn, chi mét tép tin tham chiéu clia méi loai dwgc thé hién). Ca phap ASN.1 vé&i cac ndi dung cla
EF.OD dwgc mb ta .trong 8.3

EF.0D

Tham chifu PrkD
Tham chiéu SKD

EF.SKD
Tham chiéu CD @ .
Tham chiéu AOD

Fhatm hSGACOD \.@

Hinh 4 - Bl gian tiép cac CIO dung EF.OD

7.5.4 Tép tin thw muc CIO

M&i tép tin thu myc CIO gdm cac CIO clia mét loai nhét dinh:

- Tép tin thw muc khéa riéng gdm cac dbi trong thong tin khoa riéng;

- Tép tin thy myc khéa céng khai gdm céac dbi tegng thdng tin khoa céng khai;

~ Tép tin th muc khéa bi mat gdm cac dbi tuwgng thong tin khéa bi mat;

- Tép tin th myc ddi tweng bd chira di lidu gdm cac dbi twgng théng tin bo chira di ligu; va

— Tép tin thw myc déi twong chirng thuc gdm cac dbi tugng théng tin chieng thye.

Nhiéu t&p tin the muc CIO cda cung loai ¢é thé c6 trong mdt DF.CIA.

Tép tin thu muc 86i tweng EF.OD 1a don nhét va gdm cac tham chiéu t&i cac tép tin thw myc CIO.

CHU THICH 1  Néu mot tép tin the myuc CIO cia mot loai nhit djnh tdn tai trong mét DF.CIA, né thuérng khong duwrgc
aé tring.

CHU THICH 2  Tép lin the myc CIO ciing dugc tim thdy trong cac DF khac trén thé.

CHU THICH 3 Céac CIO c6 thé duec lwu triz trge tidp trong mdt EF.OD (ma khéng c6 bét ki hanh ddng gian tiép nao)
ho#c trong céc tép tin thr myc CIO. Cac CDE cé thé dugc lura tri tryc tigp trong cdc CIO hodc dwgc tham chifu bdi

ching.
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CHU THICH 4  Viéc dung hanh ddng gian tiép 1m don gidn sy ¢4 nhan hoa, cha phép cac quy thc truy c4p dang tin
céy hen va dugc khuyén ngh.

Khi cac CIO tham chiéu cac CDE bang lién két logic (vi du: mdt khéa riéng CIO va mét khoa cong
khai ClO twong (ng) thi cac CDE phai c6 cung dinh danh CIO.

Hinh 5 m6 ta c4u tric chung cla cac tép tin nay.

CIO[x] #1
CDE[x] #2
ClO[x] #2
S U LS M E
e T »  CDE[x]#n !

Hinh 5 — Bl gién tiép cac CDE dung CIO
7.5.5 Chon lya DF.CIA
AID cta mét DF.CIA gdm hai tredng: dinh danh chudn E8 28 BD 08 OF (bat budc), dwoc tuy chen
bdi ca:
— Mgt chi myc 1-byte trong dai '00" t&i '7F' dwec tuan theo béi mdt mé réng dinh danh (¥ng dung
doc quyén (PIX); hay
— Mot AID (co thé cét ngdn) (vi du: clia mat ¢rng dung dung CIA nay) dung mdt dinh danh bén
cung cap (*ng dung da dang ki tr danh myc dang ki tir 'A’ t&i'Z' (xem TCVN 11167-4).

Dé dai cla AID khéng dugc vwot qua 16 byte. Binh danh clta AID la:

W R SR R S S S Bo nhan dang ing dung (AID)  ~--=-=--m-msmmsssosesoomoononn >
ES 28BD0O80OF | Chi muyc (00-7F) M¢é rong bd dinh danh ng dung ddc quyén (PIX)
hodc
E8 28BD0O8OF AxiDx Phan con lai coa myc ‘A" hodc 'D" AID
mamms D byté ------------ i T R TS lenitdi 11 byle mormmmssssmommeasssnassas SIS -

Hinh 6 - Dinh dang AID
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DF.CIA c6 thé dwoc chon lya dung AID cia né b&i cac thé hé trg viéc chon Iya *ng dung tre
tiép.

CHU THICH Vi c4c Ii do lich sir, DF.CIA c6 thé dugc chon ding AID: AQ 00 00 00 63 50 4B 43 53 2D 31 35.

Néu viéc chon la (rng dung tryc tiép 13 khdng kha thi, mot tép tin EF.DIR vé&i ndi dung dwgc quy
dinh trong Didu 7.4 phai dwec dung.

Khi mdt vai DF.CIA nadm trén mot thé, chung cé thé phan biét b&i thong tin trong méu thong tin
trong EF.DIR. Didu nay duoc khuyén nghj riing nhan &rng dung (thé '50°) cling dugc xem xét nhdm
don gian géa giao dién ngudi-may (vi dy: tén bén cung cép & dinh dang ngén)

8 Cu phéap thong tin trong ASN.1
8.1 Hwéng din va chuyén déi ma héa

Tiéu chudn nay dung ASN.1 (ISO/IEC 8824:1998, tat ca cac phdn) nhdm md ta cac CIO. Khi dugc
Iy trie trén mot thé, ma héa DER cla cac gia tri CIO duwec gia dinh. Phy luc A bao gdm mét quy
dinh k¥ thuat hoan chinh trong ASN.1 cla tAt ca cac ClO; vin ban cla diéu nay chi gidi thich.

N§i dung cua tép tin the myc CIO la td hop cla 0, 1 va cac gia tri DER ma héa co cing loai, xem
vi dy Phy lyc D.

8.2 Loai ASN.1 co ban dwrgre quy dinh

8.2.1 Binh danh

IDentifier ::= OCTET STRING (SIZE (0..cia-ub-IDentifier))

Loai IDentifier dwoc ding nhrr mét dinh danh CIO. D4i véi cac muc dich tham chiéu ngang, hai nhay
nhidu CIO c6 thé c6 cing gia tri IDentifier. Mt vi dy clia loai ndy la mét khéa ca nhan va mgt hay.
nhidu chieng chi trang (ng.

8.2.2 Tham chiéu

Reference ::= INTEGER (0..cia-ub-reference)

Loai nay dugc ding véi cac myc dich tham chiéu chung.

8.2.3 Nhan
Label ::= UTF8String (SIZE(0..cia-ub-label))

Loai nay dugc dung véi tAt ca nhan (vi dy: ngudi dung dugc gan céc tén dbi trgng).

8.2.4 CredentiallDentifier

CredentiallDentifier {KEY-IDENTIFIER : IDentifierSet} ::= SEQUENCE {
IDType KEY-IDENTIFIER.&ID ({IDentifierSet}),
IDValue KEY-IDENTIFIER.& Value ({IDentifierSet} {@IDType})

}
KeyIDentifiers KEY-IDENTIFIER ::= {
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issuerAndSerialNumber
issuerAndSerialNumberHash |
subjectKeylD |
subjectKeyHash |
issuerKeyHash |
issuerNameHash |
subjectNameHash |
pep2KeylID |
openPGPKeylD,
certificateHolderReference,

}

KEY-IDENTIFIER ::= CLASS {
&ID INTEGER UNIQUE,
&Value

} WITH SYNTAX {
SYNTAX &Value IDENTIFIED BY &1D
}

Loai CredentiallDentifier duwoc dung nham dinh danh mat khoéa hay chirng chi cy thé. C6 9 thanh
phan trong tap céc dinh danh vous cac khéa ca nhan va ching chi KeylDentifiers:

issuerAndSerialNumber: Gi4 tri cla loai nay phai 1a mét SEQUENCE gdm tén phan biét va sé se-
ri ¢ mot chwgns nhan chira khéa cong khai twong (rng véi khoa ca nhan clia bén phat hanh.

issuerAndSerialNumberHas: Tuvong ty v&i issuerAndSerialNumber, nhung gia tri 128 mét OCTET
STRING gbm mét gi4 tri bdm SHA-1 cla théng tin nay dé bao téan khdng gian.

subjectKeylD: Gia tri ctia loai nay phai la mét OCTET STRING v&i clung gia tri nhe mé rong
ching chi subjectKeylDentifier trong mgt chirng chi cla ISO/IEC 9594-8:1998, gbm khéa céng
khai lién quan t&i khéa ca nhan. Binh danh nay co thé dugc dung véi cac giao cét chudi chirng chi.

subjectKeyHash: Mot OCTET STRING gdm bam SHA-1 cta khoda cdng khai lién quan t&i khda ca
nhan.

issuerKeyHash: Mgt OCTET STRING gdm mot bam SHA-1 cla khoa cdng khai ding dé gan
chirng chi dugc yéu cau,

issuerNameHash: Mdt OCTET STRING gdm mdt bdm SHA-1 cua tén bén phat hanh khi né xuét

hién trong chirng chi.

CHU THICH Binh danh khda c6 thé lién két v&i dinh danh subjectNameHash ciing dugc dung véi xay ding chudi ching

chi.

- subjectNameHash: M3t OCTET STRING gdm mot bam SHA-1 cla tén noi dt._lng khi n6 xuét

hién trong chirng chi.
pgp2KeylD: Mot OCTET STRING (SIZE(8)) gdbm mot dinh danh khéa PGP2.

CHU THICH Binh danh khéa PGP2 dugc quy dinh trong IETF RFC 2440 (xem Thu myc tai ligu tham khao).
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- openPGPKeylD: Mot OCTET STRING (SIZE(8)) gbébm mét dinh danh khéa OpenPGP.
CHU THICH DBinh danh khéa PGP dugc quy dinh trong IETF RFC 2440 (xem Thu myc tai ligu tham khao).

8.2.5 ReferencedValue va Path (dw&ng dan)
ReferencedValue ::= CHOICE {
path Path,
url URL
} -- C phép ca d6i tugng dugc quy dinh theo ngit canh
URL ::= CHOICE {
url CHOICE {printable PrintableString, ia5 IA5String},
urlWithDigest [3] SEQUENCE {
url IASString,
digest DigestInfoWithDefault
}
}
Path ::= SEQUENCE {
efIDOrPath CHOICE {
efIDOrPath OCTET STRING,
tagRef [0] SEQUENCE {
tag OCTET STRING,
efIDOrPath OCTET STRING OPTIONAL
}’
appFileRef [1] SEQUENCE {
alD [APPLICATION 15] OCTET STRING,
efIDOrpath OCTET STRING
}’
appTagRef [2] SEQUENCE {
alD [APPLICATION 15) OCTET STRING,
tag OCTET STRING,
efIDOrPath OCTET STRING OPTIONAL
}
}’ .
index INTEGER (0..cia-ub-index) OPTIONAL,
length [0] INTEGER (0..cia-ub-index) OPTIONAL
 WITH COMPONENTS {..., index PRESENT, length PRESENT}|
WITH COMPONENTS {..., index ABSENT, length ABSENT})

Mot ReferencedValue 12 mdt tham chiéu véi mot gid tri CIO cla mét vai loai. N6 c6 thé 1a mét vai
tham chidu ngoai (thu dwge bdi viéc chon lya url) hay mdt tham chidu t&i mot tép tin trén thé (dinh

danh path). Cu phéo cla gié trj ndy dugc xac dinh theo ngl canh.,

Trong trwdng hep path, dinh danh index va length c6 thd quy dinh mét vj tri dic treng trong tép tin.
Néu tép tin la tép tin ban ghi tuyén tinh index phai quy dinh s& ban ghi (trong dinh nghfa ctia TCVN
11167-4) va length c6 thé dugc dat tir 0 (néu hé didu hanh thé cho phép mdt théng sb L, = ‘00" trong
mét Iénh ‘READ RECORD') . D8 dai clia cac ban ghi ¢ dinh ¢6 thd dugc tim thdy trong tép tin ClAInfo
(xem Diéu 8.10). Néu tép tin |4 mot tap tin trong subt index phai quy dinh mét bd dém trong tép tin va
length - d§ dai cla phan viing (index s& thanh théng sé Pr va/hodc P2 va length - thdng sb L. trong
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mét 1énh ‘READ BINARY’). Bdng c4ch dung index va length, vai déi tegng cé thé dugc lwu triz trong
cling tép tin trong suét.

CHU THICH Sau d6 mét length cia O chi ra ring 18p tin duge trd t&i boi eflDOrPath 12 mdt 18p tin ban ghi tuyén tinh,
Khi efiIDOrPath la:
- Tréng, khdng tép tin nao dugc tham chiéu téi no;

— M@t byte dai, n6 tham chiéu mét dinh danh EF ngén trong 5 bit c6 nghia nhét (cac bit: b3, b2 va b1
phai béng 0).

- Hai byte dai, n6 tham chiéu mot tép tin bai chinh dinh danh tép tin cda né;

- Dai hon 2 byte va gdm mét sé byte chdn, né tham chiéu mét tép tin bdi mét dudng dan teong déi
va tuyat ddi (vi dy: td hgp clia c4c dinh danh tép tin);

- Dai hon 2 byte va gdm mét sé byte 1€, n6 tham chiéu mdt dwng dén dinh tinh (xem TCVN 11167-
4).

Trong trwdng hop url, URL c6 thé 1a mdt URL don hay mét URL két hop véi mét bam ma héa cia ddi
twong & vi tri s&n c6. Gia dinh ring thé CIO dugc bao vé toan ven, viéc théng ké s& bao vé ddi tugng
dugc bao vé bén ngoai.

GHU THICH Cu phap URL dugc quy dinh trong IETF RFC 2396 (xem Thu muc tai lidu tham khdo)

8.2.6 ObjectValue

ObjectValue { Type } ::= CHOICE {
indirect ReferencedValue,
direct [0] Type,
... -- Cho viéc mé rjng sau ndy

}

Mét gi4 trj déi tvong cla loai ObjectValue phai dugc lvo trir bdi tham chiéu gian tiép, ngoai trir cac
didu khac dwoc dé cap t6i (vi du: bing cach trd téi vi trl khac ma gia tri thuc té bén trong)

8.2.7 PathOrObjects

PathOrObjects {ObjectType} ::= CHOICE {
path  Path,
objects [0) SEQUENCE OF ObjectType,
«.. -- Cho viéc mé& rjng sau nay

}

Loai PathOrObjects dugc dung dé tham chiéu cac chudi déi tweng ndm trong OD hay trong tép tin
khac. Néu path thay ddi dugc dung tép tin tham chiéu phai bao gdm té hop clia 0, 1 va cac gié tri DER
ma héa cla loai da cho. B4t ky sé ndo clia cac octet ‘FF’ cé thé xay ra trwéc, gilra va sau céc gid tri
ma khéng cé bét ky y nghia nao (vi dy: viéc don khang gian chwa dung ho#c céc gia tri bj xéa). Path
thay ddi duoc khuyén nghj manh mé (xem CHU THICH 4 trong Diéu 7.5.4).
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8.2.8 CommonObjectAttributes

CHU THICH Loai nay 1a mét bd chira vé&i c4c thudc tinh phd bién véi t4t ca cac CIO.
CommonObjectAttributes ::= SEQUENCE {

label Label OPTIONAL,
flags CommonObjectFlags OPTIONAL,
authlD IDentifier OPTIONAL,

userConsent INTEGER (1..cia-ub-userConsent) OPTIONAL,
accessControlRules SEQUENCE SIZE (1..MAX) OF AccessControlRule OPTIONAL,
} (CONSTRAINED BY {-- authID nén dugc xem xét néu flags.private duge thiét 13p.
-- N6 phéi bing mét authID theo mét ddi tugng chimg thyc trong AOD -- })
CommonObjectFlags ::= BIT STRING {
private (0),
modifiable (1),
internal(2)
} == Bit (2) dugc xem xét véi céc If do lich sit va khéng dugc ding
AccessControlRule ::= SEQUENCE {
accessMode AccessMode,
securityCondition SecurityCondition,

« == Cho vi§c mé rfng sau ndy

}

AccessMode ::= BIT STRING {
read (0),
update (1),
execute 2),
delete (3),
attribute ),
pso_cds (5),
pso_veril (6),
pso_dec n,
pso_enc (8),
int_suth 9,
ext_auth (10)
}

SecurityCondition ::= CHOICE {
always NULL,
authID IDentifier,
authReference AuthReference,
not [0) SecurityCondition,

and (1) SEQUENCE SIZE (2..cia-ub-securityConditions) OF SecurityCondition,
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or (2] SEQUENCE SIZE (2..cia-ub-securityConditions) OF SecurityCondition,

... -- Cho viéc mé& rong sau nay
}

AuthReference ::= SEQUENCE {
authMethod AuthMethod,
selDentifier Reference OPTIONAL
}

AuthMethod ::= BIT STRING {secureMessaging(0), extAuthentication(1), userAuthentication(2), always(3)}

Thanh phan label hoan toan cho myc dich hién thi (giao dién ngudi-may), vi dy: khi mdt nguoi st
dung c6 mot sé gidy chirng chi cho mét cdp khéa (vi du: “chirng chi ngan hang", “chirng chi e-
mail").

Thanh phan flags chi ra cho di cac déi twong cu thé 1a ca nhan hay khéng, va liéu né 1a kiéu chi
doc hay khang. Mot déi tvgng private chi cé thé dwoc truy cap sau chirng thuc thong thweng (vi
dy: xac minh mat khdu). Néu déi twvong dugc danh ddu la modifiable, n6 phai cé kha nadng cap
nhét gia tri cla cac déi tvong. Néu mot déi twong 1a ca private va c¢é thé stra ddi, tuy nhién cap
nhat chi dugc phép sau khi chirng thwe thanh cang.

Thanh phan authlD tao, trong treong hop clia mot déi twong riéng, mat tham chiéu chéo vé déi
twong chirng thye duoc st dung dé bao vé ddi twong nay (déi véi mot mé ta cac déi teong chirng
thye, xem Piédu 8.9).

Thanh phan userConsent tao, trong trweéng hop cia mét déi twong riéng (hodc mot déi twong ma
didu kién truy cap da duwoc chi dinh), s lan mat rng dung co thé truy cap cac déi tuong ma khéng
¢6 sy cho phép clia ngudi dung (vi dy: mdt gia tri ciia 3 chi ra rdng mét chirng thyc méi sé dugc
yéu ciu trwdc truy cap thir 4, thir 7). Thé cé thé thyc thi cac gia tri nay, vi du: thdng qua viéc st
dyng "déi twong truy cap” (xem TCVN 11167-8 (ISO/IEC 7816-8). Mot gi tri 1 c6 nghfa la mot
chirng thyc méi 1a can thiét trudc mbi truy cép.

Thanh phan accessControlRules dua ra mdt cach thay thé, dé hon dé théng bado mét ing dung
may chi vé diéu kién an ninh cho cac phuong phap khac nhau cua viéc truy cap céac déi tuong
theo cau hoi. Bat ky biéu thirc Boolean ndo trong c4c phuong phap ching thuc cd dwgc phép.
Néu mot ché do truy cap nhat dinh 1a khdng dwoc phép, thi sé khdng co quy tic kiém soat truy
cap cho né (t&c 12 né 1a tiém 4n). Néu thanh phan nay khdng dwoc hién thi, quy tac kiém soat truy
cap sé phai duvoc suy ludn bang céc cach tién khac. Tuy chon authReference cho phép cho mét
két ndi chat ché hon voi cac phan khac trong bd tiéu chudn TCVN 11167 (ISO/IEC 7816), théng
qua céac tham chiéu dén mai truéng an ninh va viéc dinh danh cac Iop hoc cla phuong phap
chirng thire (authMethod).

CHU THICH 1 Khi céc thanh phin; accessControlRules va authlD déu dugc thé hién, thang tin trong thanh phan

accessControlRule dugc vu tién. Didu nady cd thé xdy ra vi nhirng ly do trong thich nguec.

CHU THICH 2 Khi cac dac tinh lién quan dén kidm soat truy cap c6 thé dugc suy luan, vi dy: bang cach nghién ciru
cac EF FCI, théng tin nay la tay chon va khéng can thiét khi cac truéng hop dugc 4p dyng (xem TCVN 11167-4).
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CHU THICH 3  Théng tin kidm soat fruy cap duoc trinh by trong cu tric ndy thé hién quy tic kidm soat truy cap
trong thé, nhirng khdng nhét thiét phai sl dung nhu vy béi cac thé.

8.2.9 CommonKeyAttributes
CommonKeyAttributes ::= SEQUENCE {

D IDentifier,
usage KeyUsageFlags,
native BOOLEAN DEFAULT TRUE,

accessFlags KeyAccessFlags OPTIONAL,
keyReference KeyReference OPTIONAL,

startDate GeneralizedTime OPTIONAL,
endDate 0] GeneralizedTime OPTIONAL,
algReference [1) SEQUENCE OF Reference OPTIONAL,
«. == Cho viéc mé r§ng sau ndy
}

KeyUsageFlags ::= BIT STRING {
encipher 0),
decipher (1),
sign @)
signRecover  (3),
keyEncipher (4),
keyDecipher (5),
verify (6),
verifyRecover (7),
derive ),
nonRepudiation (1))
}

KeyAccessFlags ::= BIT STRING {
sensitive 0),
extractable 1),
alwaysSensitive (2),
neverExtractable (3),
cardGenerated (4)
}

KeyReference ::= INTEGER

Thanh phén ID phai 12 duy nhét cho méi déi tugng théng tin khéa, trir khi mdt déi twgng thong tin
khoa cdng khai va dbi tegng thong tin khéa riéng twong ng clia né dwgc lwu triz trén cung mét
thé. Trong tredng hep ndy, cac déi twgng thong tin phai chia sé cling mét dinh danh (clng cé thé
duwgc chia sé véi mét hay mét sé dbi twong théng tin chirng chi, xem Didu 8.2.15).
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Thanh phan usage (encipher, decipher, sign, signRecover, keyEncipher, keyDecipher, verify,
verifyRecover, derive va nonRepudiation) bao higu viéc sir dung c6 thd cé clia cac khéa. Cac
thuét toan va phuong phéap thyc té dugc st dung cho cac hoat dong nay duoc ngam hidu va
khdng dwoc quy dinh nghfa trong tiéu chuén nay. D& anh xa gitra ISO/IEC 9594-8, c& keyUsage
cho céc khéa céng khai, cac c& CIO cho khéa cdng khai va ¢ CIO cho khéa riéng stv dung bang
sau:

Béng 2 - Anh xa giira thé ding khéa CIO va thé dung khéa cua
ISO/IEC 9594-8

Thé diing khéa céng khai . . B
. . Thé dung khéa CIO twong Thé dung khéa CIO twong
trong chirng chi khéa céng iy ” . 7
. trng vé&i khéa cong khai trng véri khéa ca nhan
khai cia ISO/IEC 9594-8
DataEncipherment Encipher Decipher
DigitalSignature, keyCertSign,
cRLSign (cac thuat toan chir ky Merify Sign
khdng cin phyc hdi théng diép)
DigitalSignature, keyCertSign,
cRLSign (cac thuat toan ch( ky VerifyRecover SignRecover
c6 phyc hdi thdng diép)
}(eyAgreement Derive Derive
}(eyE ncipherment |l'(eyEncipher KeyDecipher
' i
%IonRepudiation rlonRepudiation bonRepudiation

Thanh phan native chi ra lidu cac thuat todn ma héa két hop véi khda duoc thue hign trong phan

cing thé.

Viéc bién dich cac bit KeyAccessFlags phai dwoc quy dinh nhw sau:

- sensitive chi ra rdng tai liéu kh6a khong thé dugc tiét 16 theo van ban thwdng ra ngoai thé;

- néu extractable khdng duroc dat, tai liéu khéa khdng thé duoc trich xuét tir thé, tham chi dwdi

dang ma ho3;

- alwaysSensitive chi ra ring khéa ludn la sensitive;

- neverExtractable chi ra ring khéa chwa bao gi&r dugc extractable; va

- cardGenerated chi ra rdng khda dwoc tao ra mét cach ngéu nhién trén thé.
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Thanh phan accessFlags c6 thé ving mat trong trréng hop gid tri ca né ¢ thé duoc suy ludn
b&ng céc cach thirc khac.

Thanh phin keyReference chi 4p dung cho thé véi kha nang ma héa. Néu c6, né cb chira mot
tham chiéu ddc trwng thé 1am khéa theo cau héi (& biét thém thdng tin xem TCVN 11167-4 va
TCVN 11167-8).

Ch thich Gi4 trj cla thanh phdn keyReference dugc ding trong tham chiéu khéa clia cac DO (TCVN 11167-4),
va bt ky gi4 tri, gdm ca gia irj 4m 12 ¢6 thd hidu dugc.

Thanh phén startDate va endDate, néu c6, chi rd khoang th&i gian ma khéa 1a higu lyc sir dyng.

Thanh phdn algReference chi ra ma khéa dwgc dung bdi viéc tham chiéu cac gid tri
supportedAlgorithm tir tép tin EF.ClAInfo.

8.2.10 CommonPrivateKeyAttributes
CommonPrivateKeyAttributes ::= SEQUENCE {

name Name OPTIONAL,
keylDentifiers [0] SEQUENCE OF CredentiallDentifier {{KeyIDentifiers}} OPTIONAL,
generalName [1) GeneralNames OPTIONAL,

. -- Cho vigc md rjng sau nidy

}
Thanh ph&n name, khi dwgc trinh bay, goi tén chl khéa, dugc quy dinh trong thanh phan subject
cla chirng chi teong &ng.
Gia tri cia thanh phan keylDentifiers co thé két hop véi cac dinh danh tir théng diép bén ngoai
ho#ic cac giao thirc chon khéa thich hgp cho mot hoat ddng nhét dinh. Céac gia tri ndy cling dugc
truy&n t&i bén nhan dé chi ra khéa nao duoc si dung. Mot sé co ché xac dinh mdt khéa dwgc hd
trg (xem Didu 8.2.4).

Thanh phin generalName, khi dwgc trinh bay, cung cép nhidu cach khac dé xac dinh chi khoa.

8.2.11 CommonPublicKeyAttributes
CommonPublicKeyAttributes ::= SEQUENCE {

name Name OPTIONAL,

trustedUsage [0] Usage OPTIONAL,

generalName [1] GeneralNames OPTIONAL,

keyIDentifiers [2) SEQUENCE OF CredentiallDentifier {{KeylDentifiers}} OPTIONAL,
w+ == Cho viéc md rfng sau ndy

}

Viéc bién dich name, generalName va cac thanh phdn clia keylDentiflers cia loai
CommonPublicKeyAttributes phai gibng nhu cac thanh phdn teong (ng cla
CommonPrivateKeyAttributes.
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Thanh phdn trustedUsage chi ra mdt hay nhiéu muc dich vé&i khéa cdng khai dwec tin ding bdi ngudi
gir thé (Xem Didu 8.2.15)

CHU THICH Céac ngi¥ nghia chinh xac cia “sv tin tréng” ndm ngoai pahmyj vi cla b tidu chudn nay.

8.2.12 CommonSecretKeyAttributes
CommonSecretKeyAttributes ::= SEQUENCE {
keyLen INTEGER OPTIONAL, -- keylength (in bits)

... == Cho viéc mé rng sau nay

}

Thanh phén keyLen tuy chon théng bdo d¢ dai khéa dwgc dung, trong céac tredng hep khi mét thuat
toan cu thé cé thé cé mot do dai khoa thay dbi.

8.2.13 GenericKeyAttributes
GenericKeyAttributes ::= SEQUENCE {

keyType CIO-ALGORITHM.&objectIDentifier ({AllowedAlgorithms}),
keyAttr CIO-ALGORITHM.&Parameters ({AllowedAlgorithms}{@keyType})
}

AllowedAlgorithms CIO-ALGORITHM ::= {...}

Loai ndy nhdm chira thdng tin ddc trung véi mét loai cho sdn. Dinh nghia tap ddi tegng thdng tin
AllowedAlgorithms dwoc tra sau, mac du cac hd so chudn héa hay cho céc tinh huéng phu hop thiét
l&p giao thirc. Tap nay dugc yéu cdu nham quy dinh mét bang bat budc theo céc thanh phdn cla
GenericKeyAttributes.

8.2.14 Keylnfo
Keylnfo {ParameterType, OperationsType} ::= CHOICE {
paramsAndOps SEQUENCE {
parameters ParameterType,
operations OperationsType OPTIONAL
b

reference Reference -- Theo lich sir, khong duge dung

}

CHU THICH PKCS # 15 dung tdy chon reference.

Loai nay la mét phan tly chon cua tirng loai khéa riéng va khba cdng khai, gdm ca nhirng chi tiét
dic treng thuat toan vé cac thdng sb cua khéa va céc hoat déng duoc hd trg boi thé hosic mot
tham chiéu dén thdng tin d6. Néu duwgc trinh bay, cac gia tri dic trwng thuét toan ghi dé bat ky gia
tri tham chiéu b&i thanh phdn CommonKeyAttributes.algReference.

8.2.15 CommonCertificateAttributes

CommonCertificateAttributes ::= SEQUENCE {

ID IDentifier,
authority BOOLEAN DEFAULT FALSE,
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IDentifier CredentiallDentifier {{KeyIDentifiers}} OPTIONAL,

certHash [0] CertHash OPTIONAL,

trustedUsage [1] Usage OPTIONAL,

1dentifiers [2] SEQUENCE OF CredentiallDentifier {{KeyIDentifiers}} OPTIONAL,
validity [4] validity OPTIONAL,

}

CHU THICH PKCS #15 diing thé ngl canh [3].
Usage ::= SEQUENCE {
keyUsage KeyUsage OPTIONAL,
extKeyUsage SEQUENCE SIZE (1..MAX) OF OBJECT IDENTIFIER OPTIONAL,

} (WITH COMPONENTS {..., keyUsage PRESENT} | WITH COMPONENTS {.., extKeyUsage
PRESENT})

Khi mét khoéa cong khai trong mdt chizng chi dwgc tham chiéu bdi mét dbi twong théng tin chirng
chi twong @ng véi mét khéa riéng dugc tham chiéu béi mdt di twgng théng tin khéa riéng, thi cac
ddi trong théng tin phai chia sé ciing gia trj cho thanh phan ID. Yéu ciu nay sé& don gidn héa cac
tim kiém mét khéa riéng twong ng véi mot chirng chi dic biét va nguoc lai. Nhidu chirng chi cho
céc khoa twong ty phai chia sé cling gia tri cho thanh phan ID.

Thanh phan authority chi ra di chirng chi cho mét cor quan (vi du: co quan chirng chi) hay khdng.
Thanh phéan IDentifier dwoc trinh bay chi vi ly do lich sir va thanh phan IDentifiers phai str dung
thay thé.

Thanh phan certHash hiru ich theo mét goc d an ninh khi mdt chirng chi dwegc lwu trz bén ngoai
thé (viéc chon url clia ReferencedValue), khi cho phép ngudi dung xac minh rdng khéng cé ai bj
gid mao ching chi.

Thanh phan trustedUsage chi ra mdt hay nhidu myc dich ma khéa cdng khai dwgc chirng chi la
dang tin cdy b&i chi thé. Dinh danh déi twgng cho thanh phdn extKeyUsage c6 thd duwgc xac
dinh b&i b4t ky td chire nao theo nhu cdu. Dbi véi st dung thwe té, cac giao didm cua viée st
dyng chi dinh trong thanh phan ndy, va viéc mé& rong keyUsage (néu cd) trong chinh chieng chi
cén dugce thie hign. Néu thanh phan trustedUsage thiu, t&t ca viéc s& dung |12 kha thi.

CHU THICH 1  Ngir nghta chinh xac ctia "nidm tin" ndm ngoai pham vi ciia tiéu chudn nay.

CHUTHICH2 B4 tim mdt ching chi cho chi thd cho mot s dyng cy thd, dung thanh phén

commonKeyAttributes.usage, theo tham chiéu chéo (commonKeyAttributes.ID) cho mét chirng chi phu hp.

Thanh phan identifiers don gian hoa viéc tim kiém mét chieng chi dic biét, khi ngudi yéu ciu biét
(va chuyén tai) mét s6 thang tin d& phan biét v& chieng chi dwoc yéu cAu. Didu ndy cé thé dugc
dang, vi du: khi mgt chieng chi nguwei dung dugc chon va giri dén mdt may chi nhw 14 mét phan
cua chirng thirc ngudi diing, va may chi cung cip cho khach hang véi vide phan biét théng tin
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cho mét chirng chi dic biét. S dung thay thé subjectNameHash va issuerNameHash cling tao
thuan loi cho xdy dyng chudi nhanh chéng.

Thanh phan validity cung cap thong tin v& thei han higu lyc ctia chirng chi.

8.2.16 GenericCertificateAttributes
GenericCertificateAttributes ::= SEQUENCE {
certType CIO-OPAQUE.&ID ({AllowedCertificates}),
certAttr CIO-OPAQUE.&Type ({AllowedCertificates} {@certType})

}
AllowedCertificates CIO-OPAQUE ::={...}

Loai nay duwgc thiét ké nhdm ch(ra thdng tin d3c treng cho bét ky loai chirng chi ndo. Viéc xac
dinh tap di twong thong tin cla AllowedCertificates duwoc trd sau, du hd so dugc chudn hoa hay
cho cac trwéng hg phi hop cho viéc trién khai giao thire. Tap nay can thiét dé xac dinh mét bang
han ché theo céc thanh phan cla GenericCertificateAttributes.

8.2.17 CommonDataContainerObjectAttributes
CommonDataContainerObjectAttributes ::= SEQUENCE {

applicationName Label OPTIONAL,
applicationOID OBJECT IDENTIFIER OPTIONAL,
ID IDentifier OPTIONAL,

«. -- Cho viéc mé réng sau ndy
} (WITH COMPONENTS {..., applicationName PRESENT}
| WITH COMPONENTS {..., applicationOID PRESENT})

Thanh phan applicationName dung ch(a tén hay dinh danh di twgng dang ky cho (*ng dung ma
@i tugng chiva di liéu theo cau hdi "phy thudc”. D& tranh xung dét tén (rng dung, it nhét viéc thay
thé applicationOID dwgc khuyén khich. Nhu da néu trong ASN.1, it nhat mét trong nhirng thanh
phén da duoc trinh bay trong mat gi4 trj kidu CommonDataContainerObjectAttributes.

Thanh phén ID ¢é thé dwoc dung két hop mét ddi twong chira dir lidu nhat dinh v&i mdt vai CIO
khéc, vi du: mét dbi twgng thong tin khoa riéng.

8.2.18 CommonAuthenticationObjectAttributes
CommonAuthenticationObjectAttributes ::= SEQUENCE {

authID IDentifier OPTIONAL,
authReference Reference OPTIONAL,
selDentifier [0] Reference OPTIONAL,

... == Cho vige mé r§ng sau nay
-}

authid phai la mét dinh danh duy nhét. N6 dwoc diing cho muyc dich tham chiéu chéo tir cac CIO
riéng.
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Thanh phan authReference, khi dugc trinh bay, phi cé mdt gia tri cia mét déi twgng “tham chiéy
kh6a" (xem TCVN 11167-4), day |a cach dé tham chiéu céc khéa nay trong méi truréng an ninh.

Thanh phin seldentifier, khi dwoc trinh bay, dinh danh méi treéng an ninh cho déi tweng né phy
thudc.

8.2.19 Loai CIO

Loai nady 14 mdt mau cho tét ca cac loai CIO. N6 dugc tham chidu v&i cac thude tinh I&p dbi
twong, thudc tinh 16p phu déi trong va cac thude tinh kiéu abi tegng.
CIO {ClassAttributes, SubClassAttributes, TypeAttributes} ::= SEQUENCE {

commonObjectAttributes CommonObjectAttributes,
classAttributes ClassAttributes,

subClassAttributes [0] SubClassAttributes OPTIONAL,
typeAttributes [1] TypeAttributes

}

8.3 Loai ClOChoice
CIOChoice ::= CHOICE {

privateKeys [0] PrivateKeys,

publicKeys [1] PublicKeys,

trustedPublicKeys [2) PublicKeys,

secretKeys [3] SecretKeys,

certificates [4] Certificates,

trustedCertificates [5] Certificates,

usefulCertificates [6] Certificates,

dataContainerObjects [7] DataContainerObjects,

authObjects [8] AuthObjects,

s =- Cho viéc mé r§ng sau ndy

}
PrivateKeys ::= PathOrObjects {PrivateKeyChoice}
PublicKeys ::= PathOrObjects {PublicKeyChoice}
SecretKeys ::= PathOrObjects {SecretKeyChoice}
Certificates ::= PathOrObjects {CertificateChoice}
DataContainerObjects ::= PathOrObjects {DataContainerObjectChoice}
AuthObjects ::= PathOrObjects {AuthenticationObjectChoice}

EF.OD phai gdm t hop cla 0, 1 hay nhidu gia trj CIOChoice dwgc ma hoa kidu DER. Bat ky cac
octet 'FF' nao c6 thé xuét hién treedc, trong va sau cac gia tri ma khdng cb6 bét ky ¥ nghia nao (v
dy: viéc dém cho khdng gian chira st dyung hodc x6a cac gia tri). Mot Iwa chen cy thd c6 thé xué
hién nhidu hon mét 14n trong tép tin (trong d6 c6 thé dugc hoan thanh, vi du: ap dung cac quy té
ki@m soét truy c&p khac nhau d& phan chia tap hep cac dbi twong cung loai).
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Mong degi rdng mét muc EF.OD thwéng tham chiéu mét tép tin riéng biét (lwa chon path cla
PathOrObjects) chira cac CIO ciia loai chi dinh. Tuy nhién, mdt myc c6 thé git cac CIO tryc tiép
(Iwa chon objects clia PathOrObjects), néu cac ddi teong va tép tin EF.OD c6 yéu cdu kiém so4t
truy cap twong ty.

Thanh phén trustedPublicKeys tham chiéu cac ddi twong thdng tin khéa céng khai md ta cac
khéa cong khai duqc tin cay bdi chu thé véi mdt sé muc dich, nhw 1a didm tin (gbc) dé xur Iy
dudng dan chirng chi.

Lva chon certificates tham chiéu cac déi twgng théng tin chirng chi md ta chirng chi dwgc phat
hanh cho thé hay chu the.

Thanh phan trustedCertificates tham chiéu cac dbi twong théng tin chirng chi md ta cac ching
chi dang tin cdy bdi chd thé vi cdc muc dich chi dinh cta hg. Vi dy: chirng chi CA dwgc tham
chiéu b&i thanh phan nay cé thé dwgc dung nhw diém tin (gbéc) trong viéc x( Iy dwéng din chirng
chi.

CHU THICH B2 duy tri sy tin tedng mong muén trong chizng chi va/hodc khéa cdng khai cho truée, cac CIO tuong
(rng cUa ching trong cac thanh phdn: trustedCertificates va/hoic trustedPublicKeys cAn dugc bdo vé thich hep
chéng lai viéc chinh sira (trc cac kidm so4t truy cép thich hep). Viéc bdo vé nay phai 4p dung cho tép tin EF.OD, bt
ky tép tin CIO dugc tham chiéu bdi thanh phin: trustedCertificates hay trustedPublicKeys va bét ky khda hay tép tin
chirng chi thyc té nao dugc tham chidu tir cac CIO riéng 18.

Thanh phin usefulCertificates tham chiéu cac déi twgng chirng nhan md ta cac ching chi ma
khéng thudc v& mét trong hai thanh phén: trustedCertificates hay certificates. N6 dugc sz dung
dé lwu trr hay 1a thre thé két thac hay 1a cac chirng chi CA hiru dyung, vi dy: mét chirng chi cho
khoa ma héa clia mdt ddng nghiép hay cac chirng chi CA trung gian nhdm don gidn héa viéc x ly
dudng dan chirng chi.

8.4 Pbitwong thdng tin khéa ¢4 nhan

8.4.1 PrivateKeyChoice
PrivateKeyChoice ::= CHOICE {

privateRSAKey PrivateKeyObject {PrivateRSAKeyAttributes},
privateECKey {0] PrivateKeyObject {PrivateECKeyAttributes},
privateDHKey 1] PrivateKeyObject {PrivateDHKeyAttributes},
privateDSAKey [2] PrivateKeyObject {PrivateDSAKeyAttributes},
privateKEAKey [3] PrivateKeyObject {PrivateKEAKeyAttributes},
genericPrivateKey [4] PrivateKeyObject {GenericKeyAttributes},

.. == Cho viéc mé rng sau ndy

}
PrivateKeyObject {KeyAttributes} ::= CIO {

CommonKeyAttributes, CommonPrivateKeyAttributes, KeyAttributes}
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Loai ndy gbm thdng tin lién quan dén mot khoa riéng. M3i gia trj gdm cac thuge tinh chung cho bét
ky 66i twgng nao, bét ky khéa nao, bét ky khéa riéng va cac thuge tinh cy th& cho khoa.

8.4.2 Thudc tinh khéa RSA cé nhan

PrivateRSAKeyAttributes ::= SEQUENCE {
value Path,
modulusLength INTEGER, -- modulus length in bits, e.g. 1024
keylInfo KeylInfo {NULL, PublicKeyOperations} OPTIONAL,
... == Cho viéc m& réng sau ndy

}
Viéc bién dich cac thanh phan phai dwoc quy dinh nhu sau:

- PrivateRSAKeyAttributes.value: Gia trj phai 1a mét deong dan dén mét tép tin c6 chira mét
kh6a RSA riéng. Néu khdng c6 nhu cu xac dinh mdt dwdrng dén dén mot tép tin, gia tri dudng
din cé thé dugc thiét 1ap l1a dwdng dén tréng.

- PrivateRSAKeyAttributes.modulusLength: Trén nhiéu thé, mét thé can phai dinh dang di
liéu dwgc gan trwde khi glri di¥ liéu cho thé. D& cé thé dinh dang di liéu mét cach chinh xac,
a6 dai ctia khéa phai dugc biét dén. Chidu dai phai dwgc thé hién béng bit, vi dy: 1024,

- PrivateRSAKeyAttributes.keylnfo: Théng tin vé thong sé &p dung cho khéa ndy va cac vén
hanh cia thé c6 thd thyc hién v&i no. Cac gid tri ghi d& Ién bat ky gia tri
ClAInfo.supportedAlgorithms nao dugc tham chiéu ba&i thanh phan
CommonKeyAttributes.algReference. Thanh phin nay khéng can thiét ndu thdng tin sén c6
thdng qua cac cach thikc khac.

8.4.3 Thudc tinh khéa Private Elliptic Curve
PrivateECKeyAttributes ::= SEQUENCE {

value Path,
keylInfo Keylnfo {Parameters, PublicKeyOperations} OPTIONAL,
<. == Cho viéc mé& ryng sau ndy

}
Viéc bién dich cac thanh phan phai dwvoc quy dinh nhu sau:

- PrivateECKeyAttributes.value: Gi4 trj phai 1a mét dwdng dén dén mot tép tin cé chira mét
khéa e-llip dwdng cong riéng. Néu khong c6 nhu cdu x4c dinh mét dudng dén dén mot tép tin,
gia tri dudng dén c6 thé dwec thiét 1ap 1a duedng dén tréng.

- PrivateECKeyAttributes.keylnfo: Xem thanh phan twong rng trong Pidu 8.4.2.

8.4.4 Thugc tinh khéa Private Diffie-Hellman

PrivateDHKeyAttributes ::= SEQUENCE {

value Path,
keylInfo KeyInfo {DomainParameters, PublicKeyOperations} OPTIONAL,
..... Cho viéc mé réng sau ndy
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}

Viéc bién dich cac thanh phan phai dwec quy dinh nhw sau:

- PrivateDHKeyAttributes.value: Gia trj phai Ia mot dwirng dan dén mot tép tin mot khéa Diffie-
Hellman riéng. Néu khéng cé nhu cAu xac dinh mot dwdng dan dén mot tép tin, gia tri dwéng
dan cé thé dwoc thiét 1ap 12 dudng dan tréng.

- PrivateDHKeyAttributes.keyinfo: Xem thanh phan twong (rng trong Diéu 8.4.2.

8.4.5 Thudc tinh khoa Private DSA

PrivateDSAKeyAttributes ::= SEQUENCE {
value Path,
keyInfo KeyInfo {DomainParameters, PublicKeyOperations} OPTIONAL,
«. == Cho viéc mé rfng sau ndy

}
Viéc bién dich cac thanh phan phai dugc quy dinh nhw sau:
- PrivateDSAKeyAttributes.value: Gia trj phai la mot dwdng ddn dén mét tép tin mot khoa DSA
riéng. Néu khdng cé nhu ciu xac dinh mat dwéng din dén mot tép tin, gia trj dwéng dan cé thé
duwoc thiét 14p 1a dweng dén tréng.

- PrivateDSAKeyAttributes.keylnfo: Xem thanh phén tvong ¢ng trong Didu 8.4.2.

8.4.6 Thudc tinh khéa Private KEA
PrivateKEAKeyAttributes ::= SEQUENCE {
value Path,
keyInfo KeyInfo {DomainParameters, PublicKeyOperations} OPTIONAL,
. == Cho viéc mé réng sau ndy
}

Viéc bién dich cac thanh phan phai dugc quy dinh nhw sau:

- PrivateKEAKeyAttributes.value: Gia tri phdi 1a mét dwong dan dén mét tép tin mot khéa KEA
riéng. Néu khdng c6 nhu clu xac dinh mot dwérng din dén mét tép tin, gia tri duéng dan co thé
dugc thiét 1ap 1 dwng dén trong.

- PrivateKEAKeyAttributes.keylnfo: Xem thanh phan tvong (ng trong Diéu 8.4.2.

8.4.7 Daéi tweng thdng tin khéa Generic Private

Loai nay nhdm chia théng tin dac treng véi mot khéa ca nhan cua bét ky loai nao. Xem Diéu
8.2.13.
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8.5 Dbi twong théng tin khéa cong khai

8.5.1 PublicKeyChoice

PublicKeyChoice ::= CHOICE {
publicRSAKey PublicKeyObject {PublicRSAKeyAttributes},
publicECKey [0] PublicKeyObject {PublicECKeyAttributes},
publicDHKey [1] PublicKeyObject {PublicDHKeyAttributes},
publicDSAKey [2] PublicKeyObject {PublicDSAKeyAttributes},
publicKEAKey [3] PublicKeyObject {PublicKEAKeyAttributes},
genericPublicKey [4] PublicKeyObject{GenericKeyAttributes},
... -- Cho viéc mé& rdng sau nay
}

PublicKeyObject {KeyAttributes} ::= C10 {
CommeonKeyAttributes, CommonPublicKeyAttributes, KeyAttributes}

Loai ndy chra thong tin li&n quan dén mét khoa cdng khai. Mbi gia tri gdm cac thude tinh chung
cho bét ky dbi twong nao, bat ky khéa nao, bat ky khéa cong khai nao va cac thudc tinh cy thé cho

khéa.

8.5.2 Thudec tinh khda Public RSA
PublicRSAKeyAttributes ::= SEQUENCE {

value ObjectValue {RSAPublicKeyChoice},
modulusLength INTEGER, -- modulus length in bits, e.g. 1024
keyInfo KeylInfo {NULL, PublicKeyOperations} OPTIONAL,

« == Cho viéc mé rfng sau ndy
}
RSAPublicKeyChoice ::= CHOICE {
raw  RSAPublicKey,
spki  [1] SubjectPublicKeyInfo, -- Xem ISO/IEC 9594-8:1998. Phi gbm mét khéa RSA céng khai.

}
RSAPublicKey ::= SEQUENCE {
modulus INTEGER,

publicExponentINTEGER
}

Viéc bién dich cac thanh phén phai dwoc quy dinh nhw sau:

- PublicRSAKeyAttributes.value: Gi4 trj phai Ia mot dwérng din dén mot tép tin gdm ca gid tri

RSAPublicKeyChoice hay (mdt vai thé hién dac trng thé cia) mot khéa RSA cdng khai.

- PublicRSAKeyAttributes.modulusLength: Trén nhidu thd, mdt thé phai dinh dang dr lidu
duoc ma héa trwdc khi givi dr lidu vao thé. D& co thd dinh dang cac d liéu mét cach chinh

xac, d§ dai clia khoa phai dwoc biét dén. Chidu dai phai dugc thd hién bing bit, vi dy: 1024.
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- PublicRSAKeyAttributes.keylnfo: Xem thanh phén twong (rng trong Didu 8.4.2.

8.5.3 Thudc tinh khéa Public Elliptic Curve
PublicECKeyAttributes ::= SEQUENCE {
value ObjectValue {ECPublicKeyChoice},
keylnfo Keylnfo {Parameters, PublicKeyOperations} OPTIONAL,
... == Cho vigc mé rng sau nay
}
ECPublicKeyChoice ::= CHOICE {
raw ECPoint, -- See ANSI X9.62,
spki  SubjectPublicKeyInfo, -- Xem ISO/IEC 9594-8:1998, Phai gém mdt khéa véng e-lip cong khai.

}
Viéc bién dich cac thanh phan phai dugc quy dinh nhy sau:

- PublicECKeyAttributes.value:Gia tri phai 1a mot dwdong dan dén mét tép tin gdm ca gia tri
ECPublicKeyChoice hay (mdt vai thé hién d3c trung thé clia) mdt khéa elip vong cung céng
khai.

- PublicECKeyAttributes.keylnfo: Xem thanh phén tuong &ng trong Didu 8.4.2.

8.5.4 Thudc tinh khéa Public Diffie-Hellman
PublicDHKeyAttributes ::= SEQUENCE {
value ObjectValue {DHPublicKeyChoice},
keylInfo Keylnfo {DomainParameters, PublicKeyOperations} OPTIONAL,
... =- Cho viéc mé réng sau ndy
}
DHPublicKeyChoice ::= CHOICE {
raw  DHPublicNumber,
spki  SubjectPublicKeyInfo, -- Xem ISO/IEC 9594-8:1998. Phai g6m m§t khéa D-H céng khai.

}
DHPublicNumber ::= INTEGER

Viéc bién dich cac thanh phan phai dvgc quy dinh nhw sau:

- PublicDHKeyAttributes.value: Gia tri phai 1a mgt dwdng dan dén mét tép tin gdm ca gia tri
DHPublicKeyChoice hay (mdt vai thé hién dic treng thé cla) mét khéa D-H cdng khai.
- PublicDHKeyAttributes. keyinfo: Xem thanh phan twong (ng trong Piéu 8.4.2.

8.5.5 Thudc tinh khéa Public DSA
PublicDSAKeyAttributes ::= SEQUENCE {
value ObjectValue {DSAPublicKeyChoice},
keyInfo Keylnfo {DomainParameters, PublicKeyOperations} OPTIONAL,
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«. -- Cho vi§c md ring sau ndy
}
DSAPublicKeyChoice ::= CHOICE {
raw  DSAPublicKey,
spki  SubjectPublicKeylInfo, -- Xem ISO/IEC 9594-8:1998. Phai gdm mét khéa DSA céng khai.

}
DSAPublicKey ::= INTEGER

Viée bién dich cac thanh phan phai dwgc quy dinh nhu sau:

- PublicDSAKeyAttributes.value: Gi4 trj phai 1a mot dudng dén dén mot tép tin gdm ca gia trj
DSAPublicKeyChoice hay (mét vai thé hién dac trung thé cia) mét khéa DSA cong khai.

- PublicDSAKeyAttributes.keyinfo: Xem thanh phn twong (ng trong Didu 8.4.2.

8.5.6 Thugc tinh khéa Public KEA

PublicKEAKeyAttributes ::= SEQUENCE {
value ObjectValue {KEAPublicKeyChoice},
keyInfo KeylInfo {DomainParameters, PublicKeyOperations} OPTIONAL,
... == Cho viéc mé rfng sau ndy

}
KEAPublicKeyChoice ::= CHOICE {

raw  KEAPublicKey,
spki  SubjectPublicKeylInfo, -- Xem ISO/IEC 9594-8:1998. Phai gbm mjt khéa KEA cong khai.

}
KEAPublicKey ::= INTEGER
Viéc bién dich cac thanh phin phai dwgc quy dinh nhw sau:

- PublicKEAKeyAttributes.value: Gi4 trj phai 13 mgt dudng ddn dén mot tép tin gdm ca gia tri
KEAPublicKeyChoice hay (mdt vai thé hién dic trung thé cia) mét khéa KEA cdng khai.

- PublicKEAKeyAttributes.keylnfo: Xem thanh phén twong (¢ng trong Didu 8.4.2.
8.5.7 Dbl twgng théng tin khéa cdng khai chung

Loai nay nhdm chira théng tin dic treng v& mot khéa cdng khai clia bét ky loai nao. Xem Diéu
8.2.13.

8.6 D4i twong thdng tin khéa bi mét

8.6.1 SecretKeyChoice

SecretKeyChoice ::= CHOICE {
algIndependentKey SecretKeyObject {SecretKeyAttributes},
genericSecretKey [15] SecretKeyObject {GenericKeyAttributes},
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«.. == Cho viéc m& rgng sau ndy
} -- Cht thich: Céc thé danh ddu ng canh [0] - [14] theo lich sit va khdng dugc ding
CHU THICH PKCS #1 ding céc thé ndy.
SecretKeyObject {KeyAttributes} ::= CIO {
CommeonKeyAttributes, CommonSecretKeyAttributes, KeyAttributes}
Loai nay chira théng tin lién quan dén mdt khda bi mat. Méi gia tri gém cac thudc tinh chung cho
bét ky déi twong nao, bat ky khoa nao, bat ky khoa bi mat va cac thude tinh cy thé cho khoa.

8.6.2 Thuit toan khéa thuat toan déc lap

Cac dbi tegng thé hién cac khéa bi mat sdn ¢ cho vige dung trong nhidu thuat toan khac nhau

hay cho viéc bién ddi cla cac khoa bi mat.

SecretKeyAttributes ::= SEQUENCE {

value ObjectValue { OCTET STRING },
... == Cho viéc m& rfng sau ndy
1

Viéc bién dich cac thanh phan phai dwgc quy dinh nhw sau:

- SecretKeyAttributes.value: Gi4 trj phai Ia mdt duwéng ddn dén mét tép tin gdm ca mdt OCTET
STRING (trong trwérng hop mdt thé cé thé thuc hién cac thao tac khda bi méat) mot vai thé
hién d&c trwng thé cta khoa.

8.6.3 Loai GenericSecretKey

Loai nay nham chira théng tin dic trung vé mot khoa bi mat voi bét ky loai nao. Xem Didu 8.2.13.

8.7  Ddi twong thdng tin chieng chi

8.7.1 CertificateChoice
CertificateChoice ::= CHOICE {

x509Certificate - CertificateObject {X509CertificateAttributes},
x509AttributeCertificate [0] CertificateObject {X509AttributeCertificateAttributes},
spkiCertificate [1] CertificateObject {SPKICertificateAttributes},

pgpCertificate [2] CertificateObject {PGPCertificateAttributes},

wtlsCertificate [3] CertificateObject {WTLSCertificateAttributes},
x9-68Certificate [4] CertificateObject {X9-68CertificateAttributes},
cvCertificate [5] CertificateObject {CVCertificateAttributes},
genericCertificateObject [6] CertificateObject {GenericCertificateAttributes},

... -- Cho vi¢c mé rong sau nay

}
CertificateObject {CertAttributes} ::= CIO {

CommonCertificateAttributes, NULL, CertAttributes)}
Loai nay chira thdng tin lién quan dén mét chirng chi. Mai gia tri gdm céc thudc tinh chung cho bét
ky @i twong nao, bat ky chirng chi nao va cac thudc tinh cy thé cho chirng chi.
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8.7.2 Thuge tinh chibng chi X.509
X509CertificateAttributes ::= SEQUENCE {

value ObjectValue { Certificate },
subject Name OPTIONAL,
issuer [0) Name OPTIONAL,

serialNumber CertificateSerialNumber OPTIONAL,
... =- Cho vic m& rfng sau ndy

}

Viéc bién dich cac thanh phan phai dugc quy dinh nhw sau:

X509CertificateAttributes.value: Gia trj phai la mét ReferencedValue hoic la viéc xac dijnh
mét tép tin chira mdt chirng chi DER ma hoba tai dja diém nhét dinh, hodc mot URL trd dén mét
sb dja diém ma chirng chi c6 thé dugc tim thay.

X509CertificateAttributes.subject X509CertificateAttributes.issuer va
X509CertificateAttributes.serialNumber: Ngiz nghia clia thanh phan nay cling giéng nhw véi
thanh phén twong (ng trong ISO/IEC 9594-8:1998. CAac gi4 trj clia cac thanh phdn nay phai
giéng chinh x&c nhu d6i véi cac thanh phan twong ng trong chinh chirng chi. Ly do dé 1am
cho chang tuy chon 1a cung cdp mét vai hidu qua khéng gian, vi ching dwoc trinh bay trong
chinh chirng chi,

8.7.3 Thuge tinh chipng chi thugc tinh X.509
X509AttributeCertificateAttributes ::= SEQUENCE {

value ObjectValue { AttributeCertificate },

issuer GeneralNames OPTIONAL,

serialNumber CertificateSerialNumber OPTIONAL,

attrTypes [0) SEQUENCE OF OBJECT IDENTIFIER OPTIONAL,

- -- Cho viéc mé rng sau ndy
}

Viéc bién dich céc thanh phan phai dugc quy dinh nh sau:

40

X509AttributeCertificateAttributes.value: Gia trj phai 1a mét ReferencedValue hodc 1a viéc
xac dinh mot tép tin chlra mdt chirng chi DER ma héa tai dia diém nhét dinh, hodc mdt URL trd
dén mot sé dja didm ma chirng chi c6 thé dugc tim thiy.

X509AttributeCertificateAttributes.issuer va
X509AttributeCertificateAttributes.serialNumber: Gi4 trj clia cac thanh phdn nay phai giéng
chinh xac nhw v&i cac thanh phan twong (ng trong chinh chirng chi thudc tinh. Chang ¢6 thd
duwgec lru triy tedng minh d8 tra ciru d& dang hon.

X509AttributeCertificateAttributes.attrTypes: Thanh phdn tly chon nay phai, khi dwgc trinh
bay, gém mét danh s&ch dinh danh d6i tegng cho cac thudc tinh dwgc trinh bay trong chirng
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chi thugc tinh nay. Diéu nay tao co héi cho cac (rng dung tim kiém mat chirng chi thude tinh cy
thé ma khéng can doc va phan tich chinh ching chi dé.

8.7.4 Thudc tinh chirng chi SPKI

CHU THICH Céc chizng chi SPKI dugc quy dinh trong IETF RFC 269 (xem Danh myc ther muyc tai lidu tham khao)
SPKICertificateAttributes ::= SEQUENCE ({

value ObjectValue { CIO-OPAQUE.&Type },

«.. -- Cho viéc md rng sau ndy

}

Viéc bién dich cac thanh phan phai duoc quy dinh nhw sau:

- SPKiCertificateAttributes.value: Gia trj phai la mét ReferencedValue hodc la viéc xac dinh
mét tép tin chira mdt chizrng chi SPKI tai dja diém nhét dinh, hoac mat URL trd dén mét sé dia
diém ma chirng chi ¢é thé dwgc tim théy.

8.7.5 Thugc tinh chirng chi PGP (Pretty Good Privacy)

CHU THICH Céc chirng nhan PGP duegc quy dinh trong IETF RFC 2440 (xem Danh myc thie myc tai liéu tham khao)
PGPCertificateAttributes ::= SEQUENCE {

value ObjectValue { CIO-OPAQUE.&Type },

.o == Cho viéc mo& rdng sau ndy

}
Viéc bién dich cac thanh phan phai dwgc quy dinh nhu sau:

— PGPCertificateAttributes.value: Gia trj phai la mot ReferencedValue hodc la viéc xac dinh mat
tép tin chira mét chirng chi PGP tai dja diém nhét dinh, hodc mét URL trd dén mét s dia diém ma
chirng chi cé thé dugc tim thay.

8.7.6 Thudc tinh chirng chi WTLS

CHU THICH Cac chirng nhén WTLS dugc quy dinh trong quy dinh ky thuat "Wireless Transport Layer Security
Protocol” (xem Danh muyc the myg tai liéu tham khéo)
WTLSCertificateAttributes ::= SEQUENCE {

value ObjectValue { CIO-OPAQUE.&Type },

«ws == Cho viéc mé rng sau ndy

}
Viéc bién dich cac thanh phan phai dugc quy dinh nhu sau:

- WTLSCertificateAttributes.value: Gia tri phai la mét ReferencedValue dinh danh ca mét tép
tin chra mét chirng chi WTLS dwoc ma héa tai dia diém nhét dinh, hodc mat URL trdé dén mét
s6 dia diém ma chirng chi c6 thé dugc tim théy.
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8.7.7 Thuéc tinh chirng chi midn ANSI X9.68

CHU THICH Céc chirng nhan 1&n midn ANSI X9.68 duec quy dinh trong ANSI X9.68-2001 (xem Danh muyc thr myc
tai liéu tham khao)
X9-68CertificateAttributes ::= SEQUENCE {
value ObjectValue { CIO-OPAQUE.&Type },
«s == Cho viéc m& rfng sau ndy
}
Viéc bién dich cac thanh phén phai dwrgc quy dinh nhw sau:

- X9-68CertificateAttributes.value: Gia trj phai Ia mdt ReferencedValue dinh danh ca mét tép
tin chira mgt chizng chi t&n mién ANSI X9.68 dwgc ma hoa kiéu DER hay PER(ISO/IEC 8825-
2:1998) tai dia diém nhét dinh, hodic mdt URL trd dén mot sé dia diém ma chirng chi c6 thé
dwgc tim thay.

8.7.8 Thudc tinh chirng chi c6 thé xac minh thé

CHU THICH Céc ching nhan Card Verifiable Certificate dugc quy dinh trong TCVN 11167-8. Muc dich sir dyng chinh
clia chang |a trong c4c phurong phép chirng thyc thé dyra trén khoa céng khai.
CVCertificateAttributes ::= SEQUENCE({

value ObjectValue {CIO-OPAQUE.&Type},

certificationAuthorityReference OCTET STRING OPTIONAL

... = Cho viéc md réng sau nay

}
Viéc bién dich cac thanh phan phai dwgc quy dinh nhw sau:

- CVCertificateAttributes.value: Gia trj phai 1a mgt ReferencedValue djnh danh ca mét tép tin
chira mét chirng chi cé th& xac minh thé theo TCVN 11167-8 tai dia didm nhét dinh, ho&c mot
URL trd dén mot sé dja didm ma chirng chi co6 thé dugc tim théy.

8.7.9 Thudec tinh chirng chi chung

Loai nay nhdm chira théng tin dac treng v&8 mo6t chizng chi clia bét ky loai ndo. Xem Didu 8.2.16.

8.8 D&i tweng thdng tin bd chira dir liéu

8.8.1 DataContainerObjectChoice

DataContainerObjectChoice ::= CHOICE {
opaqueDO DataContainerObject {OpaqueDOAttributes},
is07816DO [0) DataContainerObject {ISO7816DOAttributes},
oIDDO (1] DataContainerObject {OIDDOACttributes},
<+ == Cho viéc m& r§ng sau nay ‘
}

DataContainerObject {DataObjectAttributes} ::= CIO §
CommonDataContainerObjectAttributes, NULL, DataObjectAttributes}

42



TCVN 11167-15:2015

Loai nay chi¥a thong tin lién quan dén mét déi tuong chira di liéu. Mai gia tri gdm cac thuge tinh
chung cho bét ky déi twgng nao, bét ky déi twong chira d liéu nao va thude tinh cy thé dén cac
déi tweng chiva d@ liéu.

8.8.2 Thudc tinh ddi tweng bd chiva dir ligu

Viéc bién dich cac déi tvgng nay nédm trong viéc truy cép (rng dyng cla ching.
OpaqueDOAttributes ::= ObjectValue {CIO-OPAQUE.&Type}

8.8.3 Thudc tinh dbi twong dir liéu cia bd TCVN 11167

EF.DCOD c¢6 thé chira thdng tin v& mot hay mét sé cac IDO. Cac ddi twong ndy phéi dwoc tuan
theo mét kich ban phan bd thé twong thich dugc quy dinh trong TCVN 11167-4 (ISO/IEC 7816-4).
ISO7816DOA¢ttributes ::= ObjectValue {CIO-OPAQUE.&Type}
(CONSTRAINED BY {-- Tt ca c4c ddi tugng dir li¢u nay phai dugc quy dinh phy thuge vio TCVN 11167-4
(ISO/IEC 7816-4)-})

Mai muc iso7816D0O trong mét EF.DCOD sé& tham chiéu mat tép tin, ma phai phi hep véi TCVN
11167-4 (ISO/IEC 7816-4). Béng cach dung cac ddi tegng chira d@ lidu nay, cac &ng dung tang
cudng kha nang twong tac.

Khi CDE dwgc tham chiéu 1a mt ddi twgng dir liéu dwoc lay ra, vi dy: trong mét lénh 'GET DATA',
lya chon direct clia ObjectValue phai dwgc ding va gia tri CI0-OPAQUE.&Type phai la thé cla
déi twong di liéu.

8.8.4 Déi tweng théng tin by chiva div ligu dwgc dinh danh b&i OBJECT IDENTIFIERS

Loai nay cung cAp mét cach thic lwu trik, tim kiém va 1dy cac dbi tvong chira di ligu v&i dinh
danh ddi cac dinh danh dbi twong dwoc gan. Mot vi du cho loai théng tin nay la bat ky
ATTRIBUTE cla ASN.1 (xem ISO/IEC 9594-6:1998).
OIDDOQA¢ttributes ::= SEQUENCE {

1D CIO-OPAQUE.&ID ({AllowedOIDDOs}),

value CIO-OPAQUE.&Type ({AllowedOIDDOs}{@ID})

)
AllowedOIDDOs CI0-OPAQUE ::= {...}

8.9 Poitwong thong tin chirng thye

8.9.1 AuthenticationObjectChoice
AuthenticationObjectChoice ::= CHOICE {

pwd AuthenticationObject { PasswordAttributes },
biometricTemplate [0) AuthenticationObject{ BiometricAttributes},

authKey (1] AuthenticationObject {AuthKeyAttributes},

external [2] AuthenticationObject {ExternalAuthObjectAttributes},

1o == Cho viéc mé rgng sau nay

}
AuthenticationObject {AuthObjectAttributes} ::= CIO {
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CommonAuthenticationObjectAttributes, NULL, AuthObjectAttributes}

Loai nay chira thdng tin v8 mdt phirong phap chirng thire cy thé. M&i déi tvgng chirng thiec phai
cé mdt CommonAuthenticationObjectAttributes.authiD khac biét, cho phép tra ciru d6i twong
chirng thye rd rang cho cac déi twgng riéng.

8.9.2 Thudc tinh mat khiu
PasswordAttributes ::= SEQUENCE {

pwdFlags PasswordFlags,
pwdType PasswordType,
minLength INTEGER (cia-lb-minPasswordLength..cia-ub-minPasswordLength),

storedLengthINTEGER (0..cia-ub-storedPasswordLength),
maxLength INTEGER OPTIONAL,

pwdReference [0] Reference DEFAULT 0,

padChar OCTET STRING (SIZE(1)) OPTIONAL,
lastPasswordChange GeneralizedTime OPTIONAL,

path Path OPTIONAL,

..... Cho viéc mé ryng sau ndy

PasswordFlags ::= BIT STRING {

case-sensitive ),

local 1),
change-disabled ),
unblock-disabled 3),
initialized 4),
needs-padding (5),
unblockingPassword  (6),
soPassword N,
disable-allowed (8),
integrity-protected “),
conflDentiality-protected (10),
exchangeRefData (11),

resetRetryCounterl  (12),

resetRetryCounter2  (13)

} (CONSTRAINED BY { -- ‘unblockingPassword’ va ‘soPassword’ khong thé cling thiét 13p -- })
PasswordType ::= ENUMERATED {bed, ascii-numeric, utf8, half-nibble-bed, is09564-1, ...}

Viéc bién dich cac thanh phan phai dugc quy dinh nhw sau:
- PasswordAttributes.pwdFlags: Thanh phan nay ra ddu néu mat khiu:

* |2 case-sensitive nghfa Ia mét mat khdu cho ngudi dung phai khéng dugc chuydn dbi
thanh viét hoa triéc khi dwgec trinh bay trong thé (xem bén duéi)
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la local nghia |4 mat khdu la cuc bd véi ing dung ma né thudc va.

CHU THICH Mgt mat khdu khéng phai “cyc bd®, dugce coi 1 "toan cdu”. MOt mat khiu cyc bd chi dugc ding a8 bio
v dir lidu trong mét irng dyng nhét dinh. D&i v&i mét mat khdu cyc bg, vong d&i xac minh khdng dugc bao ddm va né

c6 thd dugc tai xac minh theo mdi l3n s dyng. Nguec Iai véi didu ndy, mdt xéc minh thanh céng cia mat khiu toan
clu ¢6 nghia I1a xac minh vin c6 hidu lyc cho dén khi thé dugc g& bd hoac thibt 13p 1ai, hodc cho dén khi xac minh m&i
cua cung mét mét khdu khdng thanh céng. M§t &ng dyng, trong d6 xac nh4n mdt mat khdu todn cdu, c6 thd gia dinh

ring mat khdu cdn hidu lyc, ngay ca khi cac (ng dyng khac xac minh cdc mat khdu cyc bd cia chinh né, chon cac DF
khac, v..v

L]

l& change-disabled nghia Ia n6 khong thé thay dbi mat khay;
I& unblock-disabled nghia 1& né khdng thé m& mét khau;
14 initialized nghia Ia mat khdu da dugc khéi tao;

needs-padding nghia 1a phy thudc d dai cia mat khdu da cho va dd dai lvu tr&r, mat
khau can duoc chén trwde khi dugc trinh bay trong thé;

la mét unblockingPassword (TCVN 11167-4 dat lai m&) nghia |a mat khdu nay ¢é thé
diing cho myc dich m& nhu: d&t lai bd dém thir lai clia d6i twgng chizng thiyee lién quan cho
gia tri ban dau;

la mot soPassword nghfa 12 mat khau la mot mat khAu (quan tri) cia nhan vién an ninh;

CHU THICH  Khi mat khdu dugc md ta bdi cac CIO, cac dbi tvgng chieng thyc khac cé théd bao vé ching. Didu nay
dua ra mdt cach dd xac dinh mat khdu cé thé dugc ding d& mé khoéa (tirc 12: thidt 14p lai bd dém thir lal cho) mat khdu
khac - d& authlD ctia mdt aéi tugng théng tin mét khdu cho mét déi tugong chizng thyc mat khdu mé khoa.

l& disable-allowed nghia 1& mat khdu cé thé bi t&t;
phai dwgc trinh bay trong thé v&i théng diép an ninh (integrity-protected);
phai dwqc trinh bay trong thé vé&i thé dwge ma héa (confidentiality-protected),

c6 thé thay ddi bai bdng viéc trinh bay d@ liéu tham chiéu méi cho thé hay ca d liéu tham
chiéu cii va méi cin duoc trinh bay. Néu bit dwoc thiét |4p va dir liéu tham chiéu c va
méi phai dugc trinh bay; ngodc lai chi di liéu tham chiéu méi cdn duoc trinh bay
(exchangeRefData).

- PasswordAttributes.pwdType: thanh phan nay xac dinh loai mat khu sau:

bed (thap phan ma héa nhi phan, mdi nhém 4 bit cia mot byte phai gdm mot sé clia mat
khau);

ascii-numeric (mdi byte cia mat khdu gébm mot ASCII (ANSI X3.4, xem danh myc thw
vién tai lidu tham khao) sé ma héa);

utf8 (mdi ki ty duwoc ma héa phy thude UTF-8);
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o half-nibble-bcd (nhémd4 bit thAp nhét ciia moét byte phai gdm mot sé clia mét khdu, nhém
4 bit cao nhét phai gdm 'F")l ho3c

¢ i509564-1 (ma héa phuy thudc vao 1ISO 9564-1:1996).

- PasswordAttributes.minLength: Chidu dai tdi thiéu (bang_ ky tw) cia mat khdu méi (néu
dugc phép thay adi).

- PasswordAttributes.storedLength: Chidu dai lwu trir trén thé (theo byte). Durgc dung aé suy
ra sb ky ty chén cin thiét. Gia trj co thd dwoc dit 1a 0 va bd qua néu pwdFlags chi ra rang
viéc chén 13 khdng cin thiét (tére 1a khdng cb ky ty chén dwgc glri vao thé).

- PasswordAttributes.maxLength: Trén mdt s6 thé, mat khdu Ia khéng dwgc chén va do d6 co
mét nhu cAu dé biét chidu dai mat khiu téi da (béng ky ty) dugc phép.

- PasswordAttributes.pwdReference: Thanh phan ndy 14 mét tham chiéu d&c trung thé cho
mét khdu. Dy doan ring nd c6 thd dwec ding nhue mdt tham sé 'P2' trong 1énh 'VERIFY' clia
TCVN 11167-4 (ISO/IEC 7816-4) khi 4p dung. Néu khdng dugc thé hign, né c6 gia trj mic dinh
lao.

- PasswordAttributes.padChar: Ki ty chén dwgc dung (thwdng 1a 'FF' hoZc '00'). Khdng cin
thiét néu pwdFlags chi ra ring viéc chén 1a khéng can thiét cho thé nay. Néu
asswordAttributes.pwdType 12 loai bed, thi padChar nén bao gbm hai nhém 4 bit ¢6 ciing
gia tri, bt ky nhém 4 bit ndo dwec sir dyng nhw [a "chén nhém 4 bit". VI dy, '55' dwgc phép,
nghia & chén v&i '01012', nhing '34' 13 bét hop phap.

- PasswordAttributes.lastPasswordChange: Thanh phan nay dugc thiét ké d& nhdm st dung
trong cac (ng dung doi hoi kién thirc v& thei gian ma mat khdu cubi duec thay dbi (vi dy: 48
thyc thi cac chinh sach gia han m4t khau). Khi mat khdu khéng dugec thiét 14p (hodc khdng bao
gi&r dugc thay adi) gia tri phai 1a (dung ky hiéu gia trj dwge quy dinh nghia trong ISO/IEC 8824-
1:1998) '000000000000Z". MGt vi dy khac: mdt mat khdu thay ddi vao ngay 6 thang 1 nam
1999 & ndm 1934 (lGc 7:34 PM) UTC s& c6 mdt gid tri lastPasswordChange cla
'19990106193400Z".

- PasswordAttributes.path: Dudng din téi DF trong d6 cac mét khdu ndm tai d6. Dudng din
nay phai dugc chon bdi mét rng dung ma chil tredc khi thyre hién mét thao tac méat khau, @é
cho phép m$t nglr canh chirng thyc thich hgp cho cac thao tac mét khdu. Néu khdng dwoc
trinh bay, viéc xac minh chl thé phai luén c6 thé thyc hién ma khéng c6 mét thao tac 'SELECT'
trwére do.

8.9.2.1M3a héa mét mat khdu dwoc cung cép

Céc budc thye hién bdi mdt rng dung may chii & ma héa mat khdu dugc ngudi ding cung cép
v& didu gi trinh bay cho thé dwoc quy dinh nhu sau:

a) Chuyén adi mat khAu theo loai mat khdu sau:
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1) Néu mat khdu |a mat khdu utf8, bién ddi n6 thanh UTF-8: x = UTF8 (mét kh4u). Sau d6,
néu bit case-sensitive bj tit, chuyén @i x thanh chir hoa: x = NLSUPPERCASE
(x)(NLSUPPERCASE = dinh vj ch® hoa lién quan)

2) Néu mat khdu l1a mat khdu bed, xac minh méi ky ty 14 mdt ch® sé va ma héa cac ky tw
thanh cac sé BCD: x = BCD (mét khéu)

3) Néu mat khdu 1a mat kh3u ascii-numeric hay is09564-1, xac minh mi ky ty 1a mot chi
s6 dudi dang trang ma hién tai va - néu can, ma héa cac ky ty thanh ch sé ASCII: x =
ASCIf (mét khau)

4) Néu mat khiu la mat khau half-nibble-bed, xac minh mai ky tw 1a mét chi¥ sé va ma hoa
céc ky ty nhe BCD trong nlra duéi cia mdi byte, thiét 1ap mdi nhém 4 bit thanh 'Fi¢': x =
Half-BCD (mat khéu)

b) Néu chi ra trong thanh phan pwdFlags, chén x bén phai véi cac ky ty chén padChar, dé lwu
trir dai storedLength: x = PAD (x, padChar, storedLength).

¢) Néu céc bit pwdFlags.integrity-protected hay pwdFlags.confidentiality-protected duoc
thiét 1ap, ap dung cac thuat toan va cac khéa twong rng cho mét khdu da dwgc chuyén ddi va
dinh dang.

d) Trinh bay cac mét khdu cho thé.

Vidu (ascii-) Mat khu s& 1234, lyu trir chidu dai 8 byte, va ky tw chén 'FF" cho gid trj duoc trinh bay
trén I3 '31323334FFFFFFFF’

8.9.3 Thudc tinh d lidu tham chiéu sinh tric hoc

Loai nay chi lién quan dén thé cé kha nang thyc hién cac chirng thye bing cach so sanh d liéu
tham chiéu sinh tréc hoc duoc lwu tri¥ véi di liéu xac minh sinh tréc hoc dwoc trinh bay, ¢é chiva
thong tin v& di¥ ligu tham chiéu sinh trdc hoc dwgce luu trir ("méu”).
BiometricAttributes ::= CHOICE {
biometricTemplateAttributes BiometricTemplateAttributes,
bit [APPLICATION 96] BiometricIlnformationTemplate,
bitGroup [APPLICATION 97| BiometricInformationTemplateGroup
}
BiometricInformationTemplate ;:= OCTET STRING
-- Phai gbm mot gid trj miu théng tin sinh tric hoe ciia TCVN 11167-11
BiometriclnformationTemplateGroup ::= OCTET STRING
-- Phai gbm mét gi4 trj mau nhém théng tin sinh tric hoc cia TCVN 11167-11
BiometricTemplateAttributes ::= SEQUENCE {

bioFlags BiometricFlags,
templateID BiometricTemplateIDentifier,
bioType BiometricType,
bioReference Reference DEFAULT 0,
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lastChange GeneralizedTime OPTIONAL,

path Path OPTIONAL,
«» -- Cho vigc mé rfng sau nay
}

BiometricTemplatelDentifier ::= CHOICE {
olD OBJECT IDENTIFIER,
issuerID OCTET STRING,

... -- Cho viéc m& rfng sau ndy

}

BiometricFlags ::= BIT STRING {

local 1),
change-disabled (2),
unblock-disabled (3),
initialized (4),
disable-allowed ),
integrity-protected ),
confIDentiality-protected (10)
}

BiometricType ::= CHOICE {
fingerPrint FingerPrintInformation,
iris [0] IrisInformation,
chained (1) SEQUENCE SIZE (2..cia-ub-biometricTypes) OF BiometricType,
<. -- Cho viéc m& réng sau niy
}
FingerPrintInformation ::= SEQUENCE {
hand ENUMERATED {left, right},
finger ENUMERATED {thumb, pointerFinger, mIDdleFinger, ringFinger, littleFinger},
}
IrisInformation ::= SEQUENCE {
eye  ENUMERATED {left, right},
... == Cho viéc mé rfng sau ndy
}

Loai BiometricAttributes dwa ra cho hai cach khac nhau nhdm trinh bay théng tin vé dir lidu
tham chiéu sinh tric hoc dwoc Ieu tri:

- qua céc thédng tin cy thé cho tiéu chudn nay (thanh phan biometricTemplateAttributes); hoic
- qua théng tin dwgc quy dinh (rong TCVN 11167-11 (cac thanh phén bit va bitGroup).

Ng@ nghia cla céc thanh phan cla loai BiometricTemplateAttributes 1 nhw sau:

48



TCVN 11167-15:2015

- BiometricAttributes.bioFlags: Twong ty v&i PasswordAttributes.pwdFlags, nheng thay thé
"mat kh&u" thanh "d liéu tham chiéu sinh trac hoc”.

- BiometricAttributes.templateld: Thanh phan nay chi ra c4u tric di liéu da dwoc givi vao the.

- BiometricAttributes.bioType: Thanh phan nay xac dinh loai thang tin sinh tric hoc duwgc lwu
tr¥ trong thé, vi dy: ngén tay trd phai. Thanh phan "chained” c¢6 nghia 1a nhidu hon mét chire
nang sinh trdc hoc da dugc trinh bay trong clng quy trinh xac minh, cé thé bang cach st dung
Iénh x&u chudi, dé chirng thyrc thanh cdng.

- BiometricAttributes.bioReference, BiometricAttributes.lastChange va
BiometricAttributes.path: Khi cho cac thanh phén twong (ng trong PasswordAttributes
nhieng thay thé “mat khau" véi "di liéu tham chiéu sinh tric hoc".

8.9.4 Ddi twgng chirng thye ddi véi chirng thye bén ngoai

CHU THICH Didu nay chi mé ta céc cach thire chirng thyc thé chirng thyc bén trong hay bén ngoai khdng dugc néi
téi.
ExternalAuthObjectAttributes ::= CHOICE {
authKeyAttributes AuthKeyAttributes,
certBasedAttributes  [0] CertBasedAuthenticationAttributes,
«v == Cho viéc mé rjng sau ndy
}
AuthKeyAttributes ::= SEQUENCE {
derivedKey BOOLEAN DEFAULT TRUE,
authKeyID IDentifier,
<. == Cho viéc md rdng sau ndy
}
CertBasedAuthenticationAttributes ::= SEQUENCE {
cha OCTET STRING,

}
Viéc bién dich cac loai na phai tuan theo:

- AuthKeyAttributes.derivedKey: Thanh phén nay quy dinh xem khéa chirng thyc dugce lwu
trr trong thé 14 mdt khéa phan phéi (I& mdt khéa ca nhan), mét khéa nhém, hay mét khoa cai
slr dung tao cac khéa ca nhén.

- AuthKeyAttributes.authKeyld: Thanh phdn nay quy dinh cac dinh danh
(CommonKeyAttribute.ID) clia khoa chirng thyre nhue dwgc mé ta trong mot EF.SKD.

- CertBasedAuthenticationAttributes.cha: Thanh phn nay quy dinh viéc uy quyén cép chirng
chi nhu dugce trinh bay trong chirng chi thé c6 thé kiém chirng (xem TCVN 11167-8). Néu
chirng chi thé c6 thé kiém chirng c6 chira gi4 tri nay dwgc xac minh va thd tuc chirng thyc vé&i
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cép khoa trong (ng dwgc hoan tit, thi cha dugc thiét 1ap I1a hop 18, va truy cép téi cac ddi
tweng riéng duwgc bao vé trong Uy quyén cap chirng chi.

8.10 Tép tin thong tin ma hoa: EF.ClAInfo

Loai nay gém théng tin chung v& DF.CIA va thé.
ClAlnfo ::= SEQUENCE {

version INTEGER {v1(0),v2(1)} (v1]v2,...),

serialNumber OCTET STRING OPTIONAL,

manufacturerlD Label OPTIONAL,

label [0] Label OPTIONAL,

cardflags CardFlags,

selnfo SEQUENCE OF SecurityEnvironmentInfo OPTIONAL,
recordInfo [1] RecordInfo OPTIONAL,

supportedAlgoerithms [2] SEQUENCE OF AlgorithmInfo OPTIONAL,

issuerlD [3] Label OPTIONAL,

holderID [4] Label OPTIONAL,

lastUpdate [5] LastUpdate OPTIONAL,

preferredLanguage PrintableString OPTIONAL, -- In accordance with IETF RFC 1766
profileIndication [6) SEQUENCE OF ProfileIndication OPTIONAL,

s

} (CONSTRAINED BY { -- M3i gi4 trj AlgorithmInfo.reference phai la don nhit -})
CardFlags ::= BIT STRING {

readonly (0,
authRequired (1),
prnGeneration (2)

} -- Bit (3) dugc bido toan vi 1i do ljch s

SecurityEnvironmentInfo ::= SEQUENCE {
se INTEGER,
owner OBJECT IDENTIFIER OPTIONAL,
alD OCTET STRING
(CONSTRAINED BY {-- Phii dugc mi héa theo TCVN 11167-4 --}) OPTIONAL,
«e -- Cho vi€e md ring sau nay
}

RecordInfo ::= SEQUENCE {
oDRecordLength [0] INTEGER (0..cia-ub-recordLength) OPTIONAL,
prKDRecordLength (1) INTEGER (0..cia-ub-recordLength) OPTIONAL,
puKDRecordLength [2]) INTEGER (0..cia-ub-recordLength) OPTIONAL,
sKDRecordLength (3] INTEGER (0..cia-ub-recordLength) OPTIONAL,
cDRecordLength [4] INTEGER (0..cia-ub-recordLength) OPTIONAL,
dCODRecordLength [5] INTEGER (0..cia-ub-recordLength) OPTIONAL,
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20DRecordLength [6] INTEGER (0..cia-ub-recordLength) OPTIONAL

}
AlgorithmInfo ::= SEQUENCE {

reference Reference,

algorithm CIO-ALGORITHM.&ID({AlgorithmSet}),

parameters CIO-ALGORITHM.&Parameters({AlgorithmSet} {@algorithm}),
supportedOperations CIO-ALGORITHM.&Operations({AlgorithmSet} {@algorithm}),

objID CIO-ALGORITHM.&objectIDentifier ({AlgorithmSet} {@algorithm}),
algRel Reference OPTIONAL

}
LastUpdate ::= CHOICE {

generalizedTime GeneralizedTime,

referencedTime ReferencedValue,

+s == Cho vi§c m& rong sau ndy

}WCONSTRAINED BY {-- referencedValue phdi 1 gia trj theo loai GeneralizedTime -h
Profilelndication ::= CHOICE {

profileOID OBJECT IDENTIFIER,

profileName UTF8String,

we == Cho viéc m& rdng sau ndy

}
EF.ClAlnfo phai cé mét gia tri DER ma héa thudc loai ClAInfo.
Viéc bién dich loai ClAInfo duoc quy dinh nhw sau:

—  ClAlInfo.version: Thanh phan nay phai dwoc thiét 1ap d& v2 cho phién ban nay cla tiéu chudn.
Phién ban dy kién co thé s dung cac gid tri khac. Mét gia tri ClAlnfo phai khéng bj t&¥ chdi chi vi
né cé mdt sb phién ban khéng rd.

CHU THICH 6 phign ban v1 dwgc st dung trong cac ciu tric trong duong trong PKCS # 15.

—  ClAlInfo.serialNumber: Thanh phan nay phai cé sé seri don nhét ctia CIA, degce chon béi cac
bén cung cép i*ng dung.

—  ClAInfo.manufacturerlD: Thanh phan tay chon ndy phai chira thong tin dinh danh vé& cac nha
san xuét thé, UTF-8 dwoc ma héa.

—  ClAlnfo.label: Thanh phén tuy chon nay phai chira thdng tin dinh danh v& céac (rng dung.

—  ClAlnfo.cardflags: Thanh phan nay chira thdng tin vé& thé per se. Cac thé bao gdm: Néu thé chi
doc, néu cé chirc ndang ma héa yéu chu ngwdi ding dugc chirng thiee, va néu cac thé hd tro tao
sb gia ngu nhién. :

—  ClAInfo.selnfo: Thanh phan tay chon nay dwoc thidt k& dé truydn dat thdng tin vé méi tredng an
ninh thiét 13p s3n trén thé, va chi s& hi*u cla cac mdi tredng ndy. Binh nghia clia cac mai
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treerng nay hién ndm ngoai pham vi cia tiéu chuén, xem thém TCVN 11167-4 (ISO/IEC 7816-4).
Thanh phdn alD chi ra &ng dung (thé) v&i mbi truedrng an ninh dugc ap dyng.

- ClAInfo.recordinfo: Thanh phan tly chon nay cé hai muyc dich:

« cho biét cac tép tin co ban: EF.OD, EF.PrKD, EF.PuKD, EF.SKD, EF.CD, EF.DCOD va
EF.AOD I3 céc tép tin ghi tuyén tinh hay cac tép tin minh Each (néu céc thanh phén cé mat,
chang phai 12 céc tép tin ghi tuyén tinh, néu khang ching phai 1a cac tép tin minh bach); va

o néu ching I céc tép tin ghi tuyén tinh, cho du ching ¢6 chidu dai cé dinh hay khéng (néu
chuing c6 chidu dai cb dinh, gié tri tvong (ng trong Recordinfo dugc xem xét va khéng bang
0 va chi ra d9 dai ban ghi. Néu mét sé tép tin 1 tap ban ghi tuyén tinh nhung khéng ¢6 do dai
cb dinh, sau d6 céc gi4 trj twong (ng trong Recordinfo phai dugc dat 1a 0.

- ClAInfo.supportedAlgorithms: Muc dich cia thanh phan tly chon ndy Ia d& chi ra cac thuat
to4n ma héa, théng sé, hoat déng lién quan va cac dinh dang du vao thust toan dugc hd trg boi
thé. Thanh phan reference cla Algorithminfo [4 mot tham chiéu don nhét dugc st dung cho
muc dich tham chiéu chéo tir cac PrkD va PuKD. Gia trj cho cac thanh phin algorithm dwoc st
dung c& nhan. Gi4 tri cla thanh phin supportedOperations (compute-checksum, compute-
signature, verify-checksum, verify-signature, encipher, decipher, hash va derive-key) xac
dinh céc hoat ddng cla thé cé thd thwc hién véi mot thuat toan cy thd. Thanh phén objID chi ra
dinh danh ddi twgng véi cac thuat toan. Thanh phén algRef chi ra dinh danh dwgc s dung boi
céc thé cho viéc bidu thj thuat toan nay (va xay ra tai giao dién thé nhw mét tham sé, vi du: mét
1énh “EXTERNAL AUTHENTICATE").

CHU THICH Gia trj d6i v&i thanh phidn algorithm c6 thé duoc lva chon tir, va dugc bién dich nhu sé lvgng co ché
trong PKCS # 11 (xem Danh muyc tai liéu tham khao).

ClAInfo.issuerlD: Thanh phan tly chon ndy chira théng tin dinh danh vé tb chirc phat hanh thé (vi
dy: cac cdng ty phat hanh thé).

- ClAlnfo.holderlD: Thanh phan tuy chon ndy chira théng tin dinh danh v cha thé (vi dy: chi thé).

- ClAInfo.lastUpdate: Thanh phan tly chon nay chira (hoZc d& cép t6i) ngay cép nhat cubi cung
cia cac tép tin trong CIA. Sy hién dién cha thanh phdn na, ciung véi thanh phan
ClAInfo.serialNumber cho phép c4c &ng dyng phia chd nhanh chéng tim hidu xem ching phai
doc EF.OD,
EF.CD, .v..v. hodc néu chung c6 thé s& dung ban sao cache (néu c6). C4c referencedTime thay
thé c4c loai LastUpdate danh cho nhirng treérng hep khi EF.ClAInfo cin ghi-bdo vé.

- ClAInfo.preferredLanguage: Cac ngdn ngl wa thich cla chi thé, dwgce ma héa phi hop véi IETF
RFC 1766.

- ClAlnfo.profileindication: Thanh phan tiy chon nay chi ra c4c hd so cla tiéu chudn nay, ma thé
da dugc phat hanh theo sy phi hop véi chudn.

CHU THICH Hay d& cho cac théng sé k§ thut khac nhim xac dinh cac hd so chudn héa cla tidu chudn nay.
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Phu luc A

(tham khao)
Mo dun ASN.1

Phu luc nay bao gdm tat ca cac loai, gia tri va dinh nghia I&p déi twgng thong tin clia ASN.1 dugc
dé cap trong tiéu chuln nay, duéi dang mb-dun CryptographicinformationFramework.

CryptographicInformationFramework {iso(1) standard(0) 7816 15 1}

DEFINITIONS IMPLICIT TAGS ::=
BEGIN
IMPORTS
informatlonFramework, authenticationFramework, certificateExtensions
FROM UsefulDefinitions {joint-iso-itu-t(2) ds(5) module{1) usefulDefinitions(0) 3}
Name
FROM InformationFramework informationFramework
Certificate, AttributeCertificate, CertificateSerialNumber, SubjectPublicKeylnfo, AlgorithmIDentifier, validity
FROM AuthenticationFramework authenticationFramework
GeneralName, GeneralNames, KeyUsage
FROM CertificateExtensions certificateExtensions
ECPoint, Parameters
FROM ANSI-X9-62 {iso(1) member-body(2) us(840} ansi-x962(10045) module(4) 1}
DomainParameters
FROM ANSI-X9-42 {iso(1) member-body(2) us(840) ansi-x942(10046) module(5) 1};

A.1 Gidi han chir viét hoa va chi¥ viét thwong

cia-ub-IDentifier INTEGER ::= 255
cia-ub-reference INTEGER ::= 255
cla-ub-index INTEGER ::= 65535
cia-ub-label INTEGER ::= cia-ub-IDentifier
cia-lb-minPasswordLength INTEGER ::= 4
ciz-ub-minPasswordLength INTEGER ::=8
cia-ub-storedPasswordLength INTEGER ::= 64
cia-ub-recordLength : INTEGER ::= 16383
cia-ub-userConsent INTEGER ::=15
cia-ub-securityConditions INTEGER ::= 255
cia-ub-biometricTypes INTEGER ::= 127

A.2 Loaico ban

A2A1
IDentifier ::= OCTET STRING (SIZE (0..cia-ub-IDentifier))
A.22

Reference ::= INTEGER (0..cia-ub-reference)
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A.2.3
Label ::= UTF8String (SIZE(0..cia-ub-label))

A24

CredentiallDentifier {KEY-IDENTIFIER : IDentifierSet} ::= SEQUENCE {
IDType KEY-IDENTIFIER.&ID ({IDentifierSet}),
IDValue KEY-IDENTIFIER.&Value ({IDentifierSet}{@IDType})
}

Keyldentifiers KEY-IDENTIFIER ::= {
issuerAndSerialNumber |
issuerAndSerialNumberHash |
subjectKeyid
subjectKeyHash |
issuerKeyHash |
issuerNameHash |
subjectNameHash |
pgp2KeyID |
openPGPKeyID |
certificateHolderReference,

}
KEY-IDENTIFIER ::= CLASS {
&ID INTEGER UNIQUE,
&Value
} WITH SYNTAX {
SYNTAX &Value IDENTIFIED BY &ID
}

IssuerAndSerialNumber ::= SEQUENCE {
issuer Name,
serialNumber CertificateSerialNumber
}

issuerAndSerialNumber KEY-IDENTIFIER::=
{SYNTAX IssuerAndSerialNumber IDENTIFIED BY 1}

issuerAndSerialNumberHash KEY-IDENTIFIER ::=
{SYNTAX OCTET STRING IDENTIFIED BY 3}

-- Ma bam SHA-1 cia md héa DER voi IssuerAndSerialNumber
subjectKeyID KEY-IDENTIFIER ::=

{SYNTAX OCTET STRING IDENTIFIED BY 2}

-- Tit mé r§ng chimg chi cha ISO/IEC 9594-8:1998
subjectKeyHash KEY-IDENTIFIER ::=

{SYNTAX OCTET STRING IDENTIFIED BY 4}
issuerKeyHash KEY-IDENTIFIER ::=

{SYNTAX OCTET STRING IDENTIFIED BY 5}
issuerNameHash KEY-IDENTIFIER ::=

{SYNTAX OCTET STRING IDENTIFIED BY 6}

-- Him bim SHA-1 cla tén bén phét hinh DER m3 héa
subjectNameHash KEY-IDENTIFIER ::=

{SYNTAX OCTET STRING IDENTIFIED BY 7}

-+ Him b3m SHA-1 ciia tén ndi dung DER m# héa

Pep2KeyID KEY-IDENTIFIER ::=
{SYNTAX OCTET STRING (SIZE(8)) IDENTIFIED BY 8}

openPGPKeyID KEY-IDENTIFIER ::=
{SYNTAX OCTET STRING (SIZE(8)) IDENTIFIED BY 9}
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A.2.5

ReferencedValue ::= CHOICE {
path  Path,
url URL

} -- Ci phép cha déi tugng dugce xdc dinh theo ngit canh
URL ::= CHOICE {
url CHOICE {printable PrintableString, ia5 IA5String},
urlWithDigest  [3] SEQUENCE {
url IASString,
digest DigestInfoWithDefault
}
}
alg-ID-shal AlgorithmIDentifier ::= {
algorithm ID-shal,
parameters SHA1Parameters : NULL
}
ID-shal OBJECT IDENTIFIER ::= {iso(1) IDentified-organization(3) oiw(14) secsig(3) algorithms(2) 26 }
SHAIParameters ::= NULL
DigestInfoWithDefault ::= SEQUENCE {
digestAlg AlgorithmIDentifier DEFAULT alg-1D-shal,
digest OCTET STRING (SIZE(8..128))

}

Path ::= SEQUENCE { efidOrTagCholce CHOICE
{ efidOrPath OCTET STRING, tagRef [0)
SEQUENCE { tag OCTET STRING,

efidOrPath OCTET STRING OPTIONAL
h
appFileRef [1] SEQUENCE ({

aid [APPLICATION 15] OCTET STRING,
efldOrpath OCTET STRING

b
appTagRef [2] SEQUENCE {

aid [APPLICATION 15] OCTET STRING,
tag OCTET STRING,

efidOrPath OCTET STRING OPTIONAL

}l

index INTEGER (0 .. cia-ub-index) OPTIONAL, length [0]
INTEGER (0 .. cia-ub-index) OPTIONAL

} ( WITH COMPONENTS {..., index PRESENT, length PRESENT}| WITH COMPONENTS {..., index ABSENT, length

ABSENT} )

A26

ObjectValue { Type } ::= CHOICE {
indirect ReferencedValue,

direct {0] Type
}

A.2.7

PathOrObjects {ObjectType} ::= CHOICE {
path Path,
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objects [0] SEQUENCE OF ObjectType,
.« - Cho viéc mé réng sau ndy

}

A28

CommonObjectAttributes ::= SEQUENCE {
label  Label OPTIONAL,
flags CommonObjectFlags OPTIONAL,
suthID IDentifler OPTIONAL,
userConsent INTEGER (1..cia-ub-userConsent) OPTIONAL,
accessControlRules SEQUENCE SIZE (1..MAX) OF AccessControlRule OPTIONAL,
we == Cho vigc m& r§ng sau ndy
} (CONSTRAINED BY {-- authID should be present if flags.private is set.
-- N6 phai bing mjt authID trong mét déi twgng chimg thyc trong AOD -- })

CommonObjectFlags ::= BIT STRING {
private (0),
modifiable (1),
internal (2)
} -- Bit (2) dugc trinh bdy theo If do lich sir va khdng dugc ding

AccessControlRule ::= SEQUENCE {
accessMode AccessMode,
securityCondition SecurityCondition,
w == Cho vi§c md r§ng sau ndy

)

AccessMode ::= BIT STRING { read
(©0),
update (1),
execute (2),
delete  (3),
attribute (4),
pso_cds (5),
pso_verif (6),
pso_dec (7),
pso_enc (8),
int_auth (9),
ext_auth (10)

SecurityCondition ::= CHOICE {

always NULL,

authID IDentifler,

authReference AuthReference,

not [0] SecurityCondition,

and [1] SEQUENCE SIZE (2..cia-ub-securityConditions) OF SecurityCondition,
or {2] SEQUENCE SIZE (2..cia-ub-securityConditions) OF SecurityCondition,

.+ == Cho viéc m& réng sau ndy

}

AuthReference ::= SEQUENCE {
authMethod AuthMethod,
selDentifier INTEGER OPTIONAL
}

AuthMethod ::= BIT STRING {secureMessaging(0), extAuthentication(1), userAuthentication(2), always(3)}
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CommonKeyAttributes ::= SEQUENCE {
iD IDentifier,
usage KeyUsageFlags,
native BOOLEAN DEFAULT TRUE,

accessFlags  KeyAccessFlags OPTIONAL,
KeyReference OPTIONAL,

startDate GeneralizedTime OPTIONAL,
endDate [0) GeneralizedTime OPTIONAL,
algReference [1] SEQUENCE OF Reference OPTIONAL,
<« == Cho vi§c m& réng sau ndy

}

KeyUsageFlags ::= BIT STRING {
encipher @),
decipher (1),
sign (2),
signRecover (3
keyEncipher (4),
keyDecipher (5),
verify (6),
verifyRecover (7),
derive (8),
nonRepudiation (9)

}

KeyAccessFlags ::= BIT STRING {
sensitive (0),
extractable (1)
alwaysSensitive (2),
neverExtractable (3),
cardGenerated (4)

}

KeyReference ::= INTEGER

A.2.10

CommonPrivateKeyAttributes ::= SEQUENCE {

name Name OPTIONAL,

keylDentifiers [0] SEQUENCE OF CredentiallDentifier {{KeylDentifiers}} OPTIONAL,

generalName [1] GeneralNames OPTIONAL,
..... Cho viéc mo réng sau nay

A211

CommonPublicKeyAttributes ::= SEQUENCE {
name Name OPTIONAL,
trustedUsage [0] Usage OPTIONAL,
generalName [1] GeneralNames OPTIONAL,

keyIDentifiers [2] SEQUENCE OF CredentiallDentifier {{KeyIDentifiers}} OPTIONAL,

..... Cho viéc m& rong sau nay

A2.12
CommonSecretKeyAttributes ::= SEQUENCE {

keyLen INTEGER OPTIONAL, -- keylength (in bits)

..... Cho vigc mé rjng sau niy

TCVN 11167-15:2015
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}

A.2.13

GenericKeyAttributes ::= SEQUENCE {
keyType CIO-ALGORITHM.&objectlDentifier ({AllowedAlgorithms}),
keyAttr CIO-ALGORITHM.&Parameters ({AllowedAlgorithms} {@keyType})

}
AllowedAlgoritbms CIO-ALGORITHM ::= (...}

A.2.14
Keylnfo {ParameterType, OperationsType} ::= CHOICE {
paramsAndOps SEQUENCE {
parameters ParameterType,
operations OperationsType OPTIONAL
h

reference Reference -- Theo lich sir, khéng duge ding
}

A215
CommonCertificateAttributes ::= SEQUENCE {
D IDentifier,
authority BOOLEAN DEFAULT FALSE,
IDentifier CredentiallDentifier {{KeylIDentifiers}} OPTIONAL,
certHash [0] CertHash OPTIONAL,
trustedUsage [1] Usage OPTIONAL,
IDentifiers [2] SEQUENCE OF CredentialIDentifier {{KeyIDentiflers}} OPTIONAL,
validity [4] validity OPTIONAL,

e

} -- Thé ngit cdnh [3] dugce bido todn vi If do lich si
Usage ::= SEQUENCE {
keyUsage KeyUsage OPTIONAL,
extKeyUsage SEQUENCE SIZE (1..MAX) OF OBJECT IDENTIFIER OPTIONAL,

) (WITH COMPONENTS {..., keyUsage PRESENT} | WITH COMPONENTS {..., extKeyUsage PRESENT})
CertHash ::= SEQUENCE {

hashAlg [0] EXPLICIT AlgorithmIDentifier OPTIONAL,
certiD -[1] EXPLICIT CertID OPTIONAL,
hashVal BIT STRING

J(CONSTRAINED BY {-- hashVal dugec tinh todn v5i toin b chirng chi DER mi héa --})
CertID ::= SEQUENCE {

Issuer GeneralName,
serialNumber CertificateSerialNumber
}

A.2.16

GenericCertificateAttributes ::= SEQUENCE {
certType CIO-OPAQUE.&ID ({AllowedCertificates}),
certAttr CIO-OPAQUE.&Type ({AllowedCertificates) {@certType})
}

AllowedCertificates CIO-OPAQUE ::= {.e}

A.2.17

CommonDataContainerObjectAttributes ::= SEQUENCE {
applicationName Label OPTIONAL,
applicationOID OBJECT IDENTIFIER OPTIONAL,
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ID IDentifier OPTIONAL,
... -- Cho vi¢c md rong sau ndy
} (WITH COMPONENTS {.., applicationName PRESENT}| WITH COMPONENTS {.., applicationOID

PRESENT))

A.2.18

CommonAuthenticationObjectAttributes ::= SEQUENCE {
authID IDentifier OPTIONAL,
authReference Reference OPTIONAL,
selDentifler [0] Reference OPTIONAL,
«.. == Cho viéc md& rng sau ndy
}

A.2.19

CIO {ClassAttributes, SubClassAttributes, TypeAttributes} ::= SEQUENCE {
commonObjectAttributes CommonObjectAttributes,
classAttributes ClassAttributes,

subClassAttributes [0) SubClassAttributes OPTIONAL,

typeAttributes (1] TypeAttributes
} -

A3 CaccClo

CIOChoice ::= CHOICE {

privateKeys (0] PrivateKeys,
publicKeys [1] PublicKeys,
trustedPublicKeys (2] PublicKeys,
secretKeys [3) SecretKeys,
certificates [4] Certificates,
trustedCertificates [5] Certificates,
usefulCertificates [6] Certificates,
dataContainerObjects [7) DataContainerObjects,
authObjects [8] AuthObjects,

o == Cho vi¢c mé& rong sau ndy

}

PrivateKeys ::= PathOrObjects {PrivateKeyChoice}

PublicKeys ::= PathOrObjects {PublicKeyChoice}

SecretKeys ::= PathOrObjects {SecretKeyChoice}

Certificates ::= PathOrObjects {CertificateChoice}
DataContainerObjects ::= PathOrObjects {DataContainerObjectChoice}
AuthObjects ::= PathOrObjects {AuthenticationObjectChoice}

A.4 Cac ddi tweng thong tin khoa riéng

Ad.1

PrivateKeyCholce ::= CHOICE {
privateRSAKey PrivateKeyObject {PrivateRSAKeyAttributes},
privateECKey (0] PrivateKeyObject {PrivateECKeyAttributes),
privateDHKey [1] PrivateKeyObject {PrivateDHKeyAttributes},
privateDSAKey (2] PrivileKeyObj ect {PrivateDSAKeyAttributes},
privateKEAKey [3] PrivateKeyObject {PrivateKEAKeyAttributes},

genericPrivateKey [4] PrivateKeyObject {GenericKeyAttributes},
< == Cho viéc mé& ryng sau ndy
}

59



TCVN 11167-15:2015

PrivateKeyObject {KeyAttributes} ::= CIO {
CommonKeyAttributes, CommonPrivateKeyAttributes, KeyAttributes}

A.4.2

PrivateRSAKeyAttributes ::= SEQUENCE {
value Path,
modulusLength INTEGER, -- modulus length in bits, e.g. 1024
keylInfo Keylnfo {NULL, PublicKeyOperations} OPTIONAL,
..o == Cho viéc m& r§ng sau ndy

}

A4.3

PrivateECKeyAttributes ::= SEQUENCE {
value Path,
keylnfo KeyInfo {Parameters, PublicKeyOperations} OPTIONAL,
<t == Cho viéc mé& réng sau ndy
}

A.4.4

PrivateDHKeyAttributes ::= SEQUENCE {
value Path,
keylnfo Keylnfo {DomainParameters, PublicKeyOperations} OPTIONAL,
« == Cho viéc md r§ng sau ndy

}

A4S

PrivateDSAKeyAttributes ::= SEQUENCE {
value Path,
keylnfo KeyInfo {DomainParameters, PublicKeyOperations} OPTIONAL,
s == Cho viéc mé ryng sau nay

}

A4.6

PrivateKEAKeyAttributes ::= SEQUENCE {
value Path,
keylnfo KeyInfo {DomainParameters, PublicKeyOperations) OPTIONAL,
ws = Cho viéc mé rgng sau ndy

}
A.5 D6i twong thong tin khéa cong khai

A.5.1

PublicKeyChoice ::= CHOICE {
publicRSAKey PublicKeyObject {PublicRSAKeyAttributes},
publicECKey [0] PublicKeyObject {PublicECKeyAttributes},
publicDHKey [1] PublicKeyObject {PublicDHKeyAttributes},
publicDSAKey [2) PublicKeyObject {PublicDSAKeyAttributes},
publicKEAKey [3) PublicKeyObject {PublicKEAKeyAttributes},

genericPublicKey|4] PublicKeyObject{GenericKeyAttributes},
e == Cho viéc m& rjng sau ndy
}
PublicKeyObject {KeyAttributes} ::= CIO {
CommonKeyAttributes, CommonPublicKeyAttributes, KeyAttributes}
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A52

PublicRSAKeyAttributes ::= SEQUENCE {
value ObjectValue {RSAPublicKeyChoice},
modulusLength INTEGER, -- modulus length in bits, e.g. 1024
keyInfo Keylnfo {NULL, PublicKeyOperations} OPTIONAL,
«» == Cho vi§c mé réng sau ndy
}

RSAPublicKeyChoice ::= CHOICE {
raw RSAPublicKey,
spki  [1] SubjectPublicKeyInfo, -- Xem ISO/IEC 9594-8:1998. Phai gém mét khéa RSA cdng khai,
}

RSAPublicKey ::= SEQUENCE {

modulus INTEGER,
publicExponent INTEGER
}

AS53

PublicECKeyAttributes ::= SEQUENCE {
value ObjectValue {ECPublicKeyChoice},
keyInfo KeylInfo {Parameters, PublicKeyOperations} OPTIONAL,
... == Cho vigc md& rfng sau ndy
}
ECPublicKeyChoice ::= CHOICE {
raw ECPoint, -- See ANSI X9.62,
spki SubjectPublicKeylInfo, -- Xem ISO/IEC 9594-8:1998. Phii gom mdt khda elliptic curve cong khai.

}
AS54
PublicDHKeyAttributes ::= SEQUENCE {
value ObjectValue {DHPublicKeyChoice},
keyInfo KeylInfo {DomainParameters, PublicKeyOperations} OPTIONAL,
... -- Cho vi¢c mé réng sau nay
H
DHPublicKeyChoice ::= CHOICE {
raw DHPublicNumber,
spki SubjectPublicKeyInfo, -- Xem ISO/IEC 9594-8:1998. Phai gdm mgt khéa D-H cdng khai.
}
DHPublicNumber ::= INTEGER

A5.5

PublicDSAKeyAttributes ::= SEQUENCE {
value ObjectValue {DSAPublicKeyChoice},
keyInfo Keylnfo {DomainParameters, PublicKeyOperations} OPTIONAL,
.. == Cho viéc mé réng sau ndy
H
DSAPublicKeyChoice ::= CHOICE {
raw DSAPublicKey,
spki SubjectPublicKeylInfo, -- Xem ISO/IEC 9594-8:1998. Phai gom radt khéa DSA cong khai.

}
DSAPublicKey ::= INTEGER
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AS5.6
PublicKEAKeyAttributes ::= SEQUENCE {
value ObjectValue {KEAPublicKeyChoice},
keylnfo KeyInfo {DomainParameters, PublicKeyOperations} OPTIONAL,
e - Cho viéc m& r§ng sau ndy
}
KEAPublicKeyCholce ::= CHOICE {
raw KEAPublicKey,
spki SubjectPublicKeylnfo, -- Xem ISO/IEC 9594-8:1998. Phai gém mét khéa KEA cong khai.
}
KEAPublicKey ::= INTEGER
A.6 D6i twong thong tin khéa bi mat

A6.1

SecretKeyChoice ::= CHOICE {
algindependentKey SecretKeyObject {SecretKeyAttributes},
genericSecretKey [15] SecretKeyObject {GenericKeyAttributes},
e == Cho viéc mé réng sau niy
} -- Ch thich: Thé gl cdnh [0] - [14] theo ljch si vd khéng dugc ding
SecretKeyObject {KeyAttributes} ::= CIO {
CommonKeyAttributes, CommonSecretKeyAttributes, KeyAttributes}

A6.2

SecretKeyAttributes ::= SEQUENCE {
value ObjectValue { OCTET STRING },
... == Cho viéc mé rgng sau nay

}
A.7 Dbi tweng thong tin chivng chi

A.7A1

CertificateChoice ::= CHOICE {
1509Certificate CertificateObject {X509CertificateAttributes},
x509AttributeCertificate [0] CertificateObject {X509AttributeCertificateAttributes},
spkiCertificate [1] CertificateObject {SPKICertificateAttributes},
pgpCertificate (2] CertificateObject {PGPCertificateAttributes},
wilsCertificate [3] CertificateObject {WTLSCertificateAttributes},
19-68Certificate [4] CertificateObject {X9-68CertificateAttributes},
evCertificate [5] CertificateObject {CVCertificateAttributes},
genericCertificateObject (6] CertificateObject {GenericCertificateAttributes),
..... Cho vigc md rfng sau ndy
}

CertificateObject {CertAttributes} ::= CIO {
CommonCertificateAttributes, NULL, CertAttributes}

AT2
X509CertificateAttributes ::= SEQUENCE {
value ObjectValue { Certificate },
subject Name OPTIONAL,
issuer [0] Name OPTIONAL,
serialNumber  CertificateSerialNumber OPTIONAL,
« == Cho viéc mé& rfng sau ndy
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}
A7.3
X509AttributeCertificateAttributes ::= SEQUENCE {
value ObjectValue { AttributeCertificate },
issuer GeneralNames OPTIONAL,
serialNumber  CertificateSerialNumber OPTIONAL,
attrTypes (0] SEQUENCE OF OBJECT IDENTIFIER OPTIONAL,
... -- Cho viéc mé& ring sau ndy
}
A7.4

SPKICertificateAttributes ::= SEQUENCE {
value  ObjectValue { CIO-OPAQUE.&Type },
..... Cho viéc mé& rjng sau ndy

A7S5

PGPCertificateAttributes ::= SEQUENCE {
value ObjectValue { CIO-OPAQUE.&Type },
<. == Cho viéc mé rfng sau ndy

}

Al6

WTLSCertificateAttributes ::= SEQUENCE {
value  ObjectValue { CIO-OPAQUE.&Type }
... == Cho viéc mé r§ng sau ndy

}

AT7

X9-68CertificateAttributes ::= SEQUENCE {
value  ObjectValue { CIO-OPAQUE.&Type },
« == Cho viéc mé ring sau ndy

}

A78

CVCertificateAttributes ::= SEQUENCE{
value ObjectValue {C10-OPAQUE.&Type},
certificationAuthorityReference OCTET STRING OPTIONAL
«« = Cho vi¢e m& réng sau ndy,

}

A.8 Dbi twong thong tin bo chira div ligu

A.8.1

DataContalnerObjectChoice ::= CHOICE {
opaqueDO DataContainerObject {OpaqueDOAttributes},
is07816D0O {0] DataContainerObject {ISO7816D0Attributes},
olDDO [1] DataContainerObject {OIDDOALttributes},
e == Cho viée m& r§ng sau ndy
}

DataContainerObject {DataObjectAttributes} ::= CI1O {
CommonDataContainerObjectAttributes, NULL, DataObjectAttributes}
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A.8.2
OpaqueDOAttributes ::= ObjectValue {C10-OPAQUE.&Type}

A.8.3

1S07816DOAttributes ::= ObjectValue {CIO-OPAQUE.&Type}
(CONSTRAINED BY {-- Tét ca d6i tugng bg chia di ligu phii duge quy dinh theo TCVN 11167-4 --})

A.8.4
OIDDOAttributes ::= SEQUENCE {
D C10-OPAQUE.&ID ({AllowedOIDDOs}),
value CIO-OPAQUE.&Type ({AllowedOIDDOs}{@ID})

}
AllowedOIDDOs C10-OPAQUE ::= {...}

A.9 D6i twong thong tin chivng thyc

A.9.1

AuthenticationObjectChoice ::= CHOICE {
pwd AuthenticationObject { PasswordAttributes },
biometricTemplate [0] AuthenticationObject{ BiometricAttributes},
authKey [1] AuthenticationObject {AuthKeyAttributes},
external [2] AuthenticationObject {ExternalAuthObjectAttributes},
.. == Cho viéc mé r§ng sau ndy
}

AuthenticationObject {AuthObjectAttributes} ::= CIO {
CommonAuthenticationObjectAttributes, NULL, AuthObjectAttributes}

A9.2
PasswordAttributes ::= SEQUENCE {
pwdFlags PasswordFlags,
pwdType PasswordType,
minLength INTEGER (cia-1b-minPasswordLength..cia-ub-minPasswordLength),
storedLength INTEGER (0..cia-ub-storedPasswordLength),
maxLength INTEGER OPTIONAL,
pwdReference  [0] Reference DEFAULT 0,
padChar OCTET STRING (SIZE(1)) OPTIONAL,
lastPasswordChange GeneralizedTime OPTIONAL,
path Path OPTIONAL,
s == Cho viéc mé rgng sau ndy
}

PasswordFlags ::= BIT STRING { case-
sensitive (0), local (1), change-
disabled (2),
unblock-disabled (3), initialized (d4),
needs-padding (5), unblockingPassword
(6), soPassword (7), disable-allowed (8),
integrity-protected (9), confidentiality-
protected (10), exchangeRefData (11),
resetRetryCounterl (12),
resetRetryCounter?2 (13)

} (CONSTRAINED BY {-- ‘unblockingPassword’ vi ‘soPassword’ khéng thé cling thiét lép -- 1)

PasswordType ::= ENUMERATED {bcd, ascii-numeric, utf8, half-nibble-bed, is09564-1, ...}
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AS83

BiometricAttributes ::= CHOICE {

biometricTemplateAttributes BiometricTemplateAttributes,

bit [APPLICATION 96] BiometricInformationTemplate,

bitGroup [APPLICATION 97] BiometricInformationTemplateGroup

}
BiometricInformationTemplate ::= OCTET STRING

-- Phii chira m§t gid trj khudn miu théng tin sinh tric hoc ciia TCVN 11167-11 (ISO/IEC 7816-11)
BiometricInformationTemplateGroup ::= OCTET STRING

-- Phii chita mét gi4 trj khudn miu nhém théng tin sinh tede hoc cia TCVN 11167-11 (ISO/IEC 7816-11)
BiometricTemplateAttributes ::= SEQUENCE {

bioFlags BiometricFlags,

templateID BiometricTemplatel Dentifier,

bioType BiometricType,

bioReference Reference DEFAULT 0,

lastChange GeneralizedTime OPTIONAL,
path Path OPTIONAL,
« = Cho viéc m& ryng sau ndy
} :
BiometricTemplatelDentifier ::= CHOICE {
olD OBJECT IDENTIFIER,
issuerlD OCTET STRING,
w == Cho viéc mé rng sau ndy
}
BiometricFlags ::= BIT STRING {
local (1),
change-disabled (2),
unblock-disabled (3),
initialized (4),
disable-allowed (8),
integrity-protected (9),
conflDentiality-protected (10)
}
BiometricType ::= CHOICE {
fingerPrint FingerPrintInformation,
iris [0} IrisInformation, .

chained [1] SEQUENCE SIZE (2..cia-ub-biometricTypes) OF BiometricType,

... -- Cho vigc md rfng sau nay

}
FingerPrintlnformation ::= SEQUENCE {

hand ENUMERATED {left, right},

finger ENUMERATED {thumb, pointerFinger, mIDdleFinger, ringFinger, littleFinger}
}
IrisInformation ::= SEQUENCE {

eye ENUMERATED (left, right},

« == Cho vigc m& rfng sau ndy

}

A9.4 _

ExternalAuthObjectAttributes ::= CHOICE {
authKeyAttributes AuthKeyAttributes,
certBasedAttributes [0] CertBasedAuthenticationAttributes,
... == Cho vi¢c md ryng sau ndy
}
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AuthKeyAttributes ::= SEQUENCE {
derivedKey BOOLEAN DEFAULT TRLUE,
authKeyID IDentifier,
<ue == Cho viéc mé rdng sau ndy
}
CertBasedAuthenticationAttributes ::= SEQUENCE {
cha OCTET STRING,
e == Cho viéc md rng sau ndy
}

A.10 Thoéng tin thé va ma héa
CIAlnfo ::= SEQUENCE {

version INTEGER {v1(0),v2(1)} (v1]v2,...),

serialNumber OCTET STRING OPTIONAL,

manufacturerID Label OPTIONAL,

label [0] Label OPTIONAL,

cardflags CardFlags,

selnfo SEQUENCE OF SecurityEnvironmentInfo OPTIONAL,
recordInfo [1] RecordInfo OPTIONAL,

supportedAlgorithms [2] SEQUENCE OF AlgorithmlInfo OPTIONAL,
issuerlD |3] Label OPTIONAL,

bolderID {4) Label OPTIONAL,

lastUpdate [5] LastUpdate OPTIONAL,

preferredLanguage PrintableString OPTIONAL, -- In accordance with IETF RFC 1766

profileIndication [6] SEQUENCE OF ProfileIlndication OPTIONAL,

} (CONSTRAINED BY { -- M3i gié trj Algorithmlnfo.refereace phdi 14 don nhét --})
CardFlags ::= BIT STRING {

readonly (0),

suthRequired (1),

prnGeneration (2)

} -- Bit (3) duge bdo toan vi Ii do ljch sir
SecurityEnvironmentlInfo ::= SEQUENCE {

se INTEGER,

owner OBJECT IDENTIFIER OPTIONAL,

2ID OCTET STRING

(CONSTRAINED BY {-- Phéi dugc mi héa theo TCVN 11167-4 --}) OPTIONAL,

..... Cho viéc mé r§ng sau niy

RecordInfo ::= SEQUENCE {
oDRecordLength [0) INTEGER (0..cia-ub-recordLength) OPTIONAL,
prKDRecordLength [1] INTEGER (0..ciz-ub-recordLength) OPTIONAL,
puKDRecordLength [2] INTEGER (0..cia-ub-recordLength) OPTIONAL,
sKDRecordLength [3] INTEGER (0..cia-ub-recordLength) OPTIONAL,
c¢DRecordLength [4] INTEGER (0..cia-ub-recordLength) OPTIONAL,
dCODRecordLength [5) INTEGER (0..cia-ub-recordLength) OPTIONAL,
aODRecordLength [6] INTEGER (0..cia-ub-recordLength) OPTIONAL
}

AlgorithmiInfo ::= SEQUENCE {

reference Reference,

algorithm CIO-ALGORITHM.&ID({AlgorithmSet}),

parameters CIO-ALGORITHM.&Parameters({AlgorithmSet} {@algorithm}),
supportedOperations CI0-ALGORITHM.&Operations({AlgorithmSet} {@algorithm}),
objID CIO-ALGORITHM.&objectIDentifier ({AlgorithmSet}{@algorithm}),
algRef Reference OPTIONAL
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}

CIO-ALGORITHM ::= CLASS {
&ID INTEGER UNIQUE,
&Parameters,
&Operations Operations,
&objectlDentifier OBJECT IDENTIFIER OPTIONAL
} WITH SYNTAX {
PARAMETERS &Parameters OPERATIONS &Operations ID &ID [OID &objectIDentifier]
}

CIO-OPAQUE ::= TYPE-IDENTIFIER

PublicKeyOperations ::= Operations

Operations ::= BIT STRING {
compute-checksum (0), -- Tinh todn b{ kiém tra phin ciing
compute-signature (1), -- Tinh todn chit ky phén cing
verify-checksum (2), -- chimg thyc b kiém tra phan cing
verify-signature (3), -- chimg thyc chit ky phin cimg

encipher {4), -- Mi héa d liéu phin cing
decipher (5), -- Giii mi di¥ liéu phan cing
hash (6), -- Bim phin citng
generate-key (7) -- Tao khéa phin cing
}

cia-alg-null CIO-ALGORITHM ::= {
PARAMETERS NULL OPERATIONS {{generate-key}} ID -1}
AlgorithmSet CIO-ALGORITHM ::= {
cia-alg-null,
<o == Xem PKCS #11 véi chc gid trj ¢6 thé dbi voi thanh phin (va cdc théng s) &ID
}
LastUpdate ::= CHOICE {
generalizedTime GeneralizedTime,
referencedTime ReferencedValue,
... == Cho viéc mé& réng sau ndy
HCONSTRAINED BY {-- Gid trj cla referenced Time phai thudc loai GeneralizedTime --})
Profilelndication ::= CHOICE {
profileQID OBJECT IDENTIFIER,
profileName UTF8String,
... == Cho viéc m& rfng sau ndy

}
A.11 CIODDO

CIODDO ::= SEQUENCE {
proviDerID OBJECT IDENTIFIER OPTIONAL,
odfPath Path OPTIONAL,
cialnfoPath [0] Path OPTIONAL,
alD [APPLICATION 15] OCTET STRING
(CONSTRAINED BY {-- Phii 14 mét AID theo TCVN 11167-4--}) OPTIONAL,
«. == Cho viéc mé réng sau ndy
} = Thé ngt cénh 1 13 lich s va khéng dugc ding
END
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Phu luc B
(tham khao)
Vi du v& CIA dbi v&i thé cé chir ky s6 va chirc ndng chirng thye

B.1 Giéi thigu

Ph

y lyc nay md ta mot vi dy cia CIA phi hp vé&i cac myc dich va yéu cdu dinh danh dién t& dbi

v&i né. Vi dy nay bao gdm céac yéu clu véi ca cac thé va ing dyng bén host dung thé.

B.2 CacClO

68

Khoa riéng: Mgt thé CIO nén chira it nhét hai phim c& nhan, trong 66 mét khéa nén chi dwoc
ding cho cac muc dich chir ky sé (c& si dung khoa: bat ky sy két hop nao cla sign,
signRecover va nonRepudiation). it nhat mdt trong cac khéa khac nén c6 thé sir dung cho
chirng thire khach hang/méy chl va co gia tri sign va/hodc decipher dat trong c& st dung
khéa cla né. chirng thirc hodc Ma héa cac CDE phai vé tht ca cac khoba riéng. Cach sir dung
clia khéa chi ¢ chix ky cin y&u cAu xac minh chii thé véi modt chirng chi CDE chi sl dyung cho
khéa nay. Chiéu dai khéa phai phit hgp vé&i myc dich sau nay.

Loai khoa riéng cho vi dy nay |a: Khéa RSA, khéa Elliptic Curve (vi dy nay khong dat ra han
ché theo cac thong s6 mién khac véi cac khda dugc d8 cap & trén); va cac khoa DSA.

Khoa bi mat: Cac CDE cla loai ndy cé thé hodc khdng c6 thd c¢6 mat trén thé, tay thudc vao
quyét dinh clia bén cung cép &ng dyng. Khong c6 yéu cu cho cac ing dung phia chli nhdm
x(¢ ly cac khba nay.

Khéa cdng khai: Cac CDE cla loai ndy c6 thé hodc khdng c6 thé cé mét trén thé, tay thudc vao
quyét dinh clia bén cung cép ng dung. Khdng c6 yéu ciu cho cac &rng dung phia chi nhim
x(? ly cac khéa nay.

Chirng chi: D&i véi méi khoa riéng it nh&t mot gidy chirng chi twong (ng phai duc lwu trce trén
thé. Chirng chi 1a loai X509Certificate. Néu mdt bén cung cp (rng dung lwu trir cac chieng chi
CA trén thé ma hd trg td chire tép tin logic ctia TCVN 11167-4 (ISO/IEC 781 6-4) trong d6 c6
cac co ché truy cép tép tin phi hop, sau d6 né dwoc khuyén nghj riing ching dwoc lwu trie
trong mét t&p tin dwoc bao v&. Tép tin ndy phai dwoc trd dén bdi mot tép tin CD chi dugc thay
ddi béi cac 15 chirc phat hanh thé (hosc khdng duoc thay ddi gl ca). Didu nay ngu ¥ viée st
dung lira chon trustedCertificates theo loai CIOChoice.

Doi twong by chira div liéu: Cac CDE cla loai nay cé thd hodc khdng co thd c6 mat trén thé,
tiy thude vao quyét dinh clia bén cung cép ng dung. Khéng c6 yéu cdu cho cac &ng dung
phia chli nhdm x@ Iy cac déi tugng nay.

Béi tugng chirng thye: it nhat mot chirng thwe CDE phai c6 mat trén thé, viéc kidm soéat truy

c@p vao c4c CDE dugc bdo vé. Mot chirng thwe CDE riéng biét nén durroc st dung véi cc
khda chi c6 chiz ky, néu mot khéa nhu vay t3n tai. BAt ky viée sir dyng khoa riéng chi ¢6 chr
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ky nén yéu cau chirng thyc mdt ngudi dung méi. Trong trréng hop cda cac mat khau, bat ci
xac minh tich cyc clia mdt mat khdu phai khdng cho phép viéc s dung cac dich vu bao mat
lién quan dén mat khau khac.

Mat khau phai cé it nhét 4 ky tw dai (BCD, UTF-8 hoac ASCII).
Khi mdt mat khau sé& bj khéa sau cac xac minh sai méat khau lién tiép, mat khdu chi c6 thé me

khéa théng qua mdt ma dat lai hodc mdt tht tuc mé khoa, dwge xac dinh bédi cac td chirc phat
hanh thé.

AQD ~1  Théng lin mit khdu 1
PrKD ] Thengn mat khdu 2

co EF.AQD
EF.OD ;

T AR Thang tin khoa 1

7| Thengtnknéa2 |- hei8 HAng:1

! EF.PrKO \
L} v
R i Khda rigng 2

Théng tin chirng nhin 1

Théng tin ching nhan 2 \—/_,/ Chirng nhan 2

EF.CD

Chirng nhan 1

Hinh B.1 - M&i quan hé tép tin trong DF.CIA. Cac mili tén chdm dt chi ra cac tham chiéu chéo.
B.3 Kiém soat truy cap

Céc khéba riéng phai la cac dbi twong ca nhan va can dwgc danh ddu 13 nhay cadm. Céac tép tin
chtra cac khoéa riéng cdn duoc bao vé chdng lai vigc g& bd va/hodc ghi dé. Cac diéu kién truy cap
sau phai duoc thiét 1ap véi DF.CIA va céc tép tin co ban trong né.
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Bang B.1 - C4c didu kién truy cép tép tin dwgc khuyén nghj

Tép tin Céc didu kign truy cdp
DF.CIA Tao: chirng thirc ngwédi dung hodc chirng thyc bén ngoai
X6a: chirng thyrc bén ngoai
EF.ClAInfo Doc: Thudng xuyén
IC4p nhét: chirng thyc ngudi ding ho3c chirng thyc bén ngoai
hay Khong cp nhét

Ghi dé: Khéng duvgc phép

EF.OD BDoc: Thudng xuyén
KCap nhéat: chizng thye bén ngoai
Ghi dé: chirng thye bén ngoai

EF.AQOD Poc: Thuedng xuyén
IC4p nhat: Khéng dwrgc phép
Ghi d&: chirng thirc ngwdi dung hodc chlfrng thire bén ngoai

F.PrKD, EF.PuKD, EF.SKD, EF.CD Poc: Thuwdng xuyén hodc chirng thyc ngwdi ding
va EF.DCOD ICap nhat: chirng thyc bén ngoal hodc Khéng dugc phép
IGhi d&: Chirng chi ngoai b ho¥ic Khéng dugc phép

[EF.CD bao gdm c4c tham chiéu voi cac Poc: Thireng xuyén
chirng chi déng tin céy ICap nhat: Chirng chi ngoai bg hodic Khdng dwgc phép
IGhi dé: Chirng chi ngoai by hodc Khéng dugce phép

Cac EF khac trong DF.CIA Poc: Thiedng xuyén hodic chirng thyre nguedri ding

IC4p nhét: chirng thyre ngudi ding ho#ic ching thyc bén ngoal
ho#c Khéng dwgc phép

Ghi dé: chirng thyrc nguwrdi ding hosic chieng thirc bén ngoai hodc
Khong duoc phép

CHU THICH 1 Chirng thyre bén ngodi dugc mb ta trong TCVN 11167-4 (ISO/IEC 7816-4).
CHU THICH 2 Ching thyc b&n ngodi cin bao gdm théng diép an ninh dugc mé ta trong TCVN 11167-4
(ISO/IEC 7816-4).

CHU THICH Néu mot b&n cung c&p @ng dyng muén bao v& mdt tép tin thu myc CIO véi mét 86i tugng chirng thye thi
d6i trgng chirng thyc ddu tién trong EF.AOD phéi dugc ding mac dinh. EF.OD va EF.AOD chéc chén khong dugc
bao v§ theo cach thirc nay.
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Phyluc C

(tham khao)

Vi dy vé mé hinh té pé

EFAOL

COES

B2

Hinh C.1 - Vi dy v&i ba (rng dung. Cac phén tir di¥ li¢u ma héa dwec lwu triv bén ngoai CIA

]
T i

Hinh C.2 - Vi dy véi ba (rng dung. Chi c6 EF.OD va EF.ClAInfo trong DF.CIA
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EF.ClAInfo

MF
EF.OIR DFCIA, DF 1
EF.DIR gbm cac théng
tin v& quan hé gilra DF.
CIA va DFx DF.CIA, DF 2 —

Hinh C.3 - Vi du si dyng EF.DIR

DF.CIA 1 DF.CIA 2
s

EF.0D
» EF.PrED

>

EF.AOD : , EF.AOD

Hinh C.4 - Vi du v& hal (rng dyng trén thé khéng thdy EF.DIR trén giao dién.
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Phy lyc D

(tham khao)

Vi du vé cac gia tri va viéc ma héa CIO

D1 Gi&i thidu
Mdi diéu con cla Phy lyc nay, vi dy D.x d& cap dén mét trong cac EFS dugc xac dinh trong céu
trac tép tin ctia thé. Mi didu phy 14n lvot bao gdm ba phén:

- Phan ddu tién, vi dy D.x.1 dwa ra cac tén va gia tri mau cua cac DE lién quan téi viéc xay
dwng mdt DER theo ky hiéu gid tri ASN.1 dugc quy dinh trong ISO/IEC 8824-1: 1998.

— Phén the hai, vi dy D.x.2 sat nhap theo ci phap ASN.1 vé&i cac viéc chi dinh cé céu
tric/nguyén thay, cac gié tri mau va chidu dai cda né.

—  Phan th ba, vi du D.x3 dwa ra ma héa DER hé co sé 16 thuc té DER nhu doc tir tép tin.

Ba phan hién thj cac gi4 trj theo cac dinh dang khac nhau, nhdm cho thdy nhirng cach khac nhau
@& ching c6 thé xuét hién trong cac thdng sb k¥ thuat dya vao tidu chuan nay.

Trong phan dau tién, cac ddu ngodc kép don bidu thi mot chudi thap lyc phan, ki hiéu 7816 thong
thedng. Chang dwge theo sau bdi 'H', ma con 1a mot ky higu théng thudng, vi dy: '0202'H. Déu
ngo#c kép bidu thj chudi UTF-8 (c6 thd in ra) vi du: "Ung dung CIA". Cac ddu méc bidu thi mét
dinh danh déi twong, vi dy: {1 2 840 113549 1 15 4 1), xem vi dy cta TCVN 11167-4 (ISO/IEC
7816-4) Phy lyc B dé chuyén ma thanh mdt chudi thap luc phan.

Trong phan th& hai, tién t& 0x biéu thi mat chudi thap luc phan, mot ky hiéu I4p trinh thong
thudng, vi du: 0x3f005015 twong dwong véi '3F005015' trong ki higu cta TCVN 11167 thong
thwdng. Mot s6 ma khang co tién té nay cé nghia Ia né 1a mdt chir sé thap phan, vi dy: mét gia tri
12 twong dwong véi ma thap luc phan: 0x0c hodc '0C'. Sé thé dwec chi dinh gitra ddu ngodc [J. S6
lwgng thé dwoc dua ra trong hé thap phan. Lop thé dugc chi dinh ttong ddu méc déu ngoac
vudng, ngoai trir v&i cac 1op thé tag thudengl canh cy thé 1a duge mic dinh. Céc théng tin
nguyén thiy/c6 cAu trac dua ra gi tri clia b6 trong thé thyc té dugc dung trong phén thir ba. Mdi
mdc dinh danh chi ra mdt m&c déng goi.

Trong ph4n thi ba, cac byte thap lyc dwgc phan cach bing ddu cach va khdng cb déu ngodc kép.
M&i mirc dinh danh bét dau véi mot tiéu d& DO (dd dai thé), ngoai trlr m&e cudi cung, d6 1a gia tri
clia mdt DO nguyén thiy: cac quy téc thyt ddu dong 1a twong ty nhw trong phén thi hai. Nhw vay,
tht ca tiéu d& cta cac DO thudc cing mdt mau xuét hign & cing mét mére thut déu dong.

Nh&m nang cao kién thirc, danh sé dong dwec thém vao diéu D.2,
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D.2 EF.DO

D.2.1 Ki higu gia trj ASN.1

1 privateKeys :

2 path: {

3 efIDOrPath '4401'H
b

4 certificates :

5 path : {

6 efIDOrPath '4402'H
h

7 dataContainerObjects :

8 path : {

9 efIDOrPath '4403'H
b

10 authObjects :

11 path : {

12 efIDOrPath '4404'H

}

D.2.2 MG ta, thé, d§ dai va gia trj cua ASN.1
CI0OChoice CHOICE

1 privateKeys : tag = [0] constructed; length = 6
PrivateKeys CHOICE
2 path Path SEQUENCE: tag = [UNIVERSAL 16] constructed; length = 4
3 ¢fIDOrPath OCTET STRING: tag = [UNIVERSAL 4] primitive; length = 2
0x4401
ClOChoice CHOICE
4 certificates : tag = [4] constructed; length =6
Certificates CHOICE
5 path Path SEQUENCE: tag = [UNIVERSAL 16) constructed; length = 4
6 efIDOrPath OCTET STRING: tag = [UNIVERSAL 4] primitive; length =2
0x4402
CIOChoice CHOICE
7 dataContainerObjects : tag = [7] constructed; length =6
DataContainerObjects CHOICE
8 path Path SEQUENCE:tag = [UNIVERSAL 16] constructed; length =4
9 efIDOrPath OCTET STRING: tag = [UNIVERSAL 4] primitive; length =2
0x4403
CIOChoice CHOICE
10 authObjects : tag = [8] constructed; length=6
AuthObjects CHOICE
11 path Path SEQUENCE: tag = [UNIVERSAL 16] constructed; length = 4
12 efIDOrPat OCTET STRING: tag = [UNIVERSAL 4] primitive; length =2
0x4404
D.2.3 Mi héa DER hé co s6 16
1 A0 06
2 3004
3 04 02
44 01
A4 06
5 30 04
6 04 02
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4402
A7 06
3004
9 04 02
44 03
10 AB 06
11 3004
12 04 02
44 04

D.3 EF.ClAInfo

D.3.1 Ki higu gia trji ASN.1
cialnfoExample ClAlnfo ::= {

version v2,
serialNumber '159752222515401240'H,
manufacturerlD "Acme, Inc.”,
cardflags {
prnGeneration
}
}

D.3.2 M6 ta, the, d§ dai va gia trj cia ASN.1
ClAlnfo SEQUENCE: tag = [UNIVERSAL 16] constructed; length = 30
version INTEGER: tag = [UNIVERSAL 2] primitive; length = 1
1
serialNumber OCTET STRING: tag = [UNIVERSAL 4] primitive; length = 9
0x159752222515401240
manufacturer[D Label UTF8String: tag = ([UNIVERSAL 12] primitive; length = 10
0x41636d652c20496¢632e
cardflags CardFlags BIT STRING: tag = [UNIVERSAL 3] primitive; length = 2
0x0520

D.3.3 Ma héa DER hé co s6 16

30 1E
0201
01
04 09
1597 52222515401240
0C 0A
41 63 6D 65 2C 20 49 6E 63 2E
03 02

0520
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D.4 EF.PrKD

Trong vi du ndy, hai khéa riéng dugc d& cap téi. CAc tép tin lién quan téi khaa khac, vi du:
EF.PuKD va EF.SKD, ¢6 cdu tric giéng nhau. Cac khéa cbng khai lién quan ciing dwgc tham
chiéu trong EF.PuKD v&i cling nhan.

D.4.1 Ki higu gia trj ASN.1

privateRSAKey : {
commonObjectAttributes {
label "KEY1",
flags { private },
authlD '01'H
}D
classAttributes {
ID '45'H,
usage { decipher, sign, keyDecipher }
}!
subClassAttributes {
keylDentifiers {

{
IDType 4,
IDValue ParameterString : '4321567890ABCDEF'H
}
}
}!
typeAttributes (
value {
eflDOrPath '4B01'H
}!

modulusLength 1024
}

}’
privateRSAKey : {
commonObjectAttributes {
label "KEY2",
flags { private },
authiD "02'H
}!
classAttributes {
1D *46'H,
usage { sign, nonRepudiation }
}i
subClassAttributes {
keylDentifiers {
{
IDType 4,
IDValue ParameterString : '1234567890ABCDEF'H
}

h
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typeAttributes {
value {
eflDOrPath '4B02'H
}l
modulusLength 1024
}
}

D.4.2 Mo ta, the, d§ dai va gia tri cia ASN.1
PrivateKeyChoice CHOICE
privateRSAKey SEQUENCE: tag = [UNIVERSAL 16] constructed; length = 59
commonObjectAttributes CommonObjectAttributes SEQUENCE:
tag = [UNIVERSAL 16) constructed; length = 13
label Label UTF8String: tag = [UNIVERSAL 12] primitive; length = 4
0x4b455931
flags CommonObjectFlags BIT STRING: tag = [UNIVERSAL 3] primitive; length =2
0x0780
authID [Dentifier OCTET STRING: tag = [UNIVERSAL 4] primitive; length = 1
0x01
classAttributes CommonKeyAttributes SEQUENCE: tag = (UNIVERSAL 16] constructed; length= 7
ID IDentifier OCTET STRING: tag = [UNIVERSAL 4] primitive; length = 1
0x45
usage KeyUsageFlags BIT STRING: tag = [UNIVERSAL 3] primitive; length = 2
0x0264
subClassAttributes ; tag = [0] constructed; length = 19
CommonPrivateKeyAttributes SEQUENCE: tag=[UNIVERSAL 16] constructed; length=17
keyIDentifiers SEQUENCE OF: tag = [0] constructed; length = 15
SEQUENCE: tag = [UNIVERSAL 16] constructed; length = 13
IDType INTEGER: tag = [UNIVERSAL 2] primitive; length = 1
4
IDValue OpenType
0x4321567890abedef
typeAttributes : tag = [1] constructed; length = 12
PrivateRSAKeyAttributes SEQUENCE: tag=[ UNIVERSAL 16] constructed; length=10
value Path SEQUENCE: tag = [UNIVERSAL 16] constructed; length = 4
¢fIDOrPath OCTET STRING: tag = [UNIVERSAL 4] primitive; length =2
0x4b01
modulusLength INTEGER: tag = [UNIVERSAL 2] primitive; length = 2
1024
PrivateKeyChoice CHOICE
privateRSAKey SEQUENCE: tag = [UNIVERSAL 16] constructed; length = 60
commonObjectAttributes CommonObjectAttributes SEQUENCE:
tag = [UNIVERSAL 16] constructed; length = 13
label Label UTF8String: tag = [UNIVERSAL 12] primitive; length = 4

0x4b455932
flags CommonObjectFlags BIT STRING: tag = [UNIVERSAL 3] primitive;
length=2
0x0780
authID IDentifier OCTET STRING: tag = [UNIVERSAL 4] primitive; length = 1
0x02

classAttributes CommonKeyAuributes SEQUENCE: tag = [UNIVERSAL 16] constructed; length = 8
ID IDentifier OCTET STRING: tag = [UNIVERSAL 4] primitive; length = |
0x46
usage KeyUsageFlags BIT STRING: tag = [UNIVERSAL 3] primitive; length = 3
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0x062040
subClassAtiributes : tag = [0] constructed; length = 19
CommonPrivateKeyAttributes SEQUENCE: tag = [UNIVERSAL 16] constructed; length= 17
keylDentifiers SEQUENCE OF: tag = [0] constructed; length = 15
SEQUENCE: tag = [UNIVERSAL 16] constructed; length = 13
IDType INTEGER: tag = [UNIVERSAL 2] primitive; length = 1
4
IDValue OpenType
0x1234567890abcdefl
typeAttributes : tag = [1] constructed; length = 12
PrivateRSAKeyAttributes SEQUENCE: tag = [UNIVERSAL 16] constructed; length = 10
value Path SEQUENCE: tag = [UNIVERSAL 16] constructed; length = 4
efIDOrPath OCTET STRING: tag=[UNIVERSAL 4] primitive; length = 2

0x4b02
modulusLength INTEGER: tag = [UNIVERSAL 2) primitive; length = 2
1024
D.4.3 M3 héa DER hé co s6 16
3038
300D
0C 04
4B 45 59 31
03 02
07 80
04 01
01
3007
04 01
45
03 02
02 64
A0 13
3011
A0 OF
300D
0201
04
0408
43 21 56 78 90 AB CD EF
Al oC
30 0A
30 04
04 02
4B 01
0202
04 00
303C
300D
0C 04
4B 4559 32
0302
07 80
04 01
02
3008
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04 01
46
0303
06 20 40
A0 13
3011
AQ OF
300D
0201
04
04 08

12 34 56 78 90 AB CD EF

Al OC
3004
3004
04 02
4B 02
02 02
04 00

D.5 EF.CD

D.5.1 Ki higu gia trj ASN.1

x509Certificate : {
commonObjectAttributes {
label "CERT1",
flags {}
b
classAttributes {
ID '45'H
b
typeAttributes {
value indirect :
path : {
eflDOrPath "4331'H
}
}
}i
x509Certificate : {
commonObjectAttributes {
label "CERT2",
flags {}
}I
classAttributes {
ID '46'H
h
typeAttributes {
value indirect :
path : {
efIDOrPath '4332'H
}

TCVN 11167-15:2015
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}

D.5.2 Ma ta, thé, d§ dai va gia trj ASN.1

CertificateChoice CHOICE
x509Certificate SEQUENCE: tag = [UNIVERSAL 16) constructed; length = 27
commonObjectAttributes CommonObjectAttributes SEQUENCE:
tag = [UNIVERSAL 16] constructed; length = 10
label Label UTF8String: tag = [UNIVERSAL 12] primitive; length = §
0x4345525431
flags CommonObjectFlags BIT STRING: tag = [UNIVERSAL 3] primitive; length = 1
0x00
classAttributes CommonCertificate Attributes SEQUENCE: tag = [UNIVERSAL 16] constructed; length =3
ID [Dentifier OCTET STRING: tag = [UNIVERSAL 4] primitive; length = 1
0x45
typeAttributes : tag = [1] constructed; length = 8
X509CertificateAttributes SEQUENCE: tag = [UNIVERSAL 16) constructed; length = 6
value CHOICE
indirect ReferencedValue CHOICE
path Path SEQUENCE: tag = [UNIVERSAL 16] constructed; length = 4
¢fIDOrPath OCTET STRING: tag = [UNIVERSAL 4] primitive;
length =2
0x4331
CertificateChoice CHOICE
x509Certificate SEQUENCE: tag = [UNIVERSAL 16] constructed; length = 27
commonObjectAttributes CommonObjectAttributes SEQUENCE:
tag = [UNIVERSAL 16] constructed; length = 10
label Label UTF8String: tag = [UNIVERSAL 12] primitive; leagth = §
0x4345525432
flags CommonObjectFlags BIT STRING: tag = [UNIVERSAL 3] primitive; length=1
0x00
classAttributes CommonCetificateAttributes SEQUENCE: tag = [UNIVERSAL 16), constructed; length = 3
ID IDentifier OCTET STRING: tag = [UNIVERSAL 4] primitive; length = 1
0x46
typeAttributes : tag = [1] constructed; length = 8
X509CertificateAttributes SEQUENCE: tag = [UNIVERSAL 16] constructed; length = 6
value CHOICE
indirect ReferencedValue CHOICE
path Path SEQUENCE: tag = [UNIVERSAL 16]) constructed; length= 4
cfIDOrPath OCTET STRING: tag = [UNIVERSAL 4] primitive; length = 2

D.5.3 Ma héa DER hé co s 16

301B
30 0A
0Cos
43 45 52 54 31
0301
00
3003
04 01
45
Al 08
3006
30 04

04 02
43 31
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30 1B
30 0A
0C 05
43 4552 54 32
0301
00
30 03
04 01
46
Al 08
3006
3004
04 02 43 32

D.6 EF.AOD

D.6.1 Ki hiéu gia trji ASN.1
pwd : {
commonObjectAttributes {
label "PIN1",
flags { private }
}
classAttributes {
authlD '01'H
)
typeAttributes (
pwdFlags { change-disabled, initialized, needs-padding },
pwdType bed,
minLength 4,
storedLength 8,
padChar 'FF'H
}
}I
pwd : {
. commonObjectAttributes {
label "PIN2",
flags { private }
}I .
classAttributes {
authlD "02'H
h
typeAttributes {
pwdFlags { change-disabled, initialized, needs-padding },
pwdType bed,
minLength 4,
storedLength 8,
padChar 'FF'H,
path {
eflDOrPath '3F0050150100'H

}
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D.6.2 Mb ta, thé, 5 dai va gi4 trj ASN.1

AuthenticationObjectChoice CHOICE
pwd SEQUENCE: tag = [UNIVERSAL 16] constructed; length = 37
commonObjectAttributes CommonObjectAttributes SEQUENCE:
tag = [UNIVERSAL 16) constructed; length = 10
label Label UTF8String: tag = ([UNIVERSAL 12] primitive; length = 4
0x50494e31
flags CommonObjectFlags BIT STRING: tag = [UNIVERSAL 3] primitive; length=2
0x0780
classAttributes CommonAuthenticationObjectAttributes SEQUENCE:
tag = [UNIVERSAL 16] constructed; length =3
authID IDentifier OCTET STRING: tag = [UNIVERSAL 4] primitive; length=1
0x01
typeAttributes : tag = [1] constructed; length = 18
PasswordAttributes SEQUENCE: tag = [UNIVERSAL 16] constructed; length = 16
pwdFlags PasswordFlags BIT STRING: tag = [UNIVERSAL 3] primitive; length = 2
0x022¢
pwdType PasswordType ENUMERATED: tag = [UNIVERSAL 10] primitive; length = 1
0
minLength INTEGER: tag = [UNIVERSAL 2] primitive; length = |
4
storedLength INTEGER: tag = [UNIVERSAL 2) primitive; length = 1
3
padChar OCTET STRING: tag = [UNIVERSAL 4) primitive; length = 1
Oxff
AuthenticationObjectChoice CHOICE
pwd SEQUENCE: tag = [UNIVERSAL 16] constructed; length = 47
commonObjectAttributes CommonObject Attributes SEQUENCE:
tag = [UNIVERSAL 16] constructed; length = 10
label Label UTF8String: tag = [UNIVERSAL 12) primitive; length = 4
0x50494e32
flags CommonObjectFlags BIT STRING: tag = [UNIVERSAL 3] primitive; length =2
0x0780
classAuributes CommonAuthenticationObjectAttributes SEQUENCE:
tag = [UNIVERSAL 16] constructed; length = 3
authID IDentifier OCTET STRING: tag = [UNIVERSAL 4] primitive; length =1
0x02
typeAttributes : tag = [1] constructed; length = 28
PasswordAttributes SEQUENCE: tag = [UNIVERSAL 16] constructed; length = 26
pwdFlags PasswordFlags BIT STRING: tag = [UNIVERSAL 3] primitive; length = 2
0x022¢
pwdType PasswordType ENUMERATED: tag = [UNIVERSAL 10] primitive; length = |
0
minLength INTEGER: tag = [UNIVERSAL 2) primitive; length = 1
4
storedLength INTEGER: tag = [UNIVERSAL 2] primitive; length = |
8
padChar OCTET STRING: tag = [UNIVERSAL 4] primitive; length = 1
Oxff
path Path SEQUENCE: tag = (UNIVERSAL 16] constructed; length = 8
efIDOrPath OCTET STRING: tag = [UNIVERSAL 4] primitive; length = 6
0x3f0050150100
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3025

302F

300A

3003

Al 12

30 0A

3003

Al 1C

0C 04

03 02

04 01

3010

0C 04

03 02

04 01

30 1A

50 49 4E 31
07 80
01
03 02

022C
0A 01

00
0201

04
0201

08
04 01

FF
5049 4E 32
0780
02
0302

02 2C
0A 01

00
0201

04
0201

08
0401

FF

3008

04 06

3F 0050150100
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D.7 EF.DCOD

D.7.1 Ki hiéu gia trj ASN.1
opaqueDO : {
commonObjectAttributes {
label "OBJECT1",
flags { private, modifiable },
authlD "02'H
}l
classAttributes {
applicationName "APP"
h
typeAttributes indirect :
path : {
eflDOrPath '4431'H,
index 64,
length 48
}
}

D.7.2 M ta, thé, do dai va gia tri ASN.1

DataContainerObjectChoice CHOICE
opaqueDO SEQUENCE: tag = [UNIVERSAL 16] constructed; length = 39
commonObjectAttributes CommonObjectAttributes SEQUENCE:
tag = [UNIVERSAL 16] constructed; length = 16
label Label UTF8String: tag = [UNIVERSAL 12] primitive; length = 7
0x4fd24245435431
flags CommonObjectFlags BIT STRING: tag = [UNIVERSAL 3] primitive; length = 2
0x06c0
authID IDentifier OCTET STRING: tag = [UNIVERSAL 4] primitive; length = 1
0x02
classAtutributes CommonDataContainerObjectAttributes SEQUENCE:
tag = [UNIVERSAL 16] constructed; length = 5
applicationName Label UTF8String: tag = [UNIVERSAL 12] primitive; length =3
0x415050
typeAttributes : tag = [1] constructed; length = 12
OpaqueDOAttributes CHOICE
indirect ReferencedValue CHOICE
path Path SEQUENCE: tag = [UNIVERSAL 16] constructed; length = 10
efIDOrPath OCTET STRING: tag = [UNIVERSAL 4] primitive; length = 2

0x4431

index INTEGER: tag = [UNIVERSAL 2] primitive; length = 1
64

length INTEGER: tag = [0] primitive; length = 1
48

D.7.3 Ma héa DER hé cor sé 16 cia DCOD
30 27

3010

0C 07

4F 42 4A 4543 54 31
03 02

06 Co
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04 01
02
3005
0C 03
41 50 50
AloOC
30 0A
04 02
44 31
02 01
40
8001
30

D.8 Mau irng dung (trong EF.DIR)
Trong vi dy ndy, chi mét mAu &ng dung IDO (vi du: mdt ApplicationTemplate) dwoc trinh bay.
D.8.1 Ki higu gia trj ASN.1
applicationTemplateExample ApplicationTemplate ::= {
alD *A000000063504B43532D3135'H,
label "RSA DSI",
path '3F005015'H,
ddo {
proviDeriD {1 2 840 11354911541},
alD 'FAB123456789'H
}
}
D.8.2 Mo ta, thé, dé dai va gia tri ASN.1 trong ApplicationTemplate
ApplicationTemplate SET: tag = [APPLICATION 1] constructed; length = 53
alD OCTET STRING: tag = [APPLICATION 15] primitive; length = 12
0xa000000063504b43532d3135
label UTF8String: tag = [APPLICATION 16] primitive; length = 7
0x52534120445349
path OCTET STRING: tag = [APPLICATION 17] primitive; length = 4
0x3f005015
ddo : tag = [APPLICATION 19] constructed; length = 12
DDOTemplate OpenType
provIDerID OBJECT IDENTIFIER: tag = [UNIVERSAL 6] primitive; length = 10
{1284011354911541}
alD OCTET STRING: tag = [APPLICATION 15] primitive; length = 6
D.8.3 Mai hoa DER hé co s6 16 cua ApplicationTemplate
6133
4F 0C
A0 00 00 00 63 50 4B 43 53 2D 31 35

5007
5253 41 2044 53 49
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5104
3F 00 50 15
7314
06 0A

2ZA 86 48 86 F7 0D 01 OF 04 01
4F 06

FA Bl 23 456789
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Phuluc E

(tham khao)

Vi du vé viéc str dung (rng dung théng tin ma héa

E.1 Gicithiéu

Muc dich clia phy lyc tham khdo nay nhdm cung cép céc vi dy thirc hanh cia viéc s dyng ng
dung théng tin ma héa. Béng cach cung cdp ma chwrong trinh méu v&i méi vi dy, cac 1ap trinh vién
co thé thay duoc két néi dwec lap trinh gitra cac bidu dién ASN.1 mic cao va BER mirc thip, do
d6 tao ta phan mém tét va hiéu qua hon, st dung (ng dyng théng tin ma héa.

M3&i digu trong phuy luc nay 12 mét vi dy dang déng tw do va bao gém bén Ivgc dé:
a) M6 ta vi du.
b) Mt quy dinh kT thuat cia vi du dugc md ta dwéi dang lwgc @b (1) theo céu trac ASN.1 cla

tidu chuan nay dwec binh luan, s dung ki hiéu gia trj hinh thirc dwgc quy dinh trong ISO/IEC
8824-1.

¢) Ma hda trong ISO/IEC 9899 TC2 ngdn ngl lap trinh C déi v&i ma hoa va giai ma BER phuy
thudc vao quy dinh ki thuat ASN.1 cila doan (2).

d) Ma héa BER cla vi du dwoc cung cp b&i bd ma hoa doan (3). Hai vi dy cling bao gém céc
hién thj d hoa cia BER & phan cudi ctia Phy lyc.

e) Ma ngudn dugc cung clp trong doan (3) va dugc bién dich va chay nhdm tao ra déu ra duoc
hién thj trong doan (4).

Mot ma clia ma hoa ASN.1 ctia 'ng dung théng tin ma héa dwoc liét ké trong Phy luc A bén trén

dwoc ding véi tat cd cac vi dy. Mot bd bién dich ASN.1 s&n ¢é, mién phi dugc dung dé tao ra cac

bd ma héa va gidi ma BER tr ASN.1.

E.2 Ma héa cia mgt khéa riéng
E.2.1 M& ta vi du (rng dung théng tin ma héa
Pay la mot vi dy clia mot khoa riéng RSA cua tiéu chudn nay.

E.2.2 Ma hda ASN.1 clia mdt khoa riéng RSA

privateKeys objects { -- SEQUENCE OF --
privateRSAKey { -- SEQUENCE --
commonObjectAttributes { -- SEQUENCE --
label '4b455931'H -- "KEY1" --,

flags 'S80'H,
auth]D. '41444d'H -- "ADM" --,
userConsent 1

b

classAttributes { -- SEQUENCE --
ID '9b'H,
usage '2040'H,
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native TRUE,
accessFlags '98'H,
keyReference 10
5
subClassAttributes { -- SEQUENCE --
keylDentifiers { -- SEQUENCE OF --
{ -- SEQUENCE --
IDType 5,

IDValue '3132333435363738'H -- "12345678" --

h
typeAttributes { -- SEQUENCE --
value indirect path { -- SEQUENCE --

efIDOrPath '3f004041'H

ASN.1

dit ligu trong in EF.OD

I
modulusLength 1024
}
}
}
E.2.3 Ma héa va giai mad BER tir
‘f-
** M héa mét khéa riéng nhu mét Déi tugng
*f

volD Part] 5PrivateKey(const char  *label,

unsigned char objectFlags,

unsigned char *authID,

unsigned int authIDLength,

unsigned int userConsent,

unsigned char native,

unsigned char *ID, unsigned int IDLength,
unsigned short  usageFlags,

unsigned char accessFlags,

unsigned int keyReference,

unsigned int IDentifierType,

unsigned char *externallDentifier,
unsigned char  *path, unsigned int pathLength,
unsigned int modulusLength

)

unsigned int ];

CIOChoice *cio;

PrivateKeyChoice *prk, **prkp;
CredentiallDentifier *crID, **crlDp;
PrivateKeyObject_PrivateRSAKeyAttributes pattr
CommonObjectAttributes commonObjAttr =
CommonKeyAttributes commonKeyAttr
CommonPrivateKeyAttributes commonPrivateKeyAttr
PrivateRSAKeyAttributes privateRSAKeyAttr

Path pathOctets

AsnOcts issuerHash

char commonObjectFlags[1] = { 0 };
AsnBits commonFlagsAsnBits = { 3, commonObjectFlags };
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char keyUsage[2] = { 0 };

AsnBits keyUsageAsnBits = { 10, keyUsage };

char keyAccessFlags(1]= {0 };

AsnBits keyAccessFlagsAsnBits = { 5, keyAccessFlags };

‘fl

** Pidu 8.3 Loai CIOChoice

¥

** "EF.0D phii bao gém ...c0a 0, | hodc nhiéu hon céc gid tri DER mi héa cia
** CIOChoice."

*

cio = (CIOChoice *)calloc(1, sizeof{PrivateKeyChoice));

cio->choicelD = CIOCHOICE_PRIVATEKEYS;

‘f-

** "Mang doi ring mét muc vio EF.OD thudmg tham chifu mét tép tin riéng 1&
** (duing din cua viée chen lya PathOrObjects) bao gbm céc CIO cia loai duge chi dinh.
** Mét myc vao, tuy nhién .., gida trye tiép cdc CIO

** (viéc chon lya d6i tugng cia PathOrObjects),

** néu cic dbi trgng v t@p tin EF.OD cé cing céc yéu ciu ki¢m soat truy cép.”
** PathOrObjects {PrivateKeyChoice}

. )

cio->a.privateKeys = (PrivateKeys *)calloc(l, sizeof(PrivateKeys));
cio->a.privateKeys->choicelD = PATHOROBJECTS_PRIVATEKEYCHOICE_OBJECTS;
cio->a.privateKeys->a.objects = AsnListNew(sizeof (voID*));

Jlf-

** Diéu 8.4.1 PrivateKeyChoice

L 1]

** "Lozi ndy bao gdm théng tin ... véi mdt khéa riéng. M3i gid trj bao gém

*# cic thude tinh phd bién voi bit ky 4éi tugng, khéa hay khéa riéng ndo,

** v3 céc thude tinh cu thé véi khéa.”

*

prkp = (PrivateKeyChoice **)AsnListAppend{cio->a.privateKeys->a.objects);
*prkp = prk = calloc(l, sizeof(PrivateKeyChoice));

prk->choicelD = PRIVATEKEYCHOICE_PRIVATERSAKEY,
prk-=a.privateRSAKey = &patir;

pattr.commonObjectAttributes = &commonObjAttr;

pattr.classAttributes = &commonKeyAttr;

pattr.subClassAttributes = &commonPrivateKeyAttr;

pattr.typeAttributes = &privateRSAKeyAttr;

‘{t

** Pidy 828 CommonObjectAttributes

Lt

** "L oai ndy 14 mdt b chira cdc thude tinb phé bién véi tit ca cac CIO."

*

commonObjAttr.label.octs = _strdup(label);

commonObjAttr.label.octetLen = strlen(label};

commonObjectFlags[0] = objectFlags;

commonObjAttr.flags = commonFlagsAsnBits;
commonQbjAttr.authlD.octetLen=auth[DLength;

commonObjAttr.authID.octs = authlD;

© commonObjAttr.userConsent = &userConsent;

;i

** Picu 8.2.9 CommonKeyAttributes

EL ]

** "Tru¢mg ID phai la don nhit déi véi mbi d5i tugng thdng tin khoa,

** pgoai tri déi tugng théng tin khéa cong khai va ddi tugng khéa riéng tuong img
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90

** dugc hru trit trén cling thé. Trong trudmg hop niy, céc dbi tuong théng tin phai
** dugc chia sé vdi cung dinh danh ma cé thé dugc chia sé v&i mgt hay nhigu

** 46i tugng théng tin chimg chi...”

*

commonKeyAttr.ID.octs = ID;

commonKeyAttr,ID.octetLen = IDLength;

keyUsage[0] = (unsigned char)(usageFlags>>8),

keyUsage[1] = (unsigned char)(usageFlags);

commonKeyAttr.usage = keyUsageAsnBits;

keyAccessFlags[0] = accessFlags;

commonKeyAttr.accessFlags= keyAccessFlagsAsnBits;

commonKeyAtir.native = &native;

commonKeyAttr.keyReference = &keyReference;

J"

** Diu 8.2.10 CommonPrivateKeyAttributes

%

=+ "Truomg tén goi duge trinh bdy, goi tén ngudi chi cia khéa, duge quy dinh trong mt
** truémg ndi dung cia ching chi tuong (ng.

¥

** (Cdc gid trj cda trudmg keylDentifiers ¢d thé duge di chiéu véi cdc djnh danh
*+ tir théng diép hay cic giao thirc bén ngoai nhim lya chon dé chon ra khéa

* lién quan t&i mét thao tic d3 biét."

*f

commonPrivateKeyAttr. keylDentifiers =

(CommonPrivateKeyAttributesSeqOf *)AsnListNew(sizeof (voID*));

crlDp = (CredentialIDentifier **)AsnListAppend(commonPrivateKeyAttr.keylDentifiers);
*crIDp = erlD = (CredentialIDentifier *)calloc(l, sizeof{CredentiallDentifier));
issuerHash.octs = _strdup(externallDentifier);

issuerHash.octetLen = strlen(externallDentifier);

crlD->IDType = IDentifierType;

crID->IDValue.value = &issuerHash;

SetAnyTypeByInt(&(crID->IDValue), IDentifierType);

IF.

** Diéu 8.4.2 Thuge tinh khéa rieng RSA

%

** "PrivateRSAKeyAttributes.value: Gié trj phai 1a mot dwémg din 16i mét tép tin
** bao gdm mét khoéa riéng RSA. Néu gid trj niy khéng cin thiét 4é quy djnh mot
** dudmg din t&i mét tép tin, gié tri dudmg din cé thé dugc A5t 1a

*+ dudmg din tring."

*

privateRSAKeyAttr.value = (ObjectValue *)calloc(l1, sizeof{ObjectValue));
privateRSAKeyAttr.value->choiceID = OBJECTVALUE_INDIRECT;
privateRSAKeyAttr. value->a.indirect =

(ReferencedValue *)calloc(l, sizeof(ReferencedValue));
privateRSAKeyAttr.value->a.indirect->choicel D = REFERENCEDVALUE_PATH;
pathOctets.efIDOrPath.octs = (char *)calloc(], pathLength);
memcpy(pathQctets.efiIDOrPath.octs, path, pathLength);
pathOctets.efIDOrPath.octetLen = pathLength;
privateRSAKeyAttr.value->a.indirect->a.path = &pathOctets;
privateRSAKeyAttr.modulusLength = modulusLength;

i*

** In ra D&i twong dit liu khéa riéng

*

PrintCIOChoice(stdout, cio, kIR

Jf’
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** Di tugng dit li¢u khéa riéng ma héa BER
*f
BERLength = BEncCIOChoiceContent(gb, cio);
}
It
** Giii m3 mét khéa riéng thinh mét DSi tugng dit lidu trong EF.OD
*/
PrivateKeyObject_PrivateRSAKeyAttributes *PrivateRSAKey(unsigned char *BER, unsigned int BERLength)
{
SBufb;
GenBuf *gb;
unsigned int bytesDecoded = 0;
ENV_TYPE env,
CIQChoice *cio;
AsnTag taglDO0;
AsnLen elmtLen0;
if(setjmp(env)!= 0) exit(0);
cio = calloc(l, sizeof(CIOChoice));
SBufinstallData(&b, BER, BERLength);
SBuftoGenBuf(&b, &gb);
taglDO0 = BDecTag(gh, &bytesDecoded, env);
elmtLen0 = BDecLen(gb, &bytesDecoded, env);
f.
** Giii ma Déi tugng dit liéu khéa riéng RSA
*f
BDecCIOChoiceContent(gh, tagID0, elmtLen0, cio, &bytesDecoded, env);
return ((PrivateKeyChoice *){cio->a.privateKeys->a.objects->first->data})->a.privateRSAKey;

}

E.2.4 M3 héa BER

<EF_OD>
0xa0,0x51,0xa0,0x4f,0x30,0x4d,0x30,0x12,0x0c,0x04,0x4b,0x45,0x5%,0x31,0x03,0x02,
0x05,0x80,0x04,0x03,0x41,0x44,0x4d,0x02,0x01,0x01,0x30,0x12,0x04,0x01,0x9b,0x03,
0x03,0x06,0x20,0x40,0x01,0x01,0xff,0x03,0x02,0x03,0x98,0x02,0x01,0x02a,0x20,0x13,
0x30,0x11,0xa0,0x0£,0x30,0x0d,0x02,0x01,0x05,0x04,0x08,0x31,0x32,0x33,0x34,0x35,
0x36,0x37,0x38,0xal,0x0¢,0x30,0x0¢,0x30,0x06,0x04,0x04,0x3£,0x00,0x40,0x41,0x02,
0x02,0x04,0x00

</EF_OD>

Bang E.1 1a mat so @b gidn lugce cla ma héa BER.
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Bang E.1 - EF.PrKD cia Khoa riéng RSA

|Loai dir ligu
A0 [51 [CIOChoice: d8i twgng dir ligu khoa rieng
A0 |4F |PrivateKeyChoice: Khéa RSA rieng
30 |ap |P8iteong khéa RSA rieng
30 |12 |Thudc tinh di tugng phd théng
0C |04 |iabel 4D, 45, 59, 31 Chudi UTF-8
30 |02 |flags 05, 81 BIT STRING
04 (03 |authid 41,44, 44 OCTET STRING
02 |01 |userConsest |01 INTERGER
AD |13 |Thudc tinh khéa riéng phé thdng
30 [11 [chudi
A0 [0f |[keyldentifier
30 [oD [chusi
02 [01 [idType |05 INTERGER
60 (08 |ldValue 31, 32, 33,34,35,36,3738 OpenType
|a1 [0e [Thudc tinh khéa RSA rigng
30 |oc |chudi
30 [06 |Puéng din
- 04 [04 [efidorPath 3F, 00, 40, 41 '|oCTET STRING
02 |02 |ModulusLength 04, 00 INTERGER

SL0Z:1-19LFE NADL
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E.3 Mai hoéa mot Bo chiva div liéu dwgce bao vé
E.3.1 M6 ta vi dy ’ng dung théng tin ma héa

M6t déi twong bd chiza dir liéu véi hai didu kién an ninh, mét véi READ va mét véi UPDATE. Dir lidu trong
céc by chira di¥ liéu 1a mdt BER-TLV. Khéa bi mat SK-1 phai degc xac nh&n nhdm thay ddi mat khdu AO-1.

E.3.2 M3 héa ASN.1 cua Déi twgng B chira di¥ liéu dwgc bao vé
dataContainerObjects objects { -- SEQUENCE OF --
is507816DO { -- SEQUENCE --
commonObjectAttributes { -- SEQUENCE --
label '444f2d31'H -- "DO-1" --,

flags '40'H,
accessControlRules { -- SEQUENCE OF --
{ -- SEQUENCE --
accessMode '80'H,
securityCondition or { -- SEQUENCE OF --
authID '414f2d31'H -- "AQ-1" --,
authID '414f2d32'H -- "A0-2" --
}
b
{ -- SEQUENCE --
accessMode '40'H,
securityCondition and { -- SEQUENCE OF --
authID '414f2d31'H -- "AO-1" -,
authID '414f2d32'H -- "AQ-2" --
}
}
}
h

classAttributes { -- SEQUENCE --

1
typeAttributes di-recl '80020102'H
}
}
authObjects objects { -- SEQUENCE OF --
pwd { -- SEQUENCE --
commonObjectAttributes { -- SEQUENCE --
label '414f2d31'H -- "AQ-1" --,
flags '40'H
b
classAttributes { -- SEQUENCE --
authID '414f2d31'H -- "AQ-1" --,
authReference |1,
selDentifier 2
&
typeAttributes { -- SEQUENCE --
pwdFlags "0400°'H,
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pwdType 1,

minLength 4,

storedLength 12,

maxLength 8,

padChar 'ffH -- " " --,

path { -- SEQUENCE --
¢fIDOrPath '3f004045'H

}
secretKeys objects { -- SEQUENCE OF --
genericSecretKey { -- SEQUENCE --

commonObjectAttributes { -- SEQUENCE --
label '534b2d31'H -- "SK-1" --,
flags '40'H,
authlD '4142d31'H -- "AQ-1" --
h

classAttributes { -- SEQUENCE --
1D '534b2d31'H -- "SK-1" --,
usage '0200'H,
native TRUE,
accessFlags '10'H,
keyReference 10
b

subClassAttributes { -- SEQUENCE --
keyLen 64

b

typeAttributes { -- SEQUENCE --
keyType {2 8},
keyAttr '58'H

}

E.3.3 Ma tir ASN.1 déi v&i ma héa va giai ma BER
i*
** Mi héa mét Déi tugng dit ligu dugc bio vé
*/
volD DataObject(unsigned char *label,
unsigned char objectFlags,
unsigned char *passwordl,

unsigoed char *password2

)

ClOChoice *cio;
DataContainerObjectChoice *dco, **dcop;
AccessControlRule *acr, **acrp;
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SecurityCondition *sc, **scp;

SecurityCondition securityConditionl;

SecurityCondition securityCondition2;

AsnOcts authID1;

AsnOcts authlD2;

CommonObjectAttributes commonObjectAttr = { 0 };
CommonDataContainerObjectAttributes commonDataContainerObjectAttributes = { 0 };
1S07816DOAuributes iso7816DOAttributes = { 0 };
DataContainerObject_ISO7816DOAttributes patir = { 0 };
CredentiallDentifier credentiallDentifier = { 0 };

Path pathOctets ={0};

AsnOcts dataObjectValuel = { sizeof{doValuel), doValuel };

char commonObjectFlags(1]= {0 };

AsnBits commonFlagsAsnBits = { 2, commonObjectFlags };

char acessControlRuleFlagsi[1]= {0 };

AsnBits acessControlRuleAsnBitsl = { 4, acessControlRuleFlagsl };
char acessComrulRuleI—‘lggsZ[l] ={0};

AsnBits acessControlRuleAsnBits2 = { 4, acessControlRuleFlags2 };
char usageFlagBits(2) = {0 };

AsnBits usageFlagsAsnBits = = { 10, usageFlagBits };

authID 1 .octetLen = strlen{passwordl);

authID1.octs = strdup(password1);

authID2.octetLen = strlen({password2);

authID2.o0cts = strdup(password2);

FA

** Chon lya Déi tugng dit ligu

v

¢io = (CIOChoice *)calloc(], sizeof(DataContainerObjectChoice));
cio->choicelD = CIOCHOICE_DATACONTAINEROBIJECTS;
cio->a.dataContainerObjects = (DataContainerObjects *)calloc(l, sizeof(DataContainerObjects));
cio->a.dataContainerObjects->a.objects = AsnListNew(sizeof (volD*));
cio—a.dataContainerObjects—choice]D = PATHOROBJECTS_DATACONTAINEROBJECTCHOICE_OBJECTS;
dcop = (DataContainerObjectChoice **)AsnListAppend(cio->a.dataContainerQbjects->a.objects);
*dcop = dco = calloc(l, sizeof(DataContainerObjectChoice));
dco->choicelD = DATACONTAINEROBJECTCHOICE_ISO7816DO;
dco->a.iso7816D0 = &pattr;

pattr.commonObjectAttributes = &commonObjectAttr;
pattr.classAttributes = &commonDataContainerObjectAttributes;
pattr.subClassAttributes = NULL;

pattr.typeAttributes = &iso7816DOAttributes;

g

** Thugc tinh Déi tugng phé bién

¥

commonObjectAttr.label.octetLen = strlen(label);
commonObjectAttr.label.octs = label;

commonObjectFlags(0] = objectFlags;

commonQbjectAttr.flags = commonFlagsAsnBits;
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96

commonObjectAttr.accessControlRules = AsnListNew(sizeof (voID*));

acrp = (AccessControlRule **)AsnListAppend(commonObjectAtir.accessControlRules);
*acrp = acr = calloc(l, sizeof{AccessControlRule));
acessControlRuleFlags1[0] = (unsigned char)(READ_FLAG);
acr->accessMode = acessControlRuleAsnBits1;

securityConditionl.choice]D = SECURITYCONDITION_SEACOS_OR;
securityConditionl.a.seacos_or = AsnListNew(sizeof (voID*));

scp = (SecurityCondition **)AsnListAppend(securityCondition].a.seacos_or);
*scp = sc = calloc(], sizeof(SecurityCondition));

sc->cheicelD = SECURITYCONDITION_AUTHID;

sc->a.authlD = &authID1;

scp = (SecurityCondition **)AsnListAppend(securityCondition].a.seacos_or);
*scp = sc = calloc(], sizeof{SecurityCondition));

sc->choicelD = SECURITYCONDITION_AUTHID;

sc->a.authlD = &authID2;

acr->securityCondition = &securityCondition];

acrp = (AccessControlRule **)AsnListAppend(commonObjectAttr.accessControlRules);
*acrp = acr = calloc(l, sizeof{ AccessControlRule));
acessControlRuleFlags2[0] = (unsigned char)(UPDATE_FLAG);
acr->accessMode = acessControlRuleAsnBits2;

securityCondition2.choicelD = SECURITYCONDITION_SEACOS_AND;
securityCondition2.a.seacos_and = AsnListNew(sizeof (voID*));

scp = {SecurityCondition **)AsnListAppend(securityCondition2.a.seacos_and);
*scp = sc = calloc(], sizeof(SecurityCondition));

sc->choicelD = SECURITYCONDITION_AUTHID;

sc->a.authID = &authID];

scp = (SecurityCondition **)AsnListAppend(securityCondition2.a.seacos_and);
*scp = sc = calloc(1, sizeof{SecurityCondition));

sc->choicelD = SECURITYCONDITION_AUTHID;

sc->a.authID = &authID2;

acr->securityCondition = &securityCondition2;

/*

** Thugc tinh Déi tugng bd chira di ligu phé bién

o i

I

** Thugc tinh D6i tuong dit ligu cua bd TCVN ISO/IEC 7816

*f

i507816DOAttributes.choicelD = OBJECTVALUE_DIRECT;
i307816DOAttributes.a.direct.value = &dataObjectValuel;
SetAnyTypeBylnt(&(iso7816DOAttributes.a.direct), issuerKeyHash);

g

** In ra Déi tugng dit ligu

o :

PrimtCIOChoice(stdout, cio, 3);

g

** Déi tuong dit ligu ma héa BER

*
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BERLength += BEncCIOChoiceContent(gb,cio);

}

volD Password{const char *label,
unsigned char objectFlags,
unsigned char *authID,
unsigned int authReference,
unsigned int seReference,
unsigned char *ID,
unsigned char *path, unsigned int pathLength,
unsigned short  pwdFlags,
unsigned int pwdType,
unsigned int minimumLength,
unsigned int storedLength,
unsigned int maximumLength,
unsigned char paddingCharacter
)

{
CIOChoice *cio;
AuthenticationObjectChoice *auth, **authp;

AuthenticationObject_PasswordAttributes pattr ={0};
CommonObjectAttributes commonObjAttr ={0}
CommonAuthenticationObjectAttributes commonAuthenticationObjectAttr ={0};
PasswordAttributes password Attributes ={0}
Path pathOctets ={0}

AsnOcts padChar ={0}

char commonObjectFlags[1] ={0};

AsnBits commonFlagsAsnBits = { 2, commonObjectFlags };

char passwordFlags(2] ={0});

AsnBits passwordFlagsBits = { 12, passwordFlags };

.

** Chitng thye Chon lva déi tugng

.

cio = (CIOChoice *)calloc(l, sizeof(AuthenticationObjectChoice));

cio->choicelD = CIOCHOICE_AUTHOBJECTS;

cio->a.authObjects = (AuthObjects *)calloc(1, sizeof( AuthObjects));

cio->a.authObjects->choicelD = PATHOROBJECTS_AUTHENTICATIONOBJECTCHOICE_OBIJECTS;
cio->a.authObjects->a.objects = AsnListNew(sizeof (volD*));

authp = (AuthenticationObjectChoice **)AsnListAppend(cio->a.authObjects->a.objects);

*authp = auth = calloc(l, sizeof{AuthenticationObjectChoice));

auth->choiceIlD = AUTHENTICATIONOBJECTCHOICE_PWD;

auth->a.pwd = &pattr;

pattr.commonObjectAttributes = &commonObjAttr;
pattr.classAttributes = &commonAuthenticationObjectAttr;
pattr.subClassAttributes = (AsaNull *)NULL;
pattr.typeAttributes = &passwordAttributes;

/"

** Thugc tinh Déi rugng phd bién
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*

commonObjAttr.]label.octs = _strdup(label);
commonObjAttr.label.octetLen = strlen(label);
commonObjectFlags[0] = objectFlags;
commonObjAttr.flags = commonFlagsAsnBits;

Iz

** Thujc tinh Ddi tugng chimg thye phd bién

*/

commonAuthenticationObjectAttr.authID.octs =1D;
commonAuthenticationObjectAttr.authID.octetLen = strlen(ID);
commonAuthenticationObjectAtir.authReference = &authReference;
commonAuthenticationObjectAttr.se[Dentifier = &seReference;
0

** Thugc tinh Mit khiu

.

passwordFlags[0] = (unsigned char)(pwdFlags>>8);
passwordFlags[1] = (unsigned char)(pwdFlags);
passwordAttributes.pwdFlags = passwordFlagsBits;
passwordAttributes. pwdType = pwdType;
passwordAttributes.minLength = minimumLength;
passwordAttributes.storedLength = storedLength;
passwordAttributes.maxLength = (Asnlnt *)calloc(l, sizeof(Asnlnt));
*passwordAttributes.maxLength = maximumLength;
padChar.octetLen = 1;

padChar.octs = {char *)calloc(1,1);

padChar.octs[0] = paddingCharacter;
passwordAttributes.padChar = padChar;
pathOctets.efIDOrPath.octs = path;
pathOctets.eflDOrPath.octetLen = pathLength;
passwordAttributes.path = &pathOctets;

[

** In ra D6i tugng dit liéu chirng thyc

*/

fprint{{stdout, "\n\n");

PrimtClOChoice(stdout, cio, 3);

‘f.

** Pi tugng dir liéu chimg thyc mi héa BER

*

BERLength += BEncCIOChoiceContent(gb,cio);

}

volD SecretKey(const char *label,
unsigned char objectFlags,
unsigned char *authiD,
unsigned short  usageFlags,
unsigned int keyReference,
unsigned char *ID,
unsigned int keyLength
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CIOChoice *cio;
SecretKeyChoice *sk, **skp;
SecretKeyObject_GenericKeyAttributes pattr = {0 };

CommonObjectAttributes commonObjAttr ={0};
CommonKeyAttiributes commonKeyAttr ={0};
CommonSecretKeyAttributes commonSecretKeyAttr = {0 };
GenericKeyAttributes genericKeyAttr ={0};

Path pathOctets ={0}

AsnOcts keyOIDOcts ={0};
AsnOcts keyAttrQOcts ={0};
AsnOID keyOQID ={0};

char commonObjectFlags[1] ={0};
AsnBits commonFlagsAsnBits = { 2, commonObjectFlags };
char keyUsage[2] ={0}

AsnBits keyUsageAsnBits = { 9, keyUsage };

char keyNativeAsnBool =FALSE;

char keyAccessFlags(1) ={0};

AsnBits keyAccessFlagsAsnBits = { 4, keyAccessFlags };
!‘

** Chon lya Khéa bi mét

*f

¢io = (CIOChoice *)calloc(!, sizeof{SecretKeyChoice));

cio->choicelD = CIOCHOICE_SECRETKEYS;

cio->a.secretKeys = (SecretKeys *)calloc(l, sizeof(SecretKeys)),
cio->a.secretKeys->choicelD = PATHOROBJECTS_SECRETKEYCHOICE_OBJECTS;
cio->a.secretKeys->a.objects = AsnListNew(sizeof (voID*));

skp = (SecretKeyChoice **)AsnListAppend(cio->a.secretKeys->a.objects);

*skp = sk = calloc(l, sizeof(SecretKeyChoice));

sk->choicelD = SECRETKEYCHOICE_GENERICSECRETKEY,;

sk->a.genericSecretKey = &pattr;

pattr.commonObjectAttributes = &commonObjAttr;
pattr.classAttributes = &commonKeyAttr;
pattr.subClassAttributes = &commonSecretKeyAttr;
pattr.typeAttributes = &genericKeyAttr;

o

** Thugc tinh Déi tugng ph6 bién

o

commonObjAttr.label.octs = label;
commonObjAttr.label.octetLen = strlen(label);
commonObjAttr.authID.octetLen = strlen(authID);
commonObjAttr.authID.octs = authlD;
commonQbjectFlags[0] = objectFlags;
commonObjAttr.flags = commonFlagsAsnBits;

I

** Thugc tinh khéa cong kbai

99



TCVN 11167-15:2015
*
commonKeyAttr.ID.octs = ID;
commonKeyAttr.ID.octetLen = strlen(ID);
keyUsage[0] = (unsigned char)(usageFlags>>8);
keyUsage[1] = (unsigned char)(usageFlags);
commonKeyAttr.usage = keyUsageAsnBits;
keyNativeAsnBool = TRUE;
commonKeyAttr.native = &keyNativeAsnBool;
keyAccessFlags[0] = NEVEREXTRACTABLE _FLAG;
commonKeyAttr.accessFlags= keyAccessFlagsAsnBits;
commonKeyAttr.keyReference = &keyReference;
/*
** Thuge tinh Khéa bi mét phé bién
*
commonSecretKeyAtir.keyLen = (Asnlat *)calloc(l, sizeof{Asnlnt));
*commonSecretKeyAttr.keyLen = keyLength;
.
** Loai Khoéa bi mit chung
*f
keyOIDOcts.octetLen =1,
keyOIDOcts.octs = (char *)calloc(1,1);
keyOIDOcts.octs[0] = 88,
genericKeyAttr.keyType = keyOIDOcts;
SetAnyTypeBylnt{&genericKeyAttr. keyAttr, subjectKeyID);
keyAttrOcts.octetLen = 1;
keyAttrOcts.octs = {char *)calloc(1,1);
keyAttrOcts.octs[0] = 88;
genericKeyAttr keyAttr.value = &keyAurQOcts;
It
** In ra Dbi tugng dit ligu khéa bi mit
*
fprintf{stdout, "\n\n");
PrintCIOChoice(stdout, cio, 3);
{t
** D4i trgng dit liéu khéa bi mét ma héa BER
*f
BERLength += BEncCIOChoiceContent{gh,cio);
}
*
** Tim Déi tugng chimg thyc ma bio vé mt DSi tugng dit lidu
*
volD Access_Condition_for_Data_Object(unsigned char *DOBER, unsigned int DOBERLength,
unsigned char *AOBER, unsigned int AOBERLength)

ENV_TYPE env;

CIOChoice *cioDO, *ciocAO;
SBuf dob, aob;
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GenBuf *dogh, *aogb;

unsigned int bytesDecoded = 0;

AsnTag tag(DO;

AsnLen elmtLen0;

DataContainerObjectChoice *dataObject;

AuthenticationObjectChoice *authenticationObject;
AuthenticationObject_PasswordAttributes® pwd;

AccessControlRule *accessControlRule;

SecurityCondition *securityCondition, *securityConditionAuthID;

AsnOcts *authID1;

if(setjmp(env)!=0) exit(0);

I*

*= Liy quy tht truy cip ddi véi viéc doc Bdi tugng dit lidu

*/

¢ioDO = (CIOChoice *)calloc(l, sizeof{DataContainerObjectChoice));
SBuflnstallData(&dob, DOBER, DOBERLength);

SBuftoGenBuf(&dob, &dogb);

tagID0 = BDecTag(dogh, &bytesDecoded, env);

elmtLen0 = BDecLen(dogh, &bytesDecoded, env);
BDecClOChoiceContent(dogb, tagID0, elmtLen0, cioDO, &bytesDecoded, env);
dataObject = (DataContainerObjectChoice *)(cioDO->a.dataContainerObjects->a.objects->first->data);
FOR_EACH_LIST_ELMT(accessControlRule, dataObject->a.iso7816D0->commonObjectAttributes-

>accessControlRules)

{
if(accessControlRule->accessMode.bits && READ_FLAG)
break;
H
if(accessControlRule == NULL)

exit(0);
securityCondition = accessControlRule->securityCondition;
if(securityCondition->choiceID != SECURITYCONDITION_SEACOS_OR)
exit(0); *
securityConditionAuthlD = (SecurityCondition *){(securityCondition->a.scacos_or->first->data);
if(securityConditionAuthID->choicelD != SECURITYCONDITION_AUTHID)
exit(0);
authID1 = (AsnOcts *)securityConditionAuthID->a.authID;
/e
** Tim Déi tuong ching thyc lién quan téi thuit ng diu tiéa trong diéu kign OR
*/
cioAQ = (CIOChoice *)calloc(l, sizeof(AuthenticationObjeciChoice));
SBuflnstallData(&aob, AOBER, AOBERLength);
SBuftoGenBuf{&aob, &aogb);
taglD0 = BDecTag(aogh, &bytesDecoded, env);
elmtLen0 = BDecLen(aogh, &bytesDecoded, env);
BDecClOChoiceContent(aogh, tagIDO0, elmtLen0, cioAO, &bytesDecoded, env);
FOR_EACH_LIST_ELMT(authenticationObject, cioAO->a.dataContainerObjects->a.objects)

{
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if(authenticationObject->choicelD == AUTHENTICATIONOBJECTCHOICE_PWD)
{
pwd = authenticationObject->a.pwd;
if((authID1->octetLen == pwd->commonObjectAttributes->label.octetLen) &&

mememp(authlD1->octs, pwd->commonObjectAttributes->label.octs, authID1->octetLen) ==
0)

,J't

** Tim AO di k&m véi thudt ngit ddu tién trong didu kién OR
** [ién quan t6i ché 4§ truy cip PQC cua DO

o

break;

}

E.3.4 Ma héa BER

<EF_DO>
0Oxa7,0x46,0xa0,0x44,0xa0,0x42,0x30,0x34,0x0¢,0x04,0x44,0x4f,0x2d,0x31,0x03,
0x02,0x06,0x40,0x30,0x28,0x30,0x12,0x03,0x02,0x04,0x80,0xa2,0x0¢,0x04,0x04,
0x41,0x4f,0x2d,0x31,0x04,0x04,0x41,0x4f,0x2d,0x32,0x30,0x12,0x03,0x02,0x04,
0x40,0xal,0x0c,0x04,0x04,0x41,0x4f,0x2d,0x31,0x04,0x04,0x41,0x4£,0x24d,0x32,
0x30,0x00,0xal,0x08,0xa0,0x06,0x60,0x04,0x80,0x02,0x01,0x02

</EF_DO>

<EF_AO>
0xa8,0x3¢,0x20,0x3¢c,0x30,0x32,0x30,0x0a,0x0¢,0x04,0x41,0x41,0x2d,0x31,0x03,0x02,
0x06,0x40,0x30,0x0¢,0x04,0x04,0x41,0x4{,0x2d,0x31,0x02,0x01,0x01,0x80,0x01,0x02,
0xal,0x1e,0x30,0x1¢,0x03,0x03,0x04,0x04,0x00,0x0a,0x01,0x01,0x02,0x01,0x04,0x02,
0x01,0x0¢,0x02,0x01,0x08,0x04,0x01,0xf,0x30,0x06,0x04,0x04,0x3£,0x00,0x40,0x45
</EF_AO>

<EF_SK>
0xa3,0x3b,0xa0,0x39,0xaf,0x37,0x30,0x10,0x0c,0x04,0x53,0x4b,0x2d,0x31,0x03,0x02,
0x06,0x40,0x04,0x04,0x41,0x4f,0x2d,0x31,0x30,0x14,0x04,0x04,0x53,0x4b,0x2d,0x31,
0x03,0x02,0x02,0x00,0x01,0x01,0x{f,0x03,0x02,0x04,0x10,0x02,0x01,0x0a,0x20,0x05,
0x30,0x03,0x02,0x01,0x40,0xa1,0x06,0x30,0x04,0x06,0x01,0x58,0x58

</EF_SK>

E.4 Ma héa mét Chirng nhén
E.4.1 M ta vi du Png dyng théng tin ma héa
Mét md ta cua mdt chitng nhén X.509.

E.4.2 Ma héa ASN.1 cia mdt Chirng nhan X.509
certificates objects { -- SEQUENCE OF --
x509Certificate { -- SEQUENCE --
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commonObjectAttributes { -- SEQUENCE --
label '43657274696669636174652031'H -- "Certificate 1" --,
flags '40°'H,
authID "17'H,
userConsent 5
h
classAttributes { -- SEQUENCE --
ID '41444d'H -- "ADM" --,
authority FALSE,
IDentifier { -- SEQUENCE --
IDType 0,
[DValue '3132333435363738'H -- "12345678" --
b
certHash { -- SEQUENCE --
hashAlg { -- SEQUENCE --
algorithm {0 17 34 51},
parameters '332211'H
h
certID { -- SEQUENCE --
issuer iPAddress 'c0a82d01'H,
serialNumber 13107
h
hashVal '998877'H
|
trustedUsage { -- SEQUENCE --
keyUsage '2000'H

b
IDentifiers { -- SEQUENCE OF --
{ -- SEQUENCE --
IDType §,
IDValue '616263'H -- "abc" --
h
{ -- SEQUENCE --
IDType 5,
IDValue '78797a'H -- "xyz" --
}

b
typeAttributes { -- SEQUENCE --
value indirect path { -- SEQUENCE --
efIDOrPath '3f004042'H -- "? @B" --
}
subject rdnSequence { -- SEQUENCE OF --
{ -- SET OF --
{ -- SEQUENCE --
type {1 11 68},
value NULL,
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valuesWithContext { -- SET OF --
{ -- SEQUENCE --
distingAttrValue '5577'H,
contextList { -- SET OF --
{ -- SEQUENCE --
contextType {2 40 86},
contextValues { -- SET OF

'876543'H
h
fallback TRUE
}
}
}
}
}
}
b
issuer rdnSequence { -- SEQUENCE OF --
{-- SET OF --
{ -- SEQUENCE --
type {2 5102},
value NULL,
valuesWithContext { -- SET OF --
{ -- SEQUENCE --
distingAttrValue '8899'H,
contextList { -- SET OF --
{ -- SEQUENCE --
contextType {2 40 86},
contextValues { -- SET OF --
'785634'H
h
fallback TRUE
}
}
}
}
}
}
h
serialNumber 22376

}

E.4.3 Ma tlr ASN.1 déi v&i Ma héa va Giai ma BER
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** Vi dy vé ma cila M2 héa BER

L7

volD X509Certificate(unsigned char *label,
unsigned char  objectFlags,
unsigned char *ID, unsigned int IDLength,
unsigned char authority,
unsigned short  usapeFlags,
unsigned int externallDentifierType,
unsigned char *externallDentifier,
unsigned char *path, unsigned int pathLength,
unsigned char *BER, unsigned int *BERLength

)
{
unsigned int I;
SBufb;
GenBuf *gb;
unsigned char buffer(1024];
// Piura

CIOChoice *cio;

CertificateChoice *prk, **prkp;

AccessControlRule *acr, **acrp;

SecurityCondition *sc, **scp;

CredentiallDentifier *cID, **cIDp;
RelativeDistinguishedName *rdn, **rdnp;
AttributeTypeAndDistinguishedValue *atady, **atadvp;
AttributeType AndDistinguished ValueSetOfSeq *atadvsos, **atadvsosp;
Context *atadvsosso, **atadvsossop;

AsnAny *any, **anyp,;

SecurityCondition securityConditionl;
SecurityCondition securityCondition2;

AsnOcts authID11 = { sizeof(AuthID11), AuthIDI1 };
AsnOcts authID12 = { sizeof(AuthID12), AuthID12 };
AsnOcts authID21= { sizeof(AuthID21), AuthID21 };
AsnOcts authID22= { sizeof(AuthID22), AuthID22 };

CertificateObject_X509Centificate Attributes pattr ={0};

CommonObjectAttributes commonObjAttr ={0};
CommonCertificateAttributes commonCertificateAttr = {0 };

X509CertificateAttributes x509Certificate Attr ={0};

CredentiallDentifier credentiallDentifier ={0};

Path pathOctets ={0};

AsnQOcts issuerHash ={0};

AsnOcts issuerHash] = { sizeof(IDentifierl), IDentifier] };
AsnOcts issuerHash2 = { sizeof{IDentifier2), IDentifier2 };
AsoOcts asnATADVvalue = { sizeof{ ATADVvalue), ATADVvalue };

AsnOcts asn ATADVdistvalue = { sizeof{lATADVdistvalue), ATADVdistvalue };
AsnOcts asnATADVvaluelssuer = { sizeof{ ATADVvaluelssuer ), ATADVvaluelssuer };

AsnOcts asnATADVdistvaluelssuer = { sizeof{ATADVdistvaluelssuer ), ATADVdistvaluelssuer };
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1086

char commonObjectFlags(1) ={0}

AsnBits commonFlagsAsnBits = { 2, commonObjectFlags };
char acessControlRuleFlags1[1) = {0}:

AsnBits acessControlRuleAsnBits] = { 4, acessControlRuleFlagsl };

char acessControlRuleFlags2(1] = {0}

AsnBits acessControlRuleAsoBits2 = { 4, acessControlRuleFlags2 };

char usageFlagBits[2] ={0};

AsnBits usageFlagsAsnBit{ 10, usageFlagBits };
CertHash certHash ={0});
AlgorithmIDentifier algolD ={0};

AsnOcts parameters ={0};
CerlID certID ={0};

GeneralName issuer;

Usageusage={ 0 };

AsnAny contextValuel;

AsnOcts contextValuelOcts = { sizeof{ContextValuelOcts), ContextValuelOcts };
AsnAny contextValuellssuer;

AsnOcts contextValuelOctsIssuer = { sizeof{ContextValuel OctsIssuer), ContextValuel OctsIssuer };
InitAnyCryptographicinformationFramework();

InitAnylnformationFramework2();

SBuflnit(&b, buffer, sizeof(buffer));

SBufResetInWriteRvsMode(&b);

SBuftoGenBuf{&b, &gb);

‘f!

** Pidu 8.3 Loai CIOChoice

Ll

** "EF.OD phai bao gbm t8 hgp cda 0, 1 hay nhiéu gia trj DER m3 héa cia CIOChoice.”
(1]

.

cio = (CIOChoice *)calloc(1, sizeof{CentificateChoice));

cio->choicelD = CIOCHOICE_CERTIFICATES;

/¢ :
** "“Mong dgi ring mét myc viao EF.OD thuéng tham chiéu mot tép tin riéng 1&

** (chon lya dudng din ciia PathOrObjects) bao gdm céc CIO ciia loai duge chi dinh.

** Mt muc vio cé thé, tuy nhién gi tryc tiép c4e CIO (chon lya cac déi tugng cia

** PathOrObjects), néu cic dbi tugng va tép tin EF.OD cé ciing céc yéu clu

** kiém soét truy cp."

L1

** PathOrObjects {CertificateChoice}

s 4

cio->a,certificates = (P15Certificates *)calloc(1, sizeof(P15Certificates));
cio->a.certificates->choice]lD = PATHOROBJECTS_CERTIFICATECHOICE_OBJECTS;
cio->a.certificates->a.objects = AsnListNew(sizeof (voID*));

.,‘-

** Didu 8.4.1 CertificateChoice

** "Logi ndy bao gdm théng tin véi m§t khoa rieng. M&i gis trj bao gdm
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** cic thugc tinh phé bién véi bit ky dbi tugng, khéa, khda riéng nio
** vi edc thufe tinh cy thé véi khéa.”
*/
prkp = (CertificateChoice **)AsnListAppend(cio->a.certificates->a.objects);
*prkp = prk = calloc(l, sizeof(CertificateChoice));
prk->choicelD = CERTIFICATECHOICE_X509CERTIFICATE;
prk->a.x509Certificate = &pattr;

pattr.commonObjectAttributes = &commonObjAttr;
pattr.classAttributes = &commonCertificateAttr;
pattr.subClassAttributes =NULL;
pattr.typeAttributes = &x509CertificateAttr;

I

** Didu 8.2.8 CommonObjectAttributes

.

** "] oai ndy i mdt b chira véi cic thude tinh phd bién véi tht ¢a cic CIO."
L

*

commonObjAttr.label.octs = label;

commonObjAttr.label.octetLen = strlen{label);

commonObjectFlags[0] = objectFlags;

commonObjAttr.flags = commonFlags AsnBits;
commonObjAttr.authlD.octetLen = sizeof{authID);

commonObj Attr.authID.octs = authID;

commonObj Attr.userConsent = &one;

‘,‘-

** Pjéu 8,2.15 CommonCertificate Attributes

L 1]

** "Khi mét khéa cdng khai trong mét ching nhin tham chiéu téi mot chimg nhin
** tham chiéu boi mgt déi tugng thong tin ching nhén lién quan téi mdt khoa riéng
** tham chiéu bdi déi tugng théng tin khéa riéng, thi cdc d5i twong thang tin
** phai chia sé gid trj gidng nhau véi truémg ID. Yéu ciu ndy tim kiém mét
** khéa riéng don gién lién quan t&i mét chimg nhén cy thé va nguoc lai.

** Nhiéu chimg nhén ¢6 ciing khéa phai chia sé gi4 trj gidng nhau cho ID."

i 1

commonCertificateAttr.ID.octetLen = IDLeagth;
commonCertificateAttr.ID.octs = [D;

commonCertificate Attr.authority = &authority;

issuerHash.octs = externallDentifier;

issuerHash.octetLen = strlen(externallDentifier);
credentiallDentifier.1DValue.value = &issuerHash;
SetAnyTypeBylnt(&(credentiallDentifier.IDValue), externallDentifier Type);
commonCertificate Attr.IDentifier = &credentiallDentifier;

/* Bim ching nhin */

commonCertificate Attr.certHash = &certHash;

certHash.hashAlg = &algolD;

algoID.algorithm.octetLen = sizeof(algo11D);

algolD.algorithm.octs = algo11D;
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parameters.octetLen = sizeof{algo] Pm);

parameters.octs = algolPm;

algoID.parameters.value = &parameters;
SetAnyTypeBylnt(&algolD.parameters, externallDentifierType);
/* Bj dinh dagh chimng nhén */

certHash.cert]D = &certlD;

certlD.issuer = &issuer;

igsuer.choice]D = GENERALNAME_IPADDRESS;
issuer.a.iPAddress = (AsnOcts *}calloc(], sizeof{AsnOcts));
issuer.a.iPAddress->octetLen = sizeof{issuerIP Address);
issuer.a.iPAddress->octs = issuerlPAddress;
certID.serialNumber = 0x3333;

/* Bim chimg nhén */

certHash.hashVal.bitLen = 8*sizeof(hashbits);
ceriHash.hashVal.bits = hashbits;

* Céch dung */

commonCertificate Attr.trustedUsage = &usage;
usageFlagBits[0] = (unsigned char){usageFlags>>8);
usageFlagBits[1] = (unsigned char)(usageFlags),
usage.keyUsage = usageFlagsAsnBits;

/* B dinh danh */

commonCertificate Attr.IDentifiers = AsnListNew(sizeof (voID*));
¢IDp = (CredentiallDentifier **)AsnListAppend(commonCertificateAttr.1Dentifiers);
*¢IDp = ¢ID = calloc(], sizeof(CredentiallDentifier));
cID->IDType = externallDentifierType;

clD->IDValue.value = &issuerHashl;
SetAnyTypeByInt{&(cID->IDValue), externallDentifierType);
¢IDp = (CredentiallDentifier **)AsnListAppend(commonCertificateAttr.IDentifiers);
*:IDp = ¢ID = calloc(l, sizeof(CredentiallDentifier)),
¢ID->IDType = externallDentifierType;

cID->IDValue.value = &issuerHash2;
SetAnyTypeBylnt(&(cID->IDValue), externallDentifierType);

/*

** Ditu 8.7.2 Thugc tinh chimg nhin X509

[ 1]

** "X 509Certificate Attributes.value: Gi4 trj phdi 14 mdt ReferencedValue

** hojc nbdn dang mét tép tin 36m mét chimg nhin mi héa DER tai dia diém c6 sin,
** hosc mjt URL trd 16i vai dja diém ma chimg nhén c6 thé tim théy.

.-

** "X509Certificate Attributes.subject, X509Certificate Attributes.issuer v

** X509Certificate Attributes.serialNumber: céc truémg niy twong ty nhu véi

** cic trudmg twong g trong 1SO/IEC 9594-8:1998. Céc gid trj cia céc trubng ndy
** phij gidng hét cic trudmg twong wng trong chinh chimg nhén.

** Li do tao ra tily chen 1A nhdm cung cp nhidu tién ich vé khong gian, khi ching

** skn sing xem xét trong chinh ching nhin."
i
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x509CertificateAttr.value = (ObjectValue *)calloc(l, sizeof(ObjectValue));
x509CenrtificateAttr.value->choiceIlD = OBJECTVALUE_INDIRECT;
x509CertificateAttr.value->a.indirect = (ReferencedValue *)calloc(l, sizeof(ReferencedValue));
x509Certificate Attr.value->a.indirect->choicelD = REFERENCEDVALUE_PATH,
pathOctets.efIDOrPath.octs = (char *)calloc(1, pathLength);
memepy(pathOctets.efIDOrPath. octs, path, pathLength);
pathOctets.efIDOrPath.octetLen = pathLength;
x509CertificateAttr.value->a.indirect->a.path = &pathOctets;
/* N§i dung */
x509Certificate Attr.subject = (Name *)calloc(l, sizeof(Name));
x509CertificateAttr.subject->choice]D = NAME_RDNSEQUENCE;
x509Certificate Attr.subject->a.rdnSequence = AsnListNew(sizeof (voID*));
rdop = (RelativeDistinguishedName **)AsnListAppend(x509CertificateAttr.subject->a.rdnSequence);
*rdnp = rdn = AsnListNew(sizeof (voID*));
atadvp = (AttributeTypeAndDistinguishedValue **)AsnListAppend(rdn);
*atadvp=atadv=

(AttributeType AndDistinguishedValue*)

calloc(1,sizeof{ AttributeType AndDistinguishedValue));

atadv->type.octetLen = sizeof(ATADViype);
atadv->type.octs = ATADVtype;
atadv->value.value = &asnATADVvalue;
SetAnyTypeByOQID(&(atadv->value), &noRevAvail);
atadv->valuesWithContext = AsnListNew(sizeof (voID*));
atadvsosp= (AttributeTypeAndDistinguishedValueSetOfSeq **)AsnListAppend(atadv->valuesWithContext);
*atadvsosp=atadvsos=

(AttributeTypeAndDistinguishedValueSetOfSeq *)

calloc(l,sizeof{AttributeTypeAndDistinguishedValueSetOfSeq));

atadvsos->distingAttrValue.value = &asnATADVdistvalue;
SetAnyTypeBylnt(&(atadvsos->distingAttrValue), externallDentifierType);
atadvsos->contextList = AsnListNew({sizeof (volD*));
atadvsossop = (Context **)}AsnListAppend(atadvsos->contextList);
*atadvsossop = atadvsosso = (Context *)calloc(1, sizeof(Context));
atadvsosso->contextType.octetLen = sizeof(contextTypelssuer);
atadvsosso->contextType.octs = contextTypelssuer;
atadvsosso->contextValues = AsnListNew(sizeof (volD*));
anyp = (AsnAny **)AsnListAppend(atadvsosso->contextValues);
contextValuel.value = &contextValuelOcts;
SetAnyTypeBylnt{&(contextValuel), externallDentifierType);
*anyp = any = &contextValuel;
atadvsosso->fallback = &True;
atadv->primaryDistinguished = FALSE;
/* Té chirc phét hanh */
x509CertificateAttr.issuer = (Name *)calloc(], sizeof(Name));
x509CertificateAttr.issuer->choicelD = NAME_RDNSEQUENCE;
x509CertificateAttr.issuer->a.rdnSequence = AsnListNew(sizeof (volD*));
rdnp = (RelativeDistinguishedName **)AsnListAppend(x509CertificateAttr.issuer->a.rdnSequence);
*rdnp = rdn = AsnListNew(sizeof (volD*));
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atadvp = (AttributeType AndDistinguishedValue **)AsnListAppend(rdn);
*atadvp=atadv=
(AttributeType AndDistinguishedValue *)
calloc(1, sizeof{AttributeTypeAndDistinguishedValue));
atadv->type.octetLen = sizeof{ ATAD Vtypelssuer);
atadv->type.octs = ATADVtypelssuer;
atadv->value.value = &asnATADVvaluelssuer;
SetAnyTypeByOID(&(atadv->value), &noRevAvail);
atadv->valuesWithContext = AsnListNew(sizeof (voID*));
atadvsosp= (AttributeTypeAndDistinguishedValueSetOfSeq **)AsnListAppend(atadv->valuesWithContext);
*atadvsosp=atadvsos=
(Attribute TypeAndDistinguishedValueSetOfSeq *)
calloc(l, sizeof(AttributeType AndDistinguishedValueSetOfSeq));

atadvsos->disting AttrValue value = &asnATADVdistvaluelssuer;
SetAnyTypeByInt{&(atadvsos->distingAttrValue), externallDentifierType);
atadvsos->contextList = AsnListNew(sizeof (voID*));
atadvsossop = (Context **)AsnListAppend(atadvsos->contextList);
*atadvsossop = atadvsosso = (Context *)calloc(1, sizeof{Context));
atadvsosso->contextType.octetLen = sizeof{contextTypelssuer);
atadvsosso->contextType.octs = contextTypelssuer;
atadvsosso->contextValues = AsnListNew(sizeof (voID*));
anyp = (AsnAny **)AsnListAppend(atadvsosso->contextValues);
contextValuellssuer.value = &contextValuel OctsIssuer;
SetAnyTypeBylnt{&(contextValuellssuer), externallDentifierType);
*anyp = any = &contextValuelIssuer;
atadvsosso->fallback = &True;
atadv->primaryDistinguished = FALSE;
x509CertificateAttr.serialNumber = &certSerialNumber;
/e
** In ra i tugng dit ligu chimg nhin
o |

* PrintCIOChoice(stdout, cio, 3);
/*
** p§i tugng di ligu chimg nhin ma héa BER
*
*BERLength = BEncCIOChoiceContent(gb,cio);
GenBufResetInReadMode(gb);
1=0;
memcpy(BER, GenBufGetSeg(gb, &1), *BERLength);

}
f&
** Vi du vé& M3 d6i véi Ma héa BER
i
Palh_to_XSO?_Ceniﬁcate{unsigned char *BER, unsigned int BERLength)
{
SBufb;
GenBuf *gb;
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unsigned int bytesDecoded = 0;

ENV_TYPE env;

AsnTag taglD0;

AsnLen elmtLen0;

ClOChoice *cio;

CertificateChoice *certificate;
CertificateObject_X509CertificatcAttributes® x509Certificate;
X509CertificateAttributes® typeAttributes;

ObjectValue® value;

unsigned int i, pathLength;

unsigned char *path;

if(setjmp(env)!= 0) exit(0);

cio = calloc(1, sizeof(CIOChoice));

SBuflnstallData(&b, BER, BERLength);

SBuftoGenBuf(&b, &gb);

taglD0 = BDecTag(gb, &bytesDecoded, env);

elmtLen0 = BDecLen(gb, &bytesDecoded, env);

.

** Gid m3 Chung nhén X.509

*/

BDecCIOChoiceContent(gh, tagID0, elmtLen0, cio, &bytesDecoded, env);
Iz

** Tim dudmg din téi chimg nhin

14

certificate = (CertificateChoice *)(cio->a.certificates->a.objects->first->data),;
x509Certificate = certificate->a.x509Certificate;
typeAttributes = x509Certificate->typeAttributes;

value = typeAttributes->value;

printf("Path to Certificate: *);

pathLength = value->a.indirect->a.path->¢fIDOrPath.octetLen;
path = value->a.indirect->a path->¢fIDOrPath.octs;

for(i = 0; i < pathLength; i+=2)

printf{"0x%02x%02x ", path[i), path[i+1]);

printf{"\n");

E.4.4 Mi hdéa BER

<BER>

0xad,0x81,0xe1,0xa0,0x81,0xde,0x30,0x81,0xdb,0x30,0x19,0x0c,0x0d,0x43,0x65,0x72,

0x74,0x69,0x66,0x69,0x63,0x61,0x74,0x65,0x20,0x31,0x03,0x02,0x06,0x40,0x04,0x01,
0x17,0x02,0x01,0x05,0x30,0x58,0x04,0x03,0x4 1,0x44,0x4d ,0x01,0x01,0x00,0x30,0x0d,
0x02,0x01,0x00,0x60,0x08,0x31,0x32,0x33,0x34,0x35,0x36,0x37,0x38,0x20,0x22,0xa0,
0x0¢,0x30,0x0a,0x06,0x03,0x11,0x22,0x33,0x60,0x03,0x33,0x22,0x11,0xal,0x0¢,0x30,

0x0a,0x87,0x04,0xc0,0xa8,0x2d,0x01,0x02,0x02,0x33,0x33,0x03,0x04,0x00,0x99,0x88,

0x77,0xa1,0x05,0x03,0x03,0x06,0x20,0x00,0xa2,0x14,0x30,0x08,0x02,0x01,0x05,0x60,
0x03,0x61,0x62,0x63,0x30,0x08,0x02,0x01,0x05,0x60,0x03,0x78,0x79,0x7a,0xal,0x64,
0x30,0x62,0x30,0x06,0x04,0x04,0x3f,0x00,0x40,0x42,0x30,0x28,0x31,0x26,0x30,0x24,
0x06,0x02,0x33,0x44,0x60,0x02,0x44,0x33,0x31,0x12,0x30,0x1 8,0xa0,0x04,0x60,0x02,
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0x55,0x77,0x31,0x10,0x30,0x0e,0x06,0x02,0x78,0x56,0x31,0x05,0x60,0x03,0x87,0x65,
0x43,0x01,0x01,0xff,0xa0,0x2a,0x30,0x28,0x31,0x26,0x30,0x24,0x06,0x02,0x55,0x66,
0x60,0x02,0x66,0x77,0x31,0x1a,0x30,0x 1 §,0xa0,0x04,0x60,0x02,0x88,0x99,0x31,0x10,
0x30,0x0¢,0x06,0x02,0x78,0x56,0x31,0x05,0x60,0x03,0x78,0x56,0x34,0x01,0x01,0xff,
0x02,0x02,0x57,0x68

</BER>

Bang E.2 12 m&t mé ta gian d& clia viée ma héa BER.
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€l

Bang E.2 - EF.CD cua Chirng nhin X.059

Loai diF liéu
A4 181" |chon CIO: Chimg nhan
AD 8D1E Chon chirng nhén: chirng nhéan X.509
3 (8L |06 twong chimg nhan X 509
30 |19 |Thudc tinh déi trgng phéd dung
0C |0D |label 43, 65, 72, 74, 69, 66, 69, 63, 61, 74, 65, 20, 31 |UTE-8 String
03 |02 |flags 05, 40 BIT STRING
04 |01 |authid 17 OCTET STRING
02 |01 |userContent 05 INTERGER
30 |58 |Thudc tinh chirng nhan phd dung
04 |03 |ID 41,44, 4D OCTET STRING
01 |01 |Authority 00 BOOLEAN
30 |0D |Identifier
02 |01 |idType 00 INTERGER
60 |08 |idValue 31, 32, 33, 34, 35, 36, 37, 38 OpenType
[0 [22 |certHash
A0 [oC [hashalg
30 oA
06 (03 |Thuattoan 11, 22, 33 oD
60 |03 |Thoéng sb 33,22, 1 OpenType
|a1 [oC [certiD
30 [oA
87 |04 |Issuer (iPAddress) |CO, A8, 2D, 01 OECTET STRING
02 |02 |serialNumber 33, 33 INTERGER

b=49L1L L NADL
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Béng E.2 - EF.CD cta Chirng nhan X.059 (tiép theo)

|Loai dir ligu
03 |04 [hashval |00, 99, 88, 77 |INTERGER
|a1 o5 |trustUsage
03 [03 |keyUsage |06. 20, 00 |BIT STRING
|2 [14 [b dinh danh
30 |08 (Credentialldentifier
02 [01 [idType 05 INTERGER
60 [03 [iavalue 61,62, 63 OpenType
30 |08 |Credentialldentifier
02 |01 |idType 05 INTERGER
60 |03 |idValue 78,79, TA OpenType

SHOZ:1-29L11 NADL



Bang E.2 - EF.CD cua Chirng nhin X.059 (tiép theo)

| Loai dir ligu
Thudc tinh chirng nhan X.509
30 |sz Chon:
30 |06 |Value
04 |04 | EfidOrPath 3F, 00, 40, 42 OCTET STRING
[30 |28 N&i dung (RDNSequence)
' 31|26 |ranSequence
30 |24 | Attribute TypeAndDistinguishedValue
06 |02 |Type 33, 44 oID
60 (02 |Value 44,33 OpenType
31 |1A|Tap valuesWithContext
30 |1a Chubi
A0 l04 SupportedAttributes
60 [02s5,77 [Opan*rype
|31 |10 contextList
30 |0E |Chudi
06 |02 | contextType oD
31|05 |Tap
60|03 |Ngtrcanh |9, 65,43 |OpenType
01|01 |fallback | FF BOOLEAN

St

b=29LLL NADL
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Bang E.2 - EF.CD cua Chirng nhén X.059 (két thic)

5102

Loai dir liéu
AO | 2A | bén phat hanh (RDNSequence)
|30 |28 | Chon:
31 |26 | Tap AttributeTypeAndValue
30 |24
06 |02 | Type 55, 66 oID
60 |02 |Value 66, 77 OpenType
31 | 1A | Tap valuesWithContext
30 |18 [chudi
A0|04 SupportedAttributes
60 [02 |88, 99 | OpenType
3110 | T4p contextList
30 [OE |Chudi
06 |02 | contextType 78,56 |OID
31|05 | Tap Context
6003 |Context 78, 56, 34 |
|01 |01 |fallback |FF BOOLEAN

|02 [02 | seriaiNumber

57,68

INTERGER

b-2911 1 NADL
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E.5 Ma héa (rng dung théng tin ma héa ESIGN
E.5.1 M5 ta vi dy (rng dyng théng tin ma hda

Viéc ma héa clia mdt vi dy cua Ung dung thong tin ma héa véi ESIGN dwoc mé té trong Didu 16 clia CWA
14890-1:2004.

E.5.2 Mai héa ASN.1 cua (rng dung thdng tin ma héa IAS

{ -- SEQUENCE OF --
privateKeys path { -- SEQUENCE --
efIDOrPath '4001'H
I
publicKeys path { -- SEQUENCE --
efIDOrPath '4002'H
)
certificates path { -- SEQUENCE --
efIDOrPath '4005'H
b
trustedCertificates path { -- SEQUENCE --
efIDOrPath '4004'H
h
dataContainerObjects path { -- SEQUENCE --
efIDOrPath '4006'H
h
authObjects path { -- SEQUENCE --
efIDOrPath '4003'H
}
}
cardInfo { -- SEQUENCE --
version 2,
serialNumber '0102030405060708'H,
manufacturer]D '41434d45'H -- "ACME" --,
label '5369676e6174757265204170706c69636174696fbe'H
cardflags '60'H,
selnfo { -- SEQUENCE OF --
{ -- SEQUENCE --
sel,
alD 'a000000167455349474¢'H
b
{ -- SEQUENCE --
se 2,
alD 'a000000167455349474e'H

h
supportedAlgorithms { -- SEQUENCE OF --
{ -- SEQUENCE --
reference 1,
algorithm 544,
parameters "H -- "* -,
supportedOperations '02'H,
objID {013 143 226},
algRef 16
b
{ -- SEQUENCE --
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reference 2,

algorithm -2147483648,
parameters "H -- " --,
supportedOperations '40'H,
objlD {0133634321},

algRef 17

b

{ -- SEQUENCE --
reference 3,
algorithm 544,
parameters "H -- "" --,
supportedOperations '40'H,
objID (0127211337115},
algRef 18

h

{ -- SEQUENCE --
reference 4,
algorithm -2147483647,
parameters "H -- " --,
supportedOperations 'S0'H,
objID (013367211},
algRef 23

h

{ -- SEQUENCE --
reference 5,
algorithm -21474836486,
parameters "H -- "" -,
supportedOperations '10'H,
objID (0133634321}

}

h

issuerID '4d61696e205374726565742042616e6b'H -- "Main Street Bank" --,

holderID '53616c6c7920477265656e'H -- "Sally Green" --,

lastUpdate generalizedTime '31393835313130363231303632372e335a'H -- "19851106210627.3Z" --,
preferredLanguage '4573706572616¢746fH -- "Esperanto” --

)

AuthenticationObjects { -- SEQUENCE OF --

118

pwd { -- SEQUENCE --
commonObjectAttributes { -- SEQUENCE --
label '476c6162616c20506173737767264'H -- "Mt khéu toin ciu” --,
flags "40'H,
authID '03'H,
accessControlRules { -- SEQUENCE OF --
{ -- SEQUENCE --
accessMode '20'H,
securityCondition authReference { -- SEQUENCE --
authMethod 'cO'H,
selDentifier 2

}

})

classAttributes { -- SEQUENCE --
authID '01'H,
authReference 1,
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selDentifier 2

h

typeAttributes { -- SEQUENCE --
pwdFlags '08'H,
pwdType 0,
minLength 4,
storedLength 0,
maxLength 8,
pwdReference 1,
padChar '00'H -- " " --,
path { -- SEQUENCE --

efIDOrPath "H -- "" --

b
pwd { -- SEQUENCE --
commonObjectAttributes { -- SEQUENCE --
label '5369676e61747572652050617373776f7264'H -- "Mit khiu chir ky" --,
flags '40'H,
authID '00'H,
accessControlRules { -- SEQUENCE OF --
{ -- SEQUENCE --
accessMode '20°'H,
securityCondition authReference { -- SEQUENCE --
authMethod 'c0'H,
selDentifier 2

}

}

classAttributes { -- SEQUENCE --
authlD '02'H,
authReference 129,
selDentifier 2

b

typeAttributes { -- SEQUENCE --
pwdFlags '48'H,
pwdType 0,
minLength 6,
storedLength 0,
maxLength 8,
pwdReference 129,
padChar '00'H -- " " --,
path { -- SEQUENCE --

efIDOrPath '3f003{01'H

}

pwd { -- SEQUENCE --
commonObjectAttributes { -- SEQUENCE --
label
'526573657474696e6720436(646520666f722074686520476c6f62616c205061737377617264'H
-- "Resetting Code for the Global Password” --,
flags "40’'H,
authID '03'H,
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accessControlRules { -- SEQUENCE OF --
{ -- SEQUENCE --
accessMode '20'H,
securityCondition authReference { -- SEQUENCE --
authMethod '¢0'H,
selDentifier 2

}

h

classAttributes { -- SEQUENCE --
authID '03'H,
authReference 129,
selDentifier 2

b

typeAttributes { -- SEQUENCE --
pwdFlags '4a'H,
pwdType 0,
minLength 8,
storedLength 0,
maxLength &,
pwdReference 129,
padChar '00H --" " --,
path { -- SEQUENCE --

efIDOrPath "H -- " --

}

}

}
PrivateKeyObjects { -- SEQUENCE OF --

privateRSAKey { -- SEQUENCE --
commonObjectAttributes { -- SEQUENCE --
label '5369676e6174757265204b6579'H -- "Khéa chit ky" --,
flags '00'H,
authID '02'H,
userConsent 1,
accessControlRules { -- SEQUENCE OF --
{ -- SEQUENCE --
accessMode '20'H,
securityCondition or { -- SEQUENCE OF --
and { -- SEQUENCE OF --
authID '02'H,
authReference { -- SEQUENCE --
authMethod '20'H,
selDentifier |

|8
and { -- SEQUENCE OF --
authID '01'H,
authReference { -- SEQUENCE --
authMethod "H,
selDentifier 2
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}
}
h
classAttributes { -- SEQUENCE --
ID '01'H,
usage "30'H,
native TRUE,
accessFlags 'b&'H,
keyReference 132,
algReference { -- SEQUENCE OF --
2,
3
}
1
subClassAttributes { -- SEQUENCE -
h

typeAttributes { -- SEQUENCE --
value indirect path { -- SEQUENCE --
efIDOrPath "H -- "" --
b
modulusLength 1024
}
h
privateRSAKey { -- SEQUENCE --
commonObjectAttributes { -- SEQUENCE --
label '534b2e4943432e415554'H -- "SK.ICC.AUT" -,
flags '00'H,
authID "H -- "" --,
userConsent 1
),
classAttributes { -- SEQUENCE --
ID'02'H,
usage 'SO'H,
pative TRUE,
accessFlags b0'H,
keyReference 17,
algReference { -- SEQUENCE OF --
4
}
b
subClassAttributes { -- SEQUENCE --
h
typeAttributes { -- SEQUENCE --
value indirect path { -- SEQUENCE --
efIDOrPath "H -- " --
L
modulusLength 1024
}
}
}
PublicKeyOjects { -- SEQUENCE OF --
publicRSAKey { -- SEQUENCE --
commonObjectAttributes { -- SEQUENCE --
label '504b2e524341243532d415554'H -- "PK.RCA.CS-AUT" --,
flags '40'H,
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authID “H -- "" --
h
classAttributes { -- SEQUENCE --
1D '03'H,
usage '01'H,
native TRUE,

keyReference 11
h
subClassAttributes { -- SEQUENCE --
1
typeAttributes { -- SEQUENCE --
value indirect path { -- SEQUENCE --
efIDOrPath "H -- " --
h
modulusLength 1024

}

}
CertificateQjects { -- SEQUENCE OF --

x509Certificate { -- SEQUENCE --
commonObjectAttributes { -- SEQUENCE --
label '436572746966696361746520666f72205369676e61747572652053657276696365'H
-- "Chimng chi v&i Djch vu chit ky" --

} L3

classAttributes { -- SEQUENCE --
ID '01'H,
authority FALSE

} *

typeAttributes { -- SEQUENCE --
value indirect path { -- SEQUENCE --
efIDOrPath '3f003f01c000'H
}

b
x509Certificate { -- SEQUENCE --
commonObjectAttributes { -- SEQUENCE --
label '434120436572746966696361746520666172205369676e61747572652053657276696365'H
-- "Chimng chi CA v&i Dich vy chit ky" --

h

classAttributes { -- SEQUENCE --
1D '01'H,
authority TRUE

L

typeAttributes { -- SEQUENCE --
value indirect path { -- SEQUENCE --
efIDOrPath '3f003101¢608'H

}

x509Certificate { -- SEQUENCE --
commonObjectAttributes { -- SEQUENCE --
label '435f43562e4943432e¢415554'H -- "C_CV.ICC.AUT" --
IR
classAttributes { -- SEQUENCE --
ID '02'RH,
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authority FALSE
1
typeAttributes { -- SEQUENCE --
value indirect path { -- SEQUENCE --
efIDOrPath '3M002{03'H

}
DataContainerObjects { -- SEQUENCE OF --

is07816DO { -- SEQUENCE --
commonObjectAttributes { -- SEQUENCE --
label '446973706c6179204d657373616765'H -- "Display Message" --,

flags 'cO'H,
accessControlRules { -- SEQUENCE OF --
{ -- SEQUENCE --

accessMode '40'H,
securityCondition or { -- SEQUENCE OF -
and { -- SEQUENCE OF --
authID '01'H,
authReference { -- SEQUENCE --
authMethod '20'H,
selDentifier 1

}

h

and { -- SEQUENCE OF --
authID '01°H,

authReference { -- SEQUENCE --
authMethod 'e0'H,
selDentifier 2

h
{ -- SEQUENCE --
accessMode '80'H,
securityCondition authReference { -- SEQUENCE --
authMethod 'c0'H,
selDentifier 2

}i
classAlttributes { -- SEQUENCE --
applicationName 'a000000167455349474¢'H

}l
typeAttributes indirect path { -- SEQUENCE --
efIDOrPath '3f003f01d000'H

}
E.5.3 Ma tir ASN.1 déi v&i ma héa va giai ma BER

Khéng duwgc cung cép.
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E.5.4 Ma hda BER

<ESIGN_EF_OD>
0xa0,0x3¢,0x30,0x08,0xa0,0x06,0x30,0x04,0x04,0x02,0x40,0x01,0x30,0x08,0xal,0x06,
0x30,0x04,0x04,0x02,0x40,0x02,0x30,0x08,0x24,0x06,0x30,0x04,0x04,0x02,0x40,0x05,
0x30,0x08,0xa5,0x06,0x30,0x04,0x04,0x02,0x40,0x04,0x30,0x08,0xa7,0x06,0x30,0x04,
0x04,0x02,0x40,0x06,0x30,0x08,0xa8,0x06,0x30,0x04,0x04,0x02,0x40,0x03
</ESIGN_EF_OD=>

<ESIGN_EF_CardInfo>
0x02,0x01,0x02,0x04,0x08,0x01,0x02,0x03,0x04,0x05,0x06,0x07,0x08,0x0¢c,0x04,0x41,
0x43,0x4d,0%45,0x80,0x15,0x53,0x69,0x67,0x6e,0x61,0x74,0x75,0x72,0x65,0x20,0x41,
0x70,0x70,0x6¢,0x69,0x63,0x61,0x74,0x69,0x6f,0x6e,0x03,0x02,0x05,0x60,0x30,0x22,
0x30,0x0£,0x02,0x01,0x01,0x04,0x0a,0xa0,0x00,0x00,0x01,0x67,0x45,0x53,0x49,0x47,
Oxde,0x30,0x0£,0x02,0x01,0x02,0x04,0x0a,0xa0,0x00,0x00,0x01,0x67,0x45,0x53,0x49,
0x47,0x4e,0xa2,0x7e,0x30,0x17,0x02,0x01,0x01,0x02,0x02,0x02,0x20,0x60,0x00,0x60,
0x01,0x02,0x06,0x06,0x01,0x03,0x0e,0x03,0x02,0x1a,0x02,0x01,0x10,0x30,0x18,0x02,
0x01,0x02,0x02,0x01,0x00,0x60,0x00,0x60,0x01,0%40,0x06,0x08,0x01,0x03,0x24,0x03,
0x04,0x03,0x02,0x01,0x02,0x01,0x11,0x30,0x19,0x02,0x01,0x03,0x02,0x02,0x02,0x20,
0x60,0x00,0x60,0x01,0x40,0x06,0x08,0x01,0x02,0x48,0x71,0x25,0x01,0x01,0x05,0x02,
0x01,0x12,0x30,0x17,0x02,0x01,0x04,0x02,0x01,0x01,0x60,0x00,0x60,0x01,0x50,0x06,
0x07,0x01,0x03,0x24,0x07,0x02,0x01,0x01,0x02,0x01,0x17,0x30,0x15,0x02,0x01,0x05,
0x02,0x01,0x02,0x60,0x00,0x60,0x01,0x10,0x06,0x08,0x01,0x03,0x24,0x03,0x04,0x03,
0x02,0x01,0x83,0x10,0x4d,0x61,0x69,0x6¢,0x20,0x53,0x74,0x72,0x65,0x65,0x74,0x20,
0x42,0x61,0x6e,0x6b,0x84,0x0b,0x53,0x61,0x6¢,0x5¢,0x79,0x20,0x47,0x72,0x65,0x65,
0x6e,0xa5,0x13,0x18,0x11,0x31,0x39,0x38,0x35,0x31,0x31,0x30,0x36,0x32,0x31,0x30,
0x36,0x32,0x37,0x2e,0x33,0x52,0x13,0x09,0x45,0x73,0x70,0x65,0x72,0x61,0x6e,0x 74,
Ox6f

</ESIGN_EF_CardInfo>

<ESIGN_EF_AQOD>
0xa0,0x82,0x01,0x12,0x30,0x50,0x30,0x26,0x0¢,0x0f,0x47,0x6c,0x6f,0x62,0x61,0x6¢c,
0x20,0x50,0x61,0x73,0x73,0x77,0x61,0x72,0x64,0x03,0x01,0x00,0x04,0x01,0x03,0x30,
0x0d,0x30,0x0b,0x03,0x01,0x00,0x30,0x06,0x03,0x01,0x80,0x02,0x01,0x02,0x30,0x09,
0x04,0x01,0x01,0x02,0x01,0x01,0x80,0x01,0x02,0xal,0x1b,0x30,0x19,0x03,0x01,0x00,
0x0a,0x01,0x00,0x02,0x01,0x04,0x02,0x01,0x00,0x02,0x01,0x08,0x80,0x01,0x01,0x04,
0x01,0x00,0x30,0x02,0x04,0x00,0x30,0x5a,0x30,0x29,0x0¢,0x12,0x53,0x69,0x67,0x6e,
0x61,0x74,0x75,0x72,0x65,0x20,0x50,0x61,0x73,0x73,0x77,0x6f,0x72,0x64,0x03,0x01,
0x00,0x04,0x01,0x00,0x30,0x0d,0x30,0x0b,0x03,0x01,0x00,0x30,0x06,0x03,0x01,0x80,
0x02,0x01,0x02,0x30,0x0a,0x04,0x01,0x02,0x02,0x02,0x00,0x81,0x80,0x01,0x02,0xal,
0x21,0x30,0x1£,0x03,0x02,0x06,0x40,0x0a,0x01,0x00,0x02,0x01,0x06,0x02,0x01,0x00,
0x02,0x01,0x08,0x80,0x02,0x00,0x81,0x04,0x01,0x00,0x3 0,0x06,0x04,0x04,0x3£,0x00,
0x3£,0x01,0x30,0x6a,0x30,0x3d,0x0c,0x26,0x52,0x65,0x73,0x65,0x74,0x74,0x69,0x6e,
0x67,0x20,0x43,0x6f,0x64,0x65,0x20,0x6 6,0x6f,0x72,0x20,0x74,0x68,0x65,0x20,0x47,
0x6c,0x6f,0x62,0x61,0x6¢,0x20,0x5 0,0x61,0x73,0x73,0x77,0x6f,0x72,0x64,0x03,0x01,
0x00,0x04,0x01,0x03,0x30,0x0d,0x3 0,0x0b,0x03,0x01,0x00,0x30,0x06,0x03,0x01,0x80,
0x02,0x01,0x02,0x30,0x04,0x04,0x01 ,0x03,0x02,0x02,0x00,0x81,0x80,0x01,0x02,0xal,
0x14d,0x30,0x1b,0x03,0x 02,0x06,0x40,0x0a,0x01,0x00,0x02,0x01,0x08, 0x02,0x01,0x00,

0x02,0x01,0x08,0x80,0x02,0x00,0x81,0x04,0x01,0x00,0x30,0x02,0x04,0x00
</ESIGN_EF_AOD>
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<ESIGN_EF_PrKD>
0xa0,0x81,0xa8,0x30,0x67,0x30,0x3b,0x0¢,0x0d,0x53,0x69,0x67,0x6¢,0x61 ,0x74,0x75,
0x'?2.0x65,0x20,0x4b,0x65,0x79.0x03,0:{0l,0x00,0x04,0x0l,0x02,0x02,0x01,0xUl.GxSO,
0x21,0x30,0x1£,0x03,0x01,0x00,0xa2,0x 1a,0xa1,0x0b,0x04,0x01,0x02,0x30,0x06,0x03 ,
0x01,0x80,0x02,0x01,0x01,0xal,0x0b,0x04,0x01,0x01,0x30,0x06,0x03,0x0 1,0x00,0x02,
0x01,0x02,0x30,0x18,0x04,0x01,0x01,0x03,0x01,0x00,0x01,0x01,0xff,0x03,0x01 ,0x80,
0x02,0x02,0x00,0x84,0xal,0x06,0x02,0x01,0x02,0x02,0x01 ,0x03,0xa0,0x02,0x30,0x00,
Oxa‘l,Ox(}a,0x30.0x08,0x30.Ux02.Dx04,0xDG,OxO2,0xO2.0x04,0100.0x30,0x3d.0x30,0x14,
0x0¢,0x0a,0x53,0x4b,0x2¢,0x49,0x43,0x43,0x2¢,0x41,0x 55,0x54,0x03,0x01,0x00,0x04,
0x00,0x02,0x01,0x01,0x30,0x15,0x04,0x01 ,0x02,0x03,0x02,0x06,0x40,0x01,0x01,0x(T,
0x03,0x01,0x80,0x02,0x01,0x11,0xal,0x03,0x02,0x01 ,0x04,0x20,0x02,0x30,0x00,0xal,
0x0a,0x30,0x08,0x30,0x02,0x04,0x00,0x02,0x02,0x04,0x00
</ESIGN_EF_PrKD>
<ESIGN_EF_PuKD>
0xa0,0x36,0x30,0x34,0x30,0x14,0x0¢,0x0d,0x50,0x4b,0x2e,0x52,0x43,0x4 1 ,0x2e,0x43,
0x53,0x2d,0x41,0x55,0x54,0x03,0x01,0x00,0x04,0x00,0x30,0x0c,0x04,0x0 1 ,0x03,0x03,
0x01,0x00,0x01,0x01,0xfF,0x02,0x01 .Oxﬂb,Dan,U:I:OZ,Ox_J0,0xDO,Dxal ,0x0a,0x30,0x08,
0x30,0x02,0x04,0x00,0x02,0x02,0x04,0x00
</ESIGN_EF_PuKD>
<ESIGN_EF_CD>
0xa0,0x81,0xa3,0x30,0x3b,0x30,0x23,0x0¢c,0x21,0x43,0x65,0x72,0x74,0x69,0x66,0x69,
0x63,0x61,0x74,0x65,0x20,0x66,0x61,0x72,0x20,0x53,0x69,0x67,0x6¢,0x61,0x74,0x75,
0x72,0x65,0x20,0x53,0x65,0x72,0x76,0x69,0x63,0x65,0x30,0x06,0x04,0x01,0x01 ,0x01,
0x01,0x00,0xal,0x0¢,0x30,0x0a,0x30,0x08,0x04,0x06,0x31,0x00,0x3f,0x01,0xc0,0x00,
0x30,0x3¢,0x30,0x26,0x0c,0x24,0x43,0x41,0x20,0x43,0x65,0x72,0x7 4,0x69,0x66,0x69,
0x63,0x61,0x74,0x65,0x20,0x66,0x6£,0x72,0x20,0x53,0x69,0x67,0x6¢,0x6 1,0x74,0x75,
0x72,0x65,0x20,0x53,0x65,0x72,0x76,0x69,0x63,0x65,0x30,0x06,0x04,0x01 ,0x01,0x01,
0x01,0xff,0xal,0x0¢,0x30,0x0a,0x30,0x08,0x04,0x06,0x3f,0x00,0x3f,0x01,0xc6,0x08,
0x30,0x24,0x30,0x0¢,0x0c,0x0c,0x43,0x5f,0x43,0x56,0x2¢,0x49,0x43,0x43,0x2¢,0x4 1,
0x55,0x54,0x30,0x06,0x04,0x01,0x02,0x01,0x01,0x00,0xa1 ,0x0a,0x30,0x08,0x30,0x06,
0x04,0x04,0x3f,0x00,0x2f,0x03
</ESIGN_EF_CD>
<ESIGN_EF_DO>
0xa0,0x62,0xa0,0x60,0x30,0x44,0x0¢,0x0f,0x44,0x69,0x73,0x70,0x6¢,0x61,0x79,0x20,
0x44,0x65,0x73,0x73,0x61,0x67,0x65,0x03,0x01,0x80,0x30,0x2e,0x30,0x1£,0x03,0x01 s
0x00,0xa2,0x1a,0xal,0x0b,0x04,0x01 ,0x01,0x30,0x06,0x03,0x01,0x00,0x02,0x01,0x01,
0xal,0x0b,0x04,0x01,0x01,0x30,0x06,0x03,0x01,0x80,0x02,0x01,0x02,0x30,0 x0b,0x03,
0x01,0x80,0x30,0x06,0x03,0x01,0x80,0x02,0x01,0x02,0x3 0,0x0¢,0x0c,0x0a,0xa0,0x00,
0x00,0x01,0x67,0x45,0x53,0x49,0x47,0x4¢,0xal,0x0a,0x30,0x08,0x04,0x06,0x3£,0x00,
0x3£,0x01,0xd0,0x00
</ESIGN_EF_DO>

125



TCVN 11167-15:2015

(1
[2]

(3]

(4]

(5]

(6]

(7]

(8]

[9]
[10]

(1]

126

Thw muc tai liéu tham khao

H. A LVESTRAND, “Tags for the IDentification of Languages,” IETF RFC 1766.

ANSI| X3.4-1986, Coded Character Sets - 7-Bit American National Standard Code for
Information Interchange.

ANSI X9.68:2-2001, Digital Certificates for Mobile/Wireless and High Transaction Volume
Financial Systems: Part 2: Domain Certificate Syntax.

T. BERNERS -LEE, R. FIELDING, L. MASINTER, “Uniform Resource IDentifiers (URI):
Generic Syntax”, IETF RFC 2396, thang 8 1998.

J. CALLAS, L. DONNERHACKE, H. FINNEY, R. THAYER, “OpenPGP Message”, IETF RFC
2440, thang 11 1998.

C. ELLISON, B. FRANTZ, B. LAMPSON, R. RIVEST, B. THOMAS, T. Y LONEN, “SPKI
Certificate Theory", IETF RFC 2693, thang 9 1999.

ISO/IEC 9594-6:1998 | ITU-T Recommendation X.520 (1997), Information technology - Open
Systems Interconnection - The Directory: Selected attribute types.

ISO/IEC 8825-2:1998 | ITU-T Recommendation X.691 (1997), Information technology -
ASN.1 encoding rules: Specification of Packed Encoding Rules (PER).

RSA Laboratories, PKCS #11 v2.11: Cryptographic Token Interface Standard.
RSA Laboratories, PKCS #15 v1.1: Cryptographic Token Information Syntax Standard.

WAP Forum, Wireless Application Protocol - Wireless Transport Layer Security Protocol
Specification, phién ban 06.




	001.jpg
	003.jpg
	004.jpg
	005.jpg
	006.jpg
	007.jpg
	008.jpg
	009.jpg
	010.jpg
	011.jpg
	012.jpg
	013.jpg
	014.jpg
	015.jpg
	016.jpg
	017.jpg
	018.jpg
	019.jpg
	020.jpg
	021.jpg
	022.jpg
	023.jpg
	024.jpg
	025.jpg
	026.jpg
	027.jpg
	028.jpg
	029.jpg
	030.jpg
	031.jpg
	032.jpg
	033.jpg
	034.jpg
	035.jpg
	036.jpg
	037.jpg
	038.jpg
	039.jpg
	040.jpg
	041.jpg
	042.jpg
	043.jpg
	044.jpg
	045.jpg
	046.jpg
	047.jpg
	048.jpg
	049.jpg
	050.jpg
	051.jpg
	052.jpg
	053.jpg
	054.jpg
	055.jpg
	056.jpg
	057.jpg
	058.jpg
	059.jpg
	060.jpg
	061.jpg
	062.jpg
	063.jpg
	064.jpg
	065.jpg
	066.jpg
	067.jpg
	068.jpg
	069.jpg
	070.jpg
	071.jpg
	072.jpg
	073.jpg
	074.jpg
	075.jpg
	076.jpg
	077.jpg
	078.jpg
	079.jpg
	080.jpg
	081.jpg
	082.jpg
	083.jpg
	084.jpg
	085.jpg
	086.jpg
	087.jpg
	088.jpg
	089.jpg
	090.jpg
	091.jpg
	092.jpg
	093.jpg
	094.jpg
	095.jpg
	096.jpg
	097.jpg
	098.jpg
	099.jpg
	100.jpg
	101.jpg
	102.jpg
	103.jpg
	104.jpg
	105.jpg
	106.jpg
	107.jpg
	108.jpg
	109.jpg
	110.jpg
	111.jpg
	112.jpg
	113.jpg
	114.jpg
	115.jpg
	116.jpg
	117.jpg
	118.jpg
	119.jpg
	120.jpg
	121.jpg
	122.jpg
	123.jpg
	124.jpg
	125.jpg
	126.jpg

