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L& néi ddu

TCVN 11816-4:2017 hoan toan twong dwong véi ISOMEC 10118-4:1998
va sira d8i 1:2014.

TCVN 11816-4:2017 do Cyc Quan Iy mat ma dan sy va Kidm djnh sén
phdm mat ma bién soan, Ban Co ydu Chinh phil 68 nghj, Tdng cyc Tiéu
chuén Do lwémg Chét lwgng thdm dinh, B8 Khoa hoc va Céng nghé
cdng bé.

B tiéu chudn TCVN 11818 (ISOREC 10118) Cdng nghé théng tin —
Céc kg thuét an todn —~ Ham bém gdm céc tidu chudn sau:

- TCVN 11818-1 : 2017 (ISO/IEC 10118-1:2016), Ph3n 1: T8ng quan.

- TCVN 11818-2 : 2017 (ISO/EC 10118-2:2010), Phan 2: Ham b&m
str dung mé khéi n-bit.

- TCVN 11816-3 : 2017 (ISONEC 10118-3:2004), Phin 3; Ham b3m
chuyén dung.

- TCVN 11816-4 : 2017 (ISO/IEC 10118-4:1998), PhAn 4: Ham b3m st
dung sb hoc @dng dw.
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TIEUCHUANQUOC GIA TCVN 11816-4 : 2017

Coéng nghé théng tin - Cac ky thuat an toan - Ham bam
Phan 4: Ham bam st dung sé hoc déng dw

Information technology - Security techniques - Hash-functions - Part 4: Hash-functions using
modular arithmetic

1 Pham vi 4p dung

TCVN 11816-4 ddc ta 2 ham bdm st dung sé hoc ddng duw. Nhitng ham nay, dwec cho la khéng va
cham, nén théng diép cé dd dai bat Ki, nhing giéi han d9 dai ma bam, d6 dai dé dwoc xac dinh bdi @6
dai clia sé nguyén té dugc sl dung trong ham riit gon dwec dinh nghfa trong 7.3. Do d6, méa bim d&
dang dwoc mé rdng (scaled) véi dd dai dAu vao clia bt ky co ché nao (vi dy thuat todn chlv ky, Iwoc
dd dinh danh).

Céac ham b&m duwgc dic ta trong tiéu chudn nay 1a MASH-1 va MASH-2 (ham b&m an toan sb hoc déng
du) phti hop riéng cho céc mdi trudmg thyc hién sb hoc ddng dw vél dl céc chidu dai. Hai ham bam
chi khac nhau & s mb dwgc sl dung trong ham véng.

2 Tai liéu vién dén

Tiéu chun sau bao gbm céc didu khodn ma théng qua tai ligu vién dn nay chira dyng céc didu khodn
cia TCVN 11816-4. Vao thdl didm xuht ban, 4n phAm nay I3 hop 1. TAt ca céc tidu chudn dugc hiu
chinh va thda thun dya trén TCVN 11816-4 ddu dwgc khuyén khich nghién clru kha n3ng &p dung an
pham méi nhét clia tiéu chudn dwec chi ré dwéi day. Cac phan clia IEC va ISO duy trl ding ky clia cac
tigu chudn quéc té hep 1€ hién hanh.

TCVN 11816-1:2016 (ISO/IEC 10118-1:2016), Cdng nghé thdng tin — Céc k§ thuét an todn — Ham bam
~ Phén 1: Tdng quan.

3 Cac thudt nglr va djnh nghia

Trong phan nay cac fhuét ng(r va dinh nghta sau day dugc ap dung.

3.1 Thugt ngiv tir TCVN 11816-1
3'1!1

Ham b@m khéng va cham (collision-resistant hash-function)
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Ham bam thda man tinh chét sau: khong thd tim dwoe 2 dAu vao khéc nhau vél cling mét gid trj dAu ra.
3.1.2

X4au div ligu (data string)

Xau bit duge dung [am dAu vao cho ham bam.

343

Méd bam (hash-code)

XAu bit 14 dAu ra clia ham bam.

31.4

Ham bam (hash-function)

Ham ma anh xa mdt x4u bit t&i mot xau bit c6 49 dai xéc djnh thda mén 2 tinh chét sau:
- Khéng thé fim dwoc mot gia trj dAu vao (g véi mbt gié tri du ra cho trede.

- Khong thé fim duge mdt @Au vao ther 2 khac véi dhu vao cho trede ma cé cling dau ra.
3.1.6

Gia tr] khéi tao (initializing value)

Mbt gid trj si dung @8 dinh nghTa @i8m bét dhu cia mdt ham bam.

3.1.6

Pém (padding)

Bit m& réng dinh kém cho xau d liu.

3.2 Duy nhét cho TCVN 118164

3.21

Khéi (block)

Mét x&u bit c6 a8 dai Ly 1 bdi 88 nguydn clia 16 (xem trong didu 6.1).
VI DY: D6 dai adu ra H; clia ham vong.

3.2.2

Nira khél (half-block)

Mbt xau bit c6 a6 dai L2
Vi DY): Nixa ¢ dal clia khéi H)

3.23

Pinh danh clia ham bam (hash-function identifier)
Mét byte xac dinh mot ham bam cy thé
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3.24

86 adng dw (modulus)

Tham s 1a mot 6 nguy@n dwong va Ia tich clia 2 6 nguyén té riéng blét.

3.2.6

Ham rat gon (reduction-function)

Mot ham RED duqe &p dung cho khél H, cb 83 dai L, d& tao ra ma bam H vél a6 dal Ly
3.26

Ham véng (round-fucntion)

Ham g(-) chuyén 2 x4u nhj phan d% dal L, thanh mét x4u nhj phén a6 dai L,
CHU THICH: No dugc diing I3p di 13p lgl nhir mét phin clia ham baim, trong a6, né két hop lal mét khéi div I1du ‘mé réng’ c6
dd dal Ly véi dAu ra trurde 46 b 40 dai Ly

3.3 Cac quy wéc

3.3.1 Sy sép thir tyw bit (bit ordering)
Trong TCVN 11816-4, thie ty bit dwge md ta trong didu 3 clia TCVN 11816-1.
3,3.2 Bién a8 mét 56 thanh mét xau (converting a number to a string)

Trong qué trinh tinh ham vong, cac sé nguyén duoc bién ddi thanh cac xau L bit. & nol ma didu nay
dwge yéu clu, xu bit dugc tao ra bing sy bldu didn nh| phan clia s nguyén, véi bit & bén trai nhét
clia xau twong g véi bit quan trong nhét clia sy bidu didn nhj phan. Néu xau bit cudi cting ¢6 it hon L
bit thl x4u 88 duwge bd sung vao bén tréi sé 0 phl hop dé tao ra xau cb @b dai L.

3,3.3 Bién @81 mét xdu thanh mot sé nguydn (converting a string to a number)

Trong qué trinh tinh ham vong, cdc xau bit cdn dugc chuyén thanh sé nguyén. O d6, sb nguyén sé
dwoc tao ra bing sé ma co bidu didn nhj phan béng x4u nhj phan, & d6 bit trai nhét cla xau dugc col
nhw bit c6 nghta nhat clia bidu di&n nhj phan,

3.4 Céc djnh danh ctia ham bém (hash-function identifier)

Céc dinh danh dwoce dinh nghfa cho 2 ham b¥m MASH dwec déc ta trong TCVN 11816-4. Céc djnh
danh ham b3m cho céc ham bdm quy dinh trong didu 8.1 va 8.2 | twong duong 41 va 42 (hé thap luc
phan). D3l cac gia trj tir 43 61 4f (h¢ thap luc phén) dwec danh riéng @8 s dung sau nay nhw dinh
danh céc ham bam clia TCVN 11816.

4 Céc ky higu va céc thuit ngt viét tit

Trong TCVN 11816-4, céc ky hidu sau ddy dwgc st dung.
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4.1 Tir TCVN 11816-1:2017 (ISO/EC 10118-1)

D

H

v
Xy

Data D liéu
Hash-code Ma bam
Initializing value Glé tr] khdl tao

Exclusive-or of strings of bits Xand Y  Phép toan XOR cla x&u bit Xva 'Y

4.2 Duy nhét cho TCVN 11816-4

Khéi thir j dworc chia tlr xAu d liéu D sau qué trink d8m, tadch va mé rdng.

M6t nira khéi thir f tle xau d@ liéu D sau qué trinh d&m va tach, Dg.s @8n Dqes 12 céc khéi dir
liéu bd sung dweec tinh todn trong ham rdt gon.

86 m0 duwoe diing trong ham vong. .

Mot khéi hding sé twong dwong 4 khéi (& v] tri tral nhét) theo sau Lg-4s60.

PAu ra véng ther J clia ham vong. H;cb dd dai L,

D4 dai clia xau &dau vao D tinh theo bit.
£6 dai diu ra H; ctia ham vang ¢. N6 12 bdi s8 nguyén clia 18.

Do dai clia s adng dw N sir dung trong ham vong.
Do dai clia sé nguyén té p st dung trong ham rdt gon.

N&u Z; 13 mdt sé nguydn va Z [& mét sb nguydn durong thi Z, mod Z2 thl 86 nguyén duy
nhét Z; thda méan

a)0 S Z3<Zva

b) Zs = Zs 1a mot 86 nguyén va 1a bdl clia Z.

Mat sé nguyédn hop sé dwee ding nhw sb ddng dir trong ham vang.
CHU THICH: D& x4c dinh glé tr| N, xem didu 5.

Mot 86 nguyén té dwere sl dung trong hém rit gon.

CHU THICH: B8 xac dinh i tr] p, xem didu 5,

86 lwong nira khél trong xau di¥ lidu D sau céc qua trinh d8m va tach, va cling 1a sb c4c
khéi sau qua trinh d8m, tach va mé& rdng.

Ham rat gon, ma dwoc &p dyng nhu thao tdc cudi cing clia qué trinh bim &é rat gon khdi
Hq cb @8 dai L, 88 nhan dwge ma bam H c6 chidu dal L,

Xau con thir j ¢ d§ dai Ly/4 bit duge ding trong ham rtit gon.

M6t ham vang. Néu X va Y bidu thi cac xau Ly bit, thl g(X,Y) bidu th] mét xau L, bit thu
dwee bang cach 4p dyng g1&i Xva Y.

Phép toan OR trén céc xAu bit, t(rc 1a ndu X va Y 1A céc x&u ¢b cling d6 dai thl XvY bidu thi
x&u b duec 12 két qua phép OR clia Xva Y.
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M6t ky hiéu bidu thi phép todn cét. N&u X 14 mot xau bit thl X~/ bidu thi xau bit ¢ dugc 14 j
bit bén phai tdn cing clia X.
Mot ky hiéu bidu thi phép todn “thiét 1&p blng”. N6 dwgc sl dung trong bén dc ta k¥ thuét
1= theo thil tyc clia ham véng va clia ham rit gon, trong d6 né chi ra ring khél & bén tréi cia
ky hiéu 88 dwec thay ddi d8 bing véi gia trj bidu thire & bén phal clta ky hiéu.
XY Phép nbicic x8u bit X va Y theo thir tw x&c dinh.

5 Céc yéu clu

5.1. D4 sir dyng mét trong céc ham biim dwgc dic té trong TCVN 11816-4, hai s6 nguyén sé& dugc lya
chon: 86 ddng dw N dwge sir dung trong ham vdng va sb nguyén té p dwoc sl dung trong ham rit
gon. '

C3 hai sé nguyén, N va p dugc xéc dinh bdl céc yéu cdu an todn clia ('ng dyng s dung nhirng ham
bam nay.

5.1.1 Viéc phén tich thanh thira sé clia N dwgc chon 13 khéng kha thi v8 mét tinh toén.

5.1.2 N dwgc tao ra biing cdch duy trl céc thira sé bl mét. Didu ndy c6 thd dwoc thiee hién bdt mét bén
thir 3 dang tin cdy hodic bl sy tinh to4n nhidu bén an toan.

CHU THICH 1: Viec tao ra mdt 88 N v thude tinh ma céc thira s6 clia né dwgc git bi mat o6 thd dwge thye hidn bing vige
sir dung mo! bén thir ba @ang tin cdy, phlin cirng dang tin, varmogc sy tinh toén nhidu ban an toan. Cac vi dy o6 thé dugc tim
théy trong Boneh [1], Cocka [2) va Frankel [3).

CHU THICH 2: N&u céc thiva sb cla sé ddng dv dugc gitr bt mét, va nu kich thwée clia 86 nguydn & p (3 A Ién thl thust
toan tét nhét @& tim sy va cham xAp I 2187 céc wée [wng clia ham vong va thut todn tét nndt a& tim mot tién dnh the 2 cdn
x8p xI 2% céic wéc lugng clia ham véng. Do vay, trong cac tinh hudng a6, MASH-1 va MASH-2 ndy dwgc tin tudng la cac ham
b&m khéng va chgm.

5.1.3 S nguyén té p clia ham rit gon s& khang phal [a mét thira sé clia N clia ham vdng.

5.1.4 DA dal L, clia s6 nguyén t8 p 16n nhét 1a bdng mét nira 9 dai cha N, Ly < L2,

5.1.5 Ba blt bac cao ciia sb nguyén té p phdi bao gdm céc sb 1.

6.2 P& sl dyng mot trong cdc ham bdm, MASH-1 va MASH-2, ngudi diing phal chon mét trong hai sb
m( e dwgc ding trong ham vong 4.

5.3 MASH-1 va MASH-2 ¢6 thd dwgc dp dung cho tht c céc xau di liéu D chira nhidu nhét 247 - 1
bit.

6 Cac blén va gia tr] cén thiét cho phép bam
6.1 D§ dal cia mé bimva clia N

D3 dai clia N va 36 dai clia cac khéi H; c6 lién quan theo cach thire sau:
Li+1siysty+16
D0 dai L, clia khél Hy la bdi 6 nguyén clia 16.
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CHU THICH 1: Néu @8 dai Ly durgre chon, thi dd dal L ring budc theo bt ddng thire & trén. Néu 4 dal L duwge chon thi 68
dai Ly 88 12 bdi 86 Ién nhétt clia 18 ma nhd hom L.
CHU THICH 2: Sy hidu biét v N a0 a8 xdc dinh Ly va h§ qué 1a Ly

6.2 Péng dw clia ham vong

86 dbng dw N dugre diing trong ham vong 12 mét sé nguyén hop sé dwec tao ra bdi mét tich clia hal sé
nguyén té cé cling 46 dai sao cho vide tinh todn 48 tim thira 58 cla N 1a khéng kha thi.

CHU THICH 1: Ngoai tinh khang kha thi clia vigc fim thira 8 adng du, 40 an toan clia ham bém MASH duwec dia trdn mit
phén 80 kho clia vic khal c3n c4c b dbng du.

CHU THICH 2: Viéc lwa chon mét 86 ddng duw féng N v&l 46 dal phit hyp ndm ngodi pham vi clia TCVN 11816-4.

6.3 GI4 tr| kh&i tao
Gi4 tri khdi tao /V dwgc dinh nghta 13 xAu cla Ly ¢4c sé nh| phan 0.
6.4 Sé mit

Péi v&i MASH-1, gié tri ctia sé mG e trong ham véng bang 2. D&i vét MASH-2, gié trj clia 6 mii e trong
ham vdng béng 257.

6.5 S8 nguyén té ciia ham rit gon

Ham rGt gon dwec ddc ta trong Didu 7.3 yéu cAu mét sb nguydn té p. DS dai L, clia 88 nguyén t p
dugc xac dinh bdi cac yéu chu an todn, va bang b dai dlu vao cla bat ky co ché ndo sir dyng ma
bam. D9 dai L, Ién nhit 1a bing mét nlka dd daiclia N, L, sLy/2.

CHU THICH 1: Viée lya ehon mc}t 8é nguyén th cy thd p véi d9 dai thich hpp ndm ngoal pham vl clia TCVYN 118184,

CHU THICH 2: B trénh céc két qua khéng can bing b3l rit gon p, 56 nguyén té p phdl degre chen véi ba bit cao 12 céc sb 1,

7. Quy trinh bim

Ma bd&m H cla xau dir lidu D dwoc tinh toan theo céc buwrde sau (xem Hinh 1):

7.1 Chuén bj xéu dv Hgu

X&u de liéu D duec chuydn thanh mét chudi céc khéi ddu vao cho ham vang 4. Viéc chuén b| gém viéc
dém, tach va khai tridn chi tiét trong c4c phin sau,

7.1.1 Dém x4u di¥ lidu

Néu d6 dal L, clia x&u di¥ liéu D khdng phéi & mdt bdi sb nguyén cla L2, thi D dwee dém baén phai
v@i céc bit 0 nhj phan tuln theo phwong phép d8m 1 dwge md té trong Phy lyc B cla TCVN
11816-1:2017 (ISO/IEC 10118-1).

10
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7.1.2 NI thém a9 dai

MOt niva khéi bd sung 12 duwgc dém thém bén phai clia xau dir ligu. N6 bao gdm bibu didn nhj phan véi
dd dal Lo cla x&u div lleu géc D (chwa dém thém), dwgc Gém ban tréi v&i céc bit nhj phan 0 (xem
3.3.2).

CHU THICH: Néu khdi & ligu D rBing, thi chl ¢d a9 dai khél 1a ddu vao clia quy trinh bam.

7.1.3 Tach x&u div i§u
X4u két qué dwoc chia thanh mét chudi céc nira khéi g: Dy, Da,..,Dy.
7.1.4 Khai trién

M8 ntra khéi D, j = 1,2,....,q dwge nhan 81 @6 dal tir L/2 bit thanh Lg bit. Bidu ndy dat dugc bing
céch chia D thanh céc nira byte va dit vao truwdc mdl niva byte clia Dy v&! mot niva byte gdm 4 bit 1
(1111), choj =1, 2,....., q. K&t qua clia qua trinh nay khi 4p dung v&i nira khél Dyduoc ky hidu 12 8, j=
1,2.,q

7.2 ng dyng clia ham vong

Ham véng ¢, ham ma céc ham bém MASH dia véo d8 |y hai khéi ddu vao Hys va Bj, ca hal c6 &4 dai
Ly. NG trd vd mot khél H; dd dal L. Bwoc dinh nghla nhw sau:

DBy Her) = ({(((H-1® B) v E)* mod N)~Lg)® Hys
Ham véng dugc 4p dung Ién Iweot [18n tuc t&i cac khéi d lidu B; nhw sau:

Ha = a" V

Hi=¢(By Hi)i=1,2,..q

7.3 Ham rit gon

Ham rit gon RED gdm tdm (rng dung clia ham vong vél mdt dAu vao d ligu dwoc ly tir He. M& bim
H dwgoc tinh toan bdi bbn buwée sau: tach khéi Ha, mé réng xau di lidu, xir ly céc khéi dir liéu bd xung
vé riit gon khéi Hyse.

7.3.1 Vige tich khél Hy

Khéi Hy duge chia thanh 4 x&u 6 dai Ly/4 bit, ki hidu Hyr, Hea, Hs, Has
Ha:= Hat It Hoz I Has ll Hos

7.3.2 M& réng xau di¥ liéu

Binh nghta Yo := Hgs, Y1 = Hast, Yz := Haq, V8 Yai= Hez. VO 1= 4161 15 diit:
Yi:=Y ® Yig

Sau d6 x4c djnh 8 nira khéi di? I1éu bd sung Does 161 Dyes Nty saU:

Véi =1 dén 8 dat
Dw' = Yozl Your

7.3.3 Xiv Iy céc niva khéi

Tam nlva khbi Dess 161 Dges durgre xiv ly nhw trong 7.1.4 va 7.2, nhung v6i 1V = H,, nhan dwoc két qua Ja
Hq#&
"
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7.3.4 Rat gon

Ma bam M véi abd dai L, duge tinh toAn nhuw sau:
H:= Hy.s mod p

8 C4c ham bim

Hai ham b3m dwoc d4c ta trong TCVN 11818-4 khac nhau va gla tri cla sé mi e dwoc s dyng trong
ham véng ¢.

8.1 MASH-1

D6i véi MASH-1, ham vdng ¢ @4 quy dinh trong didu 7 trd thanh:
#(B}, Hrt) = (M1 ® B) v Ef mod N) ~Lg) ® Hy

Dinh danh clia ham bam MASH-1 1a 41 (hé& thap lyc phan),

8.2 MASH-2

Dbi v6i MASH-2, ham véng ¢ ¢4 quy dinh trong didu 7 tr& thanh
B, Het) = (((H1 ® B) v E)* mod N) ~Lg) ® Hys

Binh danh clia ham bAm MASH-2 12 42 (hé thap luc phan).

12



TCVN 11816-4 : 2017

du vio [~ D% tigu D dwgc bim ]
- to = Démwoi cac bit
Bém s E/nhi phén
\ @1ty
L] £
Phén tach D1 I D2 I l D! "DG-’ l Dq - :;l;il;hm c6 48
- r 7 < ..
Nl NS e e
L L"" i 'l!” % ‘::\. e ";‘-—h..i
Khai trién [ & | s |1 & | 2 | & |

X ¥ 1

Ho=nv == $(B1.Hp) HBaH1)
¥

4 3
1rE '
| 4 L# P L 4 P L Hu

Phép 13p
e it delatid sttt
SR I . KOty
| qu"ﬂ ) [qu Phan téch
i
Ham rit gon
RED o'*Hqa, ¥ 17=Hgy, YoixHgy YaisHp
] Y)= Y@ Yiy fori=4t015
et Vol asy forl %1608 M@ rgng

lﬂml l Basi | ... [ Pert]

~ N et

RN ~u_ Khai trién

S '\‘ . S,
| l ]_8 I
HomiV {A{t‘ﬁa "G Phép l3p

¥
Hpr 1 [ Ha

resey

A.-_--
1

Hys |

(med p ) Rit gon

—————————— ---———w1r-¢---—

DAu ra: m& bim E

Hinh 1: Hdm bdm MASH

13



TCVN 11816-4 : 2017

Phuluc A
(Tham khéo)

Céacvidy

A.1 Quy trinh bim

Thue té, xau div lidu c6 thd dwee cung cdp nhir mét ludng. DO dai tdng thd Lo c6 thd khdng dugc bibt
trwée két thic ludng cubi cling. Khi ludng di qua, viée tinh todn ham bam dugc thye hién. DA thudn loi
cho viéc md ta, mot hiing sb k = Ly/2 dugc dwa ra. Chi bdn thanh ghl sau day dugc yéu cAu cho céc
bién: |, A B, C.

{  bddém bit cho 0 dai Lp,

A bd dém &é Iwu gltr ma bam.

B bdcdng tich Ity @8 gitr cac két qua trung glan.

¢ olenvakhdidrlieu
M& bam H clia di¥ lidu D duwge tinh toan theo cac buéc sau:
A.1.1 Bwée 1 (Khél tao)

B dém A dugc thiét 1ap v 0. A=0 (gié tri kh&i tao 1V = Ho = 0)
BG cong tich IGy B dwoc d4tvd 0:  Bi= 0
Bd @ém bit dwoc dit va 0: it=0 (84m sé céc bit dt¥ liéu hiéu dyng da duwgc bém)

A.1.2 Bwére 2a (Doc mét khéi div ligu)

Néu dtv lidu cdn lai it nhat k bit, doc k bit clia dr liéu D vao C. Néu di ligu con lal B &' (v&i 0 < k' < K)
doc k' bit clia dir li8u D vao C va va lap ddy C véi k-k’ céc bit O nhj phan vao bén phai. k (twong tng
véi k) dugce edng vao £ Néu khdng c6 thém d lidu ndo (k' = 0) thi &i téi bwéc 3a.

Bwéc 2b (Khai tridn)

MBi byte cilia C dwrgc tach thanh cic nira va m8i nia droce ding trede vol bbn bit 1 nhj phén. Két qua
dugre dat vao trong bd cdng tich Ty B. '

Bwée 2¢ (Két hop voi gia tr] bam trwée d6)

Tinh: B:=B @ A (két hep)

Bwéce 2d

B:= B vE (bbn bit gi4 trj cao nhét dwoc dit vé 1)

Bwére 2e (Nang [0y thira)

Tinh; B:= B® mod N trong d6 e = 2 (phép binh phwong) véi MASH-1 va e = 257 véi MASH-2

Bwéc 2f (Phép cit)

(Céc bit bén trai clng clia C vt qua dd dai L, bj x6a)

Bwoc 2g (TIép véi gl tr] bim tredc d6)

14



TCVN 11816-4 : 2017

Tinh: A:=B @A
Bwéc 2h: Quay trér Ial bwrée 2a.
A.1.3 Bwérc 3a (Boc bd dém ad dai)

t= | (ndf dung cla by dém dd dai dwgc dit vado trong C).
$6 nguyén dugc bién a1 thanh mdt xau nhw d& quy dinh & 3.3.2.
Budc 3b (Bém vé&i bd dém dd dai)
Thye hign céc bwdc 2b, 2¢, 2d, 2e, 2f va 2g, sau d6 chuyén sang buede 4.

A.1.4 Buéc 4 (Drra ra két qua)

Khéi H, dwge chira trong bd dém A 14 Lg cac bit tan cling bén phai.

A.1.6 Qda tnnh rat gon
Céc thanh ghi sau durge yéu cAu cho céc bidn: A, B, C, Cq, Cy, Ca, Cs, /.

A lwu gitr khéi H, a8 rit gon.

B bé dém duge ding trong ham véng.

c bd cdng tich 10y clia 3O dal Ly2 dé Iwu gilk nlva khbi.
Co, Cy, C2, C3 bdn bd d&m d0 dai Ly4.

i bd dém.

Ma bam H dugc tinh todn theo cac buéc sau.

A.1.5.1 Buwdc 4a (Khdi tao)

B dém dwgrc @it va 8: i: = 8 (sb nlra khéi dugc xi Iy)
A.1.5.2 Bwéc 4b (T4ch khél Hy)

Khéi H, dwge chira trong bd dém A dwoc chia thanh 4 phn Her, Haz, Has, Hes mdi phin a6 dai Ly/4

{xem Hinh 1) va dugec lwru:

Co:= Hqs
Ci:= qu
Cz:=Hys
C.? = HQZ
A1.5.3 Brée 4c (M rong va buére 13p)
Tinh C:=Go]| Cs (phép néi)
Va thyee hién cdc budc 2b té1 2g  (&p dyng ham vdng ) (s véng q+1)
Tinh ii=i~1  gidmbd dém
Buwéc 4d (M¢& réng va bwée lip)
Tinh C:=Cz|| Cs {phép nbl)
Va thiee hign céc bwée 2b t& 29 (4p dung ham vdng ¢) (sé vong q+2)
Tinh ti=1-1.  gidm bd &ém
A.1.6.4 Bwéc 4o (K&t hop, mé réng va phép 13p)
T‘ﬂh Cﬂ = CO @ C3 (két hO’p)
Ci=Ci1® G
Tinh C:= Col| Cs (phép néi)

Va thye hién céc bwdc 2b t612g  (&p dung ham véng ¢) (sé vdng q+3, q+5, g+7)

15
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Tinh i=i-1. gidm bo dém
Bwérc 4f (Két hop cac khéi da tach)
Tinh Ce:=C:®Cy  (kéthop)
Ci=CiBC;
Tinh C:=Cz[| Cs (phép néi
Va thiee hién céc bwée 2b téi 29  (4p dung ham vong ) (8 vdng q+4, q+6, q+8)
Tinh i=i-1 Néu ikhéc 0, quay lai buéc 4e.

A.1.6 Bwéc 6 (Phép rat gon cudi ciing)

Tinh: i= Amodp
A.1.7 Bwéc 6 (Dwa ra két qua)
Ma bam H duwgc chiva trong bd d&m A la L, bit & tén cung bén phal.

A.2 Cac vi dy tinh toédn bam

Trong vi du sau, N 12 mdt hop 86, [ém hon L, 12 bit. Ls 13 mét bdi sé clia 16 ngay duwdi Ly, DY dai cla
s ddng dw N duwge chon chi @ minh hoa quy trinh bam tiing bwdc mét va khdng nhét thiét aép ing
céc yéu cAu an toan. D& phén bidt gilta céc sb thap phén va céc sé he thap Iuc phén, ky hiéu d hay h
duweoc thém vao twong (ng.

D lidu sau durgre ding:

Pddalchasdddngde N, Iy = 10cn = 268

D6 dai cha khéi H; Ly = 100, = 2564

Db daiclasbrguyéntdp, L, = 80n = 1284

Do dai clia m& bam H, Lp = 80 = 1284

séddngdy N = eec19h75218d08ad5518deceectci4af3824a95691abd1806865e00ffd51fbfa54d,
E= f0000000000000000000000000000600000000000000000000000000000000,

cecedBf8b6b854189{8d6b38b75c1329,

sdddngdu p
Xau d ligu D = ‘Now is tha time for all'
Xau dix liéu D dwge mé hoa theo 1SO 6846 trong dinh dang co sb 16:

4e6£77206973207468652074696d6520666£7220616c6c20,

B6 dai clia xau dir liéu D, Lp = c0h = 1824
CHU THICH: — M& ISO 848 thudng duge gol chung |4 ma ASCII vl né tweng dwong vél mé ASCH 7 bit. Ma ASCII 7 blt dwgc
m& rdng thanh 8 bit bAng cdch chan mdt bit 0 & vi tri dAu tign.
M&i bude dwoce ghi lai @8 chl ra cac gid trj thay ddi clia cac bién i,4, B, € va Ca Cy, Cz Cstrong sudt
giai doan tinh toan. Cat @Au tién tham chidu 61 cdc birée dwge md ta trong phu fuc A.1.

A.2.1 Vi du tinh todn bam diing MASH-1
Buwée khéi tao:

A:=0
B:=0
ir=0
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Vong ddu

g
Progwm O

g
- 00

g
OO0 OD

80p

c0n

4e6£77206973207468B65207469646520,

TCVN 11816-4 : 2017

184 byte dAu tién clia xau di liéu D

L4t L LT 2E0L6E O 1L 322007 LAL6EBELLBL200LT£416£9F6LAFEESE2E0
LA G EEETLTE2L0EREQETEIL2E0LTEIEGEBLOESL2£0LTLALCLILCLALOESE2E0),
AL eI T L2 0BT IET LI 2£0L T L EGERLGESL2L0LTLJL6LILCECEGESE2E0
00000d87836e£6bEeTL050f fadcE9d6c5ebabllb7E42d262256904a924£165b£41b39 1y,
6360f6£bieTL050f£a9c69dbc5ababllb7£42d62£56904a9247169bE41b39£1
836eL6Ehia7L£0502£a%c69d6c5ebablib7£42d062£56904a924£169hf41b39E],

666£722061 6620},
666£7220616c6c200000000000000000,

84 byte cubi cling clia xau dir liéu D
(...Qwee dém vdi cac bit 0 nhj phan)

FeEGEGL L TE2£ 20 E6E1£6ECEELct2L0L0f0L0LOLOLOLOL0LOLECEDLOLOLOLOLDY,
75980004098d£7££0c6d9£2a33275%014704dA06dfa660bat2bfe66b04eb90ly
£5980004098d£7 ££006d9£2a331759014704d006dEa660bat2blet6b04ebeP0ly
0100004sbdaecc33c684979d2695461833008637c4490153c4d57af7603636103350cdlth
daecc33c684979d2695461830008637c4490153ckd37f76036361b335bed41 L),
598235¢796267¢cdd93c8085555e3cE6dL36a38ca62017236912¢7728¢1aTadaey

Vong theq (B dém af dai)

{38) C = 0OO00000C000000000C00000000000¢0,

™
-
.&'P:h:-awmw

BRRRANNAR

Ham rit gon RED
Phén tach

(48) Hgq

{4c} Ca=

Ca |l C1

Véng thiy q+1

(2b)
(20)
(2d)
(28)
{21
(29)

M& rdng

PO EX®

84 byte cubi cling clia x4u dir liéu D

£0£0£0£0£0£0£0£0E0L0L0L0E0L0E0LE0FOEOL0E0ECL0LOLOI0EOLOEOEDECECED
2972¢53766c60c2d633828a5a513389d03%cB3aP2110ce61dc07483157511ay,
£972¢53766c60c2d633818a%5a5133808d4039acd3a92L10fcc61deBTd82157511ep
0000025b1e0a325d8cd76a299d7176Ta2bl111d5ea3b3fI6ch56afan0bb4cileadBciliay,
120a33548cd76a299d717e702bl111d50a3b3f6cb56afacOb84cf3cadBcilibay
4788069a1a0116£40eb3762£7012d49b01951073ca95740929aa8b8L 6202b2C64),
4788069alae116£40eb9762£7012d9081951073ca957d0929aa8b816282b2064N

47880692180116£4y, (4b) Co=
Ueb9762£7e12d9bB), Cy=
1951072ca957d092n Cz=
92a8bB16282b2c6dy, Cy=
= 1951073cad357d0924780069210a11624n

1951073ca957d092y,
4788069alael16E4),
Saafbile282b2c64h
0eb9762£7e12d5bEy,

£1E9eSE1L0LT L3 Crfar ST Ldf0E9L204L7CRLBIOL6E9faflfafaflf1E6£EE£4),
b671136beal 6e508£44083d8083eZ204aeda6fcd59a129666b524607d9ddd320
£671£36baalCa508L44083dB883a2204aeda6EEcA59a1296E86D52467d9dad390;,
000004bedat£78385d1a959a02687ab92c26051b910092£60b7210522c3£a4059d238311n
dal£78385d1a959a02687ab92ca6051h91e092£60b72105a2c3£a4059d2398311),
94877224 7fbB36e0cd10c9652b4dea3B8b1l95can225c0cBb69T1c1IbE0ALL 75
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9228b816282b2c640eb9762£70124%08n

£9fafafBihiBflIGE2L0 L2 e2fct6L4AL0LatbEILTECE2LLL 7 faf1f28dEMILER),
647d845abc037298£2253fafdn0482a5T7784f6a3355433237416%edel 48£1448d,
£47Q845abec037298£29fe6da0482a57784£6033554332374169acel48£1448dy,

000a0741c0abe2027acObE2284d377abTh07£3374c402£87ec26baafabd6£2e360£7000bn

cDabe2c27acObf23844377ab7b07£33740402£87ac26baafabd6£2e360£7000hy,
5d229c603a3b3c4dBB02Th3d29b32£94cdr1bhadd4al37a671d41eefd5 b ETan

17487113d7450928n
§060778%cdad) £y
17e87112d745092250607789cdadlfdey,

F1f7fefBETEL LI L3 LAr7LALSEQLI L2 fafSI0L6L0LTITLRESICIAaT ALl £ n),
acdb6298racacdba?S{58fc8dadd6e3104chdh3f4B29enlbcl 40424004280,
focdbb6298cacacdbe75L58L¢8d94add6e31014chdnPI4E20ealbel 10424004280y,

0000085£0394019043439b100£3865b24c5419640a6612bcR298a0325583501 051138k

(4d) ©C= Cz[iC3 =
Vong thir g+2

() B =

{2¢) B =

() B =

(28) B =

) A =

(Zg) A =

Vdng thir g+3

(48) Co= CoCy =
48) Cy= Ct@®Co =
(e) GC= GgliCy =
(2b) B =

{2¢) B =

() B =

(@s) B =

(2) A =

(20) A =

Vong thir g+

(4N Ca= C86Cy =
(@) Ca= C3@C =
(4) C= Cz||Ca =
(2b) 8 =

{c) B =

(2¢) B =

(22) 8 =

2) A =

29 A =

Vong thir g+5

@e) Co= CpoCz =
{@e) Ci= Cr@Cp =
CoflCy =

(48)
(20)

C=

oo

e rdaAnN

0e354019c434395100£38650b24054196d0a6612b B29Eea325583501£5Fe1 30y,
2315dcTRE0L05LBRL1Td660dT76602145T7db66862a14843819ahE12001aceS)

cac@ef9fa58£33bay
c47ILoNGSbSdeal2y
cacBofIEeSBEIZHaci7ibib09bodeald2y

FolnfoEpror ELAr e SLELLEILIILERLcP4E7L1 £hf9LDLOLIILEIILdfefal0L2y
afef2081058£0£c0376040599£aa595 8020077830 740102220 cdasb501 Ty,

£Eaf£208105£0EcH3T6040500£8595£2e823209773430£T40102220cdesbSciTy

000009ala067aflch50e126496355£4£0033d62330dd0ci51703d190534£4ale89028d4ay,

2067a£f1ch500126496355£4£0033d62330dd0c1517034398534£4a1e89028d4a
£37273654c0117981lec4a2298d45b82124Bad47739129271cebi691efa%e32aty,

a399cBa3icdBe328y

B3£9bf2asl7cictiy

A399c8a34cdBe32883F9bE2a81 T ffh]

2ALILILIfCLB LR ILALCIALBEQ LI 2EBLBEACLERILILL2EREBEILTRCEFECEELGY

0eflBadchifSadbbaa3B5£d173b64ad9dc792B8a 6ad6d5e693a76613561FfdeS5
feflBadchifSedcbea3iifdl?3h64adidc79208a6adédSeb9ZaT76613561des9),

0000013eb89FAL3208TBdd6aLS4catc5783bchIN1cledSdaTlef255ehfddadfhafela2y

Vong thir g+6

(4t
(4f)
(41)
(2b)
(2c)
(2d)
(28)
{2f)
{2g)

Co=
Ca=
C=

ProwER

74

C2@Cq =
Ca@Cy =
Ca2(iC3 =

b8YEAEN208£B8dA6aL5{ca£ic5783bchbillcladSdaT0af265abb4dadfbafalady,
4bedfcET744£9caf2abB8B0d28dac60498254330245627354980324ba0131d3804),

493170b564£3cf4ch

BAA0CIOSE L2540y,

493170b564£30£4cBA40CO05F£Ga25 ey

FAL9L3 L1 LT LS e6L4f 3t ffAfctBLdfAf0LcIILOLSLLIfTEfet2i504 o)y

b£140£06b30931071d7¢£2d62639£064ddbecedannda2Sha7fodbdSealefcot3y
££140£06030931071d7c£2d62639£064ddbacedeanda25bc? fodbdSealaboctdy

00D002cd631£7£20804£90932a272401800277a966Bd319c6157c23L7011684£2d70E0acey,

Vong thir g+7

18

€31£7£2804£90933a27240£802a77e9668d215c6157c2317h1 X684 £247080acen
28£283d£4000¢3c149%addddd4617a004d4902308435br6he3124c£5204153203),
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(48) Ch= Co&Czy = Bad901a6b3bcE66y
(48) C1= Cy@Cqp = dd20be8ci2caialfty,
(48) C= CyfiCy = 50d901a6b3b6esfédd20hadel2ealadly,

{2b) 15 QUL L0f] fa 636 cfAr6EGIdEAL2 E0 L fB A L2 fclal3falofO)
{2¢) ddle¢7e26b0£139370209b62b28978¢EBb0AdAL1BbBAS a4 202d633283Tafoh 33y,
(2d) £d0c7e26b0£13937h209b62b28978cE8h06dd116bsastad202d633a837afch33y

78040 a£01£¢afh61d0nE544bb9533b074260c5b9536boBocld9c021c80e326n

B =
B =
B =
(2¢) B = 00000b5c78040 afdlfcatfh6ld0af544bb2533b074260c5b9536becBonldBnl21cBee326y,
A=
A = S0£6B270c1lcHcTT54L0bBIIGEEA49brITD62fbIA66d4nI2E9Lc535048909 15y

@) Co= CrdCq = 9411ce395639£5dey,
(4 Ci= Cz@Cz = 1951073cad57d092y,
4n C= czj|Ca = 9411ca395639£5dc1951073cass74092),

(b)) B = £9£4£1 €1 FcfafIfIESEGEIEPLLLSEALCEIEILSELIOLIEILCLAEILELTEALOLIERY
(2c) B = #90273813d029£80a1064h609001b4 42084 £dad2269abICe0305a6a72569081 Ty
(d) B = £90273813d023£3ea1064b609001b4 42084 Ed242269ab3¢ceD305a6a72569081 7
{28) B = 0000046796937 6£b27af95630A5bd2b081564d01904b0T72c030552607e69252ba9265edy,
2 A = 1969376fb27e£9563ba5bd2b08156dd01904kC720090552607e69252hba9265edn
29) A= 299£b51£738295216£2505b267a1246020b2939I6fA1 f14falac)l02620L3408),

Hq'lﬂ = 299fb5)1£73829521622505026Te1246a20b293c91E£d1114felncl0262009408,

Rt gonmod p

() A = 497a26f852e76e930a6aaae0e54b6d7dy Ma bim dwere tinh todn bl MASH-1

{6} H = 4972261552aT6e%0ea62aaaleS54bGd dy

A.2.2 Vi dy tinh gi& tr] badm st dung MASH-2

Bude khdi tao:
Ai=0
B:=0
=0
Vong ddu
{2)) C = 4e6£7720697320746865207469506520, 100 byte dAu tién clia xau d ligu D
I = BOyx
@) B = LALeLGLILTETL200f 6L TEIL2L0LTLALGELGISE2E0ETEAE6E9L6EALGEZE2£0,
) B = ALt 6ELETETL2E0f6EILTE3I2E0LT LALGIS6L5L210LTEALELILGLALELSL210Y
) B = fALerGErETETE2E0E6E9ETEIEAE0ETLALGIBEGLSEZL0LTEALCELGEALSESEZEOY
20) B = 00000826871d3037592238207996401171c44350£ £063£8%a11aebhe07e1 8210852901 £36),
) A = 71d3c375922382h7996401171 44350 £L063L£685a1 1aebbe07al 821085a9d1 £3£)
) A = 71d3c375922362b7996401171c44350££¢63£85a1 1ackbef07al 821 08bagd1 £31y,
Vang thir 2
(23) C = GE6L7220616c6620y 8¢ byte cubl cling clia x&u d(r lidu D
(23) C = E66£7220616c6c200000000000000000, (...ALrgc A8mM v&l céc bit 0 nhj phan)
] = €0y
[ﬁj B = f‘foEfff?ﬂfziﬂfolfﬁfufEEcﬂfﬂ!ﬂfﬂ.ﬂl.ﬂlfﬂfﬂfﬂiﬁfﬂiﬂfﬂfﬂfﬂfﬂﬂltoh
(20 B = 8725353265d170476£95¢TebeabBc7££0c9308aae15a4b00Beebdl F84a6detct)y,
(20 B = £725358a65d170476£95 7ebeabicTEEICH 300226152 4h0080eBd1 £84a6de Fay,
(20) B = 0000064adfe7bebd78£2c00b3cl 1cc020a4c7a79adeB5 ££6bC98C78061e803£40a8b2b7ay
@) A = dfe7bcSAa78£2c00bIcllccl20adcTe?9E8de85££6bc98CTE061e803£40u50207an
20 A e ae34720ead142bcas75¢d151 606407671 8baTacadI670T01££022 £ebAcE3448y,
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Vong thtzq (BO dém 44 dai)

(33) C = 000000000000000000000000000000c0y 84 byte cubt cling clia xAu dir 11éu D
) B = £0£0£0£0£0£0£0£0£0£0LDL0LQL0LGLOLOEDEDLOLOL0L0L0LALOLOLOLOLTLOE0,
(2c) B = SecABfdi1aZ1b24055852de5a6£6Lb86017h57505dc68c000200d20c4 43608y,
(2d) B8 = fec4Bfdi1a2ih24053853de5e620hbE6E17DS T5CS5A068c80a 0042044360805
(20 B = 00000441423756b05a6bJ8BANT0E 2278486582 £dc49bA78049660200042d12dceTEbESy,
) A = d2375600526Ld48830708¢:£278486582£dc49£b478c4966b20b04221 2dcR7EhES),
(2g) A = 1c032998b0b-3a3282740232928e1359adc250ab217£280214£40 e 6821t 2G),
Hq = 7¢032590b0bain3£827d02325280135%d0R5cab217£1a0214£40¢a 6820 082¢H
Ham rat gon RED
Phén téch
(48) Hg = 7¢032996b0badassy (4b) Cox Hez » agc25ceb217£1nc2)
He = 227402329280135%, Cym Hgy = 7c¢032998b0basa3 sy,
Ha = adc25ceb217£1ac2y Cym Hy = 14£40£e06821cE 20y
Hgs = 14£40fee6B21cE2cy Cy= Hp = 227d0232928e135%,
M& réng
4) C= CgJiCqy = adc25ceb217£1ac27c032998b0basa3
Vong thir q+1
@) B = fafdfof2f5Lctelbl2f1L7IEL1fatcE2f7faf0LIL2£9E9LBEDLOLDERLIEALILEY
(2¢) B = 86£ed56a454664c4508cE5cd6374aEab5aleaclid3E6e33ae£04141491dbIrd 3y
(2d) B = £6fad56a454664c4509cE5cd6374efabsadeac18d38683320£04£41491db3cd3
(20) B = 000006324c63d042673£195040d7d7921 20001 a641037d07¢20431 £946:07a954b4B0sc
2 A = 1063304£673£195bd0d7d79212¢0b1a6d1037d07c20d31 £946c0T2954b4B0Cd
20) A » 3060£3d7d7850836472aa4520804a22 £ £ 7cc] 21 eca3722b315234757b2365¢ ely
M& réng
(4d) C=Cy|IC3 = 14£40fea6821ct2ca27d0232928e1359),
Véng thte g+2
) B8 = F1EALEEAL0EEFefef6LAE2f1fcEfE2fctaf2f70dE0£2E3E2£0£2£0Lef1E3E589,
(2¢) B = c194062327 7479284522751 7ch150038633d6111380d49claba68dB5d2923418
(2¢) B = £1940623277a7d92845227517cb150038633d5611138048¢9abe68d85d29a3418),
e) B = 00000c2b4825db02a3031257c530abd55dF£L5533e20822¢0065¢C50299a52b£7602d872ben
©en A = 4825a0029091297c%530abd55dL £ E5b93e2022¢00650c30299a52b07 602487 2bey,
25 A = 784522d447142218212068£55¢b1£96cPada0de086be7b12cB66ca0d21b1baSEy
Vong thir g+3
48) Co= Cp@Cy = U£bE5ed9Ib3£1099bn

20

(48) Cy= C1@Cp = 73bc7741034b93adp

(40) C= Cplicy = 0fb£5d9b3£1098b73be7741034b93ady,
20) B = 2Of L LS fefdf b ALl EQrRL oL ITIILhECETETLALNEQEILLAIRLYLILaldy,
(2c) B = E8bad922b2an57elda539704a 48009 769bAL 610714980328 9520f6dR42492b
@d) B = £8badf22b24857e1da539704a£48009769bd£61c714908£33089530£6AB4240aky,
{200 B = Q0000259%aaa22afab266de484£a939%ae40££1306677351a6e5£603e5cTeaT9c4d8e9)
2 A = Span22afu6266dad54£p93952e40££1dcE67715f1a6e5£603eS501eaT9c94dB8ad]
(20) A = 22e£0072e132¢7 £ 755aL060E1£1067158297abE98d02472£63addaabd256bhé),
Vong thir q+4
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(4 C2= Cp@Cy = 674878af6h6aSc8ly

(4 Cz= Ca@dCz = c5337a9df9e44£d]y,

) C= O||Cy = 674878aL6b6aScB8CEIFTaddIed ALdly

(2) B = £6LTLALALTEBEaLEL6EDECafSECEOfBEcESI3I5ETEnfIfdEftOfal¢L4L1TATy,
(2c) B = d418£48al6ca3d0383210d90040dfeEaddcdddas£2addB£09c3225049dad64 Ty
(2d) B = £418£48a16023d0383210d9a040d5e8 934dc88426£2a0d8£05c3225040da364 7},
{(2) B = 000006444434£52752c3635d8Brald4e3d2884€13eb1 5035210904 Tcl0c14030b55623ehy
(o) A = 4434£%a375203635%1808a14403d2804613eb15035e1b3ud Tofes] 4850b95623eky,
(20) A = 66dbe5d5b3f1adalfdblef2eccde21066982e827959e00e78£092a0473485dy,
Vong thir q+5

(4¢) Cog= Cp@Cz = caBa24444a15464an
(48) Cy= Cy@Cp ™ b9365305495ed5eey,
(48) C= Cp||Cy * caga2{444154642H9365305495ed5eey,

(20) B = fofafBear2fALatdLArarltSEALELdfahEIL3L6E5L3F0ESLAE9 S efdfSfeley
{2c) B = 98210d2£41055055094a1edb382£160a9d61dd7c2cou10£bBc026£04£386b6a3N
(2d) B = £a210d2£41055055094a edb382£16229d614d7c8c9a10L08COZ6EL04£986b6a3),
(20) B = Q0000b4 72924040982562be4723¢0£7818292615525274024a€6064£0%eadld1d89a764a0h

@) A = 2024040982562ba4723¢0£78182526195252 7402 4aBL 64 EBIend1d1d89764a0n
(20) A = ABLLL13c31aTEL4%828ce056d420c40934ca5a2033e204£6a650070784d42c dp,
Vong thir g+6

{4) Cam Co@Cy = de7¢2baa22348966),
(4 C3= CaeCp = 1b4b5137dbd0cEhTy
(4 C= CafiCz = de7e2b2a223489661b4b5137dbd0cEb T,

(25) B = fdfatTfel2intatat2E2E3EALSE9EGEEL 1 IDEATDESFIE3£7LdEhIAL0LCEBELETY
{(2c) B = BY0106c2c35c75bL7dTel3a22c0932f £05313acIcEl37700bad ¥al77122d70ay,
(2d) B = £50106c2035075027d7e13a22¢0932££0531aacI061377011bad7.177122d70an
“{20) B = Q00002cacE6Lr3b0a9deb4d1c106blalf6465385af56250886£78d80£016914a005266£51db2y,
@2y A= c6£3b0adiebdlcl06blel6465385af56250086278c80L016914d005£66£51db2
2 A= 8e0c4195a71393554921 61087756b5£1142dcefba6274e0711287bBeb213141,
Vong ther g+7

ds) Cos Co®Ca =  dic1757391c580fdy
(48) C1= C1HCo = 68E72676489b5513
(48) C= Cpl|C1 = dlel757391c580£d50£72676d890SSL3

fAf1fCLILTESETEILOf 1 SI8LOLLLArGELLITI2L647L6LALBL9ILESESELES

() B =
{c) B = 73£dnd6410e664a61d632a057£8594a2eTba2338408403168asa7a431eddclbey
(2d) B = £F3£db36410e664261d6303e5728594a2e7ba23384c94031 6Basa7a431ed4c0bey
{29) B = 00000122£76551 06301 7dfb5achs375660ecic7EbIILL6039351b9 fddbdachis2ealtldy
2 A= £76551c6e3b17dfb5echa31566eecic7IbIfLL6039351bSfd4bdach3S2eatlldn
20) A = 7959105304a2e0aaba%9956501 9ba2088a7b2da38 757617 {adaf2b0bbcbels2y
Vong thir q+8
Un Co= Cr&Cq = bEES0ddcfaafde?5y
(4N Caz=z Czecz = ade23ceb217£1ac2y, _
@4n c= Ccy|ICy = bE890ddofratdc75ada25ceb2171ac2y,
(2b) B = INEGEREREQEQTdf et Efafafffdfef 1 L5 atdEcE2ESfofefh2ELETEEL1Satctfly
{2c) B = 82pFeBaafd5£135245a36£0al1c67556d1086d15172ab9184515edcr440313daly
(2d) B = £29feB82af45£135245a36£ 92 1c67556d1006d15172a0918451 SedcEd48313daln
(20) B = 00000a8bf084975e7acBe096b464172edPa5chb fab32c5512£aec0b3T02£4276084 9 7abdy
(2 A = £084975e7ac8a096b464172Zadascbi£eba2c5512fascibiT02£427608497abdy
(200 A = 89edf70d7e6ale380a3d024b303a69670149e8£2aBF9afcodI00697dblB2bbat),
Hgeg = 89ed870d7e6a0a380e30524b383069670149e8£2a0£9a£ccd80697db182bbe
Rat gonmod p
() A = 8ad87c2def74c2e82de5769806e1hb28)y Ma bdm dwge tinh toan bél MASH-2
(8) H = Bad87c2da674c2682de5769806albb28)
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A.3 Théng d1ép kidm tra mAu va gl4 trj bim ciia chdng

Theo tinh toén clia ma bim cho tap hop c4c théng dip kiém tra (A.3.1 161 A.3.9), céc 86 nguyén sau
day dugc sir dyng:

1) Hop sé adng dw

N=  8h251fals£8b7a3c8alacs0dad21de6bEdfotdbioEd452d0d£98adI27ThoF6facab6422014349381£63576
d7h7a76h8c91a90dcd0ce576bA6£9a12814aL24907e3b4dbb67£52683e7992a4cE031885533021d07¢T
€14811adbd600£b78d62a78 9Ly,

2) S6 nguyén té

P=  cdelebf6e432331d896a70024031209d7b2¢7Taly,

Chidu dal ctia sé ddng dw N s dung trong ham véng 1a Ly=780s = 30Ch
Chiéu dai dAu ra clia ham vong I L,=768s = 300n
Chidu dai ciia sé nguyén té p sl dyng trong hdm ritgontad  L,=160¢ = AO
Chidu dai ctia ma bam 12 Lo,=180¢ = A0

Nhng ndi dung clia céc trrdng:

leng of text 86 bit clia thong diép. Dugc duwa ra theo dang thap phan dAu tidn (vél ki hidu 1a d)
tiép theo 13 bldu didn dang thép Iuc phan twong duong (v6i ky hidu I3 h)

text Chtra théng diép 88 dwee bim phén @jnh bdi céc dau ngodc don

text in ASCIl Chira thong diép theo ma ASCII. Nhitng khodng tréng dugc chén vao cho dé doc

H, Chira @Au ra clia ham vdng theo Gjnh dang th4p luc phén sau g (ng dung

Hase Chira dAu ra clia ham vdng theo dinh dang thap luc phén sau q+9 (rng dung

H Chira ma b#im theo dinh dang thap luc phan sau phép rit gon modulo p
A.3.1Vidy1

langth of lext 0g=0p

fext o

text in ASCHl {(empty slring)

MASH-1 Hg a69251913371623870322701h08a492d305d648194Ffalel880a2d4£5F149£dFBcoa0e9
©1324£d%6270alfee9a772000252014432096dA6a54232947£222b281786259¢045de549
6b166@4955¢d0c84£2530049£b61£6£c66763915d4006wBb8e

Hogeg  c42a£288c£dB3087540106062224170580761048691830£5479721a3365d297937£30506
€91abd0e0d307d8515e03dd5d64hd62570 90bal6aaf53al4c47chb0 07054004294 0329
£££220d1£db27025982584081d44£04252612084£506c2£5627

H b7231fa49¢e024%adeflcelal429736e819adBb
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MASH2 Hy
Haes
H

A3.2Vidy2

fenglh of text

text

text In ASCHf

MASH1  Hy
Haea
H

MASH2  Hy
Hges
H

A33Vidu3

length of text

taxt

textin ASCH

MASHA  Hy
Haes
H

MASH2  Hy,
Haes
H

TCVN 11816-4 : 2017

499bcaa76a9b15£B061fc0Lc2da43d748£10a7436a70636d5640¢35875¢def310£3a808
791e358774669341bd07£7917cd35928£9¢e60288£7c53cech2d5¢82£9778049024243b
896a3066448801ab6£0b975018a7732a87Tbaal3clac07e950as

416000041591700£319a8e2bbe2bab56e88cd39dd24194da16¢81b5bedb15d9ca22849¢f
7ad7ae6d483987492¢1¢dfde65775¢610740b33541258£568a£3038a79d8a7097000aee?
630960c27a63245d9143¢58£21bd386£b5b8600£4765d94e e

beeelbbf5646e7eblcfhledfdbe787016ce4blBe

B84=8
"y
61

843d8£bd095¢b55514b0017843541ea3003¢c03b6b9753501ad28e28£803d5a125461 £8a
6db3£fctbdb3475916915bb50dd712833647710db0b71c4696570b37de678d185¢99e285
@496ba705415130c20e5110804fa38£0080acdcfadTbb3coE2

b7ed378165ebded40ca34£1372643d57d395810069695%eb44£3514kbe65413¢9131817act
27a8£501961ac3chlasSle2ech32¢990443£26ac32890bRlecf58740aboced79£292870a
b845¢00eb0555a4cda7ab%e23ccadS0bidaff46921¢2a20d425

c7¢5e8262a0067a3£0479£d05¢8149500636610b

4851adcd1809¢0b66018a4£62a0008ca08e25fa5a62B£970d0£0923baB1276301d6845d
a78314ecae818a32589132a22¢coacdbe5L4e06aLe72736320£218255£4bA3e58d3f¢c3fd
4357411021047077017¢0358401a013£251638£3£4764ef5a4

55729293%¢469da0£4542227¢5¢Bcbadended497433cc3caldb32e473¢23287a£7dcfd
eb7e1£683723697772a¢¢19e£52064681bdab2b6£a3253f0c58980284ddn2£c077£bd04
92e125c204a£1£4625£433568115619e517ab05b74eeb0ehlc

cBae72da0065449524a6¢a0909d7702628b£b683

243%= 18y
‘abe’
61 62 63

329£3abbald9££de27478023bofhaisShflabaall £d£7¢322a9a314fb4376923805bb65S4a
04838382b544702263e6F£3bd8a21fo38E5££5£06859d11aab1d459a£96912£edS50ed75
Sed3d1da07766de4985a01£fA56dbaBefE52e37eb 7072400694

5910c5a2d3£fal9bda8cdl43aneccact5f7acdf84067b438591ee2d4626¢0£¢570188083e
eB6dB6d5faB9fdedlde2h3ea75dEc5229hceaBSh2500312339355b7406209429021h5a9
6590280a3£5477687ae5d4858b46a480976b7e741dbbalcBdl

9e¢76dd088ade8Baa72bb9¢e3727£34bd27¢75912

3bbd7e23260830c085a628205a£2£2d35d7@78074d0£3de4964bbea%a74780b43662d9a
666daba357abaf203186129e3202£80a015de4ddc6811db472¢£36420e0ccbl7a9a937e

- 1a89647eb7£84105¢023617b9144ba2faf8113070acbibad L6

344d4e0£7627fbbSaffdaa62610d096¢ce6951£9a17£191e56a25ba5d3dccdb08a36l ££e
917b8eef53d000a39193£443274b34£931b06e469518d507d60h1d794£@78¢1T740b0C42Z
c727362b7b1£a7dB092d7a00530357eb76ca£786833%e6aath

18086£7c5¢06elbde659¢c1eTh5c957£3dfbaeTc8

23
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A3.4Vidud

fength of lexi

ext

text In ASCIH

MASH-1 Hg
Hoss
H

MASH-2 H,
Hase
H

A35Vidys

length of lext

text

fext in ASCHl

MASH-1 Hg
Hq;&
H

MASH2 Hy
Hq.;s
H

24

1124 %705,
‘message digest'
6D 65 73 73 61 67 65 20 64 69 67 65 73 M

59ac98£R064076a567e10£019227£dh7561711d60b1a£2a51dd9788R94daf4d543e541c
30hd%9e927521960003610330cd80040dc06965b09d6¢3ad5b5a454a2d05ade60620366
5677472b5a9%a5e0aeebd565e1a99be2279232083608c002bad9

be3fB2dh3e8b727264£2d6eleSe078£6499309a7d15ccdfd8ad78c356e5he5835bcadld

4c1S5efee7c0A3640B4£3£99d10d 8elaldboTddadeS2eablTlaa01d0cE9E7510825chTR
6eb2£5£cERTREZD44d67296a5¢cb14af0d83d85£720acd446809¢

777¢17ab3136b5db7602615702200e7£6580£6da

. 0cD2dlef059£9aT8£68c35hT6£E9424Tbbba0fIF92ca 6L 924487092230adB89078cdad

9687a7573££13bd13befcdad556514ea69f6Taect80cdIhE29347e0c5d0d54eddaaB76e
2667845420161282£99c86248a91d812£fe10ebc0750a£359

£64758641fe517e72d0ed55102cad7c4blfacec36284895d5£e3621¢£661bb2b972fcdde
£06b35c5505aaeeab2eddilcc1cE7e9d7854b7441£d384b357982¢098ad0b14¢212ca3bE
df7eSbfc7£671433503522fb88ded60af24dThebl 907012150

7bb34180803bba2af002216de024134328732028

2084 = DOy
‘abcdafghikimnopgrstuvwxyz
gé gi 63 64 65 66 67 68 69 BA 6B 6C 6D 6E 6£ 70 71 72 73 74 715 76 7T 18

64414c60£0a5a7790b7¢587a%a402631459h80alacc25207437178e0£8083a£532£76d7
£0a1bb0B30eadc85¢2£H277h(4cadada2 Ehbed7b6h7e694050d8abdaldd63ed563d834d
95298ad99h7012266def8da2609¢03590cTbE6eEB62¢ca3dTdb

3773£ad4021¢44£5260£4122767909b7b4c186742£42a977£5978e19a997aeShdIthesSc
@1£fb5d18b285da040aBEd3aekenalen2q0117foc890dba3511aabbSed0bsei1d2e3bhe
12e43b735e50b8420d08d560910185b0£5aeB0aeat8ffe2023

3a3£4bhSaR1ALEETor2FOfdehoehdT0hpl1 2561202

S5dB8e7fa3aad7dc2BEfneal 6ibdeh66663d02eceShf1676690e3d4558089831280£3%a0
16£7bd8ad60101400c9a£181¢7da?32aa600029924400bdd49£7813bad9chbchiabdSe
B85095246352¢0406800a2523a£27021b3382h7ed 19604905542 .

Be9%aced1742630dbd5e01d947e041d6b2e28eBbEdae70161bddabl fe5895e8171d780e
a3691c123££d39fd87315aacl1226195acaecidad0256bd7Ieacoldebtad2516£9¢ccad
4a7e6990d91529¢30585860£7h3ded4d2de68a002587383856

alc3bhfe55ce6fa3417ebd33d7161054282114£7
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A.3.8Vidy6
length of text 4964 = 1FO0p
lext 'ABCDEFGRIJKIMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz0123456789°
text in ASCH 41 42 43 44 45 46 47 48 49 4A 4B AC 4D 4E 4P 50 S1 52 53 54 55 56 57 58

59 5A 61 62 63 64 65 66 67 689 69 6A 6B 6C 6D 6E 6F 70 71 72 73 74 75 76
77 78 79 TA 30 31 32 33 34 35 36 37 38 39

MASH1  H, 30456a50f07¢0b5b18a03¢b92£2e£093bbES220vad219¢5¢cce5a74956cd306b06ee2acs
25£53739£934055£c1£8551¢97724270d9¢8754¢2580f06c2bF££3£1£3358£7615bedelc
ce61c1703a3232d4403bdc7cbbfde676bE£d91d77Teablc3£9

Hgsg  1595f9e£e2b51054969cd1£2071eabbdld31b3769d5ca08bbB2d4 62dfaaldeafde8lce
8d29e33887006d£0394ec8f606a2d96c£d9¢ae578362d0bbBne0086907E4£6dfcI6fabe
712ec826930a5d967b204cb270246d80a1dcb0b564971521b0

H a3laded699656dlabbdadfdc7al21e£29261315¢

MASH2 Mg  oqr£22681baBadbE6268¢92£5d65£24f035as02b63¢faac5a35b8de70£1a2542£0e91d0
89046cd071549611d¢a714735a29889c4228992905026303a517874111e82777e110£32
c1ad£78a2663800430cA8b75448295£94402bed7c094 738b57

Hq¢8 07¢467¢92561ca22867ebb652c34a4d321b5ca2bc8ab327a66e3be3d9bE2125e50da22baT
209a4b4676184151£0882¢3fe20c06£0e15490c070ac7boffacdBadch95226dea68745
9749044¢48670a90650c059£371£0£3¢c1£93211ca2677£0L67

H Tef0c17aa2f0£56b29714855243046£075e1155F
A3.7Vidy7
fenglh of text 6409 = 280
text '123456789012345678901234567890123456789012345678901234567890123
45678901234567890"
laxt in ASCHH 31 32 33 34 35 36 37 38 39 30 31 32 33 34 35 36 37 38 39 30 31 32

33 34 35 36 37 38 39 30 31 32 33 34 35 36 37 38 39 30 31 32 33 34
35 36 37 38 3% 30 31 32 33 34 35 36 37 38 39 30 31 32 33 34 35 36
37 38 39 30 31 32 33 34 35 36 37 38 33 30

MASH-1 H'q 95¢b91b577348£0631954848ed02a368¢c880409a850a676cc62250632b2£a70£8b13938
£99440d%aca7940303eabe5863028a47ch5880d£7284b1dS5aT77443££85bdB5e1050aa6
5a9276€84cd36755dc4040710d768b2ab47dc5d53171189984

Hyg  3b£602278383231af9£25£965a0a2¢0110219861948c342b22459490433579daac27407
3d51d3d9155738a5be8274103da635935bF1F£5559dad 53378868dd18Fd00536c32a146
16dBbIL091b6ceBBE6£02168860220258b90bA64065¢cha02£3

H 076e2907¢1330£4ead894d0£6££3090afcc8ab68

MASH2 H;  pfegdab3bco35000£04953180a5565¢2368e6926795028b20b7ebbE8a590831a9b296763
214426ed4501e1056098370£0afa2bc0adB3abalc21col 7c10933341049¢0195b5288a0
3197a21a145612dedb806ed28620 ££08162¢857728E3d00328

Hq‘hs 9691ac1b65033728543330152957e003538633d9b4b1£¢03£bB09e032ba7l2feeBeobll
efdbl161bd76e071£Scfed8013d1808a102£0e0d7d536a0501¢c9620a5b1aB51ed1dde B
ac2991b46£0b0b279270ddE08222127 3¢5271663b8db2397a4

H 9£94£2¢a61150871771 f£cbfdB74a474aa7343324

25
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A3.8Vidys
length of text
text
text in ASCHI
MASH-1 Hh
Hass
H
MASH2 Hg
Haes
H
A3.9Vidys
fength of text
text
text in ASCIf
MASH-1  H,
Hq43
H
MASH-2 Hb
Hqi»B
H

26

4484 = 1C0p

'abcdbedecdefdafgefghfghighi hijkijkljklmkimnlmnomnopnopq!

61 62 63 64 62 63 64 65 63 64 65 66 64 65 66 67 65 66 67 68 66 67 68 69
67 68 69 6a 68 69 6a 6b 69 6a 6b 6¢c 6a 6b 6¢ 64 6b 6 6d 6e 60 64 6o 6f
64 6e 6£ 70 6e 6f 70 73

843£5939e80004705771a8c4acesBL9£a8074£04160230d705¢43a4016991421c258e08d
67d52116d06b81e6ebdda7£7a737£be583£b5£2260fc7c8b3aacdb7265e145a%2¢58b60
874£dcbSbfbh75bbad893fefanablaibel 38991¢949¢cee230d

aeabbh3a0878961b%e7bd60e32686ac1a7el 6b45265625b1962£cale23fbald 67e0c4d510
2d77ech8l1c4a5 fodda2£143ehda30al 0be74176£5%d5c4c8302d0£074093d£8466ddb62
6££6da624c840bfcd9815e6a09¢46257h0057a£7000309209

6bb2634d580715a727bledfacef2cifactbaacta

299281d7e35¢ch7c90185e£5¢a7844de96313£7d1a3addd59caledi83cci8T8£cdbaabdl
9e50bfb10a959564849¢75cbhfh32eecd3¢5d332a34b23£160329d766841a505832e4f
adbbo0B4£c00018468713209e0£12075590£d396ed7e15a8fc4

3494710994£16147aaleb379abead596467080524d3d0a7d31a540fbe83ba310756168a
0cha1320354013d6792eb05%db7¢cce?74b8b31eadT3bd00aal94dof£2230e£425464744
657061107£64040343b04883a5abbc4441084901¢023247097

S6f0blaefd275446c0d50557afkh763b0bal80c2¢e

8000000 » 7A1200p,
1 Million *a's

61 61 _ 61 61

8b5£e6058557£0122a98b60671£581.530b7295603822398396403a46d4740366¢caelbd
£03d6a0c7beafh5ah1498582775h2351445£d4£6158997a05b251be7cd005¢8b29ddal0
768589a4120b8597228434dfedcd 642595fab4albl35h0b419

9294b24125fbdchbb1F64208038585£74847a572a927h985HE923££12637131cef16c202
074f1bcdf4346c164a61££11aB8788213386£50e2b09a62027b9b25¢4125b¢c5ab8abl6E4
©¢23£950450L776322a99158¢cafchbfl1d2acBeS5¢ef2084272€

2h0b4c65e5220332077687e810eB8fH3b29£dB06D

6€4c965b%a5c96faledd808930b0a3c271e810a036729£48dc19250315ebhBalf1047e
0£44d83d90372£7£c3130307cde9823890£364a0ab616d30a881480baa5£b3d720a58£8
cdfef0163981¢0444722£984279¢9£3674b4ee9B8bc89752929

8d73e319037¢294£Se4b2e2£94893¢ca708702ad52¢9cad013abcat8I1£4h13998bolen
c907344a8ad349F£9££cTOL66778db2e064314057a£d£082a52068d18addad 5637d6Ba31
4de1a29701da4¢5h2e7b803339a147£6£3dc03719£c4860ac8

40262939¢12dbelcdc0913968266chdEfcEdS08e
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Phylyc B
{Tham khio)

Théng tin bd sung

B.1 Xac dinh cac g4 tr] ciia tham sé

TCVN 11816-4 khdng chl r8 céc gla tri s& dwoce sir dyung d8 tiép can dén mot mire an toan @4 @ ra.
Tuy nhién, TCVN 11818-4 dugc diic ta theo céch a8 téi thidu hda nhirng s thay 8i yéu ciu trong viéc
s(r dung né néu mét trong cac tham =8 nay phal dugre sira dbi.

56 nguyén té p nén dugc Iwa chon can than, vl chidu dai bit clia né xac dinh kich c& ciia ma bam.

B.2 Sy khac nhau gitra MASH-1 v MASH-2

Ly do cho viéc gi&i thidu mot phién ban bd sung cla ham bam véi 88 m cao hon (MASH-2) la a8 triét
tidu bét ky tinh chét théng k& nao c6 thé c6 vél MASH-1. B8l véi céc yéu cBu an toan rét cao, nén lya
chon MASH-2 thay cho MASH-1

B.3 Ham rit gon

Ham rit gon RED dwee dinh nghla trong 7.3 88 didu chinh chidu dai mé bim cho phi hep v&i céc yéu
chu vé tmg dyng tiép theo clia m& bam H, va a8 tiing cudng mirc an toan,
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PhylycC
(Quy dinh)

Djnb danh déi twyng

Phuy lyc nay liét k& cac dinh danh @8i tweng chi dinh cho ham bam st dung 84 hoc @dng du dwoc dic
ta trong TCVN 11816-4,

-- ISO/IEC 10118-4 ASN.1 Module
HashFunctionsUsingModularArithmetic {
iso(l) standard(0) hash-functions(10118) part4(4)
asnl-module(l) hash-functions-using-modular-arithmetic(0)}}
DEFINITIONS EXPLICIT TAGS ::= BEGIN
-- Xudt ra toan bo; --
-~ Nhap vao la None; --
OID :i= OBJECT IDENTIFIER -~ Allas
-- pdng nghla —-
id-hfma OID ::= {
iso(l) standard() hash-functlons(10118) partd(4) algorithms(0) }
-~ Quy dinh =--
id-hfma-mashl OID ::= ( id-hfma mashl (65) }
id-hfma-mash2 OID ::= { id-hfma mash2(66) }
-- Chi §: Quy dinh cho OID méi cé6 trén 66 thudt todn bd sung --
}

END -- HashFunctionsUsingModularArithmetic --
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