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TCVN 11367-2:2016
L&i néi dau
TCVN 11367-2:2016 hoan toan twong dwong véi ISOINEC 18033-2:2006.

TCVN 11367-2:2016 do Cyc Quan !y mat ma dan sy v Kiém dinh san phdm méat ma bién soan, Ban
Co yéu Chinh phti @& nghij, Téng cuc Tiéu chuén Do lwdng Chét fwgng thdm dinh, BS Khoa hoc va
Céng nghé edng bé.

Bd tiéu chudn TCVN 11367 Céng nghé thong tin — Céc ky thuét an todn — Thuét todn mét ma gbm 04
phan:

- TCVN 11367-1:2016 (ISO/IEC 18033-1:2015) Coéng nghé thdng tin — Cac k¥ thudt an toan — Thuat
toan méat ma — Phan 1: Tdng quan.

- TCVN 11367-2:2016 (ISO/IEC 18033-2:2006) Cdng nghé thdng tin —~ Cac k¥ thuat an todn — Thuét
todn mat ma - Phin 2: Mat ma phi déi xing.

- TCVN 11367-3:2016 {ISO/IEC 18033-3:2010) Céng nghé théng tin — Cac ky thuat an toan — Thuét
todn méat ma — Phén 3: M khéi.

- TCVN 11367-4:2016 (ISO/IEC 18033-4:2011) Cdng nghé théng tin — Cac k§ thuét an toan — Thuét
todn mét ma — Phan 4: M3 dong.



TCVN 11367-2;2016
Gii thidu
Té chive tigu chudn héa quéc té (1SO) va Uy ban ky thuat dién quéc té (IEC) hudng 16i thye té vige
tuan thd tiéu chudn nay cé thé lién quan t&i viéc sir dung cac bing sang ché
ISO va IEC khéng lién quan dén cac béng chirng tinh hop |é va pham vi ap dung cla cac ban quyén
sang ché nay. Ngudi sé hiru ban quyén sang ché phai tw dam bao ISO va IEC réng ho san sang dam
phan gidy phép theo cac diéu khoan va khéng phan biét mét cach hop Iy va cac diéu kién véi nguoi
yéu cau trén toan thé gigi. Trong khia canh nay, tuyén bé clia ngudi sang ché phai dwoc déng ki voi
ISO va IEC. Théng tin cé thé tim dwoc tur:
ISO/EC JTC 1/SC 27 Standing Document 8 (SDH) “Patent Information”
Tai liéu hién hanh 8 (SD8) dwgc cdng bd cdng khai tai: http://www.ni.din.de/sc27

Chd ¥ rdng kha niing mét s8 yéu té cla tidu chuldn nay c6 thé 12 abi twong clia ban quyén séng ché
khac véi nhirng didu @3 xac dinh & trén. ISO va IEC s& khéng chiu trach nhiém xac dinh bét ky hogic tat
cé céc ban quy&n séng ché nhw vay.
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TIEU CHUAN QUOC GIA TCVN 11367-2:2016

Cong nghé thong tin - Cac ky thuat an toan - Thuat toan mat ma -
Phan 2: Mat ma phi déi xirng

Information technology - Security techniques - Encryption algorithms - Part 2: Asymmetric
ciphers

1 Pham vi 4p dung

Tiéu chudn ndy dic t3 mét sé mat ma phi déi xirng. Céc déc ta nay qui dinh céc giao dién chlrc néing
va céc phrong phdp ding dén sir dung céc mét ma loai nay ndi chung, cling nhw chinh xac héa chire
ning va dinh dang ban ma cho mot sé mat ma phi di xtrng (mac dit c6 thd chon céc hé théng phit hop
va c4c dinh dang khéc @& Iwu trie va truyén ban ma).

Phuy luc A cung cép ¢t phdp ASN.1 cho cic dinh danh dbi twgng, céc khéa cdng khai, va céc clu tric
tham sb lién két vé&i thuat toan dwoc d3c ta trong phan ndy cla ISO/IEC 18033.

Tuy nhién, cac d3c ta ndy khéng qui dinh cac giao thirc thu duwge mét cach tin cdy khoa cbng khai, aé
chirng minh viéc s& hru khda mét, hay dé& xac nhén khoéa cong khai hodic khéa mjt, xem ISO/IEC
117700-3 hwéng din cac véin @& quan Ii khéa.

Cac mat ma phi @i xirng dwec ddc ta trong tiéu chuén nay (cla by TCYN 11367 (ISO/NEC 18033))
dwgc chi ra tai Didu 7.6.

CHU THICH M@t cach vén t4t, m&t ma phi déi xtng gdm:

- ECIES-HC; PSEC-HC; ACE-HC: H& mét lai ghép thng quat dya trén mét ma Elgamal;
- RSA-HC: Mt m4 lai ghép dipa trén bién a8i RSA;

- RSAES: Lugc db dém OAEP dira trén bién ddi RSA;

- HIME(R): Lwgre d8 dya trén tinh khé clia bai toan phén tich sé.
2 Tai liu vién din

Céc tai liéu vién dAn sau rét cin thiét cho viéc 4p dung tiéu chuin nay. Déi véi céc tai liéu vién dan ghi
n&m cbng bé thi 4p dyng phién ban dwoc néu. D& v&i cac ti ligu vién dén khéng ghi ndm cong bé thi
ap dyng phién bin méi nhét, bao gdm ca cac slra d8i, bd sung (néu cd).

ISO/IEC 9797-1:1999, Information technology — Security techniques — Message Authentication Codes
(MACs) - Part 1: Machanisms using a block cipher



TCVN 11367-2:2016
ISO/NEC 9797-2:2002, Information technalogy — Security techniques — Message Authentication Codes
(MACs) — Part 2: Machanisms using a dedicated hash functions

ISO/IEC 10118-2:2000, Information technology — Security techniques — Hash functions - Part 2: hash
functions using an n-block cipher

ISO/IEC 10118-3:2004, Information technology — Security techniques — Hash functions — Part 3:
dedicated hash funclions

ISO/EC 18033-3:2005, Information technology — Security techniques = Encryption algorithms — Part 3:
blocks ciphers
3 Bjnh nghia

Trong tiéu chudn nay ap dyng céc thuét ngle va dinh nghia dudi day:
CHU THICH Trong tigu chudn ndy, & nhirng noi phii hop ¢4c tham chiéu tiép theo dvoc dua ra trong céc Bidu ma chia

nhirng dinh nghta va/Mhoac soan thao chi tiét hon.
31

Mat ma phi dbi xirng (asymmetric cipher)
Hé théng diwa vao cac k§ thuat mat ma phi dbi xizng, & @6 phép bién ddi khéa cdng khai dugc st dung
d& ma hda va phép bién ddi khoéa riéng dung dé giai ma.

[ISONEC 9798-1:2010, 3.2]

CHU THICH Xem Didu 7.

3.2
Ky thuat mat ma phi déi xeng (asymmetric cryptigraphic technique)

K§ thuat mat ma phi d6i xtng s dung hai phép bién ddi lién quan dén nhau, phép bién abi cang khai
(dwc xac dinh bai khoa edng khai) va bién Gdi mat (dwoc xac dinh bdi khda mat). Ca hai phép bién
d@8i nay c6 tinh chét 1a cho biét phép bién adi cong khai, vé mét tinh toan khéng thé c6 kha nang xac
dinh duee phép bién @i bi mat.

[ISO/NEC 11770-1:1996)

3.3
Cap khéa phi déi xirng (asymmetric key pair)

Cap khéa lién quan véi nhau, khba céng khai va khéa bi mat, & day khda cong khai xac dinh phép bién
ddi cong khai, khéa bi mat xac dinh phép bién ddi bi mat

[ISONEC 9798-1:1977]

CHU THICH Xem Didu 7, 8.1,

3.4
Bit (bit)

8
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M#t trong hai ki hiéu ‘0" va ‘1’
CHU THICH Xem biéu 5.2.1.

3.5
Xau bit (bit string)
Day céc¢ bit

CHU THICH Xem Bidu 5.2.1.

3.6

Khéi (block)

X&u bit c6 g8 daf xac dinh

[ISO/EC 18033-1]

CHU THICH Trong phin nay cia ISO/EC 18033, khéi dwgc gi¢i han |2 x3u bd tam (dwec minh hoa mdt cach ty nhién nhw
nhifng xau bit).

3.7

Ma khél (block cipher)

M3 dbi x(rng v&i tinh chét 14 thudt toan ma héa thao tac trén cac khéi clia ban rd, nghta 13 trén xau bit
co db dai xac dinh, két qua cho ra khéi ban ma '

[ISO/EC 18033-1]
CHU THICH 1 Xem Diéu 6.4.

CHU THICH 2 Trong ph&n nay clia ISOAEC 18033, cac khéi clia ban r8/ bin ma chi gigi han 13 céc x&u bg tam (dwge minh
hga mét cach ty nhign nhw nhiing xau bit).

3.8
Mat ma (ciphen)

Ky thuat mat ma ding ¢& bdo mét di liéu, bao gbm tlr ba quéa trinh thanh phéan: thuat toan ma héa,
thuat toan gidi m&, phuwrong phap tao khda

(ISO/IEC 18033-1]

3.9

Béan ma (cipher text)

D@ liéu dwoe bién ddi d& che gidu ndi dung théng tin trong d6é
[ISO/IEC 10116:1997]

3.10

Nhom cu thé (concrete group)
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Sw md ta dwdi dang twdng minh nhém abel hlru han, clng VO céc thuat toan @& thyc thi cac phép
toan trén nhém va ma héa, gidi ma cac phén tr nhém dwéi dang xau octet

CHU THICH Xem Diéu 10.1.

3.1
Ham bam mét ma (cryptographic hash function)

Ham 4nh xa c4c Xau bd tAm c6 @6 dai bt Ki vao xau bd tam c6 a6 dai ¢6 Ginh, sao cho biing tinh toan
khang thé tim ra méi quan hé giiva GAu vao va GAu ra, va sao cho, cho trude mot phan du ra, nhung
khéng cho trwéc Giu vao, bing tinh toan khdng thé doan dugc b4t Ki bit nao clia phin dau ra cdn lai.
Yéu cAu chinh xéc vé& do an toan phu thugc vao ng dung.

CHU THICH Xem Digu 6.1.

342
Co ché boc di¥ ligu (data encapsulation mechanism)
Co ché mat ma da trén ky thuat mat ma d@6i xirng, bao vé tinh bi mét va tinh toan ven clia di liéu

CHU THICH Xem Biéu 8.2.

3.13

Giai ma (decryption)

Nguwoc véi phép mé héa twong trng
[ISOAEC 11770-1:1996]

3.14

Thuat toan giai ma (decryption algorithm)
Qud trinh bién @b ban méa thanh ban rd
[ISOAEC 18033-1]

3.15

Ma hoa (encryption)

Phép bién &8i kha nghich d( liéu bing thuat toan méat ma dé tao ra ban mé, nghia |a che giu ndi dung
théng tin cta di ligu

[ISO/IEC 9797-1]

3.16

Trieng hiru han cho dwéi dang twdng minh (explicitly given finite field)

Trwdng hivu han dugc bidu didn dwéi dang twdng minh, theo thudt nglr cac dic treng clia nd va mdt
bang phép nhan 1am co s& trén mot tredng nguyén t

10
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CHU THICH Xem didu 5.3.

317

Thudt toan mé héa (encryption algorithm)
Qua trinh bién @i ban rd thanh ban ma
[ISO/IEC 18033-1]

3.18
Tuy chon ma héa (encryption option)

Tuy chon sao cho cé thé duwgc chuydn dén thuat toan ma héa clia hé mét phi ddi x(rng, hodc clia co
ché boc khoa, dé kiém soat viéc dinh dang bdnma daura

CHU THICH Xem didu 7.8.1,

3.19
Trwdrng (field)

Khai niém toan hoc cla tridng, tée 12 mdt tap hep cac phén tl cling véi cac phép toan hai ngdi la
phép cong va phép nhan trén tap d6, sao cho thda méan céc tién & vé tredng

3.20
Nhém abel hivru han (finite abelian group)

Nhém véi tinh chét 12 tap hop co s& gdm hiru han phin tir va phép todn hai ngdi co' s& trén do c6 tinh
giao hoan

21
Trwéng hivu han (finite group)
Tredng véi tap hep co s& cba né 13 hitu han

3.22
Nhém (group)

Khai niém toan hoc vé& nhém, tirc tap hep céc phan tlr véi phép toan nhj phan trén tap dé thda man cac
tién dé théng thiedrng vé nhém

3.23
Hé mét lai ghép (hybird cipher)
Mat ma phi @i xirng két hop ¢ k§ thuat mat ma phi déi xteng va déi xtrng

3.24
Khéa (key)
11
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Day céc ki hidu didu khidn hoat ddng ciia phép bién ddi mat ma (vi dy, phép ma hda, giai ma)
[ISO/IEC 11770-1:1996]

3.25
Ham dén xuét khoéa (key derivation function)

Ham anh xa x&u bd tdm c6 a9 dai bat ki thanh xau bd tdm cb o dai xéac dinh, sao cho béng tinh toan
khéng thé tim ra méi quan hé gitra dhu vao va diu ra va sao cho néu biét mot phln diu ra, nhung
khéng biét dAu vao, hoan toan khang cé kha nang bing tinh to4n, doan duoc bat ki bit nao ciia phin
dAu ra con lai,

CHU THICH Xem Diéu 6.2.

3.26
Co ché boc khéa (key encapsulation mechanism)

Twong tw mat ma phi d6i xng, nhung thuét todn ma héa nhan dau vao |a khoa cdng khai, fao ra khéa
bi mat va ma héa khéa bi mat dé

CHU THICH Xem Didu 8.1,

3.27
Thudt toén tao khéa (key generation algorithm)
Phuong phap tao cap khéa phi d6i x(ng

CHU THICH Xem Didu 7, 8.1.

3.28
Nhan {label)

Xau bj tam |2 diu vao clia ¢ thuat toan ma hoa va gidi ma trong hé méat phi @di xtrng, va dau vao clia
co ché déng géi die liéu. Nhan Ia thong tin céng khai dwgc gén vao ban ma theo mét cach khdng thé
thay di dwoc

CHU THICH Xem Didu 7, 8.2.

3.29

B§ dai (length)

Do dai clia x&u cac chir s& hay biéu dién mét s6 nguyén
Cu thé:

(1) DO dai clia xAu bit 4 s6 bit clia xau

CHU THICH Xem Diéu 6.2.1.

(2) P dai clia xau bd tam la sb lvong octet clia xau
CHU THICH Xem Didu 5.2.2.

12
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(3) Do dai clia sd nguyén khéng am n 1a sé bit trong bidu dién nhj phan cla n, nghta 1a dleg, (n + 1).
CHU THICH Xem Didu 5.2.4.

(4) PO dai octet clia sb nguyén khéng am n Ia sb lugng chir sb trong biéu dién cla n theo co s6 256,
tl:l’c d[ogzss(n + 1).

CHO THICH Xem Bidu 5.2.4.

3.30

Ma x4c thyee thdng bao (message authentication code) (MAC)
Xau bit 13 G4u ra cla thuat todn MAC

[ISC/EC 9797-1]

CHU THICH 1 Xem Didu 6.3.

CHU THICH 2 Trong phin nay clia ISOAEC 18033, MAC dugc han ché 1a xau bd tm (dugre minh hoa mt cach tir nhién nhur
miit xAu bit).

3.31
Thuét todn MAC (MAC algorithm)

Thuét toan tinh ham 1a anh xa cac xau bit va khéa bi mat vao cac xau bit cé d6 dai cd dinh, thda mén
hai tinh cht sau:;

- V&i khéa va xau d3u vao bat ki, c6 thé tinh ham mét cach hiéu qué;

- V&i khoa cb dinh bét ki va khdng biét trwéc khoéa, bang tinh toan khéng cd kha néng tinh dwoc gia tri
ham tai bat ki xau diu vao mdi nao va khong biét trrée khoa khong thé tinh duec gid tri ham tai bat ki
xau dAu vAo moi ndo, tham chi cho biét tp hop cdc xau diu vao va gia trj twong (ng cla ham, trong
&6 gid tri c0a dAu vao the i ¢b thé chon sau khi quan sat i — 1 gia trj dAu vao cla ham.

[ISOAEC 9797-1]
CHU THICH 1 Xem Bidu 8.3

CHU THICH 2 Trong phén nay cla ISO/EC 18033, xau d4u va du ra chi han ché 12 nhiing xau bl tam (dwgc minh hoa mot
céch ty nhign nhw nhimg xau bit).

3.32
B§ tam (octet)
Xau bit ¢é €0 dai bang 8

CHU THICH Xem Biéu 5.2.2.

3.33
Xau bd tam (octet string)
Day cac octet

CHU THICH Xem Bidu 5.2.2.
13



TCVN 11367-2:2016

CHU THICH Khi cAn, xau b tam c6 thé dwgc minh hea nhw mt xau bit bing cach ghép tét cd c4c octet thanh phin.

3.34

Bén rd (plaintext)

Théng tin chwa dwee mé héa
[ISO/IEC 10116:1997]

3.35
Tap hep phi tién té (prefix free set)
Tap hop S cac xau bit/octet sao cha khéng tdn tai c4c xau x # y € S sao cho x 1a tién té clay

3.36
Ham nguyén thiy [nguyén thily] (primitive)
Ham dung dé bién @di 1an nhau gilra cac dang di ligu

3.37

Khéa bi mat (private key)

Khéa thuge cdp khoa phi dbi xtrng clia thwe thé chi duge st dyng bdi thire thé
[ISOAEC 11770-1:1996)

CHU THICH xem Didu 7, 8.1.

3.38

Khéa céng khai {public key)

Khoa thudc ciip khéa phi d@bi xirng c6 thé dwoe céng khai
[1SO/IEC 11770-1:1996]

CHU THICH Xem Didu 7, 8.1.

3.39

Khoa bi mat (secret key)

Khéa dwoe st dung trong k¥ thuat mat ma déi xing bai mét tap hop xac dinh cac thire thé
[ISONEC 11770-3:1999]

3.40

M4t ma dbi xirng (symmetric cipher)

Mat ma dua trén k§ thuat mat mé bi xing, str dyng cling mét khéa bi mét cho ca thuét toan ma hoa
va gidi ma

[ISO/EC 18033-1]

14
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34
Cac tham sé hé théng (system parameters)
Sy lwa chon tham s& 1a chon mét lwge db hosic mdt hdm méat ma cu thé tir mdt ho cac lwgce dd hodc

cac ham mat ma
4 Ky hiéu va khai niém
Trong tiéu chudn nay ap dung cac ky hiéu va khai niém dudi Gay.

CHU THICH Trong tiéu chudn nay, & nhitng noi phit hep cac tham chiéu tiép theo dugc dwa ra trong c4c didu ma chia
nhirng dinh nghta va/hodc soan thao chi tiét hon,

| x] $6 nguyén I&n nhét nhd hon hodic béing sé thyc x. Vi du:
IS} = 5,{5.3] = 5,v& |-5.3) = —6
[x] Sé nguyén nhé nhét I&n hon hodc biing s thire x. Vi dy:
[5] = 5,[5.3] = 6 va [-5.3] = —6
[a..b] Khodng cac sé nguyén tir @ dén b, tinhcdava b
[a..b) Khodng sé nguyén tir a dén b, tinh cd a nhwng khdng tinh b
l)q La Iy lwgng clia X, néu X 13 tap hop hivu han; 12 t4p hep phin tir co s&

néu X1a nhém abel hoc trudng hivu han; 1a gid tr tuyét abi ndu x1a sé
thire; 1a G dai clia xau bit hodic x&u bd tam néu X1a xau bit hay xau bd tdm

CHU THICH Xem Didu 5.2.1; 5.2.2.

x®y Phép céng XOR, néu xva yla xau bitfoctet cé ciing d¢ dai
CHU THICH Xem Bidu 5.2.1, 5.2.2.

(510 Xau bit/octet 86 dai l, & 46 x,,x,,..., x, A bitoctet
CHU THICH Xem Bidu 5.2.1, 5.2.2.

oy Phép ghép hai xau bitfoctet xva y, két qua dugc xau véi phan diu 13 x,
phan ké sau 1a y

CHU THICH Xem Bigu 5.2.1 vd 5.2.2.

ged(a,b) Uéc s chung 1én nhét clia hai s6 nguyén ava b, nghia la sb nguyén
dwong I6n nhat chia hét cho ca ava b (hodc 0 néu a = b = 0}
alb Quan hé gitra cac s6 nguyén a va b sao cho a chia hét b, tire tn tai sé ¢
dé b=ac

a = b(mod n) Quan hé gitra hai s& nguyén ava bsao cho ava b ddng dw theo modulo n,
nghia la rla—b ., trong d6 n la s nguyén khac 0

amodn Sé nguyén duy nhét 7 E[O,...,n) sao cho » = a(mod n)

15
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a'modn 6 nguyén duy nhét b b [0, ...,n) sao cho ab=1(mod n), trong 66 ala s6
nguyén, » sé nguyén duong

F Nhém nhan cac don vj clia £ trong dé Fla trieding hitu han

0, Phan t&r ddng nhét theo phép cdng (phan tl 0) clia trwdng F.

1¢ Phan t& ddng nhét theo phép nhan cla trwdng £

BS21P Nguyén thiy bién ddi xau bit thanh s nguyén
CHU THICH Xem Didu 6.2.5.

EC205P Nguyén thity bién @i dwéng cong elliptic thanh x&u bd tam (xem Diéu
5.4.3)

FE20SP Nguyén thly bién déi phan tir trwdng thanh xau bd tam (xem Diéu 5.3.1.)

FE2IP Nguyén thily bién d8i phan tir trwdmg thanh sb nguyén (xem Diéu 5.3.1.)

12BSP Nguyén thy bién déi sé nguyén thanh xau bit (xem Pidu 5.2.5.)

1205P Nguyén thily bién déi sé nguyén thanh xau bd tam (xem Didu 5.2.5.)

0S2ECP Nguyén thily bién d8i xau bd tam thanh dwéng cong elliptic (xem Diéu
5.4.3)

OSZFEP Nguyeén thiy bién @di-xau bd tam thanh phin t& treéng (xem Diéu 5.3.1.)

0S2IP Nguyén thiy bién d8i xau bd tm thanh s8 nguyén (xem Diéu 5.2.5.)

Oct(m) B& tam c6 gié tri nguyén bing m (xem Diéu 5.2.4.)

£(n) Do dai clia sé nguyén n tinh bing octet (xem Diéu 5.2.5.)

5 Co s todn hoc

Didu nay mé ta co s& toan hoc duroc sir dung trong phan nay clia ISO/EC 18033, bao gom vige trinh
bay cac dbi trong todn hoc va céc nguyén thiy cho bién ddi cac dang dir ligu.

5.1 Ham va thuat toan bién ddi

P& tién cho trinh bay, c4c ham va cac ham ngéu nhién (tkrc nhirng hdm ma gié trj clia né khong chi phu
thudc vao gia trj dAu vao, ma cdn vao viéc chon gid tri nglu nhién bd trg), thueng duge xéac dinh &
dang thuat toan. Ngoai trir nhitng tredng hop sé dwece noi ré, ngudi thye thi ¢é thé chon @é khai thac
bét ki thuat to4n twong dwong nao (nghia Ia, chon thut toan dan dén cling mét ham ho#ic ham ngau
nhign). Ngoai ra trong trwdng hgp ham nglu nhién, khi ma thujt todn mé ta ham chi ra gia tri ngdu
nhién, ngudi thire thi c6 thé s dung bod tao ngdu nhién twong (ng a2 sinh ra gié trj 6 (xem ISONEC
18031 v6i huéng dan chi tiét hon vé vén dé nay).

Trong md t ham b&ng ngén nglr thuat toan, quy wéc sau Gay dugc chap nhan. Mot thuat toén c6 thé

tinh toan cho ra dwec gia tri, hodc ngugc lai, ¢o thé thit bai (tlrc khéng tinh dugrc gia tri). Theo quy
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wéc, ndu thuat toan thét bal, thi trir khi ¢6 ghi cht thém, mét thuét todn khéc, st dung thuat toén nay
nhu mot chirong trinh con, cling sé thit bai.

CHU THICH Nhie vay khai niém tht bal cing twong tw nhu khai niém *8ua ra ngoai 16" (throwing an exception) trong nhidu
ngdn ngi 14p trinh, Tuy nhién didu ndy cling cb thé coi nhu thudt toan trd vé mot gid t ddc bist, khac véi tét ca cée gia b
khac dwoc thuat toan dura ra khi nb khéng thit bal, V&1 cach cit nghia nhu vy vé thét bal, thuat toan vin dugc col la md té
ham. Chi tiét v& vigc, 1am thé nao @& thipe thi hidu qua khi thuat toan thét bai, khéng trinh bay & 4y, Tuy nhién, trong cdc thyc
thi théng thurdng, thust toan cb thé trd vé mot sé dang “ma 181" cho mdi trrdng thye thi clia né va nhur véy nd chi ra nguyén
nhan thét bai, Ciing cn lwu § réing trong mt s& trrdmg hep, vi li do blo mat, trong khi thire thi cin quan tam 6 khong ad1o i
do chinh x4c clia mdt sé dang [8i nhét djnh.

5.2 X&u bit va x&u b tam
5.2.1 Bit va xau bit
Bitla mét trong hai ki hiéu ‘0’ va '1".

Xau bitla mt day bit. Cho céc bit x,,...,x,, {x,..,%}12 Ki hiéu xau bit 46 dai I, gbm céc bit x,,...,x, xép
theo thir tw 43 cho.

Véi x8u bit x={x,...,%,), a6 dai I clia x duoc ki hidu 1 |x], va néu 1 > 0 thi x, dwoc goi [ bit dau,
x; Awgc goi la bit cudicla x.

Vi hai xau bit x va y, x|y ki hiéu két qud ghép x va y, bdi vay néu x =(x,..,x), =Py V) thi
x||y=(x1:'"sxpy|smsym> .

Néu x va y 13 hai xau bit c6 cling d8 dai , thi x® y ki hiéu phép cdng bit XOR cta x va y.

Xau bit cé d¢ dai b&ng 0 duwgre goi 12 xau bit réng.

CHU THICH Khng c6 mét toan tir nae dwge dinh nghia danh riéng cho xau bit, nén néu x 18 xau bit, thi x; khong nhét thidt ki
hiéu mét bit cu thé cia x.

5.2.2 B tam (octet) va xau b$ tam (octet)

B6 t4m |4 xau bit c6 do dai bang 8.
X4u bg tdm |a ddy céc b tam.

Cho céc octetx,,..., x,, thi (x,..,x) 1& ki higu x&u bd tém d¢ dai l gdm céc bd tdm x,,...,x,, theo thir t
da cho.

Cho xau b tam x = {x,..,x), 43 dai [ clia x dugc ki higu Ia |x| , néu 1 > 0 thi x, dwoc goi la by tém dau,
x; woc goi 1a bd tAm cudicla x.

Vi hai xau b tam x va y, x|y 12 ki higu két qua ghép x va y, bdi vay néu x =(x,...x), y={Yises21)
thi J:"y =(xl,...,x,,y,,...,ym}.

Néu x va y 14 hai xau bd tdm cé cling @ dai, thi x® y ki higu phép cong bit XOR clia x va y.

Xau bd tam co do dai bing 0 dwec goi la xau bd tam réng.

CHU THICH 1 Khéng c& todn 1 ndo dugc X&c djnh danh ridng cho tap céc xau octet. Do d6 néu x 14 x&u b tam, thi x; khdng
nhét thiét ki higu mdt b tam cy thé clia x.
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CHU THICH 2 ©2  ring, vi bd t4m 12 xau bit c6 d¢ dai blng 8, nén néu x va y 13 c&c b4 tam, thi x I y cb 83 dai bing 16, néu
{x) va (y) m&i xéu c6 9 daibing 1 thi {x) | {y) = {x,y}1a xAu bd tém 48 dai blng 2.

5.2,3 Chuyén adi giva x4u bit va xau bd tam

Céc nguyén thily 0S2BSP va BS20SP chuyén ddi gitra cac xau bit va x8u bd tdm dugc Ginh nghf nhw
sau .

Ham 0S2BSP(x): @Au vao 1A xau bd tam x =(x,...x) va Gau ra 12 xau bit y=x[x,...|x.

Ham BS20SP(y): GAu vao 13 xau bit y v&i @ dai 1a bdi sb clia 8, dAu ra I xau b tém duy nhét x sao
choy = 0S2BSP(x).

5.2.4 Chuyén 68i gitra xau bit va sé nguyén
Céc nguyén thily BS2IP va 12BSP thiyc hién chuyén @di gitra xau bit va sb nguyén duoc dinh nghia
nhw sau.

Ham BS2iP (x) 4nh xa xau bit x vao gi4 trj nguyén ¥, nhu sau. Néu xz(x,_l,...,xo% & day x,,...x,, &
céc bit, khi @6 gia trj x’ bng
ol = A

Dsi<l
Kimry®

Ham 12BSP(m, 1) nhan d&u vao 13 hai s6 nguyén khdng am m va I, GAu ra 14 xAu bit duy nhét x &6 dai !
sa0 cho BS2IP(x) = m, néu tdn tai x nhw vay. Ngwoc lai, ham thét bal.

D6 dai tinh bdng bit ctia sé nguyén khéng &m n 1a sb bit trong bidu di€n nhj phan cla né, te
[log2(n + 1)).
DA tién ki hidu, @3t Oct(m) = 12BSP(m, 8).

CHU THICH Lwu y riing 12BSP(m, I) thit bal khi va chi khi 6 dai clia m tinh bing bit 1én hon L.

5.2.5 Chuyén @8l gliva xau bd tam va sé nguyén

Céc phép bién @i nguyén thiy 0S2/P va J20SP chuyén déi gitra xau bd tdm va sé nguyén dugc xéc
dinh nhw sau.

Ham 0S521P(x): 4u vao la xau bd tdm, dAu ra 1a sé nguyén BS2IP(0S2BSP(x)).

Ham 120SP(m,1): @Au vao la hai sé nguyén khdng am m, I, Gu ra 12 xau bd tém (octet) duy nhat x, 63
dai I, thda man hé thire 0S2IP(x) = m, néu s& nguyén x nhur vay tdn tai. Ngwoc lai, ham thét bai.

D6 dai tinh béng octet ciia sé nguyén khdng &m n 1a sb chir b trong bidu dién co sé 256, nghia 14
[logass(n + 1)); dai lwgng nay dwec Ki hidu 13 £(n).

CHO THICH Cha ¥ ring 1205P(m, [) thAt bal khi va chi khi G0 dai cla m tinh bing b tam (octet) Ién hon L.
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5.3 Trwérng hiru han

Didu ndy mé t& mdt chu tric rdt khai quat & mo t cac trwdng hiru han d3c biét. Trwdng hitu han
dwgc xéc dinh bing cach nay dwoc goi 1 trong hiu han duoc cho dudi dang tuong minh, va dugc
xac dinh bdi di¥ ligu hién.

V6i trrding hivu han F ¢ Iwc lwgng g = p®, & day p 14 sé nguyén t6 va e = 1, diF liéu hién cla F bao
gdm p vae, cling v&i *bang nhan” 14 ma trén T = (T;))1gi,jse, trong 46 m&i Ty 1a bd e phin tr (e-tuple)

tlr tap hop [0,...,p).

Tap hop cac phin ti¥ clia tredng F 1a tap hop tat ca cac bd e phan tir trén [0,...,p). Pdu vao clia T
dwgrc coi nh cac phin tlr cla F.

Phép cdng trong F dwgc dinh nghia nhw sau:
Néu

a=(ay,...q,) EFvab=(by,..,.b,) EF,
Khidé e + b = ¢, vbi

c=(cy,n,Ce)VaC = (a; +b)modp(1 £i<e)
Phép nhén v hwéng trong F {nhan mét phn t& cla F véi mét 86 thude [0,...,p)) nhw sau:
Néu

a=(ay,..,a,) EFvad €[0..p),
Khi 86 d.a = ¢ véi

c=(c,..c,)vac = (dag)modp(lsi=<e)
Phép nhan trén treéng F dwgre xac dinh thong qua bang nhan T, nhw sau:
Néu

a=(ay,..,a,) € Fvadb=(by,... b,)EF,
thh  ab= Z‘:z‘:(a,b), rﬁodp)T— ;

= o1

Trong cbng thirc trén céch tich (a; bymod p)Ty; dwrgc xac dinh theo qui tAc tich vé hwéng da néu trén,
va ching dwoc cdng lai theo qui tie phép cdng trong F. Gia thiét 12 bang nhan x4c dinh mét clu tric
@ai s6 thda man cAc tién d& thong thudng clia trrdng; ndi riéng, tdn tai cac phan tlr ddng nhét abi voi
phép cong va phép nhan (tirc phan t trung hda va don vi), mdi phan t&r cla trvdrng cé phan t& nghich
dao d6i véi phép cdng (phan t&r ddi) va phan t&r nghich ddo dbi véi phép nhén.

Nhan thay riing phan t& ddng nhét d6i v&i phép cong clia F, ki hidu 13 0, chinh & bé e phén tir gdm
céc phan ti¥ 0 va phan t& ddng nhét d6i véi phép nhan duoc ki hiéu 12 1., 18 bd e phn t& khac khong
v&i dinh dang chinh xac clia 1 phy thugc vao 7.

CHU THICH 1 Trwdmg F 13 khdng gian véc to cb b chidu 14 e, x4c dinh trén trwdmng nguyén 16 F, ¢b lwc lrgng béng p, véi
phép nhan vo hirong da dwee dinh nghla trén day. S nguyen t p dugc goi 1 G4c sb cla trwdng F. V6l 11 < e, Kihigu &,
14 b e-phin t& (e-tuple) trén F* sao cho thanh phin thir i clia nd 13 1 va tht ca thanh phén con lai bing 0. C4c phén &
B,..., 6, ta0 thanh co s& clia khong gian véc to F trén F. Luu y ring véimoi 1<, f <e,tacs 60, =T,.
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CHU THICH 2 Véi e > 1, c6 hai kidu co sé cing duge st dyng trong thyc thi cac phép toén s hoc trén tnrérng hiru han:
- 8,,...,8, Guoc goi 13 co s& da thirc cho F trén F', néu tén tal & thudc F sao cho 6, = 8" voimei 1<i<e.Rérangta
oo} lp =4,.

" .
~ B,5..., 8, dugc goi co s& chudin the cho F trén ', néu tdn tai & thudc F sao cho & = 67" voimoi 1<i<e.R6rang
trong trsdng hop nay, tacé 1, = ch_Ie, véi ¢ €[l,..., p) ; Néu p = 2, khi 66 chi c6 mdtlya chon duy nhét cho ¢ la 1; hon
nGa ludn ludn c6 thé chon co s& chudn tic véic = 1.

CHU THICH 3 inh nghia trréng hiru han dwdi dang twdng minh duge trich din tir [23].

5.3.1 Chuyén déi giira xau bd tam va sé nguyéniirweéng hiru han

Céac phép bién d3i nguyén thily OS2FEP, vA FE20SPs gitva xau b tam va céc phan tir cla trwong hiru
han dwgc cho dudi dang twéng minh F, cling nhie phép bién ddi nguyén thlly FE2iP, chuyén &di cac
phén tl¥ clia F thanh sb nguyén, dwee dinh nghfa nhw sau.

Ham FE21P; anh xa phin t& ae Fvao gia tri nguyén a’, nhu sau. Néu lyc lwpng cla Fla g = p®, &
day p 1a sb nguyen t6 va e=1, khi @6 phin t& a cla trwdng Fla bd e phan ti
(@5era,),a, €10,.., p),1 < i < e, va gid tr o’ durgc xéc dinh theo céng thirc:

a= i: ap"

i=]
Ham FE205P(a) nhan dAu vao la phan tir a cla trwéng, ddu ra [ xau bd tdm 1205P(a’,1), a’ =
FE20SP:(a) va | & @ dai tinh bing bd tam cla |F|-1, nghfa la /= [logm |F|]. Nhw vay G4u ra cla

FE20SPy(a) ludn 1 xau b tdm cé 86 dai chinh x4c bing / = [log, |F|]-
Ham 0S2FEP(x) nhén diu vao 1a xau bd tAm x, dAu ra (duy nhét) [a phan t& tedng ae F sao cho

FE208Pp(a) = x, néu tdn tai a nhu thé, va nguoc lai thi thét bai. Luu ¥ ring 0S2FEP,(x) thét bai khi va
chi khi hodic x khéng c6 49 dai ding bing ! =[ log, |F|], hosc 0S21P(x) 2|F|.

5.4 Bwrorng cong elliptic

Puwirng cong elfiptic trén trrdmg hru han dang twdng minh 1a tap hop céc diemP = (x,y), & dayxvay
la céc phan 1 cda trung F, théa man phurong trinh xac dinh, véi “diém tai vé cling” dugc ki hidu (3 0.
Trong phan nay clia tiéu chudn ISO/IEC- 18033, dwdng cong elliptic E duoc xac dinh bdi hai phan
phan ti¥ clia trwdng a,b e F , céc phin td ndy duoc goi 14 cée hé sb cla E.

Gid stv P 13 dic tneng cla trwedng F.

Néu p> 3 thi a va b thda man didu kién 4a® +27b* #0,, va m3i didm P = (x,y) trén E (khac phn tl
0) thda man phwong trinh

y2=x}+ax+b

Néu p = 2, thi a va bthdéa man didu kién b # 0f, va m&i didm P = (x,y) trén E (khic phén ti¥ 0) théa
man phwong trinh

y2+xy= x3+ax*+b.
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Néu p = 3, thi a va bthda man didu kién a # 0, va b = 0p, va mbi Giém P = (x,y) trén E (khac phan tir
0) théa mén phwong trinh

y3=x3+ax?+b.
Céc diém nam trén dwdng cong elliptic tao thanh nhém abel, v&i phan tir khéng O cla E 1a phan ti

trung hda. Tén tai nhirng thuat toan hiéu qua & thyc thi cac phép toan nhém clia dwéng cong elliptic,
tuy nhién viéc thue thi cac thuét toan nay niim ngoai pham vi clia phan nay clia ISO/IEC 18033.

CHU THICH Xem ISO/IEC 15946-1, cling nhur [9], d& biét thém théng tin v& céch thiec thi hidu qua phép todn nhém trén
duwrérng cong elliptic.

5.4.1 Cac diém nén clia dwdng cong elliptic

Gia sl F [a dwéng cong elliptic trén trwdng hiru han dang twéng minh F, & day F ¢6 déc trung béng p.
Piém P # O c6 thé duoc bidu dién dwdi dang nén, khéng nén va hodc lai ghép.
Néu P = (x,y).thl (x,) la dang khéng nén cda P.

Gid si P = (x,y) I didm trén dwing cong elliptic E. Dang nén cla P 13 ¢ip (x,5), & day ye{0,1}
duere xac dinh nhw sau;

—Néup#2vay= 0 thi§=0.

—Néup=2vay= 0pthl j=((3'/ p/)mod pymod?2, & G2y y' = FE2IPr(y) va f I s6 nguyén khdng
&m I16n nhét sao cho p/|y".

—Néup=2vax=0thi5=0.

—Néup=2vax= 0pthl j'=|_z'32flmod2. & day z = y/x va z = FE2IP.(y)va f |2 sb nguyén
khéng &m nhd nhét thda ma diéu kién 2/ chia hét FE2/P-(1r).

Dang iai ghép clia P = (x,y) labd ba (x,7,y) v&i 5 dwgc xac dinh nhu & Piéu trwée.

5.4.2 Cic thuat todn gidi nén diém

T4n tai cac thuat toan hiéu qua gidi nén didm, ttrc 14 tinh 5 tlr (x, 7). Dwdi day s& mb t3 vén tét cic
thuét toéan dé.

— Gia strp # 2 va (x,7) la dang nén cla (x,y). Diém (x,y) thda man phwong trinh y? = f(x) v&i f(x)
la da thire trén F. Néu f(x) = 0, thi chi c6 mét khd néing chon y, chinh |2 y = 0p. Nguoc lai, néu
F(x) # 0 thi c6 hai kha nang chon y, cac kha ning nay chi khdc nhau vé dau, viéc chon dung Gugc xac
dinh bdi 7.C6 hai thuat toan tinh can bac hai trén trwéng hitu han dwgc biét dén nhidu, va do d6 hai
lwa chon y dé dang tinh dwgrc.

— Gid skp=2 v (x,) & dang nén clia (x,y). Cac diém (x,y) théa méan phuong trinh
y 4+ xy=2x +ax? +b. Néu x = Op, khi 6 y? = b, tir d8y y duoc tinh toan d& dang va duy nhét. Nguoc
lai ndu x # 0 khi 46 G4t z = y/x, ta 6 22 +z = g(x) & day g(x) = (x + a + bx™%). Gi tr cla y dugc
xac dinh mét cach duy nhét va d& dang tinh ra dwoc tir cAc gid tri z va x, do @6 chi can tinh z. Pé tinh z,
ta lwu  riing voi x cb dinh, néu z 1a mét trong cac nghiém clia phuong trinh 22 + 2 = g(x), khi d6 cé
dung mét nghiém khac, chinh 13 z + 1. D& dang tinh duge hai gia tri g clr vién cla z va dé thay
rang viéc chon ding z duee xac dinh bdi 3.
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5.4.3 Chuyén ddi gitra xau b tam va dwong cong elliptic

Cac nguyén thiy EC20S5Py va 0S2ECPg chuy&n dbi gitra céc diém trén dwdng cong elliptic va xau bd
tam duwoc xac dinh nhw sau.

Gia st E 1a dwdng cong elliptic trén tredng hivu han dwec cho & dang hién F.

Ham EC20SP;(P, fmt) nhan dAu vao [a didm P trén E va b dinh dang fmt |a mt trong céc gié tri ki
hiéu duwoc nén, khdng dwgc nén, hoic lai ghép. Dau ra la xau bd tdm EP, dugc tinh nhur sau:

—Néu P = 0 thi EP ={0ct(0)).
—Néu P = (x,y) # O voidang nén (x,7),khi 46
EP=(H) XY,
& day,
— H |2 bd tdm don 6 dang Oct(4U +C.(2 + ¥)), trong 4o,
-y

I

1 néu fmt hodc la dang khong nén hodc dang lai ghép, nguoc lai U = 0;
-C

1 néu fmt hodc dang nén hodc dang lai ghép, nguoc lai € = 0;
~ X & xau b tAm FE20SPs(x);

— Y 1a xau bd tdm FE205P:(v), néu fmt hodc dang khdng nén hodc dang lai ghép; ngwegc lai y 1a xau bd
t&m réng.

CHU THICH Néu (bién) dinh dang fmt khéng & dang nén, thi khong cn tinh gia tri 3 .

Ham OS2ECPg(EP) nhén @Au vao |4 xau bd tam EP. Néu tdn tai diém P trén duwéng cong elliptic £ va
(bién) dinh dinh dang fmt thdéa man EC20SP5(P, fmt) = EP, khi @6 d4u ra cla ham Ia P (& dang khéng
nén), nguoc lai-ham thét bai. Luu ¥ réng diém P, néu tdn tai, duoc xéc dinh duy nhét va do d6 ham
0S2ECPg(EP) da dwoc xac dinh 6.

6 Cac bién @8 matma

Didu nay md ta mét sb phép bién ddi mat ma sé& Grroc tham chiu & cac Didu tiép theo. Cc dang bién
adi 86 la; ham bam mat ma, ham dan xudt khéa, m3 xéc thuc théng béo, mé khéi, va mé doi xtng. Véi
mé&i dang bién ddi s& dwa ra cac dac trwng dau ra/du vao ngén gon, tiép d6 s& dsc ta cac thyc thi cy
thé cac phép bién dbi nay, ching dwgc phép sir dung trong phan nay ciia ISO/IEC18003.

6.1 Cac ham bdm mat ma

Ham bam mat m3 13 ham 4nh xa cac xau bd tdm ¢6 dd dai thay ddi vao xau bd tdm cb G dai ¢b dinh.
Chinh x4c hon, hdm bam (hash function) mat mé xac dinh

— $6 nguyén dwong Hash. Len ki hiéu do dai d&u ra cia ham bam,

— s nguyén dwong Hash. MaxInputLen ki hiéu @& dai Ién nhét clia dau vao ham bam,

— vA ham Hash.eval ki hidu ban than ham b3m, &nh xa xau bd tam c6 @b dai 16n nhét
Hash. MaxInputLen vao xau bd tdm 46 dai Hash. Len.

Viéc gol ham Hash. eval that bai khi va chi khi @5 dai dau ra vwet qua gia tri Hash. MaxInputLen.
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6.1.1 Cac ham bam mét ma cho phép
V&i myc dich ctia phAn nay clia ISO/IEC 18033, cac ham bam mét ma Ia nhizng ham dugc mé té trong
ISONEC 10118-2 va ISO/IEC 10118-3 v&i nhirng qui djnh sau day:

— Ham bam trong ISO/NEC 10118 &nh xa xau bit vao xau bit, trong khi d6 trong ISO/IEC 18033 ham
b3Am anh xa xau bd tam vao xau bd tam, Do d6 ham bam trong ISO/IEC 10118-2 va ISOAEC 10118-3
duc phép &p dung vao phin nay cla tiéu chun ISO/NEC 18033, chi khi @6 dai tinh bang bit cla déu
ra 1a bdi sb clia 8, trong trudng hep nay anh xa gilra cac xau bd tam va x4u bit bj tac ddng bdi céc ham
OS2BSP va BS20SP.

— Nguoc lai, néu nhu ham bam trong ISO/IEC 10118 khdng xac djnh déi véi dau vao vt qué 6 dai
cho trwée, thi ham bim trong phan ndy clia ISO/IEC 18033 dwoc xac dinh |4 thét bai déi véi nhirng
dau vao nhuw vay.

6.2 Ham din xuit khéa

Ham din xust khéa 14 ham KDF(x,I), nhan GAu vao la xu bd tam x va sb nguyén I = 0, va dau ra 13
xAu bd tdm @b dai i. Xau x c6 dd dai bt ki, m3c du trong khi thyre thi c6 thé xac dinh @ dai cye dai (rat
I&n) cho x |2 kich thuéde cwe dai cho [ va thét bai néu cac gidi han nay bj vuet qua.

CHU THICH Trong mét s& tai lidu va tigu chuln khéc, thuat ngr *ham tao m3t na" (‘mask generation function”) dwgc st dung
thay cho "ham din xuét khéa™,

6.2.1 Ham din xuét khéa dwerc phép

Céc ham din xuét khba dwgc phép trong phan nay clia ISO/IEC 18033 14 KDFI dwgc md té phia dudi,
& Didu 6.2.2 va KDFZ dugc md ta & Didu 6.2.3.

6.2.2 KDF1

6.2.2.1 Céc tham sé hé théng

KDF1 14 ho cac ham dan xuét khda duge tham sé hoa bdi cac tham sé hé thdng sau day:
— Hash; ham bam mat ma dugc mo ta & Pidu 6.1.

6.2.2.2 Diic ta

Véi xau bd t4m x va sb nguyén khdng am I, KDF1(x, 1) Gugc xac dinh cho [bd tam dau tién clia xau
Hasheval (x| 120SP(0,4)||..|| Hash.eval (x| 1208P (k- 1,4),
& day k =[1/ Hashlen).

CHU THICH Ham nay s& thit bal khi va chi khi k >2 hogc ki [1] +4>Hash. Maxinputl.en

6.2.3 KDF2
6.2.3.1 Céc tham sé hé théng
KDF2 1a ho céc ham d&n xuét khéa, dwoc tham sbé bdi cac tham sé hé théng sau:
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— Hash: ham bim mat m3 dwoc mb ta tai Digu 6.1.

6.2.3.2 Dic ta

V&i xau bo tam xva sb nguyén khéng am I, KDF2(x,1) dugc xéc dinh nhu |a bé tam dAu tién cla xau
Hasheval (x| 120SP(1,4)|.. Hash.eva!(x" 1208P(k,4)).

& dayk =r1fHashJen-!.

CHU THICH 1 Ham nay s& thit bai khi va chi khi k>2% hojc [1] +4>Hash. MaxinputLen.

CHU THICH 2 RDF2 cling giéng nhw XDFI, trir vigc tinh ttr 1 88n k thay vl tir 0 dén k ~ 1.

6.3 Cac thuat toan MAC

Thuat toan xac thue théng bao M4 13 lwge dd xac dinh hai sb nguyén dwong MA. KeyLen, MA.MACLen,
cling ham MA.eval(k’,T), ham nay nhan khba mét k' 1a x&u bd tdm a6 dai bing MA. KeyLen, va xiu bd
tam tdy ¥ T lam dAu vao va tinh dau ra |3 xau bd tam MAC a6 dai MA. MACLen.

Viéc thiee thi co thé han ché gia trj cyre dai cho d9 dai clia T va MA. eval(k', T) s& thét bai néu giti han
nay bj vwrgt qua.

CHU THICH Tham khao Phy lyc B.1 xem thao Iuan vé& c4c tinh chét bio mat mong mubn clia cac thuat todn MAC.

6.3.1 Cac thuit toan MAC dwgc phép
V6&i muc dich ciia phdn nay cla ISOAEC 18033, céc thuat toadn MAC dwoc phép Gugc mb ta trong
ISO/EC 9797-1 va ISO/IEC 8797-2, véi cac qui dinh sau:

— Bbi véi cac thuat todn MAC dugc mo ta trong ISOAEC 9797-1 va ISO/IEC §787-2, d4u ra 13 céc xau
bit, khod bi mat va dAu ra 1& nhitng xau co dd dai cb dinh. B&i vay, mét thuat toan trong ISO/IEC 9797-
1 hoac ISO/EC 9797-2 dwroc phép ap dung trong phan nay clia ISO/IEC 18033 chi khi & dai tinh bang
bit clia MAC va kho4 mat 13 bdi sé clia 8, trong trieéng hop ndy anh xa gilka céc xau b tam va céc xau
bit bj dnh hwdng bdi 0S2BSP va BS20SP.

— Néu céc thuat toan trong ISONEC 9797-1 va ISO/IEC 9797-2 khong xéc dinh dbi véi Ghu vao vuot
qué 8 dai cho trrde, thi thuat toan MAC trong phén nay cia ISO/EC 18033, dwgc xac dinh 14 thit bai
@i véi nhivng dAu vao nhu vay.

6.4 Ma khbi

Ma khdi BC dac ta nhw sau:
— sb nguyén dwong BC.KeyLen, 1a d9 dai ciia khéa mét tinh bang octet,
— s nguyén dwong BC. BlockLen, 1a @6 dai tinh bing octet ciia khéi ban ma hoc ban 15,

— ham BC. Encrypt(k, b), nhan dau vao 1a khda bi mat kvoi k12 xau bd tam, 44 dai BC. KeyLen va khéi
ban rd b 14 xau bd tdm db dai BC.BlockLen, va dAu ra 1a khéi ma b’ véi b’ la xAu bd tam d¢ dai
BC.Blockl.en, va
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— ham BC. Decrypt(k,b"), nhan dAu vao [a khéa bl mat 13 xau bd tam, dd dai BC. KeyLen, va khéi bin
ma b’ 1a xau bd tam dd dai BC. BlockLen, va dAu ra 13 khéi ban rd 1a xau bd tam, 4o dai BC. BlockLen.

V&i khoa bi mat ¢b dinh bat ki k, ham b — BC.Encrypt(k,b) tac ddng nhu mdt phép hoén vj trén tap
céc xau bd tdm d9 dai BC.BlockLen, va ham 4 — BC.Decrypt(k,b)tac dong nhw mét phép hoan vi
nghich dZo.

CHU THICH Xem thdo luéin trong Phy lyc B.2 v& tinh chét bo mat mong mudn cda mé& khéi.

6.4.1 Ma khéi dwge phép
Trong phan nay ctia ISO/IEC 18033, ma khéi duoc phép la nhizng ma khéi duge md ta trong ISONIEC
18033-3, v&i cac qui dinh sau:

— Trong ISONIEC 18033-3, céc khdi ban ré/ban m3 va khéa bl mat Ia nhing xau bit cé 4§ dai ¢d dinh,
cdn trong phin nay clia ISO/IEC 18033, chiing 1a nhitng x8u b tam c6 do dai cd dinh. B&i vay, mi
khéi trong ISO/IEC 18033-3 duwere phép 4p dung trong phan nay ciia ISO/IEC 18033 chi khi 4§ dai tinh
bing bit ctia céc khdi ban ré/ban ma va clia khda bi mat 12 bdi sé cla 8, trong trrdng hop ndy &nh xa
gilra cac xau bd tam va xau bj tac adng bdi cac ham 0S20SP va BS205P.

6.5 Ma aéi xtrng

Ma ddi xtrng SC xac dinh o dai khdéa SC. KeyLen, cling véi cac thuét todn ma héa, gidi ma:

— Thuét todn ma héa SC. Encrypt(k, M) nhan dau vao |a khoa bi mat &, khod nay |a xau b tam 46 dai
SC.KeyLen va ban rd M 1a xau bd tam dd dai bét ki, G4u ra 12 ban m3 cla xau b tam.

Thuat toan mat ma co thé that bai, ndu dd dai clia M vurot qua mét gia trj Ién nao dd, dwgc xéac dinh
bé&i qua trinh thire thi.

— Thuét toan gidi ma SC. Decrypt(k, ¢) nhan d4u vao la khéa bi mét k, khoa nay la xau bd tam &9 dai
SC.KeyLen, va ban ma c 1a xau bd tam d6 dai bat ki, du ra 2 ban rd M la xau bd tam.,

Thuét toan gidi ma c6 thé thét bai trong mét sé tinh hudng nao &5.

Céc thuat toan ma hoa va gidi ma |3 tht dinh. Béng thov, dbi véi tht ca khéa bi mat kva tht cé ban rd M,
ndu M khong virgt qué gidi han @6 dai cla thudt toan ma héa va néu ¢ = SC.Encryt(k, M), thi
SC.Decrypt (k,c) khdng that bai va SC. Decrypt (k,c) = M.

CHU THIGH Xem thao luén trong phy fuc B.3 v cac tinh chét bio mat mong muén clia ma abi xing.

6.5.1 Mat ma dbdi xirng dwgc phép

Mat m3 dbi x(rng dwec phép stk dung trong phén nay clia ISO/IEC 18033 la:
— 5C1, dwge mé ta tai Bibu 6.5.2, va
— 5C2, duge md ta tai Bidu 6.5.3.

6.5.2 SC1
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M3 khéi @bi xirng nay dat Gwoc bing cich sir dyng ma khéi & ché @& CBC (cipher block chaining —
xem ISO/EC 10118), cling véi lwgc dd dém (padding) cy thé, dé bd sung ban rd sao cho 6 dai cla
chiing 14 bdi sb clia kich thwdc khéi clia ma khéi co s&.

6.5.2.1 Cac tham sb hé théng

SC1 14 ho m3 khéi déi xieng dwec tham sb héa bang cac tham sé hé théng sau day:

— BC: ma khéi, dwoc mé ta trong Diéu 6.4.

N&i mdt cach chat ché, cin han ché sao cho BC. BlockLen < 256. VA han ché nay ludn dugc Gap tng
trén thyc té.

6.5.2.2 Dic ta

SC1.Keylen = BC.KeyLen.

Ham SC1. Encrypt(k, M) lam viéc nhw sau:

a) D&t PadLen = BC.BlockLen — (|M| mod BC. BlockLen).

b) Gia st P; = Oct(padLen).

o) Gia si¥ P; I4 xau bd tam duoc hinh thanh bang cach 13p lai octet P; voi tng s 1an 13p béing PadLen
(bdi véy |B| = padLen).

d) Gia st M’ =M|| B.

e) Tao cli phép cho M": M’ = M [|..| M, . & Gy véi 1<i <1, M, 12 xéu bo tm d§ dai BC. BlockLen.

f) Gid s cq 14 xau bd tam, bao gdm cac ban sao BC.BlockLen clia octet Oct(0) va v&i 1< i <1, dat
¢; = BC.Encrypt{k, M{ @ c;_1).

9)Gidske=c [l e

h)Buwarac.

Ham SC1. Decrypt(k, ¢) lam viée nhu sau:

a) Néu |c| khéng phai la bdi s8 khac khang clia BC. BlockLen, ham sé that bai.

b) Tao ciphdp choc, ¢ = ¢; I| - Il ¢ véi 1 < i < I 12 xau bg tam d dai BC. BlockLen, @dng théi gia st
€ 12 xAu bd tdm bao gdm céc ban saoc BC. BlockLen clia Oct(0).

c) V&i 1<i <!, a4t M, = BC.Decrypt(k,c)®c,,.

d) Gia str Py 13 octet cudi cling clia M;, va gia st padLen = BS2IP(P, ).

€) Néu padLen¢[1..BC.BlockLen] thi s& thét bai.

f) Kidm tra néu bé tam cubi ciing padLen clia M} bang P, hay khdng; néu khdng bang thi thit bai.
g) Gia si» M;" 14 x4u bd tam bao gdm tlr nhirng octet dAu tién BC. BlockLen — padlen cla M].
h)DEtM = Ml -1 Mi_, | M{".

i)Puara M.
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6.5.3 sC2

6.5.3.1 Cac tham s6 hé théng

SC2 1a ho céc ma dbi xirng, dwec tham sb hdéa bdi cac tham sb hé théng sau day:
— KDF: Ham din xuét khéa dwoc md ta tai Diéu 6.2;

— KeyLen: sé nguyén dwong.

6.5.3.2 Dic ta

Gi4 trj clia SC2. KeyLen bing gié trj clia tham sé hé théng KeyLen.
Ham SC2. Encrypt(k, M) 1am viéc nhwr sau:

a) Dat mask = KDF(k, |M]).

b) Bat ¢ = mask D M.

c)Bburarac

Ham SC2.Decrypt(k,c) lam viéc nhuw sau;

d) D&t mask = KDF(k, |c]).

e) D&t M = mask & c.

fibwrara M

7 Mat ma phi déi xirng

M&t ma phi déi xtrng AC bao gdm tlr ba thuat todn:

— Thuét toan tao khéa AC. KeyGen(), v&i dAu ra 12 cp khoa cong khaifkhda bi méat (PK, pk). Clu tric
clia PK va pk phy thudc vao mat ma cy thé.

— Thuét toan mé hda AC. Encrypt (PK, L, M, opt), nhan dAu vao 13 khoéa cdng khai, nhan L, ban rd M va
tuy chon opt, du ra 1a ban ma C. Lwu ¥ ring L, M va C 13 céc xau bd tém. Xem thém Bidu 7.2 phia
duwdi v& nhan. Xem Didu 7.4 & biét thém v& tuy chon mét ma.

Thuat todn ma héa b thé that bai, ndu dd dai L hodic M vuat qua gidi han trong thirs thi.

— Thuét toan gidi ma AC. Decrypt(pk, L, C), nhan dAu vao I khéa riéng pk, nhan L, bdn ma ¢ va diu ra
labanrd M.

Thuét todn gidi ma cb thé thit bai trong mét sé tinh hubng nao day.

Nhin chung, cac thuét toan tao khda, mé hoda la cac thudt toén xac suét, cdn thuat todn giai ma 1a thuat
toan tit dinh.

CHU THICH 1 Myc dich clia tht ¢d mat ma phi @8i xirng trong phn nay cda ISO/IEC 18033 14 cung cdp dd an todn thich hgp
¢chéng lai kidqu tdn céng chon bén ma thich hop (dwee dinh nghta trong [30], va didu ndy twong dwong véi khdi nidm "khd
nang khéng bj udn” (“non-malleability"), dwpc dinh nghia trong [17]). Khéi nigém an toan nay nhin chung durgc cfng ddng
nghién clru m&t m& danh gia nhe mét hinh thive an toan phi hgp ma mat ma phi déi xirng cin cung cép. Binh nghfa hinh thire
clia khai niém an todn nay duwgc trinh bay tai phy lyc B.4, va d4 dwoc didu chinh phil hep véi ban ré c6 6 dai thay adi va vai
tré cha nhiin; ddng thei cling dinh nghla mét khai niém y&u hon mét it vé tinh an toan, dwec goi 14 “d& bj ubn nhe” (benign
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malleability). Khai nigm “d& bj udn thich hop”, néu khdng phai véi tht ca, thi cling véi dai ¢a s tmg dung clia mat ma phi abi
xirng, vA mét s6 mat m& phi d8i xing trong phén nay clia ISCAIEC 18033 chi dat dwgc mic an toén nay.

CHU THICH 2 Yéu cAu co ban clia bt ki mat ma phi 46i xirng 1a tinh dung dén: V&I bt k1 céip khoa céng khaifkhda riéng (PK,
pk), v&i cip bét ki nhan/ban r5 (L, M) sao cho &8 dai L, M khong vrgt qua gidi han do thye thi quyét dinh, bt ki sy m héa
ban r& M véi nhan L va PK dugc gidi mé bling nhan L va pkdé nhin dugc bén rb.

CHU THICH 3 Mat vi dy mat ma phi 48i xtrng chirng t y&u clu trén day vé tinh dang @4n khdng phai lubn Judn thod mén la
mat ma dya trén RSA véi n = pq, p va q | hai sé nguyen t6. Thust to4n tao khéa co thé st dung céc thuat toan xéc sult a&
kidm tra liu p va g c6 ph3i (& c4c sb nguyén td khang, va thujt toan ndy co thé dua ra két qua sai voi xac sudt khang dang
k&. Néu xdy ra didu 6, thi thuat todn gidi mA co thé khdng phai 12 thuat toan nghich dao clia thust todn ma hoa.

7.1 D dai ban rd

Mét didu quan trong cAn chdi ¥ 13, ban ré ¢ thé cé do dai thay dbi va bat ki, mac di khi thyec thi c6 thé
Ap A&t mot gidi han trén (thwdng 1a rét 16n) cho d§ dai nay.

Tuy vay, ¢6 hai dang mat ma phi déi xirng suy bién, dwgc dinh nghfa nhw sau

— Mat ma phi d6i x&ing AC db dai ban rd cb dinh chi ma héa nhivrng ban rd ¢6 @ dai {tinh béng s6 bd
tam) bang mét gia tri cé dinh AC. Msglen.

— Mat m& phi d6i xtmg AC @0 dai ban rd bj gidi han chi ma hda nhitng ban rd c6 d9 dai (tinh bang bd
t4m) nhd hon hosic bing mét gia tri ¢b Ginh AC. MaxMsgLen(PK). O' 4y 69 dai cye dai clia ban ré ¢6
thé phy thudc vao khoa cong khai clia ban ma.

CHU THICH Ngoai trir mat ma phi dai xiing 6 dai ban rd c dinh v @6 dai ban 8 bj giti han, phép ma héa ban rd néi chung
khang che gidu dwge @B dai ban . Bdi vy khi &p dung mat ma phi d6i xing, cAn thiét phai ddm blo, c6 thé bang cach s
* dyng lwgre 88 dam ban 5, d& khong mdt thang tin nhay cdm ndo dwrgc mé hda & dang n c6 d§ dai bing @ dai ban ro.

7.2 Str dyng nhan

Nhéan 13 xau b tdm ma gia trj cla né dwec st dung béi cac thut toan ma hda va gidi ma. Nhan co thé
chira dir liéu cong khai dwoc che gidu khéi nglr canh va khdng can thiét dwoe ma héa, nhing no lai
phdi lién quan dén ban ma.

Nhan 13 xau bd tdm ¢6 nhidu y nghfa déi véi cac (rng dung st dung mat ma phi ddi xrng va dc 1ap voi
qud trinh thiee thi mat ma phi dbi x(eng.

Nhan cé thé tly §, c6 48 dai thay adi, mac di véi mat ma cy thé co thé chon gidi han trén (rat 16n) cho
dé dai clia nd.

Dang suy bién clia mat méa phi d6i x(mg dwge dinh nghfa nhw sau:

— Mat ma phi déi x(rng v&i d6 dai nhan ¢6 dinh [a méat ma véi cac thudt todn mé hda va gidi mé chi
chép nhan nhan cé @6 dai (tinh bling b tam) bing mbt gié trj b dinh AC. LabelLen.

CHU THICH 1 Khai nigm an toan truy&n théng chéng lai tdn cdng chon ban ma, dwrgc mé rdng trong phy lyc B.4, sao cho
béing tryc gidc, d8i véi mat ma phi d6i xtvng, thust todn ma hda cdn gén nhin vac ban ma theo mét kidu phit hop "khéng cb
kh& nang un".

CHU THICH 2 Vi dy, c6 nhitng giao thirc trao di khéa, trong dé mdt phia, ching han A ma hda khéa phién bang khéa cong

khai cdz phia thir hai, chdng han B. P& giao thire dwgc an todn, dinh danh ciia phia 4 {hodc khoa cong khal hodc chirng thir
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s8) phdi "khong ¢4 kha ndng bj uén” aéi v&i ban ma. Mt cach dé thyc hign didu ndy 13, don gidn chi cin gén dinh danh vao
ban r3. Tuy vy, didu ndy lm cho ban mi tr& nén dai khdng cin thiét, vl thirdng thi A 43 biét dinh danh clia B theo nglr canh
cy thé ciia glao thire. Viée thyc thi tdt co ché dén nhan s& mang lai ciing hléu qua, ma khéng cin tng kich thuréc ban ma.

7.3 Bjnh dang ban mi

Mat ma phi dbi xing dwgc a& xuét trong phan nay cla ISO/IEC 18033 md ta chinh xéc céach dinh dang
ban ma nhu mdt xau bd tdm. Tuy vay, viéc thwe thi c6 thé tién hanh ddc 1ap véi luu triv vahodic truyén
ban ban ma trong dinh dang da lya chon d& thay thé, néu nhw didu d6 Ia thuan tién. Hon nlra, qua
trinh m& héa ban rd va bién ddi ban ma thu duoc theo dinh dang da chon, c6 thé suy bién thanh mot
qué trinh don twong dwong v& chire ning. Twong tw nhw thé qua trinh bién ddi tir dinh dang da chon
va gidi ma ban ma c6 thé suy bién thanh mét qua trinh don, twong dwong vé chirc nang. Nhu vay,
trong hé théng cho triréc, bdn ma nhét thiét khdng dwegc xuét hién & dang da qui dinh & day.

CHU THICH Ban canh vigc tang cudng tinh lign tac, viéc qui dinh dinh dang clia bén ma 1 cin thidt & dua ra ci¢ ménh aé
co ¥ nghia va I4p luan cir cho tinh an toan clia mét ma phi adi xteng chéng lai cac tAn céng chon ban mé pht hep.

7.4 Lyra chon mat ma

Mt s& mat ma phi déi x’ng cho phép mét sé dang tity chon cy thé & dang lwge @b @& chuyén sang
thuat toan mat ma, didu nay c&t nghia vi sao bién tiy chon mat ma bd sung opt lai dwoe cho phép
trong giao dién triru twgng cho mat ma phi aéi xirng.

‘Mot sé méat ma phi d6i xirng duoc trinh bay & day, mt cach tiy nhién cé thé xem nhw khong chira bt
ki tily chon mat ma, trong nhieng trwding hep nhw thé mat ma dwoc coi 18 khdng ¢é tly chon.

Hé théng c6 thd cung cAp gia tri “mic dinh” clia bién opt. Tuy vay, vin d& ndy ndm ngodi pham vi clia
phén nay.

CHU THICH Trong c4c mat ma phi d8i xirng duge mb ta trong phin ndy cla ISO/IEC 18033, chi c6 mat mé dya trén dudng
cong elliptic 12 s&r dyng ché @3 tiy chon mat ma, ché d6 nay dwoc si dung nham chi din dinh dang mong muén d& ma hoa
céc didm trén dudng cong elliptic.

7.5 Phirong phap van hanh mat ma phi 6éi xieng

Thong thwdng, thuat toan tao khéa do mot bén thyee hién, d6 1a chl nhan ctlia c¢3p khéa, hoZc la bén
dugc tin ciy dwge chl nhan Gy thac. Kndéa cong khai dugc tao ra cho tat ca cac bén, nhirng ngudi
muén gl théng bao durgc ma héa dén cho chil nhan, nhung khoa riéng thi khdng dugc tiét & cho bat
ki b&n nao tri chli nhéan clia né. V& co ché va cac giao thirc tao khoa cdng khai cho céc bén khéc nam
ngoai pham vi clta phdn nay. V& vin d& ndy xem huéng dén tai ISO/NEC 11770,

M8&i mat mat ma phi @8i xcng duwoc trinh nay & phan nay clia ISO/IEC 18033 14 thanh phan clia ho céc
méat ma phi @i xirng, & @4y mat ma cy thé dugc chon tir ho mét ma béng cach chon gié tri cy thé clia
cac tham sb hé théng, cac tham sd ndy xac dinh ho céc mét ma,

Béi voi mbi mat ma cy thé dwge chon tir ho mat ma, céc gié tri cy thé duge chon trude khi tao khéa.
Tuy vao cac qui wée dwge siz dung @8 ma héa khda cong khai, mét sé Ia chon clia tham sé hé thong
¢6 thé dwge nhing vao qué trinh mé hoéa khéa cong khai. Nhitng tham sb hé théng nay s& duoc cb
dinh suét ca thdi gian séng clia khba cong khai.
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CHU THICH Vi dy, néu ma phi a8i xirng c6 thd dirge tham sé héa theo thuat ngl clia ham bAm mat ma, thi viée chon ham
hash nén dwgc b dinh va néi chung tai mot diém nao dé trwée khi tao cdp khda céng khaifkhba riéng, va cic thudt toan ma
héa, gidi m& nén sir dyng d& chon ham bam subt thei gian séng clia khda céng khai. BS qua nguyén tic nay khong chl 1lam
chéch viéc thye thi, ma con lam mét ¥ nghla clia viéc phan tich tinh an toan ciia mat ma, va ¢6 thé trong mét s trwang hep,
ddy vigc thye thi vao nhivng rili ro nghiém trong.

7.6 Mat ma phi déi xtrng dwgc phép

Nguwoi ding muén khai thdc mat ma phi déi xieng trong phén ndy cia ISO/IEC 18033 sé& chon mét
trong s6 cac mat mé sau day:

— Mat ma két hop van nang, uac chon tir ho HC céc mét ma lai ghép, duge md ta tai Didu 8.3;

— M3 phi @i xirng v&i 6 dai ban ma gisi han tir ho RSAES céc mét ma, duoc mé ta tai Didu 11.4;

— Ma phi @i xirng v&i @6 dai ban rd bj gidi han thudc he HIME(R) dwoc mb ta tai Didu 12.3.

CHU THICH Vi HC, RSAES vé HIME |4 hg mt ma uwgc tham s héa bdi cdc tham sé hé théng khac nhau, ngudi ding sé
phai chon cAc gid tr ey thé cdia cac tham sb hé théng tir tap c4c tham sb hd théng duoc phép, duge xac dinh trong cac Bidu
twrong (g, trong d6 mdi ho méit ma duwge mo 1a.

8 Mat ma lai ghép téng quat

Khi thiét k& mat ma phi @i xtng hidu qua, mdt cach tiép can hivu ich la thiét ké mét ma lai ghép, & 86
cb thé st dyng ki thuat mat ma phi d4i x&ng @& ma héa khéa bi mét, khda bi mét nay sau 46 duoc s
dung d& ma théng bao; s dung k¥ thuat mat ma ddi xirng. Didu ndy md td mdt dang mét mé lai dic
biét, dwoc goi la mat ma lai ghép tdng quat. Mat ma lai ghép tdng quét dwgc xay dyng tir hai *khi kién
tao” mirc thAp hon: co ché boc khda va co ché boe diF liéu. Digu 8.3 G3c ta chi tiét ho HC cac mat ma
lai ghép téng quat.

8.1 Co ché boc khéa

Co ché boc khda KEM bao gbm ba thuat toan:

— Thuét toan tao khéa KEM. KeyGen(), vi dAu ra 1a cap khéa cdng khaifkhéa riéng (PK,pk). Céu tric
cla PK va pk phy thudc vao lwgc db cy thé.

— Thuét todn ma hda KEM. Encrypt(PK, opt), nhan diu vao 13 khéa cdng khai PK va tiy chon mat ma
opt, d4u ra |4 cip khéa matban ma (K,C,). K va C, 1a cac xau bd tam. Vai trd clia opt & day cling
twong tw nhw trong mét ma phi déi x(ng (xem Didu 7.4).

— Thuat toan gidi ma KEM. Decrypt (pk, C,) v&i dAu vio [a khéa riéng pk va ban ma €, dau ra |a khoa
bi mat K, K va Cp 14 céc xau bd tam.

Thuét todn gidi ma c6 thé thét bai trong mét $d bdi canh nhét dinh.

Co ché boc khéa ciing xac dinh mét sé nguyén dwong KEM. KeyLen - 66 dai khéa bi mat 1a dau ra cla
KEM.Encrypt va KEM. Decrypt.

CHU THICH Ce ché boc khéa cin thda méan tinh dting dén, twong tu tinh ding dn clia mat m& phi ¢di xing: véi bat ki cap
khéa cbng khailkhéa ridng (PK,pk), bt ki ddu ra (K. Cp) cla thuat toan m& hoa véi ddu vao (PX, opt), bin mé Cp cb thé
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dwore gidi ma nhir pk d& thu dwge K. Yéu clu ndy c6 thé dwgc gidm nhe, bdi vAy néi chung chi nd chi gitr mdt phén khéng
d4ng k& cap khoa cdng khai/bl mat.

8.1.1 Tinh chét phi tién t&

Ngodi ra, co ché boc khéa cdn phai thda man tinh chét sau day. Tap hop tht ¢a cac dlu ra - cac ban
mi c6 thé - cla thuat todn ma héa Ia tap con cla tap (g cl vién cac xau bd tam (cé thé phy thubc
vao khéa cong khai), sao cho tap (ng o vién nay 12 phi tién té va cac phan tl cla tap nay dé dang
duwegre nhén dang (hodc cho trrdre khda cdng khai hodc khoa riéng).

8.1.2 Céc co ché boc khéa dwge phép

Co ché boc khéa dwgc phép trong phan nay clia tiéu chuén ISO/IEC 18033 gdm:
— ECIES — KEM (dwoc md ta tai Diéu 10.2),

— PSEC — KEM (dwoe mé 13 tai Didu 10.3),

— ACE — KEM (dwge md ta tai Didu 10.4), va

— RSA — KEM (dugc md ta tai Didu 11.5).

CHU THICH 1 B2 thusn tién, cic mat mA lai ghép téng quat trang (g dwgc xay deng tir cic co ché boc khéa trén théng
qua c4u triic lai ghép t8ng quat tai Bidu 8.3 twong &ng dugc gol 12 ECIES — HC, PSEC — HC, ACE — HC, vA RSA— HC.

CHU T'HICH 2 N6i mdt cach dal thd, co ché bgc khda tam vigc tong ty nhe mat ma phi dbi xeng, ngogi trir mot didu fa thust
todn ma héa khéng nhan dau vao nao khac ngoai khda cong khai clia ngur('vi nhan: thay vi nhan d4u vao 14 thdng béo va tao
ra bdn ma&, thujt todn ma héa tao ra cip khda bi mavban ma (K, Co), & day K12 xau bd tAm co 49 dai xac dinh va Co 12 ma héa
cha K, nhu vay thuét toén gidi ma &p dyng vao Csva dua ra K.

CHU THICH 3 Ludn ludn c6 thé st» dyung mat m4 phi d&i xizng (v&i @ dai ban r cb dinh hay d dai ban r8 bj gi&i han) dé tao
ra xau bd tam nglu phign Kva sau 86 m3 hda né bing khoa cdng khai clia ngwdi nhan (va tly chon ndo d6 & thu dugc Co).
Tuy nhién, cling cb thé thiét ké co ché boc khda theo cach khac hidu qua hon,

CHU THICH 4: D& xay dng mat m3 fai ghép tdng quét an toan chéing lai tAn céng chon ban ma phil hop, 1n tai khai niém an
toan twong (rng cho co ché boc khéa. Didu ndy dwere thao lugn chi tiét tai Phy lyc B.5.

8.2 Céc co ché boc dir lidu

Co ché boc di¥ liéu DEM xac dinh @0 dai khéa DEM. KeyLen, va cac thuét toan ma hba va giai ma.

— Thuét todn ma héa DEM. Encrypt(K, L, M) nhan dau véo 1a khéa bi mat K, nhén L va ban rd M. Thuat
todn cho @Au ra 14 ban ma C;. & 8y K, L, M va C, 1a cac xau bd tam, trong 66 L va M cb thé cb do dai
ty y, con K ¢b @ dai DEM. KeyLen.

Thuat toan ma héa cé thé bj thit bai, néu dd dai L hodic M vuot qua gidi han (rét I6n) dwgc xac dinh
b&i qua trinh thye thi.

— Thuét toan gidi ma DEM. Decrypt(K, L, C,) nhan dau vao [& khéa bi mat K, nhan L va ban ma C; cho
dduralabanrd M.

Thuét toan gidi ma c6 thé that bai trong mot s& béi canh nhét dinh.
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CHU THICH Cac thuat to4n ma héa va gidi ma nén Ia thuat toan tAt Ginh, 1héa man ydu cdu sau day vé tinh ding dén: véi moi
khéa bi mat, tit ca L va tat ca ban 18, G8u c6 85 dai L va M khdng virgt qua gidi han duge xac dinh bdi thire thi,

DEM. Decrypt(K,L, DEM. Encrypt(K, L M)) = M,

8.2.1 Céc dang co ché boc dir ligu suy bién

C6 hai dang co ché boc di¥ liéu suy bién dwgce xac dinh nhw sau:

— Co ché boc dir liéu v&i 36 dai nhan cb dinh I3 co ché ma thuat todn ma héa va gidi ma chi chip nhan
nhan ¢ 89 dai bing gia trj ¢ dinh DEM. LabelLen.

— Co ché boc dir liéu véi @6 dai ban rd cb dinh 12 co ché ma thuat todn ma hda chi chép nhéan cac ban
18 ¢6 dd dai bang gia trj ¢ dinh DEM. MsgLen.

8.2.2 Cor ché boc dir ligu dwoc phép

Co ché boc d(r liéu trong phin nay clia tiéu chuén ISO/IEC 18033 dwgc md 1A tai Didu 9.

CHU THICH 1 Néi dai thé, co ché& bgc di¥ lieu cung cip “phong bl s&7, bdo vé ca tinh bi mat I3n tinh toan ven cla di liéu st
dung k¥ thuat mat ma aéi xng. N6 ddng thai g&n dir lidu vao nh&n céng khai.

CHU THICH 2 Bé xay dyng ma lai ghép tdng quat, chéng dwoc thn cong chon bdn ma, tdn tai khai niém twong (ng v& an
toan cho co ché boc di¥ ligu. Didu ndy dwgc xem xét chi tiét tai Phy lyc B.6.

8.3 HC

8.3.1 Cac tham sd hé théng

HC 12 ho mat ma phi déi xirng dugc tham sb hoa nhuw sau:
— KEM: co ché boc khéa duge mé ta tai Didu 8.1;

— DEM: co ché boc khda duwoc mé ta tai Didu 8.2,

Moi sy két hop gilta KEM va DEM Géu c6 thé st dung, néu dam bdo didu kién KEM.KeyLen =
DEM.Keylen.

CHU THICH 1 Néu DEM 14 co ché boc dir liéu véi 69 dai nhin cd dinh, trong @6 dd dai nhan bj han ché bdi DEM. Labellen, thi
HC 12 ma déi ximg véi 43 dai nhan cb dinh va HC. LabelLen = DEM. KeyLen.

CHU THICH 2 Néu DEM 13 co ché boc di liéu véi 46 dai ban rd cb dinh, trong d6 ban r8 c6 @6 dai han ché bdi DEM. MsgLen,
thi HC 14 m3 d6i xteng v&i dO dai ban ré b dinh va HC. Msglen = DEM. Msglen.

CHU THICH 3 Véi tht ¢ sip lIpa chon dwge phép cla KEM, gid tri clia KEM. KeyLen 12 tham s6 hé thdng ¢6 thé dugc chon
béing DEM. KeyLen. Nhw vay mai sy két hop c6 thé clia KEM va DEM cb thé dwgc thye hién bing cdch chon thich hop cic
tham sé ha théng.

8.3.2 Tao khéa

Thuét toén tao khéa, khbda cdng khai va khba riéng cho HC cling nhw cho KEM; Tly chon mat ma cda
HC ciling nhw clia KEM.

Gia st¥ (PK, pk) la c&p khéa cong khaifkhéa riéng.
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8.3.3 Md héa

Thuét todn ma héa HC. Encrypt nhan dAu vao 12 khéa cdng khai PK, nhan L, ban rd M va tly chon méat
ma opt Thuat todn nady chay nhuw sau:

a) Tinh (K,Cy) = KEM. Encrypt(PK, opt).

b) Tinh €, = DEM.Encrypt(K,L, M),

c)TaoC = €y Il €.

dybuaraC

8.3.4 Giaima
Thuét toén gidi ma& HC.Decrypt nhan dau vao 1a khoa riéng pk, nhan L va ban ma C. Thuit todn chay
nhw sau:

a) Sir dyng tinh chét phi tidn t4 clia ban m3 lién két v&i KEM (xem Biéu 8.1.1), tao cl phép C,
C= COHC,, & @3y C, va C; |3 cac xau bd tam sao cho €, 13 phan ti clia tap hop tng clr vién cla cac
ban ma c6 thé lién két véi KEM. Budc ndy sé that bai ndu € khdng dugc tao ¢l phap.

b) Tinh K = KEM. Decrypt(pk, Cy).
¢) Tinh M = DEM.Decrypt (K,L,Cy).
d)Burara M.

CHU THICH D& an toan ciia HC duoc xem xét tai phi lyc B.7. Tai day luu ¥ rAng ching ndo KEM va DEM théa man céc tinh
chét an foan heong tmg, thl HC s& 13 an toan ddi véi tAn cong chon bdn ma thich hop.

9 Thiét két cac co ché boc di ligu

Didu khodn ndy duwra ra cic co ché boc di ligu, gdm:
— DEM1, dugc md ta trong Didu 9.1,

— DEM2, duge md ta trong Didu 9.2, va

— DEM3, duoc md ta trong Didu 9.3,

9.1 DEM1

9.1.1 Cac tham sé hé théng

DEM1 12 ho céc co ché boc dl liéu, dwoc tham sb héa bing cac tham sb hé théng sau:

— §C: mat ma a6 xirng, dwoc md 13 tai Didu 6.5;

— MA: thuat toan MAC dwoc md ta trong Didu 6.3.

Gi4 trj clia DEM1. KeyLen dugc xéc dinh nhw sau: DEM1.KeyLen = SC.KeyLen + MA. KeyLen.

9.1.2 Md héa
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Thudt toan DEM1. Encrypt nhan @4u vao 12 khéa bi mét K, nhan L, va ban r M. Thuat todn chay nhw
sau:

a) Tao ci phap K, K=k|k', & ddy k va k'l céc xau bd tém sao cho |k| = SC.Keylenva |K'| =
MA.KeyLen.

b) Tinh ¢ = SC. Encrypt(k, M).

c) Gia s T =c| L|120SP(8.|L|,8).
d) Tinh MAC = MA. eval(K',T).

e) Thiét 1ap €, = ¢ || MAC.
fyBwara ;.

9.1.3 Giai ma

Thuét toan DEM1. Decrypt nhan dau véo l1a khéa bi mét K, nhan L, va ban ma C,. Thuat toan chay nhw
sau:

a) Tao ci phap K,K=k|k'; & dby k va k' 1a c&c xau bd tém v6i |k| = SC.Keylen va |K'| =
MA. KeyLen.

b) Néu |C,| < MA. MACLen thi thét bai.

¢) Taocphdp C,:C =c“BMC, & day ¢ va MACIa cac xau bd tam véi IMAC| = MA.MACLen.
d) Gia st T =c| L|120SP(8.|L],8).

e) Tinh MAC' = MA. eval(k', T).

f) Néu MAC = MAC thi thit bai.

g) Tinh M = SC. Decrypt(k,c).

h)Buwara M.

CHU THICH Viéc xem xét chi tiét tinh an toan clia cAu triic ndy dwoc dua ra trong Phy Iyc B.6.1. O day chi lwu ¥ 14 céc SA va
MA cor s& Guoc cung cip thod man c4c yéu cAu trong (ng, sau 06 14 c& DEM1 cling théa man c4c yéu cAu nay.

9.2 DEM2
9,2.1 Cac tham s6 hé théng

DEM?2 1a ho céc co ché boc dir liéu v&i 4§ dai nhan cb dinh, duec tham s6 héa bang cac tham sé hé
théng sau day:

— SC: ma @bi xtrng dwoc md ta tai Didu 6.5;

— MA: thuét toan MAC, duoc mé ta tai Didu 6.3;

— LabelLen: sb nguyén khéng 4m.

Gi4 tri DEM2. LabelLen dugc xac dinh 12 bing gia tri clia tham sb hé thdng Labellen.
Gia tri DEM2. KeyLen dwqc xac dinh bing: DEM2. KeylLen = SC. KeyLen + MA.KeyLen.

9.2.2 Ma héa
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Thuét toan DEM2. Encrypt nhan dAu vao 13 khéa bi mét X, nhan L @3 dai Labellen, ban rd M. Thudt
toan chay nhw sau;

a) Tao cd phdp K, K=k]|k' & @Ay k va k’1a cac xau bd tdm sao cho |k| = SC.KeyLen va |k'| =
MA.KeylLen.

b} Tinh ¢ = SC. Encrypt(k, M).
c) Dt T=c|L.

d) Tinh MAC = MA. eval (K, T).
e) Thiét lap ¢,= ¢ | MAC.
f)yBuara ;.

9.2.3 Glai ma
Thuét todn DEM2. Decrypt nhan dAu vio 14 khéa bi mét K, nhan L 3 dai LabelLen va ban ma C;. Thudt
toan chay nhw sau:

a) Tao cli phap K, K=Kk|k & dhy k va k¥’ 1a cac xAu bd tam sao cho |k| = SC.KeyLen V& |K'| =
MA.KeylLen.

b) Néu |C,| < MA. MACLen thi thét bai.

¢) Tao ¢l phdp C,,C, =c| MAC, & a&y c va MAC Ia cac x3u bd tam sao cho |MAC| = MA.MACLen.
d)GidsrT=cl L.

e) Tinh MAC’ = MA. eval (k', T).

f) Néu MAC’ # MAC thi thét bai.

q) Tinh M = SC.Decrypt(k,c).

h) Bwara M.

CHU THICH 1 Vigc xem xét chi tiét tinh an toan cia thiét ké trén dugc trinh bay trong Phy lyc B.6.1. &' day chi lwu y 13 céc SC
va MA thda man c4c¢ y&u cAu an toan tuong irng, khi 36 DEM2 cing thda man céc yéu ciu nay.

CHU THICH 2 DEM2 duwgc cung cAp chi yéu dé so sanh v&i cac tiéu chudin khac.

9.3 DEM3
9.3.1 C4c tham s6 hé théng

DEM3 14 ho c4c co ché boc diF lidu véi @ dai ban ré ¢b dinh, dwoc tham sé héa bdi céc tham sb hé
théng sau day:

— MA: thut toan MAC dwoc md ta & Didu 6.3;
— MsglLen: s6 nguyén dwong.
Gi4 trj clia DEM3. MsgLen dwgc dinh nghia bang gid trj cda tham sé hé théng MsgLen.
Gi4 trj clia DEM3. KeyLen duwgc x4c dinh bang,
DEM3. KeyLen = Msglen + MA. KeyLen.
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9.3.2 Ma héa
Thuat toan DEM3. Encrypt nhén @Au vao 12 khéa bi méat K, nhan L, ban rd M véi o dai Msglen. Thuat

toan chay nhuw sau:

a) Tao cii phép K, K=k|k & dby k va k' 1 cac xau bd tam (octet) voi [k|=Msglen va |k'| =
MA.KeyLen.

b) Tinhc =k @M.
¢) Gid st T=c|L.

d) Tinh MAC = MA. eval (K, T).

e) Dat €y = ¢ || MAC.

f) Burara C;.

9.3.3 Giai ma

Thuét toan DEM3.Decrypt nhan dau vao la khéa bi mat K, nhan L va ban ma C,. Thuét toan chay nhw
sau:

a) Tao cli phép cho K, K =k|k & ay kva k'1a cac xau b tam v6i |k| = MsgLenva [k'| = MA. KeyLen.

b) Néu C, = MsgLen + MA.MACLen thi thét bai.

¢) Tao cu phdp C,:C =c]|M4€, & day ¢ va MAG |a cac xdu bd tam v&i |c| = MsgLen valMAC| =
MA.MACLen. '

d)Pat T=¢| L.

e) Tinh MAC' = MA.eval (k',T).
f) Néu MAC # MAC thi thit bai.
g) TinhM =k&@e.

h) Bwrara M.

CHU THICH 1 Vigc xem xét chi tiét tinh an toan clia thiét k& nay duwge trinh nay & Phy lyc B.6.1. CAn Iwu ¥ & day I3 néu SCva
#A thda ma céc yéu chu an toan trong (ng thi DEM3 cling thda main cac yéu chu dé,

CHU THICH 2 DEM2 Gworc cung ¢Ap chil yéu & so sanh véi céc tigu chudn khac,

10 Co ché boc khéa dira vao ElGamal

Didu nay ma ta mat sb co ché boc khda dira trén bai todn logarit rdi rac:
— ECIES-KEM dwgc mb ta trong Pidu 10.2;

— PSEC-KEM dugc mé ta trong Didu 10.3;

— ACE-KEM dugc md ta trong Didu 10.4.

CHU THICH TAt ca céc luge d8 trén déu 1 nhing bién thé clia lge dd mat ma gbe ElGamal [18).
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10.1 Cac nhém cy thé

Mat m3 ElGamal dya trén cac phép todn sé hoc trén nhém hru han. D& md ta co ché boc khéa dya
trén mat ma ElGamal, khai niém nhém dwoc md t3 nhw mét kidu dir liéu trieu twong. Viéc md ta va
phan tich c4c uge @8 dya vao giao dién trivu tgng nay, tuy nhién trong phin ndy cla tiéu chudn
ISO/IEC 18033, chi cho phép str dung mét s& dang nhém nhét dinh bing céch cy thé héa kidu diF ligu
triru twgng nay.

Pé tién, khai niém phép cdng ludn duwec st dung cho nhém. Dbng thdi cac phan tlr clia nhém sé duge
viét bang chir cai thwdng, dam nét va 0 ki hiéu phan tr @dng nhét clia nhém.

Nhém cuthd T 1a bd (X, 6, g, 1, v, £.D, €,D%,

— 3¢ 1a nhém Abel hivu han. Chti ¥ ring nhém khéng nhét thiét ia tuln hoan.
— G 12 nhém con tudn hoan ctia 7.

— g 1a phin t& sinh cla 6.

—u la bac clia G, va v 1a chi sé clia G trong 7, nghia la v = |#|/u.

O day @i hdi p phai 13 sé nguyén té. Trong mdt s Iegc a8 mat ma, ddi hdi thém didu kién ged(p,v) =
1.

— E(a, fmt) 14 ham "ma héa" (encoding function), nh xa phén t& nhém ae H vao xau b tm; bién thir
hai fmt 14 b dinh dang, dwge sk dung d& chon mot trong s6é lweng nhd cac dinh dang ¢ thé 68 ma
héa phan tlr cha nhom. Céc gid trj dugc phép clia bién fmt phy thude vao nhém.

Céc yéu cAu sau phai dugc thda man:

— Tap tt ca cac dBu ra € 12 tap phi tidn té.

— Phin tr trung hda dugc ma hoa (encoding) duy nhit, bdi vay voi tat ¢ c4c bién dinh dang fmt,
fmt ta cb: E(0, fmt) = €(0, fmt’).

— Trir phin t& trung hda, hdm m& hoéa 14 anh xa mt-mét, do d6 véi tht ¢ a va a’'e # va tht cd cac
bién dinh dang fmt,fmt, ndu (a,fmt) = (a,fmt) va néu a#0 hodc a' #0, thi £(a fmt)=
E(a’, fmt)).

Xau b tam x dwoc goi 1a mé hop 1é (valid encoding) clia phén t& nhém a € 3, néu x = £(a, fmt) véi
mét bién dinh dang fmt nao d6.

— D(x) 12 ham sao cho nb s& trd v& néu x khdng phai 12 ma hop 18 cla phdn t& thude H, ngwoc I3,
ham hoan lai phan tr nhém duy nhét a € #f, sao cho € (a, fmt) = x v&i mét bién dinh dang fmt nao
a6.

— €'(a) 13 ham "ma tirng phan®, 4nh xa mai phan tlr nhém a € 3, vao xau bd tam.
Didu nay dai hdi tap hop tAt cd ddu ra clia €' I3 phi tién té.

Xau bd tam x dwoc goi la mé timg phan hop 1é (valid partial encoding) cla phan t&¢ nhém a néu
x = £'(a).
— D’ (x) 14 ham sao cho ho3c |4 that bai néu x khong phai 12 ma cy thé clia' phan t&r thugc H'; nguoc
lai, né s& tra v& mét tap hop chira tAt ¢ cac phan ti» nhém a € ¥, sao cho €'(a) = x. Gia thiét kich
thwéc clia tap hop nay bi gidi han bdi mdt hang s6 nhé.
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Gid thiét cé th thue hién hidu qua céc phép toan sé hoc trong H. Bdng thei, tht ¢ cac thuét toan trén
day ddu dwoc thie thi hiéu qua. Ham D' s& khdng dwec st dung bdi bét ki Iege @3 ndo, nhieng sy tdn
tai clia ham nay Ia cAn cho viéc phan tich tinh an toan céc lwoc b do.

Gia sir cb thé kidm tra hiéu qua, liéu mot phan t&r clia 2 ¢6 nam trong nhém con § hay khéng. Leu
ring néu tAt ca cac phan tir clia 7, c6 béc p ndm trong G, thi c6 thé kiém tra a € béing cach kiém tra
didu kién p.a = 0. B&i vay phép kidm tra nay cé thé 4p dung dugc néu ban than 3¢ 14 nhom tuan hoan
va ged(p,v) = 1. V&I cAc nhém cy thé, cb thé cb cac phép kidm tra hiéu qua hon vé viéc phan tr cho
trrde ¢6 thuge nhom con hay khéng.

Tap hop {E(ay, fmty), ..., E(@m, fmt,)} ¢4 ma hop 18 dugc goi 1 tap bén ving, néu ma (encodings)
clia cac phin t& nhém khdng phai 14 phdn ti trung hda st dung cling mét bién dinh dang fme; béi vay
VO Imoi1< i,j <m, ndua, #0,q #0thi fmt, = fmt;. Vi nhing gid thiét nhur trén c6 thé kiém tra
mét cach hiéu qua mét tap hop cac ma hop 1€ cho trréc c6 bén viing hay khdng.

CHU THICH C4c ¢ng dyng mét mé khéc nhau s& dua ra cic gid thiét khac nhau vé tinh khé gidi cla nhém. NhGng gid thidt
nay dwgc xem xét tai Phy lyc B.8.

10.1.1 Cac nhém cu thé dwgc phép

Phan nay cia ISO/IEC 18033 chi cho phép hai ho nhém cy thé sau day, duoc md ta tai cac Didu
10.1.2va 10.1.3,

10.1.2 Nhém con clia céc triedrng hivu han dirgre cho dwéi dang twéng minh

Gia s F 1a trwdng hiru han dang twéng minh, dwgce dinh nghia tai Didu 5.3 va F* 1a nhém nhéan cac
don vi clia F. Gia st 3 1a ki hiéu clia F*, G 1a nhém con clia F* c6 bac nguyén tb, g & phan t& sinh cla
G. Bty =gl va v=(F|-1)/ u.

Vi 3 12 nhém tudn hoan, suy ra G chiva tAt ca cac phan tl clia 2 ¢6 bac chia hét y, tham chi khi ged
(1 ¥) # 1. Nhw vay, 1udn ludn c6 thd kidm tra phan tr ae 3 c6 thude G hay khéng béng céch kiém tra
hé thirc y.a = 0. Tuy nhién, cén c6 thé cé nhirng phép kidm tra hiéu qua hon, vi du néu F la truong
hCeu han nguyén t8 va v = 2, thl phép kiém tra ndy cé thé thuwc hién bang céch tinh ki hiéu Jacobi.

Anh xa ma hoa € (encoding map) dwoc the thi bing céch st dung ham FE20SP, bdi vay tat ca cac
phan ti¥ nhém durpc ma hda dudi dang céc xau b tam cé @0 dai [log,s |F|].Chi cho phép mét dinh
dang. Anh xa D duoe thye thi bdng cach st dung 0S2FEP: va thét bai néu 0S2FEP, thét bai hodic dua
ra 0. Ham €’ cling giéng nhu € va D'cling giéng nhu D.

10.1.3 Nhém con cia dwérng cong Elliptic

Gid sir E 1a duwdng cong elliptic trén trwdng hiru han dang tedng minh F, dwec mé ta tai Didu 5.4. Ki
hiéu 7 12 nhém cac didm trén E, G 1a nhém con bac nguyén té clia 3£, g 1a phan tl sinh cba G; gid s p
14 bac clia G, v 1a chi sb clia né trong .

Ta thay, néi chung # khong phai la nhém tun hoan. Néu ged (u,v) = 1thi ¢6 thé kiém tra phin tir
ae H cé ndm trong G hay khdng, bing cach kiém tra hé thivc p.a = 0. Néu ged (i, v) # 1 khi d6 yéu
cau phai cé nhidu théng tin hon vé& cAu tric nhém clia E dé xay ding nén phép kiém tra higu qua vé
viéc phan t& thudc H ¢6 ndm trong G hay khéng.
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Céc anh xa ma hoal gidi ma € va D dwoc thys thi bing cach st dung cac ham EC205P; va 0S2ECPg.
Nhie vay ma héa cla diBm 13 xau bd tém c6 do dai holic bing 1 hosic bing 1+[log,|F|], hodc

1+2( log,|F|]. Tép tat ¢ céc bién dinh dang duge phép 6 thé dwoc chon 12 tap con khéng réng bég
ky cla tap {khéng nén, nén, lai ghép}. Nhu vay nhdm cy thé duwoe xac dinh nhe st dung dwdng cong

elliptic, c6 thé, nhuwng khéng nhét thiét, cho phép sir dung céc dinh dang da ma héa.

Anh xa ma héa cy thé & dwoc xac dinh nhie sau: Cho didm P trén E, néu P = Othi ddu ra 13
FE20SP¢(05) va néu P = (xy) # 0, & ddy x,y< F, thi dAu ra |a FE20SP(x). Nhu vy dau ra clia €'1a

xau bd tam @0 dai [log,, |F]-

10.2 ECIES-KEM

Pigu nay md ta co ché boc khda ECIES — KEM.

CHU THICH ECIES — KEM dura trén cdng trinh clia Adballa, Bellare va Rogaway [1,2].

10.2.1 Cac tham sé hé théng

ECIES — KEM 12 ho cAc co ché boc khéa, dwoc tham sé hda bdi cac tham sb hé théng sau day:
—T: nphém cy thé
r=(#,Gg nvEDE,D)
nhu mé ta trong Pidu 10.1;
— KDF: Ham din xuét khéa, nhw da md ta tai Didu 6.2;
— CofactorMode. mét trong hai gia trj 0 hoéc 1.
— OldCofactorMode: mdt trong hai gia tri 0 ho#c 1.
— CheckMode:mét trong hai gia trj 0 hodc 1.
— SingleHashMode: mét trong hai gia trj 0 ho#c 1.
— KeyLen: s6 nguyén,
B4t ki mdt t3 hop nao c4c tham sé hé théng d&u cho phép, trir cac han ché sau:

— Nhidu nhé&t mét trong cac tham sb CofactorMode, OldCofactorMode va CheckMode c6 thé 14 1.

—Néuv > 1va CheckMode = 0, khi d6 phdi cé ged(u,v) = 1.
Gi4 tri ECIES — KEM. KeyLen dugc dinh nghta bing gia tri cia tham sé hé théng Keylen.

CHU THICH Céc gi4 trj cta CofactorMode vé CheckMode chi dugre sir dung bdi thudt todn gidi ma.

10.2.2 Tao khéa

Thuét toan tao khéa ECIES — KEM. KeyGen khdng nhan dau vao, va chay nhu sau:
a) Tao sé ngau nhién x € [1...4).
b) Tinh h=x.g.

c) Bwa ra khéa cong khai ddu ra:
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~ h: ph&n t& khac khdng cla §.
d) Drra ra khod riéng dAu ra:
- x: s nguyén thudc tap hop [1, ..., ).

10.2.3 M4 héa

Thuat toan ECIES — KEM. Encrypt nhan dAu vao 1a khéa cdng khai, gbm phin t& h € G\ {0} cling voi
tly chon méat ma fmt x4c dinh dinh dang ding & méa héa cac phin tir clia nhém. Thuat todn duge
thire hién nhuw sau;

a) Tao sb ngu nhiénr € [1 ... ).

b) Néu OldCofactorMode = 1 thi datr’ = r.v mod p, ngwee lai thi gt ' =r.

Q) Tinh g=r.gva h=rh.

d) Dt Gy = £(g, fmt).

e) Néu SingleHashMode = 1 thi Z [4 xau bd tam gdm toan phén t&r 0; ngwoc lai 43t Z = Cp.
f) Dét PEH = €'(h).

q) D3t K = KDF(Z || PEH, KeyLen).

h) Buwa ra ban ma ¢, va khéa bi mét X

10.2.4 Giai ma

Thust toan gidi ma ECIES — KEM. Decrypt nhan GAu vao [a khéa bi mat K, gdm phén t&r r € [1..4), vA
ban ma C,. Thuét toan thyre hién nhw sau:

a) D3t §=D(C, ); bwdc nay sé that bai néu C, khdng phai 12 ma hop 1€ clia phén tlr thuge #.

b) Néu CheckMode = 1, kidmtra § € G, néu khdng thoad mén thi thét bai.

c) Néu CofactorMode = 1ho3c OldCofactorMode =1, @&t & =v.§,néu ngwroc lai thi 6t § = 3.
d) Néu Cofactor = 1, khi @6 % =v™"xmod u, nguoc lai a4t x=x.

e) Tinhh=2.4.

f) Néu /=0 thi thit bai.

) Néu SingleHashMode = 1 thi cho Z 13 x8u bd tam réng, nguwec lai gid siv Z = C,.

h) Bt PEH = €'(R).

i) Dat K = KDF(Z | PEH, KeylLen).

J) Dua ra la khéa bi mét X

CHU THICH S$i¥ dung CefactorMode = 1 hodc OldCofactorMode = 1 ¢ thé mang lai Igt ich dang ké trong the thi, néu v
that sir nhd. U didm cla vide st dung CofactorMode = 1 14 & chd hanh vi clia thujt todn ma héa khéng bj dnh huwdng bdi
giz tr clia CofactorMode.

CHU THICH 2 Khi sir dung CofactorMode = 1, viée thyrc thi cb thé don gidn 13 tinh trerdc va I gid tii X thay vitinh x.
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CHU THICH 3 Khi sir dyng SingleHashMode = 1, thgm chi néu T hd tro dinh dang da ma, gia trj clia fmt dugc sir dyng
trong khi m& héa khéng anh hudng 18n bét ki tinh to4n nao, ngoal trir dinh dang cho ban ma cudi cling. Nhur vy, néu ban ma
cho tredc €, 14 két qud m& héa ciia phdn t& nham F, thi mdt ban méa khae ¢’y déng thai ciing 1 két qua ma héa (encoding)
clia § cling s& dwgc gidi ma bding cach nhur véi C,.

CHU THICH 4: Vigc xem xét tinh an toan clia lwgc 88 nay dugc trinh bay trong Phy lyc B.S.

10.3 PSEC-KEM

Didu nay mo ta co ché boc khéa PSEC — KEM.

CHU THICH PSEC — KEM dya tr&n céng trinh cba Fujisaki v Okamoto [26].

10.3.1 Cac tham sé h§ théng

PSEC — KEM |a ho cac co ché boc khba, dugc tham sb hda bdi cac tham sb hé théng sau Gay:
—T: nhém cu thé
r={#, 649 nv&DED)
dwge mo ta & Pidu 10.1;
— KDF: Ham xuét khéa dwge md ta & bidu 6.2;
— SeedLen: s& nguyén duwong;
— KeylLen: sb nguyén duong.

10.3.2 Tao khéa

Thuét toan tao PSEC — KEM. KeyGen khdng ¢6 dau vao, thyee hién nhw sau:
a) Tao sé nglu nhién x € [0... ).

b) Tinhh=x.g.

c¢) Bua ra khéa cdng khai:

— h: phén ti clia G.

d) Bua ra khda bi méat:

— x: 86 nguyén thudc tap hop /0,...4).

10.3.3 Ma héa

Gid sir 10 = [20SP(0, 4) va I1 = 120SP(1, 4).

Thuét toan ma hoéa PSEC — KEM. Encrypt nhén dAu vao 13 khéa cong khai, gdm phan tir 2 e, cling
véi tity chon mat ma fmt, dua ra dinh dang ding ¢ ma héa phan t& clia nhém. Thuét toan duoc thye
hién nhuw sau:

a) Tao xau bd tam ngau nhién seed dd dai SeedLen.
b) Tinh ¢ = KDF (10| seed, [ log,g 42 ]+16 + KeyLen),
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Ia x&u bd tam 86 dai [ log,, 4 |+16+ KeyLen

¢) Tao cli phap chot, t = u || K, & day u va K 1a céc xau bd tam sao cho |u| = [logaseu] + 16 va
|K| = KeyLen.

d) Tinh r = 0521P(u) mod p.
e)Ditg=r.gh=rh.

f) D&t EG = £(§, fmt) va PEH = &'(R).

g) Dét SeedMask = KDF(I1 | EG || PEH,SeedLen).
h) Dat MaskedSeed = seed®SeedMask.

i) Dat Cy = EG || MaskedSeed.

j) Puara & ban ma €, va khba bi mat K

10.3.4 Giai ma

Gia sir 10 =120SP(0,4) va I1 = [20SP(1,4).

Thuat t04n gidi ma PSEC — KEM. Decrypt nhan GAu vao 12 khéa bl mét X, gém phén t& x € [0..x) va
ban ma C,. Thuat toan thye hién nhuw sau:

a) Tao cu phap Cp Cp, = EG || MaskedSeed, EG va MaskedSeed la céc xau bd tdm sao cho
|MaskedSeed| = SeedLen; bwdc ndy s& thét bai néu|C,| < SeedLen.

b) it § = D(EG); bwdc ndy sé thit bai néu EG khéng phai 14 ma hop I8 clia phan tlr nhom.
¢) Tinh = xg.
d) Dét PEH = £'(R).
e) Dit SeedMask = KDF(I1 || EG || PEH, SeedLen).
f) Dt seed = MaskedSeed @ SeedMask.
g) Tinh
t=KDF(I 0” seed,l_logm ;J] +16+ KeyLen)
1a xau bd tam d§ dai [log,ssu] + 16 + KeylLen.
h) Tac ¢t phép ¢ t = u ||K & 2y uzva K14 xau bd tam thda man [u] = [log,se u] + 16 va |K| = KeyLen.
i) Tinh r = 0S52IP(u) mod p.
N Tinhg=r.g.
k) Kiém tra § = g, néu khéng phai thi thét bai.
I} Bua ra khoda bl méat K.

CHU THICH Viéc xem xét tinh an toan cla luee db trén co thé tim tai phu lye B.10.

10.4 ACE-KEM

Diéu nay mé ta co ché boc khda ACE — KEM.
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CHU THICH ACE — KEM &woc x4y dyng dya trén cang trinh clia Cramer v& Shoup [13,14].

10.4.1 Céac tham sé hé théng

ACE — KEM 13 ho.céc co ché boc khéa, duge tham sé hoa bdi cac tham sb hé théng sau:
—T: nhém cy thé
r=(#,6.9, n. v €0D,E,D),
dwgc mb ta tai Pidu 10.1;
— KDF: ham xuét khéa dwoc md ta & Bidu 6.2;
— Ham bam mét ma dwoc mé ta & Didu 6.1;
— CofactorMode: mit trong hai gia trj 0 hodc 1.
— KeyLen: sé nguyén duwong.
Bét ki s két hep ndo ciia cac tham sb hé théng duwge phép déu cho phép, ngoai trir cc han ché sau:
— HashLen: phai nhd hon log,ssh.
—Néu v = 1 thi CofactorMode s& béng 0.
~ Néu v > 1 CofactorMode c6 thé béing 1 v&i didu kién gcd(,v) = 1.

CHU THICH GIé trj clia Cofactormode chi duge sir dung bdi thuat toan gidl ma.

10.4.2 Tao khéa

Thuét toan tao khda ACE — KEM. KeyGen khong c6 du vao, thirc hién nhu sau:
a) Tao s6 ngdu nhién w,x,y,z € [0...p).
b) Tinh céc phén t& cla nhém
g =wgc=xgd=ygh=2g
¢) Buwa ra khéa cdng khai:
— g,¢,d,h: céc phan ti thude G.
d) Pwa ra khéa riéng:
—-w,x,y,z. cac sb nguyén thudc tap [0 ... ).

10.4.3 Ma héa

Thuat toan ma héa ACE = KEM.Encrypt nhan dAu vao Ia khéa cong khai, gdm
g.cdh €6,

ciing tuy Iwa chon mat ma fmt xac dinh dinh dang diing @& ma héa phan t&r nhém. Thuat toén thye
hién nhu sau:

a) Tao sb ngdu nhiénr € [0.. ).

b) Tinh cac phan ti¥ nhém
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u=r.g,u=rg,h=rh.

¢) Tinh cac xau bd tam
EU = E(u, fmt), EU' = E(u’, fmt).

d) Tinh sé nguyén
a = 052IP(Hash.eval(EU | EU")).
e) Tinh sé nguyén
r' =a.rmod p.
f) Tinh phan t& nhém

v=re+r.d
g) D&t EV = E(v, fmt).
h) B3t PEH = €'(R).
iyDatCy = EU || EU' || EV.
i) P&t K = KDF(EU || PEH,KeyLen).
k) Bwa ra |4 ban ma €, va khda bi mat K

10.4.4 Gidi ma

Thuét todn ACE — KEM. Decrypt nhan dhu vao 1a khda bi mat, gdmw,x,y,ze[0...4) va ban ma (.
Thuat todn chay nhu sau:

a) Tao ¢l phap cho Cy, Co = EU || EU' I| EV, & @&y EU, EU’, va EV | céc xau bd tdm sao cho abi voi
mdt s6 phan tlr nhém (xac dinh duy nhét) w,u’ ,veH, ta cé u = D(EU), ' = D( EU"),v = D(EV). Bude
nay s& that bai néu ¢, khdng duroc tao i phap nhuw vay.

b) Kiém tra tap hop {EU, EU',EV} c6 phai Ia tap bén virng céc ma hop 1& khdng, néu khong thi that
bai.
¢) Néu CofactorMode = 1, dat
#i=vu,W=v'wmodu,%=v'xmod g,y =v"ymod g, =v"zmod y;
Ngwoc lai, thi dat ti=u,W=w,X=x,y=y,Z=z.
d) Néu CofactorMode # 1vav > 1: kiém tra u € G néu u € G thi thét bai.
e) Tinh s8 nguyén
a = 052iP(Hash.eval(EU || EU")).

f) Tinh sé nguyén ¢ = £ + Jamod i
g) Kidm tra

Wwh=utii=v.
néu khéng thda man, thi thét bai.
h) Tinh phan ti nhom =24 .
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i) D4t PEH = £'(R).
) Pt K = KDF(EU || PEH,KeyLen).
k) Dra ra la khéa bi mét K.

Vi Ii do an toan, khuyén céo ring viéc thyc thi khong duoc @& 16 bat ki théng tin nao vé Iy do sinh ra 18i
tai budc g. Noi riéng, viéc thee thi 6 thé dua ra cling mét théng béo 18i tai cling thei didm bt ke Iy do
sinh ra 18i.

CHU THICH 1 St dung CofactorMode = 1 ¢6 th& mang lai Igi ich cho thirc thi néu v dii nhd, Cha ¥ ring & ché a6 nay viéc
thiec thi c6 thd tinh todn trudc va lwu trir gid tri W,X,¥,2 thay vi tinh céc gié tri w, x 5, 2.

CHU THICH 2 Vic thie thi khdng phu thudc vao viée st» dung phign ban tuong durong vé chire nang sau day clia thudt toan
giai mA. Trong thyre thi khong cén thiét phai tinh ¢'va viai brrdc a clia thét toan gidi ma, ma don gidn 1a tgo ra ol phap (, sau
khi nhan dugc EU, EU’, va EV, va chi bién ddi EU thanh phan t& nhém u. Buéc b cb thé bd qua.Tiép 86 viéc kidm tra tai buréc
g clia thuat toan gidi ma thyc hién nhu sau: Néu u = 0 thi kiém fra EU” va EV c6 phdi 12 ma (duy nhét) clia 0 hay khang: néu
khong thi gid si¥ fm¢ 12 bién dinh dang ciia £U va kidm tra cac didu kign e(w.d, fmt) = EU va e(t,4, fimt) = EV.

CHU THICH 3 Viéc xem xét chi tiét tinh an toan ciia lrge 64 nay duge d& cap & Phy lyc B.11.

11 M4t ma phi @8i xtrng da trén RSA va cac co ché boc khéa

Didu nay mé t& mét ma phi @i xtrng va céc co ché boc khoa dwa trén bién ddi RSA. Ma RSAES dugc
ma t4 tai Didu11.4; co ché boc khda RSA — KEM dwoc mb ta & Diéu 11.5.

CHU THICH 1 Céc Iwgrc 88 ndy 13 sy cdi bién clia lege 38 mat ma gbe RSA [31].

CHU THICH 2 Trong mét sb tigu chudn I1SO khéc, thuat ngl “phan tich sé° dugc st dyng & nhitng nei “dya vao RSAT; tuy
nhign, vi tidu chudin ndy xac dinh Mot sé Iwge &8 khac nhau dya trén phan tich s6, nén né chip nhén thda thugn dit tén moi.

11.1 Céc thuit todn tao khéa RSA

Thuét toan tao khdéa RSA, RSAKeyGen() |a thuat toan xac suét khong ¢ dAu vao, dAurala bd ba (n, e,
d), & day:

— 56 nguyén n |a tich ctia hai sé nguyén té p va g, c¢6 @ dai twong tw nhau,p # g,

— e 12 s6 nguyén duwong thda man diéu kién ged(e,(p-1D(g-1)=1va

— d 12 sb nguyén dwong théa man ed = 1(mod A(n)) & Gdy A(n) 1a bdi s6 chung nhd nhét clia (p — 1) va
(g-1).
Phan phéi d3u ra clia thuat to4n tao khéa RSA phy thudc vao thuat toan cy thé. Thut toan nay duoc

phép cho két qua dAu ra khdng thda man cac didu kign trén day, chirng nao didu dé con xdy ra véi xac
suét khéng dang ké.

CHU THICH 1 Trong viéc md t& mat ma dwa trén RSA, ca¢ mat ma ndy duwoc tham sé hoa bing thust nglr RSAKeyGen; vi dy
RSAKeyGen dugc coi nhur mdt tham sé hé thdng clia mat ma. Trong nhitng thiee thi théng thurdng, thuét toan tao khda cu thé
¢6 thé drge chon tr ho cac thuat todn, dwgc tham sé hba bdi tham sé an toan” (vi dy, 49 dai cla n).

CHU THICH 2 Xem ISO/IEC 18033 huréng din thust todn tac cac sé nguyen td p va g Srgc 8 cap trén Gay.
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11.2 Bién @di RSA

Thuét toan RSATransform (X, a,n) nhan dau vao 12

— Xau b tdm X

— 86 nguyén a, va

— 86 nguyén n,

Va diu ra |3 xau bd tam. Thuat toan thye hién nhw sau:
a) Kidm tra viéc thiwe hién [X| = L(n); néu khéng thyc hién thi tht bai.
b) D3t x = 0S2IP(X).

¢) Kiém tra x < n; néu khdng théa man thi thét bai.

d) Péty = x% mod n.

e) DEtY = 0S2IP(y, L(n)).

fyBuaralay.

CHU THICH Nhw 2 biét, néu (n, e d) 14 dAu ra cla thudt toan tgo khda RSA va X = [205P(x, L{n)) v6i sb nguyén x ndo d6
thdaman 0 sx<n, khidd

RSATransform (RSATransform(X,e,n),d,n) = X.

11.3 Cac co ché ma héa RSA

Co ché ma héa RSA, REM xac dinh hai thuat toan:

— REM. Encode(M, L, ELen) nhan d4u vao |a ban r& M, nhan L va d¢ dai Giu ra 12 ELen. O/ day, M va L
Ia céc xau bd tam véi 66 dai bi han ché dwoc mé ta duwdi day. DAu ra la xau bd tam E d9 dai Elen.

— REM.Decode(E,L) nhan dau vao 1a xau bd tdm E, nhan L va tim ban rd M théa méan
REM Encode(M,L,|E|) = E . Néu khdng duwa ra dugc M nhur vay thi thit bai.

Ngoai ra, co ché ciing nén xac dinh gidi han REM. Bound, sao ¢ho khi goi REM. Encode(M, L, ELen), thi
didu kién |M | < ELen- REM sé dwoc thda man. Néu khdng thuét todn ma hda sé that bai. Ngoai ra
thuat todn ma héa ciing ¢6 thé thét bai, néu [Z] virot qué gi6i han duge xac dinh bdi qué trinh thre thi.

N&i chung thudt todn REM. Encode 14 thudt todn xac sult, bdi cing mét ban ré c6 thé dugc ma héa
béing mdt sé céch khac nhau. Ddng thdi vi li do k¥ thuat, yéu chu bé tém dau tién clia ddu ra phéi la
Oct(0).

11.3.1 Céc co ché ma héa RSA dwgc phép

Trong phan nay clia ISO/IEC, Co ché ma héa RSA dugc phép 1a REM1, dwgc md ta dudi day & pidu
11.3.2.

11.3.2 REM1

Didu nay mé ta co ché ma héa cu thé duge goi 1a REM1.
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CHU THICH REM1 dwqe xay ding trén co s& OAEP ciia Bellare va Rogaway [8]-

14.3.2.1 Cac tham sb hé théng

REM1 13 ho céc co ché ma hoa RSA duoc tham sb héa bdi cac tham sb hé théng sau day:
— Hash: ham b3m mat ma dwoc ma ta tai Didu 6.1;
— KDF: ham d&n xuét khéa dwoc md ta & Didu 6.2.
Gi4 tri REM. Bound dwgc xac dinh bang:
REM1.Bound = 2.Hash.len+ 2.

11.3.2.2 Hdm mé héda

Ham mé& héa REM1. Encode(M, L, ELen) chay nhw sau:

a) Kidm tra| M| < ELen—2.Hashlen—2 , néu khong thi thét bai.
b) Gia s ph&n dém (pad) 14 xau bd tdm dd dai ELen—|MI—2.HashJen—2 gdm mét xau by tam Oct(0).
c) Tao mam |4 x&u b tam ngau nhién mam @5 dai Hash. len.
d) Bét check = Hash.eval(l).

e) Dt DataBlock= check| pad"(Ocr(l))"M

f) D&t DataBlockMask = KDF(seed, Elen — Hash.len — 1).

g) Bat MaskedDataBlock = DataBlockMask @ DataBlock.
h) Dat SeedMask = KDF(MaskedDataBlock, Hash. len).

i) DAt MaskedSeed = SeedMask @ seed .

) P&t E = {Oct{0)) Il MaskedSeed || MaskedDataBlock.
kyBwarakE.

11.3.2.3 Ham gidi ma {Decoding function)

Thudt todn REM1. Decode(E, L) chay nhu sau:

a) Gia sr Elen = |E].

b) Kiém tra ELen 2 2.Hashlen +2;néu khdng thi thét bai.
c) Dét Check = Hash.eval(L).

d) Tao ci phap E, E = (X) || MaskedSeed || MaskedDataBlock; & day X 1a b$ tam va MaskedSeed va
MaskedDataBlock 14 cic bd tdm thda man hé thirc
|MaskedSeed| = HashJen,| MaskedDataBlock| = Elen— Hashlen—1.

e) Dit SeedMask = KDF(MaskedDataBlock, Hash. len).
f) Dat seed = MaskedSeed @ SeedMask.

g) D&t DataBlockMask = KDF(seed, Elen — Hash.len— 1).
47



TCVN 11367-2:2016

h) Bat DataBlock = MaskedDataBlock ® DataBlockMask.

i) Tao cli phap cho DataBlock, DataBIock=check']|M'; Check’ va M’ 1A chc xAu bd tam voi
|check| = Hashlems|p | = ELen—2.Hashlen-1.

i) Gid st M =(M,,M,,...M,) 13 cac bb tdm va | = Elen — 2. Hash.len — 1; éng thdi gia s m 12 sb
nguyén dwong Ién nhét sao chom < I, va My = M, = +-- M, = Oct(0) va T 1a ki hiéu bd tdm M,,, gid
s& M 12 ki higu xau b§ tam (M,,,,,.., M,).

K) Néu check’ # check, X # Oct(0), hodc T # Oct(1) thi thét bai.
I) Bwara M.

Vi li do an toan, didu quan trong I3 trong qua trinh thire thi khdng dé 1§ bét ki théng tin nao vé nguyén
nhan phét sinh 18i tai bwéc k. N6i riéng, thyc thi ¢é thé cho ra théng bao cling 18i tai cling thei didm, bét
ké nguyén nhan viéc sinh ra I5i.

11.4 RSAES
11.4.1 Céc tham sé hé théng

RSAES |a ho cac ma phi ddi xieng voi d6 dai ban r6 bj han ché, dwec tham s héa bdi cac tham sé hé
théng sau:

— RSAKeyGen: Thuat toan tao khéa RSA duwgc mé ta tai Didu 11.1;

— REM: co ché ma hda RSA duwge mb ta tai Didu 11.3,

Béat ki mot td hop cac tham sé hé théng nao cling duwgc phép vdi cac han ché sau:

— D dai tinh bing octet clia 4u ra n clia RSAKeyGen() phai ludn ludn [&n hon REM. Bound.

11.4.2 Tao khéa

Thuét todn RSAES. KeyGen khoéng ¢6 d3u vao, chay nhu sau:
a) Tinh (n,e,d) = RSAKeyGen().

b) Khéa céng khai dau ra PK:

— . s6 nguyén dwong.

— e: sb nguyén duong.

¢) Bua ra khéa riéng pk:

— n: s6 nguyén duong.

—d: sé nguyén dwong.

RSAES |a mat ma phi dbi xirng v&i do dai ban r3 bj han ché. Béi véi khda cdng khai cho trvéc PK =
(n,e), gia tri cla RSAES. MaxMsglLen(PK) 13 L(n) —REM. Bound.

Céc thuat todn ma hoa va giadi ma déu st dung bién @i thuat todn RSA dwyc dinh nghia tai Didu 11.2.

11.4.3 M3 héa

Thuat todn RSAES. Encrypt nhan dAu vao;
48



TCVN 11367-2:2016

— Khéa ¢dng khai, gdm sb nguyén dwong n va s nguyén durong e,
—Nhan L,

— Ban rd Mvbi @9 dai Ién nhat £L(n) —REM. Bound, va

= Khéng ¢6 tly chon mat ma.

Thuét toan chay nhwr sau:

a)PatE = REM.Encode(M, L, L(n)).

b} D&t C = RSATransform(E,e,n).

c)PuwaraC

11.4.4 Giai md

Thuét toan RSAES. Decrypt hh&n d4u vao:

— Khoéa riéng, gdm sé nguyén duwong n va sb nguyén dwong e,

—Nhan L, va

—Banmac

Thuét toan chay nhu sau:

a) D&t E = RSATransform(C, d,n); cht y ring budc nay cling ¢b thé that ba.
b) D&t M = REM. Decode(E, L); cht ¥ rAng budc ndy cling cé thé thét bai.
c)Buara M.

CHU THICH Tinh an toan clia RSAES dworc xem xét tai Phy lye B.13.

11.5 RSA-KEM
11.5.1 Cac tham sb hé théng

RSA ~ KEM 14 ho cac co ché boc khéa, dugc tham sb hoa bdi cac tham sé hé théng sau day:

— RSAKeyGen: Thudt todn tao khéa RSA, duge md ta & Didu 11.1;

— KDF: ham d&n xuét khéa dwge md 13 & Bidu 6.2;

— KeyLen: sb nguyén duong.

Gi4 tr| clia RSA — KEM. KeyLen dugc xac dinh bang gi tri cia tham sb hé théng KeyLen.

11.5.2 Tao khéa

Thuat todn RSA — KEM. KeyGen khéng ¢é dau vao, chay nhw sau:
- a) Tinh (n,e,d) = RSAKeyGen().

b} Bura ra khba cdng khai PK:

— n: $6 nguyén duong.

— e b nguyén duwong.
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c) Bwa ra khéa riéng pk:

— n: sb nguyén dwong.

— d: sé nguyén duwong.

Thuat toan ma héa va gidi ma sir dyng thuat toan bién dbi RSA dugc dinh nghia tai Pidu 11.2.

11.5.3 Ma hoa

Thuat todn m3 héa RSA —~ KEM. Encrypt nhén dAu vao |a:

~— Khoa céng khai, bao gdm céc sé nguyén dwong n va e, va
— Khéng cé thy chgn mét ma.

Thuét toan chay nhir sau:

a) Tao 56 nglu nhién r € [0..n).

h)BatR = IZOSP(r,L(n)).

c) Dét €y, = RSATransform(R, e, n).

d) Tinh K = KDF(R,KeyLen).

e) Bua ra la ban rd €, va khda bi mét K

11.5.4 Gidi ma

Thuét todn RSA — KEM. Decrypt nhan dau vao:

— Khéa mat gdm céc sé nguyén dwong nva d

—Banma .

Thuét toan chay nhw sau:

a) DatR = RSATransform(C,, d, n); ¢hil ¥ ring bwéc ndy cling ¢6 thé that bai.
b) Tinh K = KDF(R, KeyLen).

¢) BAu ra la khda bi mat K.

CHU THICH Tinh an todn clla RSA — KEM dugc xem xét tai phy luc B.14.

12 Mat ma dya trén phép binh phwong modulo

Didu ndy md ta ho cac mat ma phi dbi x(rng dwra trén phép binh phwrong modulo. M& HIME(R) dugc
mé ta tai Diéu 12.3.

12.1 Céc thuéat toan tao khoa HIME

Véi sb dwong I va d >1 va thuét todn tao khéa I —bit HIME - HIMEKeyGen & thuat todn xac suét
khang co dau vao, dAu ra la cac sb nguyén dwong (p, q,n,d),& day:

— pla sb nguyén td, voi2 < p< 2 p = 3 (mod 4),
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—qlasbnguyentévei 2" <gq <2, g =3 (mod4) vap # q,
—-n = piq.

Phan phéi d4u ra cla thuét toén tao khéa HIME bit phy thudc vao thuat toan cu thé. Thuét todn nay
durgc phép cho két qua dhu ra khéng thdéa man cac dibu kién trén ddy, chirng nao didu d con xdy ra
véi xéc sult khdng dang ké.

GHU THICH 1 Trong md t& mat ma da trén HIME, nhiing hree db nay dugc tham sd héa theo thudt ngik clia HIMEKeyGen,
nghia |4 HIMEK eyGen dugc xem nhy tham s6 hé théng clia mat ma.

CHU THICH 2 Tham khao ISOAEC 18032 vé hwéng din thidt ké thuat toan tao cac sb nguyén té p va g & trén.

12.2 Céac co ché ma héa HIME

Co ché ma hoa theo HIME, ki hiéu HIME |1a HEM dwa ra hai thuat toan:

— HEM. Encode(M, L, ELen, KLen) nhan dAu vao 1a ban ré M, nhan L, d0 dai dAu ra Elen, va s6 nguyén
dwong KLen. M va L 1A cdc xau bd tam voi 66 dai b gidi han, duoc md ta dudi day. KLen thda mén
dgidu kién 1 < KLen < 8. DAu ra l& xau bd tdm E d9 dai ELen.

— HEM. Decode(E, L, KLen) nhan d&u vao 13 xau bd tam E, nhan L, va sb nguyén dwong KLen. Pau ra
|4 ban ré M sao cho HEM.Encode(M,L,|E|,KLen)=E. Thuat toan sé& dwa ra M, néu khéng thi thét

bai.
12.2.1 Cac co ché& mé héa HIME dwgc phép

Trong phin nay cla ISONEC 18033, co ché ma héa HIME dwgc phép la HEM1, duge mb td & pidu
12.2.2 dwdi aay.

12.2.2 HEM1

Pidu nay ma ta mot co ché mé hoa HIME cy thé, dugc goi 14 HEM1,

CHU THICH HEM1 dia trén QAEP do Bellare va Rogaway xay dieng [8].

12.2.2.1 Cac tham sé hé théng

HEM1 13 ho cac co ché ma héa HEM dugc tham sb hoa bdi cac tham sé hé théng sau:
— Hash: ham bam mat ma dugc mb ta tai Didu 6.1;
— KDF; ham din xuét khéa dwoe mo ta tai Didu 6.2.
B0 16n clia HEM1. Bound dwec dinh nghia béng
HEM1.Bound = 2.Hash.len + 2.

12.2.2.2 Hdm m& hda

Thuat todn HEM1. Encode(M, L, ELen, KLen) chay nhu sau.
a) Kidm tra diu kién | M| < ELen—2.Hashlen-2, néu khang thda man thi thét bai.
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b) Gia st phin pad |3 xau b tam 60 dai ELen—| M| -2 Hashlen—2 gbm mét xau octet Oct(0).
¢) Tao xau bd tdm nglu nhién seed véi 69 dai Hash.len + 1.
d) Xéa di KLen — bit cb nghia nhét clia seed.

e) Pét check = Hash.eval(L).

f) Dat DataBlock = check| pad||(Oct())| M

g) Dat DataBlockMask = KDF (seed, ELen — HashLen — 1).
h) Dat MaskedDataBlock = DataBlockMask @ DataBlock.
i) DAt SeedMask = KDF(MaskedDataBlock, Hash.len + 1).
j) X6a @i KLen — bit c6 nghia nhét clia SeedMask.

k) Ddt MaskedSeed = SeedMask @ seed.

|) D&t E = MaskedSeed || MaskedDataBlock.

m)PwaraE,

12.2.2.3 Ham gidi ma

Thuét toan HEM1. Decode(E, L, KLen) chay nhu sau:
a) Dat ELen = |E|.
b) Bat check = Hash.eval(l).

c) Tao cli phép £ E = MaskedSeed || MaskedDataBlock, MaskedDataBlock va MaskedSeed Ia cac
XU bd t4m théa man didu kién|MaskedSeed| = Hashlen+1 va
|[MaskedDataBlock| = Elen — Hash.len — 1.

d) Dat SeedMask = KDF(MaskedDataBlock, Hash.len + 1).
e) Xéa Klen — bit ¢6 nghia nhét clia SeedMask.

f) D3t seed = MaskedSeed @ SeedMask.

g) bat DataBlockMask = KDF(seed, ELen — Hash.len — 1).
h) Dat DataBlock = MaskedDataBlock @ DataBlockMask.

i) Tao ¢t phap cho DataBlock, DataBlock = check’||M’ & day check’ va M’ 1a cac xau b tam thdéa mén
diéu kién |check’] = Hash.len v |[M’| = ELen — 2. Hash.len — 1.

j) OBM =(M,,..,M,),& day M;,....M; |12 c4c b tam va I = Elen — 2. Hash.len — 1; a8ng thoi gid sir m
la s8 nguyén dwong Ién nhéit sao chom < I, v M, = M, =...= Mp,_,= Oct(0) va T la ki hiéu My, Mk
hiéu xau bd tém(Mm.,...,M,).

k) Néu check’ # check, phan KLen — bit c6 nghia nhét nhét clia seed # xau bit gdm cac s6 0, hodc 7 #
Oct(1), thi thét bai.

I} Drara M.
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Vi Ii do an toan, didu quan trong Ia trong quéa trinh thire thi khong @& 16 bat ki thng tin nao vé nguyén
nhan phat sinh I5i tai budc k. Nbi rigng, viéc the thi cé thé dwa ra cung théng bao 18i tai cling thoi
didm bét k& nguyén nhan sinh ra I5i.

12.3 HIME (R)
12.3.1 Céc tham sé hé théng

HIME(R) 1A ho cac mat ma phi d&i xrng v6&i d6 dai ban r8 bi han ché, duoc tham sb héa bdi cac tham
sé hé théng sau:

—d: s6 nguyén >1,
— HIMEKeyGen: thuat todn tao khda HIME [ -bit dwgc mb ta tai Diéu 12.1;
— HEM: co ché ma héa HIME dwgc md ta & Didu 12.2.

12.3.2 Tao khéa

Thuét toan HIME(R). KeyGen khéng ¢6 d4u vao, chay nhu sau:
a) Tinh (p,q,n) = HIMEKeyGen().

b) Pwa ra khéa cdng khai PK:

— n:sb nguyén dwong.

c) Pura ra khba riéng pk:

— n, p, q: ¢4c sb nguyén duong.

12.3.3 Md héa

Thuét todn ma héa HIME(R). Encrypt nhén d4u vao 12
—khoa cdng khai 1a s6 nguyén duong n,

—Nhan L,

— Ban rd Mvéi do dai I&n nhét 1a L(n) — HEM. Bound, va
— Khéng ¢6 tuy chon mét ma.

Thuét toan chay nhw sau:

a) Datk =8.L(n) —~ (40 dai bit chan) + 1.

b) Dat E = HEM.Encode(M, L, L(n), k).

c) Dat e = 0S2IP (E).

d)Pitc = e?modn.

e) D&t ¢ = 120SP(c, L(n)).

filPwaraC

12.3.4 Gial md
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Thuét toAn gidi ma HIME(R). Decrypt nhan dau vao la:
— Khéa riéng gbm céac sb nguyén dwong n,p, g,
—Nhan i,

—BanméacC

Thuat toan chay nhw sau:

a) Patc = 0S2IP(C).

b) Dt k= 8. L(n)-(d6 dai bit clia n) + 1.

c)Datz =p~lmodgq.

d) Bét ¢, =cmod p, cg=cmod g.

ot

e)Bata; =c,* modp, ez =p —ay.

B

fP&tp =c* modqgf=q—pfs
g) bét
Dl = ay,vaul® = (g —u?)zmod q.
2) ugz) =@y, VA uf) = (,82 - ugz)) zmod q.
3) uf) = @y, Va uf’J = (,6’1 - uﬁa))zmod q.
4) ug") =@, va ufﬂ = (ﬁ’z - uc(,")) zmod q.
h) Vi i tie 1 dén 4, thiee hign:
1) Bat vlm = u((,i} + uii)p.
2) Vi t tir 2 dén d, thie hién:
i) Bat u?) =((c- vt(i)lzmoa‘ ')/ (p‘""q-))(Zu'[:,i))“1 modp.
ii) Bétvt(i) = vt(ijl +uBpt-1q.
3) Datx = uf’ +uPp + ¥, ulpt-2q.
i) V&iitlr 1 én 4, 83t X; = I20SP x;,ﬁ(n)).

j) Néu tdn tai duy nhét i sao cho HEM. Decode(X;, L, k) khong bj thét bai va x? mod n = ¢, thi véi i 86
a5t M = HEM.Decode(X, L, k), néu khdng thi thét bai.

k) Bwara M

CHU THICH Viée xem xét tinh an toan clia lwgc dd ndy duge trinh bay tai Phy lyc B.15.
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Phu lyc A
(Quy dinh)
Cu phap ASN.1 cho céc b djnh danh déi tweng

Phy luc cung c&p cu phap cho céc bd dinh danh dbi tweng, khéa cong khai, va cac clu tric tham sb di
ké&m v&i cac thuat todn dwoce d3c ti trong phan nay cta ISQ/IEC 18033.

——H AR R SR AR R AR R R R RS B A R R A FE R R A R R R R
EncryptionAlgorithms-2 |{

ise (1) standard(0) encryption-algorithms({18033) part(2)
asnl-module (0} algorithm-object-identifiers{0) }
DEFINITIONS EXPLICIT TAGS ::= BEGIN
--xudt ra toan bd --
IMPORTS
BlockaAlgorithms
FROM EncryptionaAlgorithms-3 { iso(l) standard(0)
encryption-algorithms{(18033) part(3)
asnl-module (0) algorithm-object-identifiers(0) }
HashFunctionAlgs, id-shal, NullParms
FROM DedicatedHashFunctions { iso{l) standard(0)
hash-functions (10118) part{3)

asnl-module {1} dedicated-hash-functions (0} };

——HR AR R R RS R E R R R BB R R R BB A R R R R R R R R R R R R e
—- binh nghia cid --

QID ::= OBJECT definition -- allas

~-ddng nghla—-—

i818033-2 OID ::= { is0(1) standard(0) 1is18033(18033) part2(2)}

id-ac OID : = { islB8033-2 asymmetric-cipher(l) }

id-kem OID := { is18033-2 key-encapsulation-mechanism(2) }
id-dem OID := { 1i518033=-2 data- encapsulation -mechanism(3)} }
id-sc OID := { is18033-2 symmetric-cipher({4) }

id-kdf OID = { is18033-2 key-derivation-function(5} }

id-rem QID = { is18033-2 rsa-encoding-method(5) }
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id-hem OID := { is18033-2 himer-encoding-method(7) }

id-ft OID :

{ 1s18033-2 fleid-type(8) }
--Hé mat phi 4éi xung--

id-ac-rsaes Q0Id ::= { id-ac rsaes(l) }
id-ac-generic-hybrid OID ::= { id-ac generic-hybrid(2) }
id-ac-himer OID ::= { id-ac himer(3) }

-- Co ché déng géi khéa --

id-kem~ecies OID ::= { id-kem ecies(1} }
id-kem-psec OID ::= { id-kem psec(2) }
id-kem-ace OID ::= { id-kem ace(3) }
id-kem-rsa OID ::= { id-kem rsa(4) }

~- Co ché déng géi dix ligu ~--
id-dem-deml OID ::= { id-dem deml (1) }
id-dem-dem2 OID ::= { id-dem dem2(2) }
id-dem-dem3 OID ::= { id-dem dem3(3) }

-~ Hé mét déi xung --

id-s¢-scl 0ID ::= { id-sc scl{l) }
id-sc-sc2 OID ::= { id-sc sc2(2) }

-- Ham khéa gbc --

id-kdf-kdf1l OID ::

{ id-kaf kdfl(1) }

]

id-kdf-kdf2 OID ::= { id-kdf kdf2(2) }

== Phuong phédp m& héa rsa —-

id-rem-reml OID ::= { id-rem reml(1l) }

== Phuong phdp m&8 hé hime(r)--

id-hem-heml OID ::= { id-hem heml (1) }

== Céc dang trudng m&i oids

== id-ft-prime-field OID ::= { id-ft prime-field(l) }
-~ Chi siu dung d4& x&c dinh dang co s& m&i

id-ft-characteristic-twe OID ::= { id-ft characteristic-two(2) }

id-ft-odd-characteristic QID ::= { id-ft odd-characteristic(3) }
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id-ft-characteristic-two-basis OID ::=

{ id-ft-characteristic-two basisType(l) )
charTwoPolynomialBasis OID ::=

{ id-ft-characteristic-two-basis
charTwoPolynomialBasis (1) }

id-ft-odd-characteristic-basis 0ID ::= { id-ft-odd-characteristic
basisType (1)}

oddCharPolynomialBasis OID ::= {id-ft-odd-characteristic-basis
oddCharPolynomialBasis (1)}

R AR R RA AR BN AR AR RSB R R R R R RN
~- Cht thich vién din:

-- Bat cU khi ndo gi4 tri ctia clu tric khéa cdng khai

== duoc tién hanh trong cdu tric SubjectPublicKeyinfo dugc quy dinh
-- tai X.509

-- gid trj cua subjectPublicKey s& 1a xau bit

- ﬁuong tng v6i bang md DER clia cdu truc khéa céng khai va

-- gid trj cta trudng thudt toan s& la dinh danh thudt to&n d6

-- {dugc x&c dinh trong md-dun ndy)véi khbéa céng khai

== dugc dy kién

SRR AR AR AR AR H R AR AR R R R R B R R B BB R R R

-- hé mdt phi &bi xtng RSAES

rsaes ALGORITHM ::= {

OID id-RSAES-OAEP PARMS RsaesParameters

}

RsaesPublicKey ::= RSAPublicKey

-- nhdn dugc ti PKCS#1 RSAPublicKey ::= SEQUENCE (
modulus INTEGER,-- n

publicExponent INTEGER -- e

}
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-- Trudng pSource trong PKCS #1 dugc bd gqua vi
-- gia tri mic dinh (tréng)
-- v& khéng c6 vai trd trong thuat toan mid hoa
RsaesParameters ;:= SEQUENCE {
hashFunction [0] HashFunction DEFAULT alg-shal,
keyDerivationFunction (1] RsaesKeyDerivationFunction
DEFAULT alg-mgfl-shal
}
RsaesKeyDerivationFunction ::=
Algorithmldentifier ({ RKDFAlgorithms }}
RKDFAlgorithins ALGORITHM ::= {
KDFAlgorithms |
{ OID id-mgfl PARMS HashFunction }
}
-- MGF1 trong PKCS #1 l1a tuong duong voi KDF1 & ddy
- ia—mgfl duge st dyng thay thé cho id-kdf-kdfl 48 tuong thich
-- v&i khai trién hién tai
alg-mgfl-shal RsaesKeyDerivationFunction ::= {
algorithm id-mgfl,
parameters HashFunction : alg-shal
}
alg-shal HashFunction ::= {
algorithm id-shal,
parameters NullParms : NOLL }
—-HERAE R RS R A AR E SRR RS AR R SRR RE RN R SRR R B AR AR AR A R B R
-- Hé mdt phi 461 xfing HIME(R)
himer ALGORITHM ::= {
0ID id-ac-himer PARMS HimerParameters

}
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HimerPublicKey INTEGER
HimerParameters: :=SEQUENCE({
d INTEGER(2..MAX),
encodingMethod HimerEncodingMethod
}
HimerEncodingMethod ::= Algorithmldentifier {{ HemAlgorithms}})
HemAlgorithms ALGORITHM ::= {
{ OID id-hem-heml PARMS HemlParameters },
== cac thudt toan mong d¢i khac --
}
HemlParameters ::= SEQUENCE ({
hashFunction HashFunction,
keyDerivationFunction KeyDerivationFunction
}
SRR A AR AR R R R R B R R R e
-- Hé mat phi 4@éi xGng HC lai ghép chung ALGORITHM ::= {
OID id-ac-generic-hybrid PARMS GenericHybridParameters
}
GenericHybridParameters ::= SEQUENCE ({
kem KeyEncapsulationMechanism,
dem DataEncapsulationMechanism
}
—-HERAHAH R AR R AR AR E AR AR B R R BB R B R R A R AR AR R R R H RO
~- chu thich vién din:

-- Chu tric SubjectPublicKeyInfo dugc xac dinh trong X.509, trudng thuit
toéan

-- 5& thyc hién theo ct phap lai ghép chung, va

-- truong subjectPublicKey s& 13 xdu bit tuong Ung véi mdt
-- gia trj cla EciesKemPublicKey, PsecKemPublicKey,

-~ AceKemPublicKey, hodc RsaKemPublicKey, theo truéng kem cia
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-- tham sé lai ghép chung --

Fedttat i pESnaa4H4H4EHFHERAHERE R AR EERHEARBEERH AR E RS H RS
-- thdéng tin cla KEM

KeyEncapsulationMechanism ::= Algorithmldentifier {{ KEMAlgorithms }}
KEMAlgorithms ALGORITHM ::= {

{ OID id-kem-ecies PARMS EciesKemParameters } |

{ OID id-kem-psec PARMS PsecKemParameters } |

{ OID id-kem-ace PARMS AceKemParameters } |

{ OID id-kem-rsa PARMS RsaKemParameters 1},

-- céc thudt toé&n mong dgi khéc --

}

—oRERRHHE SRR R AR AR AR R B RS SRR R B R R B R B H R B A R AR
-— ECIES-KEM

~~ phai 14 mét nhan té kh&c 0 cia nhém dugc dua ra trong

-~ BciesKemParameters EciesKemPublicKey ::= FieldElement
EciesKemParameters :;= SEQUENCE { group Group OPTIONAL,
keyDerivationFunction KeyDerivationFunction,

oldCofactorMode BOOLEAN,

singleHashMode BOOLEAN,

keyLength KeyLength

}

SRR AR AR R AR AR A AR R R R R R R R R S R R R R R B
-— PSEC-KEM

-- mdt nhan té clia nhém dugc dua ra (cé thé =0)

PsecKemPublicKey ::= FieldElement

PsecKemParameters ::= SEQUENCE {

group Group OPTIONAL,

keyDerivationFunction KeyDerivationFunction,

seedlLength INTEGER (1..MAX),

keyLength KeyLength }
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== ACE-KEM
-- toan bé cadc thanh phdn clia khba cdng khai ctia nhém dugc dua ra trong
-- AceKemParameters
AceKemPublicKey ::= SEQUENCE {
gPrime FieldElement,
c FieldElement,
d FieldBlement,
h FieldElement
}
AceKemParameters ::= SEQUENCE {
group Group OPTIONAL,
keyDerivationFunction KeyDerivationFunction,
hashFunction HashFunction,
keyLength KeyLength
}
—- R AR AR A AR AR A AR R R S AR AR R AR A R A R R R R R R
== RSA-KEM
RsaKemPublicKey ::= RSAPublicKey
EsaKemParameters ::= SEQUENCE ({
keyDerivationFunction KeyDerivationFunction,
keyLength KeyLength
H
—=HHAEEE AR R AR R AR R E R F B R R R AR R S E R R R R B B R R R R R
~—H4RHAFRERRERHEE R R R AR R R R R R A R R R R R R AR R
-- Ddc ta DEM
DataEncapsulationMechanism ::= Algorithmldentifier {{DEMAlgorithms}}
DEMAlgorithms ALGORITHM ::= {
{ OID id-dem—deml PARMS DemlParameters } |

{ OID id-dem-dem2 PARMS Dem2Parameters } |
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{ OID id-dem-dem3 PARMS Dem3Parameters },

-- Céc thuaf todn mong dgi khac --

}

DemlParameters ::= SEQUENCE({

symmetricCipher SymmetricCipher,

mac MacAlgorithm

}

DemZParameters ::= SEQUENCE{

symmetricCipher SymmetricCipher,

mac MacAlgorithm,

labelLength INTEGER {0..MAX)

}

Dem3Parameters ::= SEQUENCE({

mac MacAlgorithm,

msgLength INTEGER (0. .MAX)

}

R R EER AR RS A SRR SR R R A SR R R R R R R
-— trudng hitu han, nhém, va dic céc mdé td cha duong cong elliptic
Group ::= CHOICE ({

groupO0id OBJECT IDENTIFIER,

groupHashld OCTET STRING,

-- dugc x&c dinh trong RFC2528 groupParameters GroupParameters
}

GroupParameters ::= CHOICE {

explicitFiniteFieldSubgroup

[0] ExplicitFiniteFieldSubgroupParameters,
ellipticCurveSubgroup

f1] El1ipticCurveSubgroupParameteré }
ExplicitFiniteFieldSubgroupParameters ::= SEQUENCE {

fieldID FieldID {{FieldType}},
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generator FieldElement,
subgroupOrder INTEGER,
subgrouplndex INTEGER
}
FIELD-ID ::= TYPE-IDENTIFIER
FieldID { FIELD-ID:IOSet } ::= SEQUENCE {
fieldType FIELD-ID.&id({IOSet}} ,
parameters FIELD-ID.&Type({IOSet}{@fieldType}) OPTIONAL
FieldTypes FIELD-ID ::= {
{ Prime-p IDENTIFIED BY prime-field } |
{ Characteristic-two IDENTIFIED BY characteristic-two-field }|
{ odd-characteristic IDENTIFIED BY id-ft-odd-characteristic },

-- cac trudng mong d¢i khac

-- Truéng co ban Prime-p ::= INTEGER

-- d&c trung 2 trudng CHARACTERISTIC-TWO ::= TYPE-IDENTIFIER
-- co s& la téi wu khi nd 13 gnBasis

-- co s& binh thudng cla dang T & d4dy T du¢c Xac dinh nhu sau:
-- néu tén tai m6t ONB cla dang 2 vdi gi& tri m cho truéc thi
- T 1a 2, ngugc lai néu tdn tai mét ONB cia dang 1

-- véi gia tri m cho truéc thi T 1a 1, nguoc lai T sé la

-- gi& trji nhd nh&t véi mét ONB tdn tai dang T

-- vdi gid tri m cho trudc

-~ khi co s¢ la gnBasis thi m khéng chia hét cho 8

-- chit §: quy t&c trén ti ANSI X9.62

-- chi y: véi m va T cho truéc thi ONB 1a duy nhét
.Characteristic-two SEQUENCE {

m INTEGER,-- extension degree

basis CHARACTERISTIC-TWO.&id{{BasisTypes}),

parameters CHARACTERISTIC-TWO.&Type({BasisTypes}{®basis})
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}

BasisTypes CHARACTERISTIC-TWO ::=

{ NULL IDENTIFIED BY gnBasis } |

{ Trinomial IDENTIFIED BY tpBasis } |

{ Pentanomial IDENTIFIED BY ppBasils } |
{ CharTwoPolynoinial IDENTIFIED BY charTwoPclynemialBasis },
-.. == dang co s& khac dugc chd dei }
Trinomial ;:= INTEGER

Pentanomial ::= SEQUENCE ({

k1 INTEGER,

k2 INTEGER,

k3 INTEGER

-- thic bit kha quy chung characteric two bidu dién

-- da thtc bit khd quy

—; a(ny*x™n + afn-1)*x*(n-1) + ... + a(l)*% + a(0)

-- duoc mi héa trong xau bit véi a(n) 1la bit ddu tién

-~ theo sau 1a cac hé sd tiép theo ddi véi vi tri ting bit va a(0)
-- 13 bit cudi clung cta xdu bit (c6 thd bd qua a(n) va a(0)
-- nhung néu d& lai chuing thi s& don gidn vi it gay 18i hon
-- trong bédn mi)

-- bac cla da thic la chidu dai

-—- cha x&u bit CharTwoPolynomial ::= BIT STRING

-- phdn md réng cua trudng odd characteristic
ODD-CHARACTERISTIC ::= TYPE-IDENTIFIER

Odd-characteristic ::= SEQUENCE {

characteristic INTEGER({3..MAX),

degree INTEGER(Z2..MARX),

basis ODD-CHARACTERISTIC.&id({{0ddCharBasisTypes}),

parameters ODD-CHARACTERISTIC.&Type ({0OddCharBasisTypesH@basis})
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}

OddCharBasisTypes ODD-CHARACTERISTIC ::= {

{ oddCharPolynomial IDENTIFIED BY oddCharPolynomialBasis },

... ——C&c trudng co sd khac dugc chd del

}

-- céc da thitc bat kha quy monic dugc md hda nhu sau

-- hé sé diu dugc bd qua

—-— céc hé sb con lai dugc xac dinh 13 cic phdn tu cda trudng hiu han

-- dugc m3 hda trong mdi xiu octet si dung FE20SP OddCharPolynomial ::=
FieldElement

EllipticCurveSubgroupParameters ::= SEQUENCE ({

version INTEGER { ecpVerl{l) } (ecpVerl),

fieldID FieldID {{ FieldTypes }},

curve Curve,

generator ECPoint,

subgroupOrder INTEGER,

subgrouplndex INTEGER,

}

Curve ::= SEQUENCE {

aCoeff FieldElement,

bCoeff FieldElement,

seed BIT STRING OPTIONAL }

BB BRER AR R B B AR R B R R R R R R R R R R
-- mdét sé dinh nghia phu tr¢

FieldElement ::= OCTET STRING -- obtained through FEZ0SP
ECPoint ::= OCTET STRING -- obtained through EC20SP
KeyLength ::= INTEGER {1..MAX)

MacAlgorithm ::;= Algorithmldentifier {{ MACAlgorithms }}
MACAlgorithms ALGORITHM ::= {

{ OID hMAC-SHAl PARMS NULL } ,
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-- mét sé thuat toédn dugc ché doi --
}
HashFunction :i= Algorithmldentifier {{ HashFunctionAlgorithms }}
HashFunctionAlgorithms ALGORITHM ::= {
HashFunctionAlgs,-- from 10118-3
-- mdt sbd thudt toadn dugc ché dgi
}
KeyDerivationFunction ::= Algorithmldentifier ({ KDFAlgorithms }}
KDFAlgorithms ALGORITHM ::= {
{ OID id-kdf-kdfl PARMS HashFunction } |
{ OID id-kdf-kdf2 PARMS HashFunction } ,

. -- mdét s& thult toan dugc chd doi —-
}
SymmetricCipher ::= Algorithmldentifier {{ SymmetricAlgorithms }}
SymmetricAlgorithms ALGORITHM ::= {
{ OID id-sc-scl PARMS BlockCipher } |
{ OID id-sc-sc2 PARMS BlockCipher },
-- mdt sb thust toédn dugc chd doi --
}
BlockCipher ::= Algorithmldentifier {{ BlockAlgorithms }}
B E R AR B R ERAH AR BRI B R R R AR AR AR R AR AR
-~ cac 0ID ngoai
-- RSA-OAEP
pkes-1 QOID ::= { iso(l) member-body(2)

us (840) rsadsi(113549) pkes(1l) 1}

id-RSAES-OREP OID ::= { pkes-1 7 }
id-mgfl OID ::;= { pkcs-1 8 }
-- HMAC-SHAl
hMAC-SHA1 OID ::= {

iso (1) identified-organization(3) dod(6) internet(l) security(5)
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mechanisms (5) 8 12}
-—céc dang trudng hitu han va trudng co sd X9.62

ansi-X9-62 OID ::

{ iso(l) member-body(2) us(840) 10045 }
id-fieldType OID ::= { ansi-X9-62 fieldType(l) }
prime-field OID ::= { id-fieldType 1 }
characteristic-two-field OID ::= { id-fieldType 2 }

-- co s¢ characteristic two

id-characteristic-two-basis OID ::= { characteristic-two-field basisType(3)
}

{ id-characteristic-two-basis 1 }

]

gnBasis OID ::

tpBasis OID ::= { id-characteristic-two-basis 2 }

ppBasis OID ::= { id-characteristic-two-basis 3 }
-—#####&####################################ﬁ#%&########*#######&###%
== nhén dang céc thudt toadn mit md —-

ALGORITHM CLASS {

&id OBJECT IDENTIFIER UNIQUE,

&Type OPTIONAL

}

WITH SYNTAX {OID &id [PARMS &Typel }

Algorithmldentifier { ALGORITHM:IOSet } ::= SEQUENCE {
algorithm ALGORITHM.&id( {IOSet} ),

parameters ALGORITHM.&Type ( {10Set} {Ralgorithm} ) OPTIONAL
}

END -- EncryptionAlgorithms-2 --
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Phuluc B
(Tham khao)
Xem xét tinh an toan

Trong Phy luc ndy xem xét cac dac tinh an toan cla cac lwgc @4 mat ma khac nhau da dwgc mo ta
trong ph&n nay clia tiéu chun ISONEC 18033. Déi v&i mdi loai lwge db (vi dy, ma phi déi x(rng, thuat
to4n MAC,...) dwa ra dinh nghfa hinh thirc twong tng va véi méi luvee ad cy thé s& xem xét pham vi
ma dinh nghia dwa ra dwge thdéa man,

Tinh an toan cha mai lwgc dd ¢ thd duge chivng minh mdt cach hinh thirc, dwa trén cac gia thuyét
nhét dinh v& tinh khé, hodic trén mot gia thuyét khac la cac co ché & mire thép hon [a an toan. Céc
chirng minh nay 14 “cac phép qui dAn’, trong d6 chi ra 1am thé nao aé qui dn vén d& ké dich A pha
duoc lwoc db va lroc @b ké dich A’ gidi bai toan dwoc gia thiét 13 khé, hodic pha mét co ché dugc coi
la an toan. Trong phan 1&n céc trwdng hop, “chit lwong” clia “phép qui din” dugc chi ra bing md ta
céch dinh lwgng méi quan hé gitra cc yéu chu vé tai nguyén (vi dy thei gian chay thuét toan) va vu
thé (vi du x&c suAt thanh cong) clia A va yéu chu vé tai nguyén va wu thé clia A”. Phép qui din duoc
goi |2 “chit ché”, néu cAc yéu cAu v& tai nguyén clia A’ 16n hon khdng déng k& so véi cac yéu chu vé
1ai nguyén clia A, va ndu wu thé clia A’ cling nhd hon khéng dang ké so véi cla A.

Phwong phép tiép can tinh an toan & ddy 1a “cu thé", nhw trong [6], so véi cach tiép can cb tinh “tiém
c&n™: phép qui din ciia tinh an ton dwoc phat bidu bing thuat nglr clia c4c lwgc d cy thé, chir khéng
phai biing thuat ngl clia ho cac lwoc @ dwec chi s hoa bdi “tham sé an toan” va chi sé ndy ¢é xu
huréng tién ra vé cling. Tuy nhién, mét sé wéc lwgng dinh Iwong dwgc bidu thj bang khai nigm “O 160",
nhirng hoan toan 1a nhiing héng sb bé. .

Mt s6 chieng minh tinh an toan thudc mé hinh dugc goi 12 “tién tri ngiu nhién”, md hinh nay dau tién
duge hinh thire héa trong [7] va tle d6 dwoe sty dung dé& phan tich nhidu lwge 6 mat ma. Trong md
hinh tién tri ngiu nhién, ham bam va ham din xult khéa duec md hinh nhw nhirng ham ngdu nhién,
ma dbi v&i moi thuét toan hay moi ké tn cdng, ching chi la nhirng *hdp den”. Céc loai chirng minh tinh
an toan theo md hinh tién tri ngiu nhién nhw thé tét nhét 1a nén xem nh nhirng chirng minh méi &
mdrc tim toi (heuristic). C6 thé, mdt lwge @b 14 an todn theo md hinh tién tri ngAu nhién, nhieng lai bi phéa
ma khéng cin gidi dwoc bai toan khé co s&, hosic cac gia thuyét an toan va khdng can phai tim ra bét
ki diém yéu cy thé nao trong ham bam hay ham dan xuét khbéa nao [12]. Néi cach khéc, chieng minh
tién tri ngau nhién d loai bd mét mét 1&p tan cong réng.

B.1 Thuat toan MAC

Diéu nay mb ta dac tinh an toan co ban cla thuat todn MAC da dwoc trinh bay trong phan nay cla tidu
chuan ISO/IEC 18033,

Xét thuat toan MA thude cac thuat todn MAC duec md ta tai Diéu 6.3.

Xét kich ban tAn cong sau day. Ké tdn cong chon ngiu nhién mét xau bd tdm T va khéa bl mét k. Gia
st ké tAn cbng cling s& hiru gid tri MAC* = MA.eval(¥’, T*). K& tan ¢8ng tao ra mét danh séch céc cap
(T, MAC), & Gay T 12 xau bd tam véi T # T* (va cling khdng nhét thiét ¢o clng d dai véi T), va MAC 1a
xau bd tAm do dai MA. MACLen. Wu thé clia k& tAn cong dwoc dinh nghia 1a x4c suét sao cho véi mdi
cap (T, MAC), ta cd MA.eval(k',T) = MAC.
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Véi ké thn cong A va thuat toan MA, 191 thé dugc ki higu 13 Adv,,(4). Néu ké tAn cdng chay trong
khodng thei gian nhidu nhét Ia ¢ va tao ra dwec mdt danh séch nhidu nhét 18 | c3p va T vatht cd T vé
A6 dai bj gidi han b&i I, thl A dwgc goi 1 ké thn cong MA[z, 1,1,

Tinh an toan & @y cb nghta 12 1oi thé nay |4 khdng dang ké dbi véi bt ki ké thn cdng hiéu qué nao.

Méc du mé hinh tén cdng *don théng bao” & day dwoc xem 12 G cho viéc thiét ké cac co ché boc di
liéu an toan, nhung véi nhidu (ng dung khéc 1a khang @, va cAn xem xét cd mé hinh tin céng “da
thdng bao”. Trong md hinh tin cdng “da théng bao”, thay vi thu dugc gia tri clia MA. eval(k',.) tai dau
vao don I8 T*, ké tAn cdng dwoc phép thu dugc gia trj clia MA. eval(k',.) tai nhidu du vao (dugc chon
pht hop), 75, ..., Ts. Vi trwére @6 ké tAn cdng Ga 1ap dugce danh séach céac cdp (T, MAC), nheng voi han
ché A T#T vbi1gi<s. '

Didu 6.3.1 cho phép slr dung céc thuat todn MAC dwrgc md ta tai ISO/IEC 9797-1 va ISO/EC 9797-2,
tAt ca c4c thust todn nay dugc thiét ké an toan trong md hinh tin cong “da théng bao” va mdt sé trong
s8 @6 dwgc chirng minh 12 an toan theo md hinh nay, dira trén nhirng gid thiét nhat dinh v& ham bim
mat ma co sd.

B.2 Ma khéi

Pidu nay mé t3 dic tinh an toan co ban clia ma khéi dwoc trinh bay trong phan nay clia ISO/IEC
18033.

Xét ma khéi BC duwee xac dinh trong Didu 6.4.

BC dwge goi 14 hodn vi gid ngAu nhién, néu ké tn cong khé phan biét dwoc hodn vi ngdu nhién cla
xau bd tam @ dai BC. BlockLen v&i hodn vi b+ BC.Encrypi(k,b) véi khda bi mat k duge chon ngu
nhién. Trong tAn cdng nay, ké tén cong duoc cho & dang tiép cén tién tri (oracle access) téi hodn vj
hoc t6i hoan vi ng&u nhién hoc t&i ma khéi va phai doan dwoc dang tiép cén tredng hop ndo. Hoan
vi duwgc coi 1a gia nglu nhién, néu véi bAt ki ké tn cong higu qua nao, khd nding doén thanh cdng cta
né gin biing %, véi sai s6 khdng dang ké.

Didu 6.4.1 cho phép st¥ dung cac ma khéi dwge md ta trong ISO/IEC 18033-3. M3c di cé mét it ching
minh hinh thirc, nhung kinh nghiém cho thy nhirng ma khéi ny trong thwe té cling hanh x& nhw cac
phép hoén vj gia ngu nhién.

B.3 M3 déi xivng

Pidu nay md t3 @ic tinh an todn co ban duoc yéu chu dbi véi ma déi xing trong phin ndy cla
ISO/IEC 18033,

Xét ma @bi xtrg MC dwoc xac dinh trong Didu 6.5.

Xét kich ban t&n ¢dng sau. K8 t&n cdng tao ra hai ban ré (hai xau bd tdm) My, M, c6 4% dai bing nhau,
khéa bi mat kva chon mdt bit ngdu nhién b, va M, deoc mé héa theo khéa k. Ké t&n cbng biét ban ma
¢ Goi b 12 phdng doan bit 5 ciia ké tén céng. Wu thé clia k& tAn cdng duoc dinh nghia bing |Pr(b =
b] —1/2].
Gid st 4 1 k& tAn cdng va SC 1a ma @61 xirng, wu thé clia A dwoc ki hidu 18 Advse(A). Néu ké tin cong
chay thdi gian nhidu nhét Ia ¢ va dAu ra ciia thust toan ma hoa c6 @9 dai lon nhét 13 1 bg tam, thi 4
duec goi la ké tn cong SCIt, 1].
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Tinh an toan & day c6 nghia 14 wu thé nay 1 khdng dang ké doi voi bt ki ké tan cdng hiéu qud nao.

Mac di md hinh tAn céng "don ban ré” & day dwoc xem |3 dl cho viée thiét ké cac co ché boc dir ligu
an toan, nhwng véi nhidu ting dyng khéc 1a khdng dl va cin xem xét thém mé hinh tAn céng “da ban
18", & @6 A6 ké tAn cdng dugc phép cb duoc nhidu phép ma hoa phit hop 68 Ia chon. Dang tén cng
nay cling dwoc goi 1a tAn cdng “chon ban rd". Mat dang tan céng khac duec goi la tan cong “chen ban
ma", & d6 ké thn cdng c6 dwoc két qua gidi ma cac ban mé da hya chon.

B.3.1 An toan ciia 5C1

Bidu nay xem xét tinh an toan clia SC1 dwc dinh nghta tai Didu 6.5.2.
D4y 1a ma abi x(xng dugc tham sé héa theo thuat nglr clia ma khéi BC.

Ché @4 méc xich ma khéi ma (CBC} véi gia trj kh&i dau (IV) duge phén tich trong [4], tai day 4 chira
ché @ CBC 12 an toan abi véi tAn cong “da ban 16" nhw @2 thio luan & trén, véi gia thiét BC 12 hodn vj
gia nglu nhién (xem Phy lyc B.2). M SC1 sir dung gié trj khdi diu cé dinh. Tuy vay, dé dang digu
chinh chirng minh tinh an toan trong [4] G& chi ra ring SCI 12 an toan chéng lai tn céng “don ban r&”
vbn phl hep véi cac chu tric trong tai lidu nay.

D& y riing trong bai bao [35] trinh bay mdt s& tan cong lén SC1. Tuy nhién, c4c tAn cng trong [35] & tan
¢dng “chon ban ma" va do d6 khdng lién quan & day. Tém lai legc G bd dém (padding) déng vai trd an
toan trong ma héa CBC chi khi xem xét céc tAn cdng chon ban ma.

B.3.2 An toan clia SC2

Phén ndy thao luan tinh an todn clia SC2 dwee dinh nghia trong Diéu 6.5.3.

Hién nay chwa cé mot phép qui dén hinh thire nao qui tinh an todn cla SC2 vé tinh an todn cla mdt s6
co ché khac hodc tinh khé clia bai todn khac. Tuy nhién, ndu muén md hinh héa ham dan xuét khda
nhw mét tién tri ngdu nhién thi cé thé yén tam ring SC2 14 mat ma adi xteng an toan.

B.4 Mat ma phi déi xirng

Diéu nay mé ta dic tinh an toan co ban dwgc yéu chu déi véi mat ma phi déi ximg.

Xét mat ma phi déi x(rng AC, dugc dinh nghia & Digu 7.

Xét kich ban tén cong “chon ban ma phi hgp* sau Gay.
Bwéc 1: Chay thuat toan tao khéa, tao ra khda cdng khai va khoéa riéng. K& tan cong, hién
nhién, biét dwgc khda cbng khai nhung khéng biét khéa riéng.
Bwéc 2; Ké tan cong dwa ra mot loat cau truy van thy ¢ d8 tién tri gidi ma. M&i cau chét vén 1a
mét cap nhan/ban ma (L, €), cip nay dwoc gidi ma bdi tién tri gidi ma st dyng khoa riéng. Két
qua gid ma dugc trao cho ké tAn céng. Ngoai ra, néu thuat todn thét bai thi théng tin ndy dugc
trao cho ké t&n cdng va viéc tin cong duoc tiép tyc. Ké tAn cdng tw do thiét ké céc cap
nhan/ban ma ndy theo mét cach tiy ¥ — hién nhién khdng cAn sl dyng thuét todn ma héa aé
tinh toan ching.
Bwée 3: K& tAn c6ng chuAn bj nhan L* va hai ban rd “dich” M,, M, ¢6 cling @ dai, va nap
chling vao tién tri ma héa. Néu lugc db hd tre cac thy chen mat ma nao dé, thi ké tan céng
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cling s& chon ching. Tién tri ma héa chon ngdu nhién be{O,l} mé& héa M, sl dung nhin L*
chuyén két qua 14 ban ma “dich” C* cho ké t&n cong.
Bwéc 4: Ké tan cdng tiép tuc chuydn cip nhan /ban ma (L,C) t&i tién tri gidi ma, chi véi didu
kién rang budc 1a (L, C) = (L',C*).
Bwére 5: Ké tAn cbng dwa ra b € (0,1}, va dirng lai.
Uu thé clia A dugc dinh nghia bing gid tri |Pr[5=b]—1f2|. V6i k& tAn ¢ong A vA ma phi ddi
xrng AC, wu thé clia A duwgoc ki hidu 13 Adv, (A). Néu ké dich trong thdi gian thye hién t, thire
hién nhidu nhét 13 g truy van gidi ma tién tri, tit ca cac ban ma 13 dAu ra tir ma hoa tién tri va
d4u vao clia gidi ma tién tri c6 §d dai I6n nhét 13 1, va céc nhan d4u vao clia ma héa va giai mé
tién tri Ién nhat 12 I, khi d6 A dwgce goi 1a ké tAn céng —AC[t. q,L 1]
Tinh an toan c6 nghta [ wu thé déi véi tht ca ké tn cong hiéu qua I3 khang déng ké.
Pinh nghia nay, & dang hoi khac mét it, 13n dhu tién dwoc a8 xuédt bdi Rackoft va Simon trong [30],
trong céng trinh ndy dinh nghia trén da dwoc khai quat cho trudng hop @6 dai ban rd tly y va tinh dén
vai trd ctia nhan. Néi chung céng ddng nghién ctru mét ma nhét tri ring Gy 12 thude tinh an toan “én®
cho mat ma phi @i xtrng tdng quat. Khai niém an toan nay kéo theo céc ddc tinh ¢ l¢i khac nhw
“khéng d& ubn® (xem [15,16]). Mat cach trgc quan, tinh khdng d& ubn c6 nghia 12 khé bién d6i mot c2p
nh&n/ban m4 (L, €), m& héa ban r& Mthanh cap khac (L', C), sao cho viéc gidi ma C' bang nhan L' lién
quan dén M theo mdt cdch nao 66. Tham khao thém cac khai niém khac an toan ddi véi ma déi xing
trong [11,14,5,15, 16].
Trong [27) trinh by mét dinh nghfa yéu hon vé an toan, ddi luc duoc goi 4 an toan chéng lai cac tn
céng “thdi gian &n trwra”. Trong thiét ké nay, an toan ciing dwec dinh nghla gibng nhu & trén, chi trir
mét didm 12 ké tAn cong khong dwoc phép thire hign bt ki truy van tién tri gidi ma nao & buéc 4. Mac
di, didu ndy c6 vé gidng v&i mdt dinh nghia tw nhién vé an todn, song né lai khdng twong thich v&i
nhidu trng dung va khéng phai la khai niém an toan phil hgp cho cac ma phi dbi xtng véi myc tiéu tdng
quat.
Ngoai ra trong [21] cling trinh bay mét dinh nghia yéu hon v& an toan, dwoc goi la an toan “nglr nghta”
Trong thiét k& nay khai niém an toan cling dwc dinh nghia giéng nhi & day, trir mt diém 1a néi chung
ké tAn céng khéng dwec phép thiee hign bt ki truy vén tién tri gidi ma nao.

B.4.1 Che gidu 4 dai ban rd

Lwu ¥ ring trong cudc tAn cdng, doi héi ké tn cong phai chuyén cho tién tri mé hoa hai ban rd dich cé
cling d6 dai. Han ché nay 1&n ké tén cong phan anh mét sy that 1, khong thé che gidu ké tan cong d%
dai clia ban rd duoc ma héa - d6i voi nhidu hé mat ma thi d6 dai bén rd dugc thy rd tir 46 dai ban mé.
N6i chung 14 didu ndy duec 4p dyng trong (g dung méat ma G& gam bao 1a dy dai ban rd khong dé 1
thong tin nhay cam.

Vé&i mat ma dd dai ban rd bj gidi han, khéi niém an toan cling giéng nhur trong cac trurdng hop thong
thurdyng, trir mét diém 13 khdng yéu clu ké tén céng trinh céc ban r6 dich cé cling 49 dai cho tién tri mé
héa. Didu ndy phan &nh mét sy that |3 nhiing lugc dd ndy co thé che gidu 46 dai clia ban ré dbi véi ké
tan céng.

Véi mat ma phi dbi xteng a6 dai ban r cé dinh, thi vAn @& trén khéng bi phat sinh.

B.4.2 Tinh dé bj uén nhe: Khai niém yéu hon mdt it vé an toan

Binh nghia tinh an toan trén day c6 thé coi Ia manh dén mirc khdng can thiét. Vi dy, 13y mét mat ma phi
di x*ng AC thda ma dinh nghta trén va thay @di n6 d& nhan dwec mat ma méi AC nhu sau: AC’ ¢ling
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gidng nhwe AC, chi trir mét diém 1& mdt bo tam ngBu nhién duwec gan vao ban ma sau khi ma héa va loai
b tam bd sung d6 trwdre khi giai. V& phwong dién ki thuat, AC’ khéng théa man dinh nghia trén ddi v&i
tinh an toan ban ma Iwa chon thich hop ma dwdong nhu didu nay 14 phi treee quan. That vay, mac du v
mat k§ thuat AC’1a “d& bj udn", nhung chi d& bj ubn theo mat kidu “nhe”: co thé tao ra cée bdn ma khac
nhau clia ¢ing mdt ban rd, va cac ban ma khac nhau d6 déu d& dang bj nhan dang 1a ban thay thé cla
mbt ban rd.
Didu nay ma ta khai niém hinh thirc vé tinh an todn, phan anh chinh xac khai niém tryc giac clia “tinh
dé udn nhe”,
Déi véi mat ma phi @i xtrng cu thé AC, ham gia trj 011, thoi gian da thirc Equiv, duwree goi 1a thudc tinh
twong dwong (equivalence predicate) cho AC, néu v&i xac suat trdi, d&u ra cla AC. KeyGen 14 cip (PK,
pk) sao cho v&i nhan bt ki L va hai ban ma bét ki Cva ', ta co:

Equiv(PK,L,C,C") = 1suy ra AC. Decrypt(pk, L,C) = AC. Decrypt(pk, L, C).
M3 ddi xirng AC dwoc goi 13 d& uén nhe, néu tdn tai thudc tinh teong dwong Equiv va néu nd théa man
dinh nghia an toan & trén vé tinh an toan chéng lai tdn céng chon bdn ma thich hep, nhung véi cai
bién sau day trong cudc choi tAn edng: khi ké tAn cong trinh cip nh&n/ban ma (L, €} cho tién tri gidi ma
& butc 4, thi thay vi yéu chu cip (L, C) # (L* C*), ddi hdi L* # L hodc Equiv(PK, L, C,C*) = 0. D&i v6i ké
tdn cong A, wu thé cla né trong cAu trdc nay ki hidu bing Adv',c(4).

B.5 Céc co ché boc khéa

Digu nay mb t3 thudc tinh an toan co ban dbi héi déi véi co ché boc khoa.

Xét cor ché boc khda KEM dugce dinh nghfa trong Diéu 8.1,

Xét kich ban tAn cang *chon ban ma thich hop” sau:
Bwéce 1: Chay thuat toan tao khéa, tao ra khéa cong khai va khéa riéng. K& tan cong, hién
nhién, biét dwgc khda cong khai nhung khang biét khoa riéng.
Bworc 2 K& tAn cong dwa ra mdt loat cau truy van cho tién tri giai ma. M&i cau truy vén 1a ban
ma Gy, dugre gidi ma bédi tién tri gidi ma, st dung khéa riéng. Két qua gidi ma dugc trao cho ké
tan céng, hon niva néu thuat toan thét bai thi théng tin ndy dugc trao cho ké tan cong va tén
céng duore tiép tuc. K& tAn cdng t do kién thiét cac ban ma nay theo mét céch tly y — khéng
c&n sir dyng thuat todn ma héa 6 tinh toan ching.

Bwére 3: Ké tAn cdng goi tien tri ma héa bang cach cung cép tily chon mat mé nao d6, néu lugc
dd hé tro didu nay. Tién tri ma hoa thire hign nhw sau:

a) Chay thuat toan ma hoa, tao ra cap (K*,(3).
b) Tao ra xau bd tam ngiu nhién K d dai KEM.KeyLen.

¢) Chon ng&u nhign b&{0,1}.
d) Néu b = 0, dwa ra (K*, C3); ngwoc lai drara la (R, C5).
Buwérc 4: Ké tn cong tiép tuc chuyén ban ma C, cho tién tri gidi ma voi didu kién rang bude C, #
ca.
Buwére 5: Ké tén cong dwa ra b € {0,1} va dimg lai.
Wu thé clia 4 dwec dinh nghia béng gia tri ‘Pr[b =b]—1!’2|. \V&i ké tan cong 4, va co ché boc khéa
KEM, wu thé cla A dwoc ki hidu 18 Advggy, (4). Néu ké thn céng thyc hién trong thdi gian ¢ thie hién
nhidu nhat 1a ¢ truy vAn tién tri gidi ma, khi 46 4 dugc goi la ké tAn cong — KEM[t, q).
Tinh an todn ¢ ngha 13 wu thé déi véi tht ¢a ké tAn cong hiéu qua 12 khdng dang ké.
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B.5.1 Tinh d& udn nhe
Piéu nay dinh ngha khai niém tinh d& uén nhe cho co ché boc khda twong trng véi khai niém tinh o
ubn déi véi ma phi dbi xrng, nhur trong Phu lyc B.4.2.
Ddi véi co ché boc khda cy thé KEM, ham gié trj O/, théi gian da thire Equiv dwgc goi 1a thude tinh
twong dwong dbi véi KEM, néu voi xac suét trdi, dAu ra clia KEM. KeyGen 12 c3p (PK, pk) sao cho voi
hai ban ma bat ki ¢, va ¢}, ta cé:

Equiv(PK,Cy,C3) = 1suy ra KEM.Decrypt(pk,Cy) = KEM.Decrypt(pk,Cp).
Co ché boc khda KEM dugc goi 1a d& ubn nhe, néu tdn tai thude tinh twong dwrong Equiv va néu né
théa man dinh ngha an toan & trén vé tinh an toan chéng lai tdn céng chon ban ma thich hep, nhung
véi thay d6i sau day trong cudc tan cdng: khi ké tan cong giri céip ban ma ¢, cho tién tri gidi mé & bwoc
4, thl yéu cdu €, # € dwgc thay bdi Equiv(PK, Cg, C3) = 0. D8I v&i ké tn cdng 4, loi thé clia né trong
chu trdc nay ki hiéu béing Adv' kep(A).

B.6 Céc co ché boc dir lidu

Didu nay mé ta thude tinh an toan co ban duoc yéu ciu dbi voi coché boc dir lidu.

Xét co ché boc khda DEM dwge dinh nghia trong Pidu 8.2.

Xét kich ban tAn ¢8ng sau. K& t&n céng tao ra hai ban rd (hai xau bd tam) M, M; cb 69 déi bing nhau
va nhan L*. Khéa bf mat K dwec tao mét cach ngdu nhign. Chon ngiu nhién bit b va M, dwge mé hoa
béing khoa bl méat K. Ban ma thu dwec C; dwoc trao cho ké tAn cong. Tiép d6 ké tén cong dua ra mét
loat c4c truy vén cho tién tri gidi ma: mai truy vén la mét cip nhan/ban ma (L, C;) # (L*,C}) va tién tri gidi
ma twong (rng v&i ban gidi ma cla €; véi nhan L va khda K. K& tén cong phdng doén gié tri b cha b.

Wu thé ciia ké tAn cong duec dinh nghfa bing [Pr{d =5]-1/2|.

Gia sir A Ia ké tAn cdng A va DEM |a co ché boc dir liéu. Uu thé clia A dugre ki hiéu [a Advpgs(4). Néu
k& tAn céng chay trong thdi gian ¢ thie hién nhidu nhét 13 g truy vén tién tri, tht cd cac ban mé la dau
ra tir m3 héa tién tri va dAu vao clia gidi ma tién tri c6 @b dai Ién nhét 12 I bd tam va cac nhan dau vao
clia mé hoa va gidi ma tién tri 16n nhét 1a I', khi 6 A dwere goi 1a ké tan cdng ~DEM[t, q,11].

Tinh an toan cé nghta la wu thé trén khéng dang ké ddi bat ki ké tan cdng hiéu qua nao.

B.6.1 An toan DEM1, DEM2 va DEM3
Didu khodn nay xem xét tinh an toan cta cac co ché boc di¥ liéu DEM1 (xem Didu 9.1), DEM2 (xem
Didu 8.2), va DEM3 (xem Biéu 9.3).
Xét co ché DEMI. Luoc dd nay dwgc tham sb hda bdi ma dbi xteng SC va thust todn xéac thirc thdng
bao MA. C6 thé chi ra rdng néu SC thda man dinh nghia an toan tai Phy luc B.3 va MA théda man dinh
nghia an toan tai Phy lyc B.1, khi 46 DEM1 théa méan dinh nghia an toan tai Phy luc B.6.
Cu thé hon, v&i bat ki ké tAn cdng A — DEM1[t,q,1, '] ta co:

Advpgyi(A) £ Advsc(Ar) + Advya(Az),
& day,
— A, 12 ké tAn cong [t 1], voi t, =~ t,
— A; la ké tn cong MA[t,,q I"] voit; = t,vd
—{"=1-MA.MACLen.
Twong ty, v&i bat ki tn cong A - DEM2[t,q,1,1”], & Gay can thda man I' = DEM2. LabelLen, ching ta
cb

Advppya (A) < Advse(A;) + Aduma(4z),
& day
— A, 1a ké thn cong SC[t,, "), voi ty =~ ¢,
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— A, 2 ké thn cong MA[t,, q.I" + V] voi t, = t,va
—-"=]—MAMACLen.
Twong tw, voi bAt ki k& dich A — DEM3[t,q,l,l'l, & @4y cin théa man [=DEM3.Msglen +
MA.MACLen, chiing ta ¢é

Advppys(A) < Advya(Az),
& dgay
— 4, 12 ké tn cong MA[t,,q, DEM3. Msglen + I', vOi t; =~ t.
D& dang xac lap céc gidi han nay tir dinh nghfa. Xem, chang han [14], @& chimg minh cho DEM2 véi
LabelLen = 0. Chirng minh cho nhitng trvéing hep khac ¢6 thé tién hanh theo nhirng mach suy luén
trong tr nhur trong [14).

B.7 An toan cuia HC

Pidu khoan nay mé ta d6 an toan clia mat mi lai ghép HC, duwec quy dinh tai diéu 8.3. Lugc dd nay
duwgc tham sé héa lién quan t&i co ché boc khda KEM va co ché boc d0 liéu DEM.
C6 thé chi ra ring, ndu KEM thda man dinh nghia tinh an toan tai phy luc B.5 va DEM thda mién dinh
nghia an toan tai Phy luc B.6, khi d6 HC thda man dinh nghia tai Didu B.4.
Cu thé hon, v&i moi k& tn cong A — HC[t,q,1,I'], ta cb

Advyc(A) € 2. Advpgy(Ay) + Advggy (42).
O aay,
— A; 12 ké thn cong [t;, q], véit, =~t,
— Ay la ké tAn cong DEM([ty,q,L U] v&it, = t, va
Bét ding thire trén khéng tinh dén kha nang KEM.KeyGen dua ra cip khod “tdi" (vi du mét trong
nhirng céip nhw thé 1a thuat todn gidi ma khong van hanh nhu thuat todn nghjch ddo clia thuat toan mé
héa) v&i xac suét khac khéng. Trong trirémg hep ndy, don gidn lé cAn bd sung xac suét nay {duwc coi
12 khéng dang k&) vao bén phai clia bét ddng thie trén,
Gidi han nay d& dang thiét 1ap tir cac dinh nghia. Xem, chéng han trong [14], chwng minh chi tiét trong
trrding hop khdng 6 nhan. Chirng minh trong treéng hop ¢6 nhan cé thé tidn hanh theo cac mach suy
luén twong tw nhw trong [14]. Néu KEM [a d& ubn nhe (xem Phy lyc B.5.1), thi d& dang chi ra rng HC
cting d& udn nhe (xem Phy lyuc B.4.2) véi cling mdt giéi han an toan nhuw trén.

B.8 Céc gia thuyét va tinh khé lién quan dén cac nhém cy thé

Bidu ndy xac dinh mdt sb gia thuyét v& tinh khé lién quan dén céc nhém cy thé.
Giad st T = (H,6,9,1,v,£D,€,D') 14 nhém cy thé dugce dinh nghia & Bidu 10.1.

B.8.1 B3j toan tinh toan Diffie-Hellman.

Bai toan tinh toan Diffie-Hellman (CDH) dbi v&i T phat bidu nhw sau. Cho dau vao (xg, yg) voi
x,y€[0,...,22). Hay tinh x.g, gia thiét dAu vao ngdu nhién, tirc x va y duwgre chon ngdu nhién tir tap
hop(0,..., 12).

Gid thiét CDH I3 gid thiét ring bai todn tinh toan Diffie-Hellman |2 bai to4n khé.

Lwu ¥ réng rét khd, thadm chi, nhan dang &i gidi dang cho bai toan CDH (day duwec gei [a bai toan quyét
dinh Diffie-Hellman—xem phan tiép theo dwdi day). Trong khi phan tich cdc hé mét, cac dang thuét
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toan dé gidi bai toan CDH ma phan I&n 4 phat sinh mét cach ty nhién 13 nhirng thuat toan cho ra mét
danh sach céc loi gidi co thé ddi véi tredng hop da cho clia bai toan CDH. Véi thuat toan A bat ki giai
bai toan CDH, dAu ra cla né 1a mot danh sach cac phan tl nhém, ta ki hidu AdvCDHL(A) 14 x4c subt aé
danh sach d6 chira i gidi dung dbi véi dAu vao bai toan. Néu A chay trong théi gian ¢ va tao ra dwoc
danh séch nhigu nhét 1a [ phdn t& nhom, thi A dwoc goi 12 ké tin cong CDH(t, 1).

Trong [32] @4 chi ra, 1am thé ndo 4&, ké tAn céng CDH;(t, 1) vé&i € =AdvCDH(A) va gié trj & cho truwdc,
bién dbi thanh ké t&n cong A’ — CDHr[t, 1), sao cho AdvCDH(A") = 1-5 va sao cho ¢’ tuong duong
0(t - € Ylog(1/8)) cdng véi thdi gian thue hign sb cac phép todn nhém a:

0(¢~1log(1/8) log u + (log 4)?)

B.8.2 Bai toan quyét dinh Diffie-Hellman

Bai to&n quyét dinh Diffie-Hellman (DDH) 68i véi I’ dwgc phét bidu nhu sau:
X4c dinh hai phan bd:

Phan bd R gdm bd ba (xg,yg,2g), & day x y, z dwgc chon ngdu nhién tr tap hop [0,..., ). Gia si Xk
1a bién ng8u nhién dwoc lAy mau tir phan bb nay.

Phan bé D bao gdm bd ba (xg, yg,2g),® day x, y dugc chon ngdu nhién tir tap hop [0...., 4), con
2 = xymod . Ki hiéu Xp 1 bién ngdu nhién véi mau dwec |4y tir phan b D.

Bai toan quyét dinh Diffie-Hellman 1a phan biét hai phan bé néi trén (R va D)

Vi .ihuét toén A ma diu ra hodc 12 0 hosc [a 1, “U'u thé DDH” clia né dwgc dinh nghfa bing
AdvCDHp(A) = |Pr{A(Xg) = 1] — Pr[A(Xp) = 1]I.

Néu A chay trong thei gian ¢thi A Guwgc goi 1a ké tAn cong DDH[t).

Gia thiét DDH 12: Uu thé nay 12 khéng dang ké d4i véi tt ca cac thuat todn hidu qua.

Tham khao thém [10, 25, 26] v& DDH va cic v&n d& lién quan.

B.8.3 Bai toan Gap-CDH

Bai toan Gap-CDH |a bai toan gidi bai toan CDH vai sy h& trg clia tién tri cho bai toan DDH. Trong
trrdrng hop nay, vi thuat toan cho bai todn nay st dung tién tri DDH, cé thé gia thiét 1 dau ra clia thuat
toan 1a phan ti nhém dan 18, chir khéng phai mét danh séch cac phan tir nhém.

Gia thiét ring bai todn Gap-CDH 12 bai toan khé.

V6i bét ki thuat toan "tién tri” 4, AdvGapCDH(A) dwgc dinh nghia 1a x4c sudt d& cho ra I&i gidi ding
cho trudrng hep ngdu nhién clia bai todn CDH, s¥ dung tién tri ddi véi . Néu A chay trong thdi gian
nhidu nhét 12 # va thyc hién nhidu nhét g truy vin déi voi DDH-tién tri, thi A dugc goi 1a ké tén cong
GapCDHr[t, q].

Tham khdo [29] d& biét thém chi tiét v& gia thiét nay.
B.9 Tinh an toan cta ECIES-KEM
Pigu nay xem xét tinh an toan ciia co’ ché boc khéa ECIES — KEM duge dinh nghta & Diéu 10.2.
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Lugc dd ndy duoc tham sé héa theo thuat nglr ciia nhém cy thé T (xem Didu 10.1) va ham dan xuét
khéa KDF (xem Didu 6.2).

Cé thé chirng minh luge 85 ndy 12 an toan theo mé hinh tién tri nglu nhién, noi KDF dwge md hinh héa
nhur tién tri ng&u nhién, véi gia thiét 12 bai toan Gap-CDH 4 bai toan khé.

Cu thd& hon, gid s rdng céc tham s hé& théng cla ECIES—KEM dugc chen sao cho
SingleHashMode = 0va

CheckMode + CofactorMode + OldCofactorMode > 0.

Khi 86 néu A 13 ké t&n cdng ECIES — KEMIt, q] va thyc hign nhidu nhét g’ truy vén tién tri ngdu nhién,
khi @6 ta c6

Advgeigs—xem (A) = 0(AdvGapCDH(A)),
& déy,
— A’12 ké tAn cdng GapCDH(t,0(g),t' = t.

Gi6i han nay v& co ban da dwec chimg minh trong [14], it nhét cling cho trrérng hop khi CheckMode =
1 v c4c phan t& nhém ¢6 ma duy nhét. Cac trudng hep khac c6 thé chirng minh bang lap luén trong

.
Gia st cac tham s6 hé théng clia ECIES — KEM dwgc chon sao cho SingleHashMode = 1 va
CheckMode + CofactorMode + OldCofactorMode > 0.

Trong trrdng hep ndy ECIES — KEM s& khéng con an toan chéng lai tn cdng chon ban mé, nhwng lai
dé& ubn nhe (tham khdo Phy lyc B.5.1). Néu khi @6 néu A [a ké tn cdng ECIES — KEM(t, q] va thyc hién
nhigu nhét ¢’ truy vén tién tri nglu nhién, khi 46 ta cé

AdV' peips-kem (A) = 0(AdvGapCDH(A')),
& day,
— A’1a ké tén cong GapCDH(t',0(q.9).t ~¢t.

Ngoai ra, chi thda man dinh nghfa yéu vé& an toan, thi phép qui din ndy s& khdng chat ché nhw trong
treong hop & @6 SingleHashMode = 0. Dbng thoi chét lvong ciia phép qui d&n bj suy gidm, tham chi
cdn giam hon véi SingleHashMode = 1, khi xem xét md hinh da ban 3 duwgc dinh nghia mdt cach
hinh thizc trong [3], ngwoc lai phép qui din khang suy gidm dang ké khi SingleHashMode = 0.

Néu
CheckMode + CofactorMode + OldCofactorMode =0,

khi @6, trong ci hai wéc lwgng trén, thudt ngl AdvGapCDH(A"), cin dugc thay thé bdi
v. AdvGapCDHp(A").

B&i vay, sip Ia chon tham sé hé théng nay chi nén si¥ dung khi v rit bé.

Thay vi phan tich ECIES — KEM theo thuat nglr ctia gid thiét Gap-CDH trong mé hinh tién tri ngéu
nhién, c6 th& phan tich né ma khdng ¢in st dung céc tién tri ngAu nhién, nhung véi gia thiét rét cy thé
va khang chuln téc. Tham khdo tai [1, 2] d& biét theém chi tiét.
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B.10 Tinh an toan ctia PSEC-KEM

Didu ndy xem xét tinh an toan clia co ché boc khéa PSEC — KEM dwoc dinh nghia tai Bidu 10.3.

Lwoc dd ndy duge tham sé héa bing thust nglr ciia nhém cy thé T' (xem Bidu 10.1) va ham din xuét
khéa KDF (Pidu 6.2).

Cé tha chirng minh si¥ an toan cla lwgc d3 nay theo mé hinh tién tri nglu nhién, coi KDF nhw tién tri
ngu nhién va gid thiét bai ton CDH Ia bai todn kho.

Cu thé hon, véi gia trj cho tneéc clia tham sé hé thdng SeedLen va voi A-ké tn cong PSEC — KEM[t,q]
thire hién nhidu nhét g’ truy vén ngiu nhién, ta cé

Advpsgc-xem(A) = O(AdvCDHL(A) + (g +q)(u™" +275eedleny),
& a4y A’ 12 ké thn cdng AdvCDH[.0(q +q)]. ¢ = t.
Gidi han nay dwgc chirng minh trong [41).
Déng thdi tinh an toan clng khéng bi suy gidm dang ké trong mé hinh da ban rd dwec ngha trong [10].

B.11 Tinh an toan cta ACE-KEM

Didu nay xem xét tinh an toan clia co ché boc khéa ACE-KEM, dwgc dinh nghia trong 10.4.

Luge b ndy duge tham sé héa bing thuat ngr clia nhdm cy thd I (xem Didu 10.1), ham dan xuét
khéa KDF(xem Didu 6.2) v& ham b3m hash (Bidu 6.1).

Lurgc @b nay cé thé duoc chimg minh 13 an toan, véi gid thiét bai todn DDH 13 bal todn khé-cAn nhén
manh 14 chirng minh v& tinh an toan nay khéng cé trong md hinh tién tri nglu nhién. Thay vi didu nay,
mot s8 gia thidt cy thd va tong @6i chudn tic @3 dwgc duwa ra vé ham din xuét khéa va ham bam.

Cy thé hon, véi bt ki ké tAn cong A, ACE — KEM [t,q], ta cb

Advycg-gem (A) = O (AdvDDHr(Ar) + Advygsn(A;) + Advgpp(4z) + q.477),
& day:
— A,, A;, A; 13 nhirng ké tn cdng, thire hién véi lgng thei gian nhe A

— Advygn (4,) 12 ki hidu x4c subt ma ké thn cdng Az, v6i ma cho treéc EUL® va EU2* clia hai phén tir
ddc 1ap, ngdu nhién thudc G, ¢6 thé tim thy m& EU1, va EU2 clia c4c phan t& thudc G, sao cho (EU1,
EU2)# (EU1", EU2%), nhung

Hash.eval (EU1 ||EU2) = Hash.eval (EU1" || EU2*).

Néu nhém hd tro da ma héa, thi ké tAn céng c6 thé chon dinh dang theo ¥ mubn, khi EU1* va EU2*
dwoc tao ra. Hon nira ké tAn ¢dng ¢6 thé chon sir dung céc dinh dang nhw nhau hogc khéac nhau frong
hai Iira chon clia né 1A EUZ va EU2. Tuy nhién EUI* va EU2* phai 1a cdc ma héa bén vieng, va EUI va
EU2 cling s& hiru céc tinh chét d6.

Néu CofactorMode = 1, thi k& tin cbng ¢6 thé chon EUI 1am ma ciia phan ti thudc 3¢ ma khong nhét
thiét thude 6.

Lwu ¥ riing bai todn ndy 12 bai todn xung dét tién anh thir hai, bai todn nay néi chung [a bai toan kho
gidi hon nhidu so véi bai todn tim mét cip bét ki dau vao xung dot.
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— Advgpp(43) Kl hiéu wu thé clia A; trong viéc phan biét gitra hai phan bb sau. Gid sir u, va h 1a cac
phan tr ddc lap, ngdu nhién trong G va gid sk EUI 13 ma clia u;. Gid s R 14 xdu céc bd tam ngdu
nhién @5 dai Keylen. Phan bé thi nh&t & (R EU2), va phin bd th¢ hai 1a
(KDF(EU1 || €'(k), KeyLen), EU1).

Ddc gia co thé tham khao [14] d& xem chirng minh chi tiét cho tredng hep CofactorMode = 0 va cac
phain tir nhém c6 ma duy nh&t. D& dang chuyén ching minh sang cac trwémg hop khéc, st dung yéu
t6 1a thuat todn gidi ma kiém tra cac ma héa bén virng.

Trong [14] ddng thev cling chi ra réng, dd an todn clia ACE — KEM khéng kém hon ECIES — KEM, tirc
|4 v&i bAt ki ké tdn céng - ACE — KEM [t, q] A tbn tai mdt ké tan céng - ECIES — KEM [t',q] A’ véit' ~t
Va Advgerps_ken(A") = Advycp_ken (A). Chitng minh trong [14] chi cho tretrng hop CofactorMode = 0
v& céc phan tr clia nhém c6 ma héa duy nhét. Chirng minh ndy d& dang thich hop @& x& Iy cac trwéng
hop khac, mot 13n niva lam cho viée sk dyng thire té 12 kidm tra thudt toan gidi ma cho ma héa thich
hep. _

Trong [14] d8ng th&i cling chi ra rdng, néu coi KDF nhu tién tri ngdu nhién, thi tinh an toan cla
ACE — KEM c¢6 th8 duoc chirng minh dia trén gid thiét CDH. Tuy nhién, phép qui d&n nay vé tinh an
toan ciing khéng hoan toan chit ché. Chieng minh trong [14] chi d& cho trréng hep CofactorMode =
0 va c4c phdn ti¥ nhém cé ma duy nhét. Chirng minh ndy dé dang chuyén sang cho céc trrdng hop
khac.

Nhw da chi ra trong Digu 10.4.4, nén lwu ¥ dén viéc thie thi ACE — KEM. Decrypt. Déc bigt, viée thirc
thi ACE — KEM.Decrypt khéng nén @& 18 nguyén nhan cla sai sot trong buéc g. N&u ké tan cong cb
thé thu dworc thang tin tir tién tri gidi m&, viéc chirng minh tinh an toan trong gia thiét DDH sé& khang con
gi4 tri nira. Tuy nhién, tham chi néu thdng tin nay tiép can dwoc, thi hign chura biét tn cdng nao vao
Irgrc @8 ndy, va hon niva luvge @8 van khdng kém an toan hon so v&i ECIES-KEM.

B.12 Bai toan ngwec RSA

Ditu nay xem xét bai toan ngurgc RSA.

Gia sir RSAKeyGen |a thuat toan tao khda RSA {(xem Diu 11.1).

Bai todn ngwoc RSA phét bidu nhwr sau: Cho dAu vao n va e clia thuét toan RSAKeyGen(), cho x €
[0...n) h@y tinh y sao cho ¥¢ = x (mod n). Vi thuét todn A bt ki va thuat todn tao khda cho trrde
RSAKeyGen, Advgssxeycen(A) Ki hiéu x4c sult cla A gidi thanh cdng bai todn ngurgc noi trén. Néu 4
chay trong lrgng thoi gian nhidu nhét ¢, thi dwece goi la k& t4n cong RSAKeyGenlt].

Gia thiét RSA dbi v&i RSAKeyGen |a gid thiét: Advpsaxeycen(4) khdng déng k& ddi voi bAt Ki thuat toan
hiéu qua 4 nao.
B.13 Tinh an toan clia RSAES

Diéu nay xem xét tinh an toan clia mat m& ¢ dd dai ban rd han ché RSAES, dwgc dinh nghia trong Didu
11.4.

Trong [8] @& phan tich mdt cai d4t tng quat hon, trong dé (phirong &n thir yéu clia) co ché ma héa
REM1 (dwgc dinh nghia tai Didu 11.3.2) dwec dp dung cho phép “hoén vi clra sap mdt chidu” tdng quat,

78



TCVN 11367-2:2016

chir khdng chi cho ham RSA mét chidu cu thé. Vigc phan tich duge tién hanh theo md hinh tién tri ngau
nhign, & 4y ham dén xuét khéa v& ham bim dwec md hinh nhir nhiing tién tri.

Trong [8] cling A4 chirng minh ring lwgc 8 thu dwoe thda man mét tinh chét k§ thuét, dwec goi 12
“nh&n thirc ban r&" (plaintext awareness), véi gia thiét ring phép hoén vi co' & thyrc sy la ham mét
phia. Ngoai ra, nhw @2 chi ra trong [33], viéc nhan biét ban rd khéng suy ra duge tinh an toan chéng lai
tAn céng chon ban m& — né chi suy ra khai niém yéu hon v& an toan, 6 12 an toan chéng lai t&n cong
“th&i gian &n blra trwa” (xem Phy lyc B.4). Hon nira, trong [33] cling da chirng minh réng néi chung
REM1 khdng tao ra mét ma an toan chéng lai tn céng chon ban m3, néu phép hodn vi co sé& 1a tay V.
Két qua phu dinh nay khéng suy ra ring RSAES la khéng an toan chéng lai tdn cong chon ban mé - chi
suy ra réing phén tich trong [8] khéng dat dwgc didu nay.

Trong [33], @3 chl ra ring RSAES Ia an toan, néu s mi m& hod e 14 rét bé (vi dy e = 3).Két qué ndy da
dwoc tdng quét trong [20] cho s8 ml m3 héa tdng quat. Tuy nhién c6 thé chi ra ring phép qui dan cla
tinh an toan trong [20] 12 r&t khdng chit ché — that vy, néi chung chua ¢6 thé néi gi vé tinh an toan
clia RSAES @8i v&i modulo RSA kich thwdc t6i hang ngan bit. Phép qui dan an toan trong [33] cho sb ma
‘mé héanhd 12 tét hon déng ké, nhung van khdng hoan toan chit ch& nhur ddi hdi.

Nhw @4 chi ra trong Didu 11.3.2.3, cin quan tam dén van @& thyc thi RSAES. Bic biét Ia vige thye thi
REM1.Decode khéng nén @& 16 nguyén nhan sai sét tai buéc thr k; Néu ké tan cdng c6 thé thu dugc
thdng tin nay tir tién tri gidi ma, thi lwvgce db c6 thé d& dang bj pha, nhw mé ta trong [24].

B.14 Tinh an toan ctia RSA-KEM

Didu nay xem xét tinh an toan clia co ché boc khéa RSA-KEM, dwec dinh ngha trong Didu 11.5.

C6 thd chivng minh tinh an toan ciia Ivge b nay theo mé hinh tién tri ngdu nhién, noi céc tham sd hé
théng KDF dwgre md hinh héa dudi dang tién tri ngau nhién va gia thiét bai todn nguwgc RSA 14 bai todn
khé.

Cu thé hon, v&i bt ki thust toan tao khéa RSAKeyGen, sao cho dAu ra (n, ¢, d) ludn ludn thda mén diéu
kién n = nBound, va v&i mbi ké tdn cong 4, RSA — KEM[t,q] ta cd

Advpsa_xem(A) < AdVgsaxeycen (4} + g/nBound.
¢ day,
— A’ 2 ké tAn cdng RSAKeyGen[t] v&i t' = t.

Bét a3ng thirc nay khong tinh @&n kha néng cla bién c RSAKeyGen tao ra khda RSA “t&i" v&i xéc suat
khac khdng. Trong tredng hop ndy, don gidn Ia cin b sung x4c suét ndy (gid thiét 12 khdng déng k&)
vao vé phéi clia bit ding thire trén.

Xem chitng minh tai [34].

Phép qui dn nay hodn toan chit ché, khic véi phép qui din cho RSAES dugc thdo luén & trén trong
Phy lyc B.13. Ngoai ra, trong md hinh da ban ré dwgc dinh nghia trong [3], tinh an toan ctia RSA-KEM
nbi chung khéng suy gidm do tinh ty qui dfin nglu nhién cda bai todn ngwee RSA. Nguwee lai, tinh an
toan clla RSAES suy gidm mét céch tuyén tinh thea s6 lng ban rd, vi khng may la tinh chét ty qui
dn ngdu nhién khdng thé khai thac dugc trong bdi cénh nay.
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Pdng thi, khéng giéng nhu RSAES, khéng ¢6 cim gidc 1a RSA-KEM dé bj tén thwong @6i voi c4c tan
cdng “thye thi”, nh tan cdng trong [24].

B.15 Tinh an toan clia HIME (R}

Cé thé chi ra riing theo mé hinh tién tri ngiu nhién, noi ham Hash va KDF trong HEM1 dugc md hinh
héa dwdi dang tién tri ngau nhién, rdng HIME(R) 1a an toan chéng lai tAn cdng chon ban rd ph hep, vdi
gid thiét 1a bing tinh toan d& khéng thé phan tich sé nguyén & dang ma ra bdi thuét toan
HIMEKeyGen. D& xem chi tiét, tham khao [29, 35] - lwu ¥ |4 [35] 44 chinh sira mdt s6 sai s6t trong [29].
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PHY LUC C
(Tham khio)
Céc véc to kidm tra

Phy lyc ndy dira ra céc véc to kidm tra cho g dd ma héa dwoc déc ta trong phan ndy ciia tiéu chudn
ISO/IEC 18033,

B4i véi céc co ché boc khéa diea trén ELGamal, nhém “Modp” 12 mét nhém con clia Z; véi sé nguyén
té p cho trrdre; nhém “ECModp” 14 céc duding cong slliptic trén 2Z,, dbi khi dwere goi 1a “*P192” trong céc
tidu chun khac; nhém “ECGF2” 13 céc dwdng cong elliptic trén tredng hiru han gdm c6 2'* phén ti,
d6i khi dwge goi 13 “B163" trong cdc tidu chudn khéc (cac phan tlr trong trwérng dwrge mo té véi quan
hé ctia da thirc co' s& cho da thirc bat khé quy p da cho).

C.1 Véc to kiém tra cho DEM1
C.1.1 Véc tor kidm tra

SC=8C1 (BC=AES (keylen=32))
MAC=HMAC (Hash=Shal (), keylen=20, outlen=20)

D&u hiéu m& hdéa DEML

- ——— -

Théng b&o trong ASCII = "the rain in spain falis mainly on the plain”

Théng bldc trong xdu = 0x746865207261696e2069602073706169622066616c6C
73206d461696e6c79206£6e2074686520706c61636e

Nhin trong ASCII = "test™

Nhan trong x8u octet = 0x74657374

k = 0x6434363064303334306635613764353333643739636535636535396235633737

k' = 0x3863323837346633333330653033653032303536

0x0745c5£99ad56Ee3aedebbeddc5385493cf67a8fa3e3fcdda5d8c82308a8e2b04c
adac32241b1036£20fbelf3aedl%a3

c

0x0745c5£99ad56fe3aedebbeddc5385493c£67a8fa3e3fcdda5d8cB82308a8e2b04c
adac32241b1036£20fbe1£3aed19a3746573740000000000000020

-3
]

MAC = 0x016072£3d5¢d979bb49a7¢350b233b724£64bbad

Ccl = 0x0745c5f99ad56fe3ae4ebbeddc5385493cf67a8fa3e3fcdda5d8c82308a8e2b04
cadac32241b1036£20Ffbelf3aed19a3016072£3d5cd979bb49a7c350b233b724£64
bba%

C.1.2 Véc to kiém tra

81



TCVN 11367-2:2016

SC=S8C2 (Kdf=Kdfl (Hash=Shal({)), keylen=32)

MAC=HMAC (Hash=Shal (), keylen=20, outlen=20)

Ddu hiéu m3d héa DEM1

Nhdn trong ASCI = "the rain in spain fails mainly on the plain”

Nhdn trong xdu octet = 0x74686520726169602069602073706162622066616c6¢
73206d61696e6c79206£6e2074686520706c6169¢6e

Nhan trong ASCII = "test”

Whdn trong x&u octet = 0x74657374

k = 0x6434363064303334306635613764353333643739636535636535396235633737
kl = 0x3863323837346633333330653033653032303536

Oxae747466b1f160cE196d2ebel 6ac9a70b6ff57¢614436cf3de672a38324£275791
l64cfcaeal66b0024db7

Oxae747466b1f160cf196d2ebel6ac?alOb6££57c614436cf3de67ea38324£275791
164cfcaeads6p0024db7746573740000000000000020

L}

]

-3
[

MAC = 0xa3462a9d5997aeaac247b33b6c13d748511e0£20

Cl = Oxae747466b1£f160cf196d2ebelbacSa70b6ff57c614436c£3deé67ea38324£27579
1164cfcaecal66b0024db7a3462a9d5997aeaac247b33b6c13d748511e0£20

C.2 Véc to kidm tra cho ECIES-KEM
C.2.1 Véc to kidm tra

Kdf=Kdfl (Hash=Shal({(})
Keylen=128
CofactorMode=0
OIDCofactorMode=0
CheckMode=1
SingleHashMode=0
Group=Modp-Group:

0x8albBd83ef967fde8dc0ad23al178b33f312a3aeb743£b332dc020970b44bad5bd29
38eb60365ee9ciblbda579d8276553758e84eb2a8£89¢c21f8c08ael2f2aact

p

0x5e769d3a6fcObB82acf30800cBafe9631c2b%albdee398£d0a9207045605138984d9
4e40f3f6fc6a773249d63fc74bbaldceadc203b49£2344a6a22a0a8904c60b

=)
]

mu = 0xdf0235fe94e74d2d70dbbc887389%e5af%ec9ccd?

nu = 0x9e89f7f68e9a2ed44b68affab0e53d03763d829685a£48£a6405¢ce08865bebcTee
7221781300459df024b33e2
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Khéa ¢bdbng khai

h = 0x61ddb0lfadS4cffe2la3a68clcf388c23493699e74519931e42b8576a9652e47dc
c65£7¢cd297039268d4a7d6b0337466415647a6£6204b6604d3659127£5¢c69f

Khéa riéng
X = 0x4a4014e389£502aa4elfb066b940ab6784626a429

r = 0x83bd%99b480£6e3ab8b9dcd£410470949£9¢9361d
r’ = 0x83bd99b480f6e3ab8b9dcd£410470949£9c8361d

g~ = 0x5110£7e54£656e70c71ea2067¢901570088aleblb230000abbalb2df4b774bed5
43c0325b7083£2b477d5c02ddcafdfec0725672da2¢cbed39bat75£02dc07840

h™ = 0x4e9752632£973db43ed3d06££dSbd9e741a£f0£855cbc556b73ab530af£d7850ca
4c93d4b91d73b47db8718c05e296151e036c£9ba980cef6563a£244438caclb

PEH = 0x4e9752632£973db43ed3d06££d5bd9e741af0£855cbc556b73ab530a££d7850¢
¢34693d4b91d73b4?db8?18cOSeZ96151e036cf9b3980cef6563af244433cac1b

z = 0x5110f7e54£656e70c71ea2067c901570088aleblb230000abbalb2df4b774bed54
3¢0325b7083f2b477d5c02ddcafdfec0725672da2¢cbed39baf75£02dc078d0

CO = 0x5110£7e54f656e70c71ea2067¢901570088alekb1b230000abbalb2df4b774bed5
43¢0325b7083£2b477d5¢c02ddcafdfec0725672da2cbed39bat75£02dc078d0

K = 0x23e41472d780bfbb2daafd85a8fcdf8641fdcaddd£f539a4ad175¢c473ca0£498728
931bc311baa2c957ab528935aa22954075a289%%ablce8f£5ba%0a049%aeba8cbb9019
beefcS5c24c815ac8all06e163936597b5d06badh52377ca48d82621b2768373a2103
88998b964c11b0a2780¢c12c49cdea2cbd54543£b3b725b026443d9

C.2.2 Véc to kidm tra

Kdf=Kdf1l (Hash=Shal())
Keylen=128
CofactorMode=0
OldCofactorMode=0
CheckMode=0
SingleHashMode=0
Group=ECModp-Group:

P = OXffffffffffffffffffffffffffefffffeffffffffffffffff
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a = OXfffffffffffEfrfffffffffffffffefefffffffffefffffc

b = 0x64210519e59c80e70£fa7e9ab72243049febldeeccl46b9bl
mu = OXfEfFffffeffEffffffffff£f99def836146bcoblbad22831
nu = 0x01

g(x) = 0x188da80ebD3090£67chbf20ebq3a18800£4ff0afd82££1012
g{y) = 0x07192b95ffc8da78631011edbb24cdd573£977a11e794811
Khéa céng khai

h(x) = 0xlcbc74ad41b4e84a1509£935e2328a0bb06104d8dbb8d2130
h{y} = 0x7b2ablf10d76fdeleal46a4ad5fb2303734190151bb30cec2

Khéa riéng x = 0xb67048c28d2d26a73£713d5ebb994ac92588464e7£fe7d3£3

Encoding format = uncompressed fmt

r = 0x083d4ac64£f1960a9836a84f91ca211a185814fa43a2c8121

r’ = 0x083d4ac64f1960a9836a84£f91ca2llal8bBlafad3a2c8L2]
g~{x) = OxcccIealTbB8b71d25646b22b0e251362a31a9e993042315df

g~{y}) = 0x047b2e07dd2££b89359945f3d22cab757874be2536e0£924
h~({x} = Oxcdecl2cdcflch733a2a691ad845e124535e5fc10c70203b5
h~(y) = 0x0caeé6e42ae0dd8857ab670c6397c93c1769£%a5£5b9d36d

PEH = Oxcdecl2c4cflcb733a2a691ad945e124535e5£c10¢70203b5

z = 0x04ccc9eal7b8b71d25646b22b0e251362a3£a9e993042315d£047b2e07dd2££b8O
359945£3d22¢a8757874be2536e0£924

CO0 = 0x04ccc9eal7b8b71d25646b22b0e251362a3fa9e993042315df047b2e07dd2££fb8
9359945£3d22¢caB8757874be2536e0£924

K = 0x9a70%adeb6c7590ccfc1d594670dd2d74fcdda3£8622f2dbecf0£0c0296645d9002
db578c989bf4a5cc896d2alld74elc5lefelf8ee784897abob865a7232b5661b7cac
87c£4150bdf23b015d7b525b797cf6d533e9f6ad4%adcéde5e7089724c9cadfladfl
3ee51b41lbet713653fclch2c95al1dlb771ccT429189861d7a829£3

€.2.3 Véc to kidm tra ECIES-KEM

Kdf = Kdfl (Hash=Shal (})
Keylen=12§

CofactorMode=0
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OldCofactorMode=0

CheckMode=0

SingleHashMode=0

Group=ECModp~Group:

Of L S f e fEffffef fEfffffffffffff

O ffffEfffffefffffffffffffifc
0x64210519e59c80e70fa7e9ab72243049feb8deeccl46b9bl
O L fFEffEffff99def836146bcob1bad22831
0x01

p

a

b

mu

nu
g{x) = 0x188da80eb03090f67cbf20eb43a18800f4ff0afd82££1012
g(y) = 0x07192b95ffc8da78631011ed6b24cdd573£977a11e7%4811
Khéa céng khai

h(x) = 0xlcbc74a41b4e84a1509£935e2328a0bb06104d8dbb8d2130
h{y) = 0x7b2abl£10d76fdeleal46a4ad5fb903734190151bb30cec?
Khéa riéng

X = 0xb67048c28d2d26a73£713d5ebb994ac92588464e7£fe7d3E3

Encoding format = compressed fmt

r = 0x083d4ac64£1960a9836a84f91ca211a185814fad3a2cB8£21
r’= 0x083d4ac64f1960a9836a84f91ca211al85814fad3a2c8£21

g7 (x) = O0xcee9eal7b8b71d25646b22b0e251362a3£29e993042315df

g (y) = 0x047b2e07dd2ffb89359945f3d22ca8757874be2536e0£924
h™(x) = Oxcdecl2cdcflcb733a2a691ad945e124535e5fc10c70203b5
h™(y) = 0x0Ocae66e42ae0dd8857ab670c6397c93¢c1769£9a5£5b9d36d

PEH = Oxcdecl2cdcflcb73322a691ad%45e124535e5£fc10c70203b5
z = 0x02ccc9eal7b8b71d25646b22b0e251362a3£29993042315dE
CO0 = 0x02ccc9eal7bB8b71d25646b22b0e251362a3£a9e993042315dE

K = Ox8fbe0903fac2fa05df02278fel162708fb432£3cbf9bb14138d22beld279£74bfb9
4£0843a153b708fccB8d9446cT6£00edccabefB5228135£732f4aedc5e48efcf2968¢
3a46f2df6f2afchdf5e£79c958£233c6d208£3a7496e08£505d1c792b314b45££647
237b0aal86d0cdbabd7a00£fb4065d62cfc18£8aB8d12¢7Becbee3fd
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C.2.4 Véc to kidém tra ECIES-KEM

Kdf=Kdfl (Hash=Shal({))

Keylen=128

CofactorMode=0

OldCefactoriMode=0

CheckMode=0

SingleHashMode=0

Group=ECGF2-Group:

p = 0x0800000000000000000000000000000000000000c9
a = 0x01

b 0x020a601907b8c953¢caldB81ebl0512f78744a3205£d

mu = 0x040000000000000000000292£fe77e70c12a4234c33
nu = 0x01

0x03f0ebal6286a2d57ea0991168d4994637e8343e36

=]
Ed
]

0xd51fbc6c71a0094fa2cdd545b11c5¢0c797324£1

P
o
n

Khoéa cédng khai
h{x}) = 0x03d401df33470cleb361ledlb9fd4ddl2ffb48chbcl
h(y) = 0x057b470£90¢c82a900¢cc4daa27567d15p05d8bdbechb0

Khéa riéng

Encoding format = uncompressed_fmt

r = 0xa%836a84al583£601a2f9b2b2432a0aff42c8541

r’ = 0xa%836a84al1583£601a2f9b2b2432a0aff42c8541

g {x) = 0x0619b155dea55122£456a0b4741093a244893c91df

g (y) = 0x03c75545c65707dd31d%ala583abadf107c0c2af51
h™(x) = 0x93c4a6f28021e7lelaf8c9dad40abl317e12febd
h™(y) = 0x048d83cadSc3da366af4b7dalifSel3ecd5ebld65d

PEH = 0x0093c4a6f28021le7lelaf8c9da440ab0317el2febd
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z = 0x040619b155dea55122f456a004741093a244893¢c91df03c75545c65707dd31d%al
a583abadf107c0c2afs51

CO = 0x040619b155deab5122£456a0b4741093a244893¢c91d£03c75545c65707dd31d%a
1a583abadfi07c0c2afsl

K = 0x970d1027a42bb88402797cadc8b0822849218339£25189a624c1c7881a09814ede
d59a%baafafd2ceb516d43b7c6594d1db583acd478bec07bfe37cc3d216a%9a2929658
fae29a7023e266abbdecfféccecdl9bdlf8e51dddb6329af82caeclcl7ee093eb3188
3¢57511800057e60407d7d67210ba7366ae3b8b6877a%81ech774

C.2.5 Véc to kidm tra ECIES-KEM

Kdf=Kdfl (Hash=Shal{))
Keylen=128
CofactorMode=0
OldCofactorMode=0
CheckMode=0
SingleHashMode=0
Group=ECGF2-Group:

P = 0x0800000000000000000000000000000000000000c9
a = 0x01
b = 0x020a601907b8c953¢cald481eb10512£78744a3205£d

mu = 0x0400000000000000000002%2fe77e70c12a4234c33
nu = 0x01

g(x) = 0x03f0ebal6286a2d57¢a0991168d4994637e8343e36
g{y}) = 0xd51fbc6c71a0094fa2cdd545b11c5¢0c797324€1
Khéa céng khai

h{x) = 0x03d401d£33470cleb361ledlb9fd4ddl2ffb4Bcbcl
h(y) = 0x057b470£90cB82a900cc4daa27567d15b05d8bdbech0
Khoa riéng

X = 0x028d2d26a73£713d3£9d0d5b8ce30d76£4d151¢933

.............

Encoding format = compressed_fmt

r = 0xa%836aB4al583f601a2£%b2b2432a0aff42c8541
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r’= 0xa9836a84a1583£601a2f9b2b2432a0aff42cB8541

g™ (%)= 0x0619b155dea55122f456a0b4741093a244893c91df
g (y)= 0x03c75545c65707dd31d%ala583abadf107c0c2af5l
h™(x)= 0x93c4a6f28021e7lelat8c9dad40abl0317el2febd
h™(y)= 0x048d83cad5c3da366afib7daliof5el3ecd5ebld65d
PEH = 0x0093c4a6£28021e7lelaf8c9dad40ab0317el2febd
z = 0x030619b155dea55122£456a0b4741093a244893¢c91df
CO0 = 0x030619b155dea55122£456a0b4741093a244893¢c91df

K = 0xdc66d10d56868d338b147186fdac210c351150862£94££3ffcf4£fc34b96c211711
2e8c£39527419a96066ce00£fd85601742£f3ec1865614d901b87ea7b88102417£9b62
775e5806870e73db128 fe00aledd3efe21d93e84adae9609ade5838c96da784104db
20170£74b430acde310785d4b66edd09d37£9£32c54ae44442c41f

C.3 Véc to kiém tra cho PSEC-KEM
C.3.1 Véc to kiém tra

Kdf=Kdfl (Hash=Shal ()}
Keylen=128
Seedlen=64
Group=Modp-Group:

p= Ux8alb8d83ef967f4e8dc0ad23a178b33£f31a3aeb743£b332dc020970b44ba85bd29
38eb60365ee9c1lblbda579d8276553758e84eb2a8f89¢c21£8c08ael2f2aact

g = 0x5e769d3a6fc9b82acf30800c8afe9631c2b%albdee398£d0a9207045605138984d9
4e40f3f6fc6a773249d63fc74bbaldceadc203b49£2344a6a22a0a8904c60b

mu 0xdf0235fe%94e74d2d70dbbc887389%e5af%  c9¢ccd?

0x9e89f7f68e%a2ed4b68affab0e53d03763d829685a£48£a6405ce08865bebcTee
7221781300459d£024b33e2

nu

Khéa céng khai

h = 0x61adb0lfad54cffe2lalab8clcf388¢23493699¢74519931e42b8576a9652e47dc
c65f7¢cd297039268d4a7d6b0337466415647a6f6204b6604d3659127£5c69f

Khéa riéng
x = 0x4a401de389f502aa4e1fb066b940a6784626a429
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seed = 0x79878e0f7e£84d47753bf4b%a4fa5¢c33eclbfa66fal40a3d998770496c613ad
f8b9b6£fdc083dd4ace4£f1960a9836a84a1583£601b1222a45b%ec718604eb67048

0x583e88b2d550ec4b00419221470e635a63ebl0ec74chI£fbe295b57c360e8b68ebad

631b4e58bd6£118861b03d4dc8bl2a3f2cb2e74a25a47¢733£34e875891e980963615
badi07bd2430e8e0d00c4£2d8£93061950079ba4276900541£0£c7816815366b51980
34810f6b0d6a6632e251a5ab70d176077701a9¢c048658a87178a4b%4430190607b3a
52cf66002e4d0251d2c£09£9b19cfb£4793251f7caf9d852a13ad7e37f

s
]

0x583e88b2d550ec4b00419221470e635a63eb0ec74cb9fb6295b57¢c360e8b68ebad
631b4de

=
I

r = 0x0a3b085c410£14847aa%cl7ecaecbd44cf£f41836%e

g” = 0x6e60226637400270£589£53577£00641538d241462441652cb18£fb244414789f
6cfe71770e5248274d80524927acd%b0242d273844£8415¢4199d1b7037613£

h™ = 0x4ebe32dd0b%aa56cfb712581e7dcf9d8b5a4413544cbf6d09b074£a0d332££335
682de79%a9%a27cfae7al362f84c3eBabl5fcalce2dlaaebaalc659438225¢5559

EG = 0x6e60226637400270£589£53577£006415384241462441652cb18££fb244414789¢F
6cfe71770e5248e74d80524927acd9b0242d273844£8415¢4199d1b7037613f

PEH = Ox4ebe32dd0b%aaS56cfb712581e7dcf9d8b5a4413544chbf6d09b074£a0d332f£33
'5682de79a%a27cfae7a362f84c3e8abl5fcalce2dlaaebaafc659438225¢c5559

SeedMask = 0Oxeab31c0d24a50c663d7el4d767cc2cdb5e2470deb00b0%eab870d28ad0e
a7lc3a3cd05e998cel8c5a6f77a04e2d2b3bB84c22d1747£36d5a££7794fbb0
e27b7a80

MaskedSeed = 0x933492025a5d41214845e06ec3367078023£8ab84al£03d721f7a2¢c3b
C8b46e5b74b314584ddc69c206ecle?acdlbf25%a12775celdffeadeds3
e3d0accdlac8

CO = 0x6e60226637400270£589£53577£00641538d241462441652cb18£fb244414789¢F
6cfe71770e5248e74d80524927acd9b02424273844£8415¢c4199d1b7037613£9334
92025a5d41214845e06ec3367078b23£f8ab84alf03d721£f7a2c3bcBb46e5b74b314
584ddc69c206ecOe7aedlbf259%9a12775celdffeade953e3d0accdlacs

K = 0x58bd6£118861b03d4dc8bl2a3f2cb2e74a5a47e733£34e875891e980963615badl
07bd2430e8e0d00c4 £2d8£9306195b079ba4276900541£0£c7816815366b51903481
0£6b0d6a6632e251a5ab70d176077701a9c0N48658a87178a4b34430190607b3a52ct
66002e4d0251d2cf09£9b19cfbf4793251f7caf9dB52al3ad7e37f

C.3.2 Véc to kidm tra

Kdf=Kdf1 (Hash=Shal () )

Keylen=128

Seedlen=64

Group=ECMoap~-Group:

p = OXEFEEffffffffEffffffefffffffffffefffEffffffffffffs
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OXEffFfrfffEffrfffffeffffrfffffffefffffffffffffffc

0x64210519e59c80e70fa7e9ab72243049feb8deeccl46bdbl

mu = OXEfFEEffffffffefffffffff£f99def836146bcoblb4d22831
nu = 0x01

g{x) = 0x188daB80eb03090£67cbf20eb43a18800£4££f0afd82££1012
gly) = 0x07192b95ffc8da78631011ed6b24cdd573£977a11e794811

o
]

Khéa cdng khal

h({x) = Oxlcbc74ad4lbdeB4al509f935e2328a0bb06104d8dbb8d2130
h{y) = 0x7b2ablfl10d76fdeleal46a4ad5£fb203734190151bb30cec2
Khéa riéng

x = 0xb67048c28d2d26a73f713d5ebb994ac92588464e7£fe7d3£3

....................................................

Encoding format = uncompressed fint

seed = OxaeBaeafl79878e0f7efB84d47753bf4b%adfa5c33eclbfa66falq0a3d2987704
96c613adf8b9b6£dc083d4a064f1960a9836a84a1583f601b1222a45b99c71860

t = 0x336bbed3ad5e8bb835c7fe866c£3501e%e£f51d26d6d1ldcl0ae0775897£2£7a63E
9d18df8a6880£99ed846a35652323b31b3b24eb1778db73a1195641b815990¢cf51ed
62dd220189d600927c0£fd9b19£8ddf5bde2305332cdbb202£915¢T6dca22bcebdbea
70b03%ebbcl2ac76d93590c4884062£caBa33ad29580fea2ddbf72e3746a334b8f5e
f1£772a209a6b7242d£1£c806e605fcd45£50128£6d03db4c0581132£917£4e59d

u = 0x336bbe43a45e8bb835c7fe866c£3501e%eff51d26d6d1ldc10ae0775897£2f7a63f
9d18df8a6880£f9

r = 0x9%9a53172304b54d475de3654019156aa4214a478cec066668

g" (x) = 0x87256b492f43b0cf7cf192faeb26ea354a0el9d1lddbdbbel
g"(y} = 0x0cB8e9ddf435a593e775339ed77b9£5£5bcc5097d0819c4bl
h™(x) = 0xb444acd74621£37573fcd0e79eb3a300fefd174b88ceedT]
h™(y) = 0x393eb322bac28badc949896dbff834da61954clebec59885

EG = 0x0487256b492£43b0cf7cf192faeb26ea354a0e19d1d9dbbec00cBedddf435a593
€775339ed77b9£5£5bcc5097d0819¢c4bl

PEH = Oxb444acd74621£37573fcd0e79eb32300fefd174b88ceed71

-SeedMask = Oxda2ab7c99faflb81e0ad09604c08b0978ebdef27beShdce29¢c950£c061a
3bb527eeblaaae3ed082bab6leffefa3s5fb8fb63¢c6457b04%al£f5dcc0c321
58530£7d
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MaskedSeed = 0x74a05d38e628958e9e554427393344222a47b31452402684668105£df
824cb1b128a20756ba52£5eb25aa538b52¢c9b263556e0f6e876cleecee2
677ac794171d

CO0 = 0x0487256b492£43b0cf7cf192faeb26ea354a0el19d1d9dbbc00c8e9ddf435a593
€77533%ed77b9£5f5bcc5097d0819¢c4b174a05d38628958e9e5544273933442e2a
47p31452402684668105£df824cb1b128a20756ba52f5eb25aa538b52c9b263556e
0f6eB876cleecee2677ac794171d

K = 0x9ed846a35852323b31b3b24eb1778db73a1195641b815990cf51ed62dd220183d6
00927¢c0fd9b19£8dd£5bde2305332¢cdbb202£915¢c76dca22bceb45ea70b03%bbecl2
ac?76d93590c4884062fcaBa33ad29580fea2ddbf72e3746a334b8£5ef1£772aa09%a6
b7242df1£fc806e605fcdd5£50128£6d03db4c0581132£917£4e59d

C.3.3 Véc to kidm tra

Kdf=Kdf1l (Hash=Shal ()}
Keylen=128
Seedlen=64

Group=ECModp-Group;

P = OxFEEFfffffffffffffffffffffEfffffeffffffffffffffff
a = OxffffffffEfefffffEfefefffefffffffefifffffffffffffc
b = 0x64210519e59c80e70fa7e%ab72243049feb8deeccl46bobl

mu = OXEfFfffEfEfEfffffffffEf££f99def836146bcOb1b4d22831
nu = 0x01

0x188da80eb03090f67cbf20eb43a18800£4££0afd82££1012

Q
Lo
I

0x07192b95£f£c8da78631011ed6b24cdd573£977a1l1e724811

Q
-
-
e
I

Khéa céng khai

h(x) = Oxlcbc74a41b4e84a1509£935e2328a0bb06104d8dbb8d2130
hiy) = Ox7b2ablfl0d76fdeleald6ad4ad5fb903734190151bb30cec2
Khéa riéng

X = 0xb67048¢28d2d26a73£713d5ebb994ac92588464e7£fe7d3£3

Encoding format = compressed_fmt
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seed = OxaeBacafl179878e0f7ef84d47753bf4b%dfaS5c33eclbfa66£al40a3d998770
496¢613adf8bob6£fdc083d4achd£1960a9836a84a1583£601b1222a45b%c718
60

t = 0x336bbe43ad5e8bb835c7fe866cf3501e9eff51d26d6d1dc10ae0775897£2£7a63f
9d18d£826880£99ed846a35852323b31b3b24eb1778db73a1195641b815990cf51ed
62dd220189d600927c0£fd9b19f8ddfShde2305332cdbb202£915c76dcaz22beebdSea
70b039%ebbcl2ac76d93590¢c4884062fcaBa33ad29580£fea2ddbf72e3746a334b815e
f1£772aa09a6b7242df1£c806a605£cd45£50128£6403db4c0581132£917£4e59d

u = 0x336bbed3a45e8bb835c7fe866c£3501e2ef£51d26d6d1dc10ae0775897£2£7a63L
9d18df8a6880£9%

r = 0x9%9a53172304b54d475de3654019156aa4214a478cec(66668

g (x) = 0x87256b492f43b0cf7cf192faeb26ea354alel8dldShbdbbeO

g™ (y) = Ox0c8e9ddf435a593e775339ed77b2£5£5bcc5097d0819c4bl
h™{x} = Oxb444acd74621£37573fcd0e79eb3a300fefdl74bB88ceed7l
h™(y) = 0x%3%3eb322bac28badc949896dbffB34da6l954clebec59885

EG = 0x0387256b492f43b0cf7cf192faeb26ea354alel9d1ldobdbbel
PEH = 0xb444acd74621f37573£cd0e7%b3a300fefdl74b88ceed?l

SeedMask = 0xeb3cfl131069307cala2296elac3falafa25a6476a01254e56903¢c7301ab
5dde0bd2cdé8a28£2¢c24c867a0b8edd6£f825¢c041e632463f6cabbladd290bt
4c20673

MaskedSeed = 0x48b61bc07£1489c564dadba7do04551606a038454¢c092e839317cd0d8
3dZada®d1l4dec55a369a6908e4741480276e2£58774e7453bc%aaalisht
8d506a051el3 ’

CO = 0x0387256b492f43b0cf7cfl92faeb26ea354a0e19d1do%bdbbc048b61bc07£1489¢
564dadba7d904551606a038454c09ae839317cd0d83d2ada%dl4dec55a36%a6908e
4741480276e2£58774e7453bc%2aa008bf8d506a051el3

K = 0x9ed846a35852323b31b3b24eb1778db73a1195641b815990cf51ed62dd220189d6
00927c0fd9b19£8ddi5hbde2305332cdbb202£915¢c76dcaZ2bece645ea70b03%ebbel2
ac76d93590c4884062fca8a33ad29580fea2ddbf72e3746a334b8£5ef1£772aa0%a6
b7242df1£c806e605fcd45£50128£6403db4c0581132£917£4e5%d

C.3.4 Véc to kiém tra

Kdf=Kdfl (Hash=Shal ()}
Keylen=128
Seedlen=64

Group=ECGF2-Group:
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p = 0x0800000000000000000000000000000000000000c9
a = 0x01
b = 0x020a601907b8c953cald8lebl0512f78744a3205fd

my = 0x040000000000000000000292fe77e70c1224234¢c33
nu = 0x01

g(x) = 0x03f0ebal6286a2d57ea0991168d4994637e8343e36
g(y) = 0xd51fbc6c71a0094fa2¢cdd545b11c5¢0c797324£1
Khéa céng khai

h(x} = 0x03d401df33470cleb361led1bofd4ddi2£ffb48cbcl
h(y) = 0x057b470£90c82a900cc4daa27567d15b05d8bdbecb0
Khbéa riéng

X = 0x028d2d26a73£713d3£9d0d5b8ce30d76£4d151c933

....................................................

Encéding format = uncompressed.fmt

seed = 0xf17987890f7ef84d4??53bf4b9a4faSCBSEC1bfaSGfa140a3d9937?0496¢613
adf8b9b6£fdc083d4act4£1960a9836a84a1583£601b1222a45b%ec718604eb670

t = 0xc68360810a973cb54£73dcdb573505e2f1fe2b80c67633494£d53a£386¢73e42¢5
c4508d75b270dd95d81£££0518e500242925ae1£699£498e827324884£31407b8a3a
26aabee547d4f6b8448b72e9b05£51803bce733c£773bac707£fb6127476pba%14£74a
5ad10ac0a7b87b59p9699a707a326924528af109U386c65388aebe88ebefaBee2alc
9cca32a6d00d9833¢a055£0437ee06379416cc13%9a7£b1200b8d3cadde?

u = 0xc6836e810a973cb54£73dc4b573505e2f1£e2b80c67633494£d53a£386c73e42c5
c4508d75

r = 0x02f40b3321460743cc5722182£8529£93ed53cc58¢c
g (x) = 0x067ba0d66£34b80aded8971ecaccdbae7df42e41864

g™ (y) = 0x051879a0b595dacd15353£307a61£741467£f1be232
h™{x) = 0x031878816c68bl8a57a4528f1ae4247a33a319d41£5
h™(y) = 0x037b354c91ad6607a52£c1222972610dd4d0df1361

EG = 0x04067ba0d66£34b80ade98971eaecabaeTdf42e41864051879a0b595dacd15353
£307a61£741467£1be232

PEH = 0x031878816c68bl8a57a4528flaed247a332319d41£5

SeedMask = Ox4delbl7b54d897920299ffc57d414cc2£533521£737633dcc953cadfd8e
e087722b7daeddf95d940c29d56fa08c6eaddf418786£092c993e5d6a314f
fcbc6994
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MaskedSeed = 0xbc9836£55ba66fdf4Seccd3lcde5bb9ecodf49e5158¢c27d6f4caddffd
102694dfd3c413b039de40a04d24f9aa145805d55404?0f123ebb9306f4
£6579c22dfed

CO0 = 0x04067ba0d66f34b80ade9897leaecd6ae7df412e41864051879a0b595dacd15353
£307a61£741467f1be232bc9836£55bas6fdf45eccd31c4eSh69ec6df49e5158c27d
6f4caddf£f9102694d£d3¢c418b039de40a04d24£92a145805d5540470£123ebba06f
4£6579c22dfed

K = 0xb270dd95d81£££0518e500e42925ae1£699£498e8273e4884£31407b8a3a26aabe
€547d4£6b8448b72e9b05£51803bce733cf773bac707£b6127476ba914£74a5ad1l0a
c0a7b87b59b9699a707a326924528af10211386c65388aebef8BebefaB8ee2alcccal
2a6d00d9833¢ca055f0437ee06379416cc13%a7£fb1900bBd3cadde2

C.3.5 Véc to kidm tra

Kdf=Kdf1l (Hash=Shal ()}

Keylen=128

Seedlen=64

Group = ECGF2-Group:

p.- 0x0800000000000000000000000000000000000000c9

a = 0x01

b = 0x020a601907b8c953cald8lebl10512£78744a3205fd

mu = 0x040000000000000000000292fe77e70c12a4234¢33
nu = 0x01

g(x) = 0x03f0ebal6286a2d57¢a0991168d44994637e8343e36
gly) = 0xdS1fbc6c71a0094fa2cdd545b11c5¢0c797324£1
Khéa céng khai

h(x) = 0x03d401df33470cleb361lledlb9fd4ddl2ffb48cbel
h(y) = 0x057b470£90c82a900cc4daa27567d15b05d8bdbeb0
Khéa riéng

X = 0x028d2d26a73£713d3f9d0d5b8ce30d76£4d151c933

....................................................

....................................................
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Encoding format = compressed_ fmt

seed = 0xf179878e0£7ef84d47753bf4b9%adfa5¢c33eclbfa66£a140a3d998770496¢613
adf8b9b6fdc083d4ac64£1960a9836a84a1583£601b1222a45b%ec718604eb670

t = 0xc6836e810a973cb54£73dcdb573505e2f1fe2b80c67633494£d532£386¢73e42¢5
c4508d75b270dd95d81£f££0518e500e42925ae1£699£498e8273e4884£31407b8a3a
26aa6ee547d4£6b8448b72e9b05£51803bce733¢£773bac707£b6127476badl4£f74a
5ad10ac0a7b87b59b9699a707a326924528a£10911386c65388aebe88ebefaBeezal
c9¢cca32a6d00d9833¢ca055£0437ee06379416cc139a7fb1900b8d3cadde2

u = 0xc6836e810a973cb54£73dcab573505e2f1fe2h80c67633494£d53a£386c73e42c5
c4508d75

r = 0x02f40b3321460743cc5722182£8529£%3ed53cc58c

g (x) = 0x067ba0d66£34b80ade98971leaecdbac7df42e41864
g ly) = 0x051879a0b595dacd15353£307a61£741467f1be232
h™{x) = 0x031878816c68blB8a57a4528f1laed247a33a319d41£5
h™(y) = 0x037b354¢91ad6607a52£c1222972610dd4d0df1361

EG = 0x03067ba0dé6£f34bB0aded8971earncdbaecTdf42e41864
PEH = 0x031878816c68b18a57a4528f1aed4247a33a319d4£5

SeedMask = Oxefce9dd9bB8e3ebdl f563ead211fc08e3a2ldca27dba56ef447¢c201e85£3
£33e144£6281fa60d1£94£8d31ee0bb791b276ede83dcda51d37ee35blbbe
1£349211

MaskedSeed = Oxleb71a57b79d13%ch216d126a858£2bf91£f1d1lddb65£7afe7a5086981
65352db9b7db3707a0522de3e9c078012fa7la3cf86becbeccld3fldabies
dcae7f7a2461

€O = 0x03067ba0d66£34b80ade98971eaecabae?df42e418641eb71a57079d139¢cb216d
126a858£2bf91£1d1ddb65f7afe7a5h8698165352db9b7db370720522de3e9c0780
12fa7la3cf86bcbeccl43fldab8cbdcae7£7a2461

K = 0xb270dd95d81f££0518e500e42925ae1£699£498e8273e4884£31407b8a3a26aabe
e547d4f6b844Bb?2e9b05f51303bce733cf??3bac?07fb612?476ba914f?daSalea
c0a7b87b59b9699a707a326924528af10911386c65383aebe88ebefa8ee2a1c9cc33
2a6d00d9833ca055£0437¢e06379416cc139a7fb1900b8d3cadde?

C.4 Véc to kidm tra cho ACE-KEM
C.4.1 Véc to kidm tra

Kdf=Kdfl (Hash=Shal ()} Hash=Shal()
Keylen=128
CofactorMode=0

Group=Modp-Group:
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p = 0x8alb8dB83ef967f4e8dc0ad23a178b33£31a3aeb743£fb332dc020970b44bad5bd22
38eb60365ee9¢clblbda579d8276553758eB4eb2a8f89c21f8c08ael2f2aact

g = 0x5e769d3a6fcOb82acf30800cBafe®631c2b9albdee398£d0a220704560513898d9
4e40f3f6fc6a773249d63fcT4bbaldceadec203b49£2344a6a2220a8904c60b

0xdf0235fe%94e74d2d70dbbcB88738%e5af%  cSccd?

0x9eB89f7f68e9a2e44b68affab0e53d03763d829685af48fa6405ce08865bebeTee
7221781300459d4£024b33e2

mu

l}

nu

Khoa cbng khai

g’ = 0x32785f2307a7cb33cdf124e4349e8e6037040950e51171a4e3d47e0b7280b4798
ec799752e8761d48de565a13962ad95126322441074a3a7e001dd5Sbee6448e?

¢ = 0x84e3b74b067c33ea7abllacBe61863e704d56c43e%6bldactb2f2a056f4e72a413
889732006allbbd34e487e36084£fab0%c%ec7828308b76412d6a4753e55d31

d = 0x39967584286a71bldc7fa5ad86b26b9cfad2731a5902a8dcc611lab£37eae8dbesc
c8ad0948344e8edbe80£fa607d1c35b2395487ff1aa94b66af969320a28027

h = 0x46d73c£934£674c1c9549cT7h3e9460c826e2a52c31£d4c5d4chb8dadcaddcelnd 93
eec79ca%9d6ec5377c£42d8d2968a28c4b183acc9a3bf0590d5hdl47elcld

Khéa riéng

W = 0x4a401de389f502aa4e1fh066bS40a6784626a349
X = 0x83bd99%b480£6e3abBb9dcdf410470949£9¢c9355a
y = 0xa881357fe37¢l047061a8192e51b5ebef3al34c23
2 = 0xB7b8cdd4253bbabB9%faeTe5¢c67b5daced637£3e7

r = 0x346dbd3e7b9febbbaebdfcb4077b9b0c6351e94e

0x8217046e6e2417994139¢c5b57fb1£8700062fb67d435b5ddfcf4a9d44£6c52fceb
6eb10372486c1¢9d01587ad7764285e6b02cddald5a80933b6f6d2fc356acs

u' = 0x7e150711098af13547d25ab9£85615a892f223842778d8442728dd00cf72687a2
b86af2de61622ebae0823a03656501a01370dalcef809¢c9809¢£2b749¢c0%e0e

h™ = 0x31c724131£8f c689de7a23e513204265321b1£33db2e161b75£35b66263064115
648a39¢c8b28345a3bed290bde2a9d93d6c87ca01£455e1912de76£d5672¢755

EU = 0xBal7046e6e2417994139c5b57fb1£8700062fb67d435b5ddfcfdald44£6cS52fce
b6eb10372486c1c9a01587ad776d28526b02cddald5a80993b6£6d2£fc356ach

=
]

EU/ = 0x7el50711098af13547d25ab9f85615a892faa3842778d8442729dd00cE72687a
2pB6af2de61622ebaec0823a03656501a01370dalcefB09¢c9809e£2b749c09e0e

alpha = 0x7265603£0££f462¢1940a060c68dd864bleb9ce22
r' = 0xc2114e9865736183434568cd3526¢4e00dce2b52
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v = 0x378c692bb3450c9a506348£345019053ef00afd2d436b0e2£435722ecadbf728a3
adda54806d9d759618d5be331907276d87a051c8260e0357¢9a0130a8d43e5

EV = 0x378c692bb3450c2a506348£345019053e£00a£d2d436b0e2£435722ecadbf728a
3adda54806d9d759618d5be331907276d87a051¢8260e0357¢c%a0130a8d43e5

PEH = 0x31c724131£8£c689de7a23e51320d265321b1£33db2e161b75£35b66€6306411
5648a39¢cBb28345a3be4290bde2a2d93d6c87callf455e¢1912de76£d5672c755

C0 = 0x8al7046e6e2417994139¢c5b57£b1£8700062£b67d435b5ddfcf4a9d44f6c52fce
b6ebl0372486c1c2d01587ad776d285e6b02cddald5aB0993b6f6d2fc356ac87eld
0711098a£13547d25ab9£85615a892£2a3842778d8442729dd00cf72687a2b86af2
de61622ebae0823a03656501a01370dalcef809¢9809e£2b749c0%e0e378c692bb3
450c9a506348£345019053ef00afd2d436b0e2£435722ecadbf728a3adda54806d9
d759618d5be331907276d87a051¢c8260e0357¢%2a0130a8d43e5

K = 0x72c0£34359abf9cbeebb3e52cf1273d1406647%a43e£9¢93£9£d6£4080a5£27916
98ab80c57d163192b51dc2e£a27740d7625db%eb5cfeb6af370e85a£5832a035fact
2e2a150ch847338eb173438¢cdf7126162230917e258cc8a5eeebchb006ec5493ce69d
c91fe3aa2c3c5792el19feaTecec3bef3db66cde0bdb36b08507f4e

C.4.2 Véc to kidm tra

Kdf=Kdfl (Hash=Shal{))
Hash=Shal/()
Keylen=128
CofactorMode=0

Group=ECModp-Group:

P = Oxfffffffffffffffffffffffffffffffeffffffffffffffesf
a = OREEFTfEfEffffffrffeffrfffeffffffeffEffffffffffffc
b = 0x64210519e59cB80e70£fa7e9%9ab72243049feb8deeccld6bibl

mu = OXEEfEfffEefffffffffffffff99def836146bcSblb4d22831
nu = 0x01
0x188daB80eb03090£67cbf20eb43a18800£f4f£0afdB2f£f1012
0x07192b95ffcB8da78631011ed6b24cdd573£977al1e794811

o W
X
1 1

Khoa céng khai
g’ {x} = 0x5a9d4£57936977adcade30ca2350d00096bab728d9749%a8
g'{y} = 0xb521a%a56bac905bdf8673a%e83a25ded725b£7a53631b90
c{x) = 0x48ddS5e86acl11435b355f9e42ddf6c4509d4d00ed4dc7eb83
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c(y) = 0xc4f840332c46a887¢c58f7e0731ec0f4bll433ea220ee078E
d(x} = 0x602a3be96761734ec5al1096686ec2d252ce79ebedboddSd
d(y) = 0x72a5ala995563856c3eb8b03e7c40157009£86e03793dd35
h(x) = 0x28437b3ff9b4371d4eeabfical50a5366eb8b950ab779072
h(y) = 0x6569c7ce2e2020768c9ee52e7100e46a06c¢81365821d2b13
Khoda riéng

W = 0xb67048¢c28d2d26a73£713d5ebb394ac32588464e7fe7d3a4
X = 0x083d4ac64f1960a9836a84f91ca2llalB58l4fad3a2c8edd
vy = 0xb%adfa5c33eclbfas6faldebp9514£3e4d2b023das873d4dcbb
z = Oxd8b4laleb3f5f88ce888aed452af12a8096873e563a9203

Encoding format = uncompressed.fmt

r = 0x9658ad41da2d788ddec0%a0265990ccbe903be34126c2629
u(x) = 0xfd5dd4aa®1d2c67b5TbEd32£103e5432605£60903£b02944
u(y) = 0x07eb4a06d8c64b8032a60394736c4d645003bcE412516£dE

u'(x) = 0x83123745fa28135677dad0c250bb4254bd0cbabalc2e2585
u’ (y) = Ox6bdfladedbefa54a%edlaaTcd9831383a8d17ed3498a19dE
h~(x) = 0x456af30elcbacbb6d069244aa8dlf191ff3ebacdcfaib3sb
h~(y) = Ox3c8%a22e32c80la%ec37d%e8d6bBa%0e5a41bal07204ch4£ff

EU = 0x04fd5dd4aa91d2c67b57bEd32£103e5432605f8b903fb0294407eb4a06d8c64h8
032a60394736c4d645003bcf412516£dl

EU/ = 0x0483123745fa28135677dad40c250bb4254bd0cbabalc2e25856bdf0adedbefab
4a9%edlaa7cd9831383a8d17ed3498al9df

alpha = 0xalfdl1f8238f51eal6ad52d55df7dad4772£730e94

r’ = 0x716a5800d4de6612£fcf75653538c5eb5571a83040£2d47a4
v{x} = 0x1544105c84£3765£8£1fd490b271al8bledlcdbebecc5071
v{y) = 0xfd4c386f466f43eaa2%e0434395bb20a218d21715d15316¢c

EV = 0x041544105¢c84£3765£8f1fd430b271al8bledlc4Sebecc5071£44c386f460f43e
2a29%e0434395bb20a218d21715d15316¢C

PEH = 0x456af30elcbacbhb6d069244aaB8d1f191ff3ebacdcfafb39%

CO0 = 0x04fd5dd4aasld2chb57bfd32£103e543260558b203£fb0294407eb4a06d8c64b8
032a60394736cd4d645003bcf412516£df0483123745£a28135677dad0c250bb4254
bdO0cbagalc2e25856bdf0adedbefab4a%edlaa7cd9831383a8d17ed34598a19d£041
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544105¢c84£3765f8£1£d490b271a18bledlcd5ebecc5071£44c386£466£43eaa2%
0434395bb20a218d21715d15316c

K = 0x94a6b23344a026db8e3£2669562ad8£fC06a52%befh032d89a192a460d0340£5a7d
533d79¢ceS5ce59b5¢c778c2874£3330e03e02056b92dbaelad5d9749babell6620b168
d77del56ab53b52b328b0b42¢c12ef7c74887805ece3£fa82c0fbBlebe27ef65e669£a0
43844124c9d5ded23d08766dbfad4686fbb5d17923949096520034

C.4.3 Véc to kidm tra ACE-KEM

Kdf=Kdfl (Hash=Shal ()}
Hash=5hal (}
Keylen=128
CofactorMode=0

Group=ECModp-Group:

P = OREEEEFFfEEEfEfEfffEffeffffEfffffeffefffffffffrffsf
a = OREffEfffEEffffffffffffffffffffffeffffffffffffifffc
b = 0x64210519e59¢c80e70f27e9ab72243049feb8deeccl{btbobl

mu = OXEffffFffffffffffffffffff99def836146bc3blbdd22831
nu = 0x01
0x188daB80eb03090£67cbf20eb43a18800£4££0a£d82ff1012
0x07192b95ffc8da78631011ed6b24cdd573£977a11e794811

a a
—— p—
= &
oo

Khéa céng khai

g'{x) = 0x5a9d4£57936977adcade30ca2350400096bab728d9749%a8
g’ (v} = 0xb521a%a56bac905bdf8673a9e83a25ded725b£7a53631b%0
c(x) = 0x48dd5e86acl1435b355£9¢42ddf6c4509d4d00edddc7eb83

c{y) = 0xcd4f840332c46a887c58£7e0731ec0f4bl1433ea220ee078£
d(x) = 0x603a3be96761734ec5a11096686ec2d252ce79ebcdb9ddsd
d(y) = 0x7aa5ala995563856c3eb8b03e7c40157003£86e03793dd35
h(x) = 0x28437b3ff9b4371d4eecabf4cal’0a5366eb8b950ab779072
h{y) = 0x6569c7ce2e2020768¢9¢e52e7100e46a06¢81365821d2b13
Khéa riéng

w = 0xb67048¢c28d2d26a73f713d5ebb994ac92588464e7fe7d3ad
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x = 0x083d4ac64£1960a9836a84£91ca211al85814fad3a2c8e44
y = 0xb9ad4fa5c33eclbfa66faldéb9514£3e4d2b023da873d4chbb
z = 0xd8b4laleb3f5£f88ceB888aedd52af12a8e096873e56329203

Encoding format = compressed fmt

r = 0x9658ad41da2d788ddec09a0265990cche903be34126c26a9

1

u(x) = 0xfd5dd4aa91d2c67b57bfd32£103e5432605£8b9031fb02944

uly) = 0x07ebd4a06d8c64b8032a60394736c4d645003bcf412516£dE
u {x) = 0x83123745fa28135677dad40c250bb4254bd0chatalc2e2585
u’ (y) = Oxé6hdfladedbefaS4a9edlaa7cd9831383a8d17ed3498a19df

h™{x) = Ox456af30elcbacbb6d069244aa8d1f19Iff3ebacdcfaf53ob
h™(y) = 0x3c%a22e32c80l1a%ec37d9%e8d6bBal0e5a41ba007204cb4fE
EU = 0x03fd5dd4aa91d2c67b57bfd32£103e5432605£8b303£b02944
EU' = 0x0383123745f228135677da40c250bb4254bd0cba6alc2e2585
alpha = 0xf3af4f830£f0cdb0£f2c3dd05a2ceca58edb37c97E

r'= 0x8088d4e192dc432148£02aa124d31£0d0ea82clab3fb%6ea
0x7£0963883bed2203445a315a3d5calbb68d3ecT4edel3f4E
0x37245b48bdel0a956a0£19fbdf902796d33c2be5330b7cE9

v(x)

viy)
EV = 0x03?f0963883bed2203445a315a3d5calbb68d3ec74ede13f4f
PEH = 0x456af30elcbacbb6d069244aa8d1£191ff3ebacdcfaf53%

CO0 = 0x03fd5dd4aad91d2c67b57bfd32£103e5432605f8b903£b022440383123745£a281
35677da40c250bb4254bd0cbabalc2e2585037£0963883bed2203445a315a3d5¢cal

bb68d3ec74edel3f4f

K = 0xd2%e265d98f2b3051£f2£516ac3cbb96852bec0518becB82bag8660bec5d406adc82fcd
dc311d935f847963f7aBeaBc0e661109d4bb18306d868aa2a70fcade78d51b0ad%468
b309a59caBd33774cafd966adcl56a27243d2added6eed7551eb26£0b9c68c0715e5

d8751badec02e95%bbb8b3278468228d2695156ae59f01ecaBbhb58

C.4.4 Vée to kiém tra

Kdf=Kdfl (Hash=Shal ())
Hash=8hal ()
Keylen=128

CofactorMode=0
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Group=ECGF2-Group:

p = 0x0800000000000000000000000000000000000000c9

a = 0x01

b = 0x020a601907b8c953cal481ebl10512£78744a32051fd
mu = 0x040000000000000000000292fe77e70c1l2a4234c33
nu = 0x01

g(x) = 0x03f0ebal6286a2d57¢a0991168d4994637e8343e36
gl(y) = 0xdS1lfbc6c71a0094fa2cdd545b11c5c0c797324£1
Khéa cdng khai

g’ (x) = 0x052248912facadbe4995dcl7el5c2760dcal33betlc
g'(y) = 0x0132e6b3cdfba6fc94afdbcff2320cIe673e2897dE
c(x) = 0x0537639a8b5c088e3c4960986961£fc0e7c531df742
cly) = 0x0733205990c58c743£14aed5550fa5£%a44af020e7
d(x) = 0x013344cd624aBd3af7b38£c6103d795792d4951d2a6
d{y) = 0xb47079579331c06ael5065d4cf0b436a20cT7fbe
h{x) = 0x059adc€998e2b481aa7d6573%ae772187£cc94a933
h(y) = 0x03294¢c9d5168206£47£e504d5121542a8962£a9%43b
Khéa riéng

w = 0x028d2d26a73£713d3£9d0d5b8ce30d76£4d151c902

X = 0xa9836a8421583£601a2f9b2b2432a0affd42cB4e8

y = 0x02140a3d998770496c5cbec836b6e8d38ed7cc0575

z = 0x02£179878e0£7e£84d45966£119bc634d0f246beec

Encoding format = uncompressed_fmt

r = 0x015897ecb2¢932falbb876e25442682b342fab39%1c
u({x) = 0x05cf2elde9dcf32160bef47df954851b52a226£463
uly) = 0x06c658?Bcff713a57f353bbfc8?49?ac7306?ed3aa
0x04783£61a7493d83d76b8178c0935a1830b8708ea8
0x02aa698207027836dd76820708%af0eelb556aa9d3

u’ (x)

u’ (y)
h™(x) = 0x0b420ea755ce20f5fa8a1015d0d2cb£5860767E
h™(y) = 0x055fe3d3d923afdh92c3eddalef9ae34c249b7£3ebl
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EU = 0x0405cf2elde9dcf32160befa7d£954851b52a226£46306c65878c££713a57£a53
bbfc87497ac73067ed3aa

EU’ = 0x0404783£61a7493d83d76b8178c0935a1830b8708ea802a2a698207027836dd76
8207089%af0eelb556aa9d3

alpha = 0x4al159752a3b5fad5725dcedb7a626e93021de7d5
r’ = OxB8aeed29f26765252b%6fa8e7419c3db8b2766aa
v(x) = 0x01452f7abbd59%9e15¢528aa67738c03829%a4fach9d3
v(y) = 0x0374bb51467dcl26d5a£50e6360£29b8a1427d01c?

EV = 0x0401452f7abbd59e15c528aa67738c03829a4facb9d30374bb51467dc126d5af5
0e6360£29b8al427d01cY

PEH = 0x000b420ea755ce20£5fa8eal015d0d2cbf5860767%

CO0 = 0x0405cf2elde9dcf32160bef47df954851b52a226£46306c65878¢cf£713a57£a33
bbfc87497ac73067ed3aa0404783f61a7493d83d76b8178¢c0935a1830b8708ea802
2a698207027836dd76820708%af0eelb5562a9d30401452£7abbd59%e15c528aa677
38c¢03829a4facb9d30374bb51467dc126d5af50e6360£29b8a1427d01cd

K = 0x472984597505¢cflaec33eeb747707546ab14490e65106fce3842a55adbcéaad828
e0be5b74785fdf3583023352961ae5d49827a61898e458e4b5b4571472ec6£a05558
fe870d2954814d49b8560£0d02b039398a5bbd8742d37a463a4056488dblbae29b89
c5a532el6adca8dcd3ablfaddlfddalcd2ab27c031a81decle53boba

C.4.5 Véc to kidm tra

Kdf =Kdfl (Hash=Shal())
Hash=5ha ()

Keylen=128
CofactorMode=0

Group=ECGF2-Group:

p = 0x0800000000000000000000000000000000000000c9
a = 0x01
b = 0x020a601907b8¢c953cald8lebl0512f78744a3205£d

mu = 0x040000000000000000000292£e77e70c12a4234c33
nu = 0x01

g(x) = 0x03f0ebal6286a2d57ea0991168d4994637e8343e36
g(y) = 0xd51fbc6c71a0094fa2cdd545b11c5c0c797324£1
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Khéa cdng khai

g'(x) = 0x052248912facadbed995dcl7el5c2760dca33bef9c
g'(y) = 0x0132e6b3cdf5a6fc94afdbcff2320cle673e2897dE
c(x) = 0x0537639a8b5c088e9c4960986961fc0e7c531df742

c(y) = 0x0733205990c58¢743f14aed5550£a5£9a44a£020e?
d(x) = 0x013344cd624a8d3af7b38£c6103d795792d951d2a6
diy) = 0xb47079579331c06ael5065d4cf0b436a20c77L6e
h{x) = 0x059adc6998e2b4812aa7d6573%ae772187fcc94a933
h(y) = 0x03294c9d5168906£47fe504d5121542a8962£a945b
Khéa riéng

w = 0x028d2d26a73£713d3£9d0d5b8ce30476£4d151c902
0xa9836a84a1583£601a2£9b2b2432a0aff42c84e8

y = 0x02140a3d998770496c5¢cbec836b6e8d38e47¢cc0575
z = 0x02£179878e0f7e£f84d45966£119bc634d0f246beec

X

----------------------------------------------------

Encoding format = compressed_fmt

r = 0x015897ecb2c932£albbB76e25442682b342fab3%1c
u(x) = 0x05cf2elde9dcf32160bef47d£354851b52a226£463
uly) = 0x06c65878cf£713a57fa53bbfc87497ac73067ed3aa
u' (x) = 0x04783£6127493383d76b8178c0935a1830b8708ea8
u’ (y) = 0x02aa698207027836dd76820708%af0eelb556aa9d3
h™(x) = 0x0b420ea755ce20£f5fa8eal015d0d2chbf5860767f
h™(y) = 0x055fe3d3d923afdb92c3eddalelae34c249b7£3ebl
EU = 0x0305cf2elde9dcf32160befd7df95485Ip52a226£463
EU/ = 0x0204783£61a7493d83d76b8178c0935a1830b8708ea8
alpha = 0xd8e475b97184ee436903685198f494fbaad79816
r' = 0x0267bf£fb82048609976b545bc4311c57e0869cf07¢
v(x) = 0x06904e3cfblb97cda28216f7caecad3fb005122¢d3
v(y) = 0x05d0ae5a5d32e563575bfed£59a2e5a18151163070
EV = 0x0306904e3cfblb97cda28216f7caecad3fb005122cd3
PEH = 0x000b420ea755ce20f5faB8eal015d0d2cbf5860767£
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C0 = 0x0305cf2eldeddcf32160befd7df954851b52a226£4630204783£61a7493d83d76
b8178¢0935a1830b87082a80306904e3cfblb97cda28216f7caecad3fb005122¢cd3

K = 0xa0e34391d4fd70e6e780d7edbl12ab475d88d3cd9782fd6365acadebb7cifeced6d
1bf7eel8l76ecl6db20623729a5001ec8e69779%cb3d25e9d128fe22aa4£c3056a032
969279bb2eecaazaf3e%e5708e8b2b92d2d3£8932adeac7181cTae03b663883facd6?
e54579cc7531dd3226£d%4504c8aBbbe0c2adBedb2acadefdt64c9

C.5 Véc tor kiém tra cho RSAES
C.5.1 Véc to kidm tra

Khéa cédng khai

n = 10967693177675339414139456451472073423679658402284282050761394597830
40989205294124156197088513144236714832255003171958334357891744914178
71864260375066278885574232653256425434296113773973874542733322600365
15623396523529228114693865230337475152542610273253071143047346690365
64288461843872825289500959675676885381

e = 65537
Ehda riéng

n = 10967693177675339414139456451472073423679658402284282050761394597830
40989205294124156197088513144236714832255003171958334357851744914178
71864260375066278885574232653256425434296113773973874542733322600365
15623306523529228114693865230337475152542610273253071143047346690365
6428846184387282528950095967567885381

d = 36604719910171765415791435519332386590192588649642812654882582974250
35561116224175300745978157072171393796773377539442551140602428629298
12363545353590295192906382395640986479188880136284619444866954451931
90809948446596269042966714133764211707743041789247544284660831177834
928904892102326793526435136473548141

théng bio trong ASCII = “This is a test message !'!!”

Théng bio trong x8u octet = 0x205468697320697320612074657374206d6573736167
6520212121

Nhdn trong ASCII = "label"

Nhin trong x&u octet = 0x4¢c6162656¢
104



TCVN 11367-2:2016

seed = 0xd6el68c5f256a2dcff7ef12facd3o0f393c7a88d

DataBlock = 0x74341e3c271df3c784e595b804b1£90be0£80429000000000000000000
000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000001205468697320697320
612074657374206d65737361676520212121

DataBlockMask = 0xc325ebbb41a82551d5d0ad4834870a05e£3918c8caae38873£07de
a43127a4deel6a6ca5970£6c06926037de7df79c4915d83££705821d
2c46alfa7bb81b73e27176feb7fd3a45e40b843flaaebccblefdfae
e3bSb491a342f43eaaad3Sefded4lefalabec2ef£f1£2ed95

MaskedDataBlock = 0xb711£58766b5d696513538£03036£30e0fcllcelcaae3n873£07
dca43127a4dee36a6ca5970£6c06926037de7df79¢c4915d83££705
821d2c46alfa7bb81b73e27176feb7£fd3a45e40b843f1aaebccblf
d4ael68aca94f8d062951ledecl469bfeb97b79490£fa58adld3cchb4d

SeedMask = 0x281d7cb2d7d5531ed1£9382152d9be%a89aldf09
MaskedSeed = Oxfefcl4772583fIc22e87c90efela2e691a667784

E = 0x00fefcl4772583£fIc22e87c90efe0a2e691a667784b711£58766b5d696513538£0
3036f3Ce0fcllicelcaae38873£07dcad3127ad4deel6a6cab970£6c06926037de7dE7
9c4915d83£f£705821d2¢46a1fa7bb81lb73e27176feb7£d3a45e40b843flaaebecblf
d4ael68aca94£8d062951edecl469bfeb97b79490fa58adld3cchd

C = 0x4712734b1d3c9%43bc8ca30f4d93¢c88b6273075¢chb59a63ed2de383cfla719%afcd2
99919813£3b775153e£66121fcaB9821e6ef57427cbb03628884db2aed8e980bced3
1205efdd3deee2e2ffc32a8266176cece26ddaTeldedbb4cT0c97c21187e97elecafa
0clb2e504552£f81d2aa683d85c77b37e9£f7818aaf0%b7£fb585daf

C.5.2 Véc to kidm tra

Rem=Reml (Hash=Shal{), Kdf=Kdf2{Hash=Shal()))
Khéa céng khai

n = 10967693177675339414139456451472073423679658402284282050761394597830
40989205294124156197088513144236714832255003171958334357891744914178
71864260375066278885574232653256425434296113773973874542733322600365
15623396523529228114693865230337475152542610273253071143047346690365
6428846184387282528950095967567885381

e = 65537
Khéa riéng

n = 10967693177675339414139456451472073423679658402284282050761394557830
40989205294124156197088513144236714832255003171958334357891744914178
71864260375066278885574232653256425434296113773973874542733322600365
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15623396523529228114693865230337475152542610273253071143047346690365
6428846184387282528950095967567885381

d = 36604719910171765415791435519332386590192588649642812654882582974250
35561116224175300745978157072171393796773377539442551140602428629298
12363545353590295192906382395640986479188889136284619444866954451931
90809948446596269042966714133764211707743041789247544284660831177634
928904892102326793526435136473548141

....................................................

....................................................

théng bao trong ASCII = " This is a test message !!!"

Théng b&o trong x&u octet = 0x205468697320697320612074657374206d6573736167
6520212121

Nhdn trong ASCII = "label”
Théng bdo trong xédu octet = 0x4c6162656c
seed = Oxd6el68c5f256a2dcffiefl2facd390£393¢c7a88d

DataBlock = 0x74341e3c271df3c784e595b804b1£90be0£80423000000000000000000
000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000001205468697320697320
612074657374206d65737361676520212121

DataBlockMask = Oxcaae38873f07dcad3127a4dee36abca5970£6¢c06926037de7dE72¢c
4915d83££705821d2c46alfa7bb81b73e27176feb7fd3a45e40b843f
laaebccblefdfa7ee3b9b491a342f43eaaad35efdeddlela3abec2ef
fI£f2ed951285¢5776e259a31024b20beab5c£a02db497746

MaskedDataBlock = Oxbe9a26bbl81a2£63b5c¢23166e7db95ae77£7682£926037deTdf7
9c4915d83££705821d2c46alfa7bb8lb73e27176feb7fd3a45e40b
843flaaebccblefdfa7ee3bob491a342f43eaaad35efded4lelal3b
4e96879881cdfc61a524571a40e945222645cdd83d9d67£b685667

SeedMask = 0xObfaec4d57584¢c957e242aa0e£72860£32109d42
MaskedSeed = Oxdd1b8488a50eced9815adb8f43allefcadd7?35¢cE

E = 0x00dd1b8488a50eeed9815adb8fd3alléfcadd735¢cfbe9a26bbl81a2f63b5¢c23166
e7db95ae77£7682£926037de7df79¢4915d483££705821d2¢c46alfa7bb81b73e27176
feb7fd3ad5e40bB843flaaebccblefdfalee3bob491a342f43eaaad35efded41elalb
4e96879881cdfc6la5a4571a40e945222645cdd83d9d67fb685667

C = 0x7e72db6£8d55e%ef81e7486a891dd6£3399¢cd6275f817c£2978a64577£c276e8a8
b0108d42d671867e22fd76ee2b5%cca834a548aeb7b8£f1e635ad719a9530b435d2be
8d2bl5eeb2e162e9573d9765bccled fhededdféflef277aed2449214££ch998734el
dlba948e84e79f67d2c2a441509899222de4131819718bde30cd71

C.5.3 Véc to kidm tra
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Khéa cdng khai

n = 109676931776753394141394564514720734236796584022B4282050761394587830
40989205294124156197088513144236714832255003171958334357891744914178
71864260375066278885574232653256425434296113773973874542733322600365
15623396523529228114693865230337475152542610273253071143047346690365
6428846184387282528950095967567885381

e = 65537

Khéa riéng

n-= 10967693177675339414139456451472073423679658402284282050761394597830
40989205294124156197088513144236714832255003171958334357891744914178
71864260375066278885574232653256425434296113773973874542733322600365
15623396523529228114693865230337475152542610273253071143047346690365

;§428846184387232528950095967567835381

d ='36604719910171765415791435519332386590192588649642812654882582974250
35561116224175300745978157072171353796773377539442551140602428629298
12363545353590295192906382395640986479188889136284619444866954451931
90B09948446596269042966714133764211707743041789247544284660831177834
928904892102326793526435136473548141

théng bdo trong ASCII = " This is a test message !!!I"

Théng b&o trong x&u octet = 0x20546869732069732061207465737420646573736167
6520212121

¥Nhan trong ASCII = "label”

Nhén trong xdu octet = Ox4c6162656c

seed = 0Oxd6el68c5f256a2dcffiefl2facd390£393¢c7a88d

DataBlock = 0x0e66373£45dcf3dd656151e519£7ee5e3d558d9c000000000000000000
000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000001205468697320697320
612074657374206d65737361676520212121

DataBlockMask = 0x0742ba966813af75536bb6149cc44£fc256£d6406df79665bec31dch
a62f70535e52¢53015b9d37d412££3¢c1193439599e1b628774c50d9¢
Cb78d82c425e4521eecd47b8c36adbeffe8b8112a89312£¢c04420a3%de
99223890e74cel0378bch15a212b97b82a64470a6a8870278
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MaskedDataBlock = 0x09248da%2dcf5caB8360ae7£18533al9c6baBe99adf79665be31d
c5a62£f70535e52c53015b9d37d412££3¢1193439599e1b628774¢c5
0d9cchb78d82¢c425e4521eed7h8c36adbeffe8b8112a89312£fc0443
2a6db6£05118£9946c80230cd9222e0146£2¢cbd5251cc388a62359

SeedMask = 0x6f0195f38eed2417aa6eb7a365245073e58711db
MaskedSeed = 0xb9e0fd367cbb86cb5510468ccBE7c0807640b856

E = 0x00b%e0£fd367cbb86cb5510468cc9£7c0807640b95609248da92dcf5ca8360ae7£l
8533a19c6ba8e9%adf79665bc31dc5a62£70535e52¢53015b9d37d412££3¢1193439
599e1b628774¢c50d9¢ccb78d82¢c425e4521eed7bB8c36adbeffe8b81122893121c0443
2a6db6f05118£9946c80230cd9222e0146£2cbd5251¢cc388a62359

C = 0x04652a%46c1b2a9%cade87c46£1995£1a531008¢cd04bc10d46c850094234c856dd8
57140a46£9d4d059b5e184dc5£57Tbaac374655911eba712d0b2cd4ad2af5ebecfdSef
cdc484b8236e85f237c2eecl63feB836ad4c002d6604£fe0021£403835028¢c98a£97e3
€37c646227e1c488bff9bfdddc430ac04bdaadc7ad¢cf6d335e4913

C.5.4 Véc to kiém tra

'Khéa céng khai

n = 10967693177675339414139456451472073423679658402284282050761394527830
40989205294124156197088513144236714832255003171958334357891744914178
71864260375066278885574232653256425434296113773973874542733322600365
15623396523529228114693865230337475152542610273253071143047346690365
6428846184387282528950095967567885381

e = 65537

Khéa riéng

n = 10967693177675339414139456451472073423679658402284282050761394597830
40989205294124156197088513144236714832255003171958334357891744914178
71864260375066278885574232653256425434296113773973874542733322600365
15623396523529228114693865230337475152542610273253071143047346690365
6428846184387282528950095967567885381

d = 36604719910171765415791435519332386590192588649642812654882582974250
35561116224175300745978157072171393796773377539442551140602428629298
12363545353590295192906382395640986479188889136284619444866954451931
90809948446596269042966714133764211707743041789247544284660831177834
928904892102326793526435136473548141

....................................................
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théng bdo trong ASCII = " This is a test message !!!"

Théng bdo trong x&u octet = 0x205468697320697320612074657374206d6573736167
6520212121

Nhdn trong ASCII = "label"

Nhan trong xdu octet = 0x4c6162656¢

seed = Oxd6el68c5f256a2dcff7efl12facd390£393cT7al8d

DataBlock = 0x0e66373£45dcf3dd656151e519f7ee5e3d558d9c000000000000000000
000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000001205468697320697320
612074657374206d65737361676520212121

DataBlockMask = 0xdf79665bc31dc5a62f70535e52¢53015b9d37d412££3¢119343959
9e1b628774c50d9cch78dB82¢c425e4521ee47bBc36adbcffe8b8112a8
9312£fc04420a39de99223890e74cel0378bc515a212b97b8a6447bab
a8870278£0262727ca041falaa9f7b5d1cE7£308232fe861

MaskedDataBlock =.0xd11£516486c1367b4al1102bb4b32de4b8486£0dd2££3c1193439
599e1b628774c50d9ccb78d82c425e4521eed 7b8c36adbcffedbsl
12a89312fc04420a39de99223890e74cel0378bc515a212b97b8a?
642fceclfd4221183064607be6lbcd58af21e2e6£96946d030ec940

SeedMask = 0xaed67204e89d4e7£fc20317fe06684bc7942ad260
MaskedSeed = 0x?83?1ac11acbeéaS3d7de6d01&abbdb34076d7aed

E = 0x0078371lacllacbeca33d7deédlaabbdb34076d7aedd11£516486c1367b4all02bb
4h32dedb8486£0dd2FF2c119343959%9e1b628774c50d9¢cchb78d82¢c425e4521eed 7h8
c36adbcffeB8b8112a89312fc04420a39de99223890e74cel0378bec515a212b%7b8a7
642fcecl1£4221183064607be6l6cd58af2Ie2e6£96946d030ec940

C = 0x4565d8b8edd717044fbee766d4e7b20e17ac060dbla3cc7087cfddeeladct8eebl
b91958c83187419730595237a31ddb24277754705db809da5bdb3c2a%a0e711aad62
2fcle334785d2eb2ea673£883d2036247ac3caac578eb14915126000¢cbb06a8ad716
a4b39a80c184387e3b170193d2df02864672f5abca52ac0a638419

C.6 Véc to kidm tra cho RSA-KEM
C.6.1 Véc to kidm tra

Kdf=Kdfl (Hash=Shal())
keylen=128
Khéa cdng khai

n = 588811333250269125176193643100928488496664075717980233749P5464783262
38537107326596800820237597139824869184990638749556269785797065508097
452399642780486933
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Khéa riéng

n = 58881133325026912517619364310092848849666407571798023374905464783262
38537107326596800820237597139824869184990638749556269785797065508097
452399642780486933

d = 32023135558599481863153745244741739956797835803921402370443497280464
79396037520308981353808895461806395564474639124525446044708705259675
840210989546479265

r = 0x032e45326faB59a72ec235acf£929b15d1372e30b207255£0611b8£785d7643741
52e0ac009e50%e7ba30cd2f1778e113b64el35cf4e2292c75efe5288edfdad

0x032e45326fa859%a72ec235acf£929b15d1372e30b207255£0611b8£785d7643741
52e0ac009e509e7ha30cd2f1778e113b64el35¢cf4e2292¢c75efe5288edfdad

w
]

CO = 0x4603e5324cab9cef8365¢817052d954d44447b166709%edc69942d32¢cd594ed 1
cf268ae3836e2¢c35744aaa53ae201fe499806b67dedaa26bf72echdl17a6£cO

K = 0x5f8del05b5e96b2e490ddecbdl47ddldef7e3b8ele6a26eb7b956cchb8b3bdclcad
75bc57¢3989e8 fbad31a224655d800c46954840££32052cdf0d640562bdfadfa263c
feef3c52b29f2af4a1869959hc77£854cf15bd7a25192985a842dbff8el3efeeSb7e
7e55bbedd389647c686a9a%9ab3fb889b2d7767d3837ecadela2£04

C.6.2 Véc to kidm tra

Kdf=Kdf2 (Hash=Shal()})
keylen=128
Khéa cdng khai

n = 58881133325026912517619364310092848849666407571798023374905464783262
38537107326596800820237597139824869184990638749556269785797065508097

452399642780486933
e = 65537
Khéa riéng

n = 58881133325026912517619364310092848849666407571798023374905464783262
38537107326596800820237597139824865184990638749556269785797065508097
452399642780486933
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d = 32023135558599481863153745244741739956797835803921402370443497280464
79396037520308981353808895461806395564474639124525446044708705259675
840210989546479265

----------------------------------------------------

0x032e45326fa859%9a72ec235acff929b15d1372e30b207255£061Ih8£785d7643741
52e0ac009e509e7ba30cd2£1778e113b64e135¢cf4e2292c75efe5288edfdad

0x032e45326fa85%9a72ec235acf£929b15d1372e30b207255£0611b8£785d7643741
52e0ac009e509e7ba30cd2£1778e113b64el135cf4e2292c75efe5288edfdad

r

o
)

C0 = 0x4603e5324cab9cef8365c817052d954d44447b166709%edc63942d32cd594e4£f
cf268ae3836e2c35744aaab3ae201fe499806b67dedaa26bf72ecbdll7a6fcO

K = 0x0e6a26eb7b956ccb8b3bdclcad75bc57¢c3989e8fbad31a224655d800c46954840fF
£32052cdf0d640562bdfadfa263cfeccf3c52b29£2a£4a1869959bc77£854cf15bd7a
25192985a842dbffBellefee5h7e7e55bbed4d389647c686a%a%ab3£fb889b2d7767d3
837eeade0a2f04b53ca8f50£fh31225¢cIbe2d0126c8c7a4753b0807

C.6.3 Véc to kidm tra

Kdf=Kdfl (Hash=Sha256( outlen=20))
keylen=128
Khéa céng khai

n = 58881133325026912517619364310092848849666407571798023374905464783262
38537107326596800820237597139824869184990638749556269785797065508097

452399642780486933
e = 65537
Khéa riéng

n = 58881133325026912517619364310092848849666407571798023374905464783262
38537107326596800820237597139824869184990638749556269785797065508097
452399642780486933

d = 32023135558599481863153745244741739956797835803921402370443497280464
79396037520308981353808895461806395564474639124525446044708705259675
840210989546479265

r = 0x032e45326fa859a72ec235acf£929b15d1372e30b207255£0611b8£785d7643741
52e0ac009e509e7ba30cd2£f1778e113b64el35cfde2292c75efe5288edfdad
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R = 0x032e45326fa859a72ec235acf£929b15d1372e300207255£0611b8£785d7643741
52e0ac009e509e7ba30cd2£1778el13b6del35cf4e2292c75efe5288edfdas

CO0 = 0x4603e5324cab9cef8365¢c817052d954d44447b166709%edc69942d32cd594edff
cf268ae3836e2¢35744aaa53ae201£fe439806b67dedaa26bf72ecbdl1l7a6£cl

K = 0x09e2decf2a6el666c2£6071££4298305e2643£d510a2403db42a8743cb989deB6e
668d168cbe604611ac179£819a3d18412e9eb45668£2923¢c087¢cl2feelc5a0d2abaa
70185401 £bbd9937%ec76c663e875a60bdaacb1319fallc3365a8b7%a44669L261fb5
55c80391847b05ecalcb5cf8c2d531448d33thacal9f6410eelfch

C.6.4 Véc tor kidm tra

Kdf=Kdf2 (Hash=Sha256 (outlen=20))
keylen=128

Ehéa céng khai

n = 58881133325026912517619364310092848849666407571798023374905464783262
38537107326596800820237597139824869184990638749556269785737065508097
452399642780486933

e = §5537

Khéa riéng

n = 58881133325026912517619364310092848849666407571798023374505464783262
38537107326596800820237597139824869184990638749556269785797065508097
452399642780486933

d = 32023135558599481863153745244741739956797835803921402370443497280464
79396037520308981353808895461806395564474639124525446044708705259675
840210989546479265

r = 0x032e45326fa85%a72ec235acf£929b15d1372e30b207255£0611b8£785d7643741
52e0ac009e50%e7ba30cd2f1778e113b64el35cf4e2292¢c75efe5280edfdad

R = 0x032e45326fa85%a72ec235acff929p15d1372e30b207255£0611b8E785d7643741
52e0ac009e509e7ba30cd2f1778el13b64el35¢cf4e2292¢75efe5288edfdad

CO0 = 0x4603e5324cab9cef8365c817052d954d44447b1667099%9edc69942d32cd594e4fE
cf268ae3836e2¢c35744aaa53ae201£e493806b67dedaa26bf72ecbdll7a6fcO

K = 0x10a2403db42a8743¢ch989de86e668d168che604611ac179£819a3d18412e%eb456
68£2923c087¢c12fee0c5a0d2a8aa70185401£fbbd9937%ec76c663e875a60bdaacbl3
19fa11c3365a8b79a44669f26fh555c80391847b05ecalcbhb5cf8c2d531448d33fbac
al9f6410eelfcb260892670e0814c348664f6a7248aaf998a3accé
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C.7 Véc to kidm tra cho HC

TCVN 11367-2:2016

K&t hop mBi KEM véi DEM 14 khé don gidn, nhung liét ké tt ca cac két hop khac nhau ¢b thé khé va

mét nhidu thoi gian. Ching t6i cung cAp & ddy chi |a mét vector thir nghiém nhu [2 mét minh hoa.

C.7.1 Véctokidm tra

SC=SC1 (BC=AES (keylen=32))
MAC=HMAC (Hash=Shal (), keylen=20, outlen=20)

Kdf=Kdfl (Hash=Shal())
Hash=Shal ()

Keylen=52
COfactorMode=0

Group=ECModp~Group:

p= OXEFEfFffffeffefffeffffffffffffffefffffffffefrffes
a = OXfEFEfffffefefeeefffffffffffffifefffffffffffffffc
b = 0x64210519e59c80e70fa7e9ab72243049feb8deeccl46bobl

mu = OXFEFFFFffffffffEfefffffff99def836146bcoblb4d22831
nu = 0x01

g(x) = 0x188da80eb03090f67cbf20eb43a18800£4££0afdB82££1012
gly) = 0x07192b95ffc8da78631011edéb24cdd573£977a11e794811

Khéa céng khai

g’ {x) = 0x5a9d4£57936977adcade30ca2350d00096bab728d37499a8
g’ ly) = 0xb521a9a56bac905bdf8673a9e83a25ded7250£7a53631b90
c(x) = 0x48dd5eB86ac11435b355f9e42ddf6c4509d4d00edddcTebs3
cly) = 0xcdf840332c46a887c58£7e0731ec0£4bll433ea220ee078f
d(x) = 0x603a3be96761734ec5a11096686ec2d252¢ce79ebedbdddSd
d(y) = 0x7aa5ala995563856c3eb8b03e7c40157009£86e03793dd35

113



TCVN 11367-2:2016

hix) = 0x28437b3ff9b4371d4eeabfdcal50a5366eb8b950ab779072
hi{y) = 0x6569cTce2e2020768c%ee52e7100e46a06¢81365821d2b13

Khbéa riéng

w = 0xb6704Bc28d2d26a73£713d5ebb994ac92588464e7feTd3ad
X = 0x083d4ac64£1960a9836a84£f91ca21l1als5814fa43a2c8edd
y = Oxb9adfa5c33eclbfaé6fald6b9514£3e4d2b023das73d4cbb

0xd8b41aleb3f5f88ce888aed452af12a8e096873e563a9203

z

D4u hiéu m3 hda HC

s mamEssEEssssssssssssESEERAEEm—————EAmEEEE

Encoding format = uncompressed_fmt

r = 0x9658ad41da2d788ddec09a0265990ccbe903be34126¢c26a9
u(x) = 0xfd5dd4aa91d2c67b57bfd32£103e5432605£8b903£b02944
u{y) = 0x07eb4a06d8c64b8032a60394736c4d645003bcf4125161dE
u'{x) = 0x83123745fa2B1356?7da40c250bb4254bd00ba5a1c2e2585
u’ (y) = Oxébdfl0adedbefa54a9edlaa7cd9831383a8d17ed3498a19df
h™{x) = 0x456af30elchacbb6d069244aa8d1f191ff3ebacdcfaf53%b
h™(y) = 0x3c9a22e32c801a%ec37d%e8dbb8a0e5a41ba007204cb4ff

EU = 0x04fd5dd4aa%91d2c67b57bfd32£103e5432605£8b903£b0294407ebda06d8c64bs
032a60394736c4d645003bcf412516£df

EU' = 0x0483123745fa28135677da40c250bb4254bd0cbabalc2e25856bdf0adesbefas
4a9%edlaa7cd9831383aBdl7ed3498a18df

alpha = 0xalfdlf8238f5leal6ad52455df7dad772£730e94

'’ = 0x716a5800d4de6612fcf?5653538c5éb5571383040f2d47a4
v{x) = 0x1544105c84f3765£8fI1£fd490b271al8b0edlcd5ebecc5071
viy) = 0xf44c386f466£43eaa29e0434395bb20a218d21715d15316¢

EV = 0x041544105c84f3765f8fI£d490b271al8b0edlc45ebecc5071£44c386£466£43e
aa29%e0434395bb20a218d21715d15316c

PEH = 0x456af30elchacbb6d069244aa8dl1f191ff3ebacdcfaf’39b

CO0 = 0x04fd5dd42a91d2c67b5Tbfd32£103e5432605£80803fb0294407eb42a06d8c64h8
032260394736c4d645003bcf422516Fd£0483123745£228135677da40c250bb4254
bdOcbabalc2e25856bdf0adedbefa54a%edlaa7cd9831383a8d17ed3498a19df041
$44105¢c84F3765Ff8FfIfd490b271a18b0edlcd5e6ecc507I1£44c386f466f43eaa2%
0434395bb20a218d21715d15316¢c
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K = 0x94a6b233442026db8e3£f2669562ad8fc06a52%befb032d8%a192a460d0340£5a7d
533d79ce5ce59b5c778¢c2874£3330e03e02056

..................................................

...................................................

Thdéng b&c trong ASCII = "the rain in Spain falls mainly on the plain"

Théng bdo trong x8u octet

Nh3&n trong ASCII = "test"

Nhdn trong x&u octet = 0x74657374
k = 0x94a6b23344a026dbB8e3£2669562ad8fC06a529befb032d8%2192a460d0340£5a

k' = 0x7d533d79ce5¢ce59b5¢778c2874£3330e03e02056

C

bfebf63d92496654e5fe271784a310

H
]

MAC = 0xd4ad06ce2ed8b63c3d054b91c354b4eebdals9dl

Cl = Ox4ella54dd£582716b4d46b75adcd446a173ca235b70a944901d2e6£8a583a0199
3bfebf63d92496654e5fe271784a310d4ad06ce2e48b63c3d054b91c354bdeebdal

6941

C.8 Véc to kiém tra cho HIME(R)
C.8.1 Véc to kiém tra
HIME (R} Test Vector N 0.1 (1023-bit)

Hash.eval: SHAl

Hash.len: 20

KDF: KDF1-SHAl

n: 1023-bit

pP.g: 341-bit

d: 2

Khéa cdng khai

ad be
03 a5
07 3a

68
d9
32
do
£9
fa

Sf
06
26
51
eb
ad

3a
20
49
11
35
cb

81
23
15
b2
c?
f0

0f
eb
£7
63
87
36

87
69
1c
bd
d3

bd
51
08
4c
fe
i1

83
Ta
cl
96
Se
2e

9e
fa
ed
32
ef
08

bd
79
fa
7d
f
b3

99
6a
¢
Se
Te

8f

3e
77
da
08
ad
56

al
Sc
7d
b4
42
de

0x746865207261696220696e20737061696€2066616c6
c73206d61696e6c79206£6e2074686520706c61696e

Ox4ella54ddf582716b4d46b75adcd446a173¢ca235b70a944901d2e6£8a583a01993

0x4el1la54ddf582716b4d46b75adcd446a173ca235b70a944901d2e6£8a583a01993
bfebf63d92496654e5£e271784a310746573740000000000000020
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88 25 d8 7b 88 8d
08 6a 08 23 76 4f

b7 6f

05

dé 94 9f

04 75

la 6e ¢7 of
9a 92 of
Khéa riéng

fa

0f ab 9d £7

el 46 96 67 de e8 fe 53 8c 39

Qe

81
14

18 a0 la
3f 47
76 3d
1d 52
52 84 fc 04 b9
3e 6a 6b 52 8a

Théng diép dugc mad

be ae
80 2b 8a b2 8d d3
Af

0a 67 cb 11 cf 2f

67 0a dc
24 65

85 ff

as
07
60

49 aa
b3

84

ds 34

1d

23
55
b 0 a5 37 16 55 c5 el 6d 66

8a
37
2f
b7

8f
ed

52 cb 50 42 af

fb e8 e3 3b 8a a3 56 45 d8 04 89 75 Be ed

50 26 34 dc 5d

35
e7 84 71 a7 37 d9 84 72 81 19

C&c tham sé md héa

L= (x8u rdng)
Tang budc mad héa HEM1 ciha M

116

Checg = Hash.eval (L)

Seed = random string of octets

seed’ = the most significant Klen-bit
cleared seed

DataBlockMask = KDF(seed’, Elen-Hash.len-1)

MaskedDataBlock = DataBlock xor DataBlockMask

SeedMask = KDFfHaskedDataBlock, Hash, len+l

SeedMask’ = the most significant Klen-bit
cleared SeedMask

Maskedseed = seed' xor SeedMask’
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seed = 86 9d 91 55 dZ 66 54 c4 41 c9 18 26 d4 6a b4 d4
32 12 of a7 67

check = da 39 a3 ee 5e 6b 4b 0d 32 55 bf ef 95 60 18 90
af 48 07 09
DataBlock = da 39 a3 ee 5e 6b 4b 0d 32 55 bf ef 95 60 18 90

af d8 07 09 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 0O 0O 0O 00 00 00 00 00 00 0O 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O 00
00 00 00 00 00 00 00 00 00 00 01 fb e8 e3 3b 8a
e5 35 a3 56 45 d8 04 89 75 8e ed 50 26 34 dc 5d
al e7 84 71 a7 37 49 84 72 81 19

DataBlockMask = 2e b9 b8 94 75 9c 38 f1 4f bl ed d0 42 40 3b 89
66 £f3 e2 63 75 d7 bf bd 19 eb 14 67 97 dc d7 cl
80 bd e2 40 ff 8c 22 16 e5 83 49 0a f0 19 af 5d
ec 1d 9¢c 51 Ob f4 cf £1 05 11 8c 48 b5 3c fd 13
48 49 32 b7 7f 8f 81 6e 64 dc 39 70 57 63 ed d6
£7 4c 2e 4e Ob le be bd 93 4d a6 e2 a0 29 5e 95
£5 Of 50 04 40 50 54 7e 6b dS5 bl

MaskedDataBlock = f4 80 1b 7a'2b £7 73 fc 7d e4 52 3f d7 20 23 19
c9 2b e5 6a 75 d7 bf bd 19 eb 14 67 97 dc d7 cl
B0 bd e2 40 ff 8c 22 16 e5 83 49 0a £0 19 af 5d
ec 1d 9¢c 51 Ob f4 cf f1 05 11 8c 48 b5 3c fd 13
48 49 32 b7 7f 8f 81 6e 64 dc 38 8b bf 80 d6 5S¢
12 79 8d 18 4e c6é bB 34 e6 c3 4b b2 86 1d 82 c8
54 e8 dd4 75 e7 67 8d fa 19 54 a8

SeesMask = 34 59 3e 07 al 9a 32 d6 08 51 £f6 22 ¢c2 1d 90 c2
60 03 99 2e a8

SeesMask’ = 34 59 3e 07 al 9a 32 d6 08 51 f6 22 c2 1d 90 c2
60 03 99 2e a9

MaskedSeed = 32 c4 af 52 73 fc 66 12 49 98 ee 04 16 77 24 16
52 11 f6 89 ce f4 80 1b 7a 2b £f7 73 fc 7d ed 52
3f d7 20 23 19 c% 2b e5 6a 75 d7 bf bd 19 eb 14
67 97 dc d7 cl 80 bd e2 40 ff 8c 22 16 e5 83 49
0a f0 19 af 5d ec 1d 9¢c 51 Ob £f4 cf £f1 05 11 8¢
48 bS 3c fd 13 48 49 32 b7 7f 8f 81 6e 64 dc 38
8b bf 80 d6 5¢c 12 79 8d 18 CD c6 C 0 34 e6 c3 4b
b2 86 1d 82 c8 54 e8 d4 75 e7 67 8d fa 19 54 a8

- —————
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Ting budéc gidi m3 HEM1 ciza E

15
Oc
dd
2d
at
eb
3c
ds

3
58
Oc
9e
ae
be
66
2e

07
7£
cé
15
bt
38
61
16

76
42
47
B8O
bb
fc
f£2
of

08
ea
ce
63
le
c9
45
6f

Cac gid tri trung gian cling tuong

C.8.2 Véc to kidm tra

Hash.eval: SHAl
Hash.len: 20
KDF: KDFl-SHAl

n: 1023-bit
p.q: 341-bit
d: 2

L=(x3u réng )
Khéa c¢bng khai

n=

118

45
67
7f
ad
03
07
la
9a

18
3f
76

1d
52
e

79
De
de
be
ab
3a
6e
92

a0
47
3d

52
84
6a

68
d9
32
do
£9
fa
c?
of

el
a5
07

60

af
06
26
51
eb
ad
9f
of

be
49
ds

8f

f c04

6b

52

45
dd
81
66
31
fa
b7
ab

46
Oe
34

7d
bo
8a

64
50
93
55
54
da
T4
d9

ty

3a
20
49
11
35
cb
6f
05

8l
14
8a

37
2f
b7

8e
88
5f
bb
b7
94
d5s
3c

cO
cc
14
9a
64
20
Sa
ad

d3
04
2b
ed
eb
a9
3e
74

66
c2
8c
ce
76
64
ad
8d

b6
68
eb
2e
51
dé
ee
16

b5
24
ea
23
eS
92
bo
01

78
ea
b5
a8
c5
07
c2
d9

7d
ed
1f
ec
bé
3a
73
36

18
8f
78
7d
e7
el
ef
1f

c5
cb
4b
gh
c2

Ba

£9
ef

nhu treng m3 héa HEM1 cia M

81
23
15
b2
c?
fo
6a
9d

ae
aa
b3

84
ed
52

of
ed
£7
63
87
36
dé
£7

la
67
23

55
J1]
ch

87
69
Tc
bd
d3
7d
94
04

86
Qa
2d

85
ab
50

bd
51
08
ic
fe
11
9f
15

67
dc
65

£f
37
42

83
7a
cl
96
Se
2e
88
08

de
80
4f

0a
16
af

Vée to kidm tra HIME(R) No.2 (1023-bit)

9e
fa
ed
32
ef
08
25
6a

el
2b

67
55

bd
79
fa
Td
7f
b3
ds
08

fe

Ba

cb
c5

29
6a
Tc
Se
Te
8f
b
23

53

b2

11
el

3e
17
da
08
ad
56
88
16

8¢
8d

cf
6d

ad
8¢
7d
b4
42
de
8d
4f

39

d3

2f
66
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Vi dy 2.1

M= d8 5a 93 45 a8 60 51 &7 30 71 62 00 56 b9 20 e2
19 00 58 55 a2 13 a0 £2 38 97 cd cd 73 1b 45 25
Tc 77 7f e2

seed= dd dd 87 71 fe c4 8b 83 a3 le e6 £ 5 92 c4 cf d4
be 88 17 4f 3b

C= Oe 38 31 4b le f6 49 fd dl1 dé 1c 81 7b 21 d4 30
d5 b3 79 ca 3e 05 34 Id d% 53 34 d4 2a e% 7e 73
11 32 83 éb 71 52 91 2b 7b d2 b7 45 85 c3 c9 1f
c0 20 dd 34 8c fe d0 a3 f2 3¢ el 4dc 27 ca da 07
dl Bc cc aB ad ff 6b 2c bb 85 48 2¢c ae 3e ¢b ac
6a 27 £9 5f £8 45 19 41 19 60 d7 1b 9e 8b 2c 34
Oc 71 11 7¢ Oc 25 58 80 e8 2f 8¢ 02 62 51 Of 36
22 04 el %e fe 5¢ 73 a0 11 47 13 36 09 d2 d5 2f

C.8.3 Véc to kldm tra
Véc to kiém tra HIME(R) No.3 (1023-bit)

Hash.eval: SHAl
Hash.len: 20
KDF: KDFl1-SHA1

n: 1023-bit
p.4q: 34l-bit
d: 2

L= (X4u rdng)
Khéa céng khai

n = 64 46 ed 6c 4b a2 al ad e0 c¢3 6f ba 47 lc 02 8¢
3a fc ba 00 3b 8f 8f 52 £2 le c7 8f fb 42 33 83
4f a5 75 £4 ff 7d bb la be c8 b5 93 57 92 69 dc
30 44 a5 7d 3a b9 1d bd la 49 2e 87 fd £7 57 21
cO 52 43 4f 1a 00 63 £ 6 c5 18 be dl 35 93 3a f4

€3 ¢9 7b 29 30 c0 5b dl 1lec bb c2 06 b4 fd b3 50
eb e0 5b d4 38 36 a0 ec bé 5b af £2 d0 da la 47
08 4e 8d £f2 b7 ad 35 £l 6b 9e 5f 3d ad b6 62 97

Khéa riéng

p = 1c a0 e0 be 46 91 ae la 96 67 de 8 fe 53 8¢
3f 47 a5 49 Oe 14 aa 67 Qa dc 80 2b 8a b2 8d
76 3d 07 d8 34 8a b3 23 2d 66 c7
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q=

Vi du 3.1

seed =

seed =

C.8.4 Véc tor kiém tra

Hash.eval: SHAL
Hash.len: 20

KDF: KDF1-SHAl
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tra HIME(R) No.4 (1023-bit)
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TCVN 11367-2:2016

n: 1344-bit
p,q:=448-bit
d: 2

Khéa céng khai

n = 87 e5 dl 89 c4 66 b7 98 Of 48 50 1f 36 10 80 2d
86 9d 91 55 dz 66 54 cd4 41 ¢9 18 26 d4 6a bd d4
32 12 of 6a 0d Bc 39 22 £2 €b 35 42 80 1b 0Ob cf
fb €8 e3 3b Ba e5 35 a3 56 45 d8 04 89 75 Be ed
50 26 34 dc 5d al e7 84 71 a7 37 d9 84 72 Bl 19
92 d2 09 25 dc 4b a8 1f 7f ee 3a £f5 71 cb b3 f2
chb 68 a6 93 56 c0 72 aa ba 4b 3e 4d 19 9a el 84
07 33 e8 e4 df 9f 43 88 c4 f0 4c fc ad 99 63 67
70 cb d8 9c 70 a7 87 eb 73 5f 91 £6 cb fc 5a 22
b9 72 63 1d e2 28 3d le 84 9c 82 0f f6 2a d9 42
c4 c5 fd ea Ob 8a 66 63

Khéa riéng

p = dl ad ¢7 92 77 f0 e7 16 de bf 8f a0 42 be 80 8¢
55 cc da 53 34 2c fd a4 60 dé d5 68 3 85 b7 89
36 b3 28 ad fa 67 9b 80 b0 ec 94 5c 9c da 67 1b
63 da 57 £ 9 ed 66 87 03

gq = ca 92 db 5a 3a 53 22 Qa 4a 92 le e6 e9 af da ce

12 7e a7 67 0e df df c2 68 42 al ad 62 72 05 1b
e6 82 00 c0 09 83 db a2 36 ab el 6d 37 41 45 cd
bl £f6 da b2 cc 81 d8 Ob

Théng diép dugec mé

M= fb e8 e3 3b 8a e5 35 a3 56 45 d8 04 89 75 8e ed
50 26 34 dc 5d al e7 84 71 a7 37 49 84 72 81 19

C&c tham s m& héa

L

{Xau réng)

Ting budc m& hdéa HEML cua M

check = Hash.eval{l)
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Seed random string of octets

the most significant Klen-bit cleared seed

seed’

KDF (seed’, Elen-Hash.len-1)

n

DataBlockMask

MaskedDataBlock DataBlock xor DataBlockMask

KDF (MaskedDataBlock, Hash,len+l

|

SeedMask

SeedMask’ = the most significant Klen-bit cleared
SeedMask

Maskedseed = seed' xor SeedMask'

seed = 86 9d 91 55 d2 66 54 c4 41 c9 18 26 d4 6a b4 d4
32 12 6f a7 67

seed’'= 06 9d 91 55 d2 66 54 c4 41 c9 18 26 d4 6a b4 d4
32 12 6f a7 67

check = da 39 a3 ee 5e 6b 4b 0d 32 55 bf ef 95 60 18 90
af d8 07 09

DataBlock = da 39 a3 ee 5e 6b 4b 04 32 55 bf ef 95 60 18 20
af d8 07 09 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 OO0 0O 0O
00 00 00 OO QO 00 00 00 00 00 00 00C 00 00 00 00
00 00 00 00 0O 00 00 OO0 0O 00 00 00 00 00 00 0O
00 00 00 00 00 00 00 00 OO0 00 OO0 00 0O 00 00 0O
00 00 00 00 OO 00 00 00 OO0 00 00 00 OO0 00 00 0O
00 00 01 fb e8 e3 3b 8a e5 35 a3 56 45 d8 04 89
75 8e ed 50 26 34 dc 5d al e7 84 71 a7 37 49 84
72 81 19

DataBlockMask = 2e b9 b8 94 75 9¢c 38 f1 4f bl ed d0 42 40 3b 89
66 £3 e2 63 75 d7 bf bd 19 eb 14 67 97 dc d7 cl
80 bd e2 40 £f 8c 22 16 e5 83 49 0a f0 19 af 5d
ec 1d 9c 51 Ob f4 cf f1 05 11 8c 48 b5 3¢ fd 13
48 49 32 b7 7f£ 8f Bl 6e 64 dc 39 70 57 63 ed dé
£f7 4c 2e 4e Ob le be bd 93 4d a6 e2 a0 29 5e 95
£5 0f 50 04 40 50 54 7e éb d5 bl 7a 0d 04 a8 ca
27 26 10 33 dc 95 e2 e4 5b 32 08 d1 7e 13 90 61
9b 4b d7 c4 15 04 ea 4e fd fc b7 24 dc Qe 75 01
a3 19 f£9

MaskedDataBlock = £4 80 1b 7a 2b £7 73 fc 7d e4 52 3f 47 20 23 19
c9 2b e5 6a 75 d7 bf bd 19 eb 14 67 97 dc d7 cl
80 bd e2 40 ff 8c 22 16 e5 83 49 0a £0 19 af 5d
ec 1d 9c 51 Ob f4 cf f1 05 11 8c 48 b5 3¢ fd 13
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48
: )
f5
27
ee
dl

SeedMask = 6d
31

SeedMask’ = ed
31

MaskedSeed = 6b
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67
Oa
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Ta
87
55

C = 79
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Tung budc giai md HEM1 cia E
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0
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19
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37
34

Cac gia tri trung gian cung tuong

C.8.5 Véc to kidm tra

8f
le
50
76
30

99
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i

£f
4
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80
ec
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5
27
ee
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Sb
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bd

nhu trong md héa

57
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fl
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bd
Te
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13

73
26
05
65
88
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86
dsg
a7
ed

63
29

cb
39

ff

£f
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Se
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e’
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ed
S5e
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Hash.eval: SHAL
Hash.len: 20
KDF: KDF1-3HAl
n: 1344-bit
prg:=448-bit

d: 2

L= (x&u réng)
Khéa céng khai

Khéa riéng

Vi du 5.1

seed =

124

véc to kiém tra HIME(R) No.5 (1344-bit}
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3b 8a e5 35 a3 56
dc 54 al e7 84 71
25 dc 4b a8 1f 7f
93 56 c0 72 aa ba
ed df 9f 43 82 c4

9¢ 70 a7 87 eb 73

1d e2 28 3d le 84
ea Ob Ba 66 63

92 77 £0 e7 16 de
53 34 2c fd a4 60
ad fa 67 9b 80 b0
f 9 ed4 66 87 03

5a 3a 53 22 0a 4a
67 Oe df df c2 68
c0 02 83 db a2 36
b2 cc 81 d8 0Ob
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seed =

C.8.6 Véc to kiém tra

Hash.eval: SHAl
Hash.len: 20
KDF: KDF1-SHAl
n: 1344-bit
p,q:=448-bit
d: 2

L= (Xau rdng)
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Khéa céng khai

Khda riéng

Vi du 6.1

seed =
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vi dy 6.2

seed =
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