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TCVN 11167-13:2015

L&i néi dau
TCVN 11167-13:2015 hoan toan twong duong vai ISO/IEC 7816-13:2007.

TCVN 11167-13:2015 do Tidu Ban k¥ thuat tiéu chuan qubc gia TCVN/JTC 1/SC 17
“Thé nhén dang” bién soan, Téng cuc Tiéu chudn Do ludng Chét lvgng d& nghi,
B& Khoa hoc va Céng nghé cong bb.

B4 tiéu chudn TCVN 11167 (ISO/IEC 7816) Thé dinh danh ~ Thé mach tich hep gdm
céc tidu chuén sau:

— Phé&n 1: Thé tiép xtc - D&c tinh vat ly;

— Phén 2: Thé tiép xtc - Kich thwére va vi tri tiép xic;

— Phéan 3: Thé tiép xuc - Giao dién dién va giao thirc truyén;

— Phan 4: T8 chire, an ninh va |énh trao ddi;

—~ Phén 5: Dang ky cla bén cung cdp &ng dung;

— Phé&n 6: Phén tl d lidu lién nganh trong trao ddi;

— Phéan 7: Lénh lién nganh abi v&i ngdn ngi truy vén thé c6 chu truc;
— Phén 8: Lénh ddi véi hoat ddng an ninh;

— Phén 9: Lénh 86i v&i quan ly the;

~ Phén 10: Tin higu dién va tra i a8 thiét I1ap lai cho thé déng bg;

— Phén 11: Xac minh c4 nhan bang phuong phap sinh tric hoc;

— Phén 12: Thé tiép xdc - Thi tuc van hanh va giao dién dién t&r USB;
— Phén 13: Lénh déi v&i quan ly (rng dung trong mbi treéng da tng dung;
— Phén 15: ng dung thdng tin m& hoa.
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Th@ dinh danh - '!'hé mach tich hop -
Phan 13: Lénh do6i v&i quan ly i'ng dung trong mai trirdng da
trng dung

Identification cards — Integrated circuit cards —
Part 13: Commands for application management in multi-application enviroment

1 Pham vi ap dung

Tiéu chudn nay quy dinh lénh 86i v&i quan ly (ng dung trong méi tredng da ng dung. Cac lénh
ndy bao trum toan bd véng ddi *ng dung trong mat thé mach tich hgp da (*ng dung va céc Iénh
nay c6 thd dugc dung tredc va sau khi dwgc phat hanh téi chli thé. Tiéu chudn nay khéng dé cép
t&i viéc thit 1ap trong thé va/hodc thé gidi bén ngoai.

2 Tailiéu vién dan

CAc tai liéu vién din sau rét cin thiét cho viéc 4p dung tiéu chudn nay. Déi véi cac tai liéu vién
dan ghi nam cong bé thi 4p dung phién ban dugc néu. Ddi voi céac tai ligu vién dan khéng ghi nam
cdng bé thi ap dung phién ban méi nhat, bao gdm ca cac stra ddi, bd sung (néu co).

TCVN 11167-4 (ISO/IEC 7816-4) Thé djnh danh - Thé mach tich hgp - Phan 4: T chirc, an ninh
va 1&nh trao ddi,

TCVN 11167-9 (ISO/IEC 7816-9) Thé dinh danh - Thé mach tich hgp - Ph3n 9: Lénh déi v&i quan
ly thé,

ISO/IEC 8825-1:2002, Information technology - ASN.1 encoding rules: Specification of Basic
Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules
(DER).

3 Thuat nglr va dinh nghia

Tiéu chudn nay ap dung cac thuat ngl va dinh nghia sau.
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3.1
(Png dung (application)

Céu trac, phin ti di ligu va cac md dun chwong trinh can thiét nhdm thyc hién mét chire nang cu
thé.

[TCVN 111674 (ISO/IEC 7816-4)]

3.2

Bén cung cip (rng dung (application provider)

Thuc thd cung cdp cac thanh phén tao nén mdt rng dung trén thé.
[TCVN 11167-4 (ISO/IEC 7816-4)]

3.3

Ha tdng thé (card platform)

Thanh phén trén thé chju trach nhiém véi cac chirc ning co ban cla thé.
34

(Png dyung bd quan ly thé (card manager application)

(Png dung thé cung cép tinh nang quan ly (rng dyng va giam sét viéc &n dinh tai nguyén thé.

4 Thuét ngir viét tat

Thuét ngir Tiéng Anh Tiéng Viét

AlD application identifier Mé dinh danh (eng dyng

APP application (ng dung

DF dedicated file Tép tin danh riéng

DO data object Béi twgng di lidu

ICC integrated circuit card Thé mach tich hgp

P1-P2 parameter bytes Byte thong sé

RID registered application provider Ma djnh danh bén cung cdp (ng dung 44
identifier dang ky

5 Mé&i trreéng da trng dyng va véng d&i ’ng dung

5.1 Mai trwérng da eng dung
M@i trieérng da rng dyng theo ngfr canh cia tiéu chuén nay c6 cac dic tinh sau:

a) Mot irng dung 1a mdt tap chirc nang c6 thé dinh vi don nhét trong mét thé da ¢rng dung nhim
cung cép lwu trr d ligu va cac dich vy tinh toan.

b) Mt rng dyng c6 thé thém bi thé truéc hosc sau khi dwoc phat hanh cho chi thé.
6



c)
d)

e)

f)

1)

TCVN 11167-13:2015
Nhigéu hon mét (rng dung c6 thé thém bdi thé.
Ha tdng thé dua ra cac co ché déi voi viéc quan ly tai nguyén thé, vi dy: bd nhé.

Ha ting thé dwa ra mot co ché ranh gi¢i an ninh déi véi méi rng dyng nhim ngan nglra twong
tac bat hop phap va vi pham an ninh tir bat ky (rng dung khéc nao trén thé.

Bén cung cdp (ng dung 1a mdt thirc thé nhdm cung cép cho chi thé st dung mét ng dung
cla thé va chiu trach nhiém ddi véi hanh vi cba &ng dung

Bén cung cép (ng dung adi véi ing dung trén thé cé thé khac biét véi bén phat hanh thé.
Vong d&i clia mét »ng dung ddc lap véi vong ddi cta bét ky &ng dyng nao khac trén cung thé.
Vong d&i cia mét rng dung ddc 13p tir vong ddi cla thé ngoai trir IGc thé & trang thai hiy bd,
dwoc quy dinh trong TCVN 11167-9 (ISO/IEC 7816-9).

T4t ca rng dyng phai cd dugc chon lya it nhét, dung 1énh SELECT bing céach quy dinh AID
cla né nhw tén DF, dwec quy dinh trong TCVN 11167-4 (ISO/IEC 7816-4).

Mét rng dung bd quan Iy thé phai 1& don nhét va cé thé chon Iya, ding 1énh SELECT béng
cach quy dinh AID cda né nhe tén DF. Cac (rng dung Khac trén thé c¢é thé dura ra tinh nang
quan ly (rng dung.

AID mac djnh cla (rng dung bd quan ly thé 1a “E8 28 BD 08 0D".

Hinh 1 14 mdt bidu dién khai niém cia mét cdu tric kha thi cia thé mach tich hop da (ng dung.

5.2

) Ung dung thé Ung dyng thé Ufng dung thé
Ung dung {APP1} (APP2) (APP3)
quan ly thé

Ha tAng thé

Hinh 1 - C4u trac kha thi cia mét thé da (rng dung

Vong dé&i irng dung

Trang thai vong doi phai lién quan t&i mdi (rng dung. Mét (rng dyng cé thé dung trang thai vong
ddi cia noé két hgp voi thude tinh an ninh ctia né nhdm dam bao rlng bét ky thao tac nao duoc
thie hién phi hgp véi chinh sach an ninh cia (rng dung. 'ng dung quan Iy thé phai cung cip mét
dudng dén truyén vong ddi tir trang thai Khdng tdn tai thanh trang thai Kich hoat van hanh.
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Céc I&énh sau khé&i tao cac chuyén ddi trang thai vong doi:
- APPLICATION MANAGEMENT REQUEST;

- LOAD APPLICATION;

- REMOVE APPLICATION.

Hinh 2 13 mot bidu din khai niém vé trang thai vong ddi va cac Iénh goi tirng chuyén déi trang
thai. Luge dd nay chi trinh bay cac trang thai 8n dinh (thwéng trd) ma mét &ng dyng cbd thd dat
dwoc khi hoan thanh chuyén ddi vong d&i. Mat khac, cac trang thai trung gian c6 thé tdn tai trong
mét qua trinh chuyén déi vong dei (vi dy: tir trang thai Khong tdn tai thanh trang thai Tao) nhung
khéng dwec duy tri khi quy trinh ndy bj gian doan.

Yéu chu quan ly ong dung (P12"0E") va Tai irng dung

Trang Y G& bt Irng dyng (P1=03)
thin :
:. Khéilao _.'

25 Y&u chu quin Iy (ng dyng I
Yéu chu qudn ly Ung dung (P1=70C) Gbbdingdyng  pe--esedemmosang
Ung dung (P1=02) o ng (P1=0T) {ng dyng E
kong N2l | 13 ung dung (P1+'06) L Tao ki bor Gl |

——
G& bd ung dung (P1='06)

Ngung Kich hoat
Kich hoat Tép tin
Téptin

< Trang e,
thai
Ngung
kich hoat
*., vin hanh

Gir bd irng dung (P1="01")

Hinh 2 - Lwec dd vong d&i (rng dung

CHU THICH 1  Luge db nay doc nhr sau: vi dy: sau khi the hign Iénh APPLICATION MANAGEMENTREQUEST (P1
="0E') va LOAD APPLICATION, céc (rng dyng dat & trang thai vong ddi Kich hoat van hanh hoat ddng, nghia la c6 thé
thyee thi va Iya chon,

CHU THICH 2 Khéi hinh chir nhat thd hign trang thai cia b nhér thé va khéi hinh trdn thd hign trang thai vong adi
tng dyng. Khéi hinh trén dit doan thé hién trang thai vong ddi tay chon.

CHU THICH 3  Lé&nh ACTIVATE FILE va DEACTIVATE FILE dugc quy dinh trong TCVN 11167-9 (ISO/IEC 7816-9).
Trang thai vong d&i (rng dung dwee quy dinh nhw trong Bang 1.

Méa hé6a cla trang thai vong d&l &ng dung phéi dwgc thyc hién theo ma hoa cac byte trang thai
vong ddi (byte LCS) dwgce quy dinh trong TCVN 11167-4 (ISO/IEC 7816-4).
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Bang 1 - Trang thai vong d&i (’ng dung

Ung dyng Khédng tdn tai Png dung theo quan diém cla (ng dyng bd quan Iy thé, néu khéng co

Trang thai Tao (*ng dyng theo quan didm ctia ng dyng by qudn Iy thét, khéng thic thi
va khéng dwoe la chon, néu co.

Trang thai Khdi tao (fng dyng c6 thd thyc thi v&i tinh nang han ché va khéng dugc lya
chon, néu cb.

Trang thai Kich hoat V4n hanh  |(!ng dyng c6 th& thyc thi va lya chen, néu cé.

Trang thai B4 kich hoat van hanh |(Png dyng cé thé thyc thi véi tinh ndng han ché va 1énh SELECT tra vé
canh bao ring (rng dyng bj bd kich hoat, néu cé.

Ung dyng bj g& bd (ng dyng khéng duge lya chon va khdng dugc thyc thi, néu khdng cé.
Céc tai nguyén bd nh¢ dwoc 4n dinh tredc d6 cb thd chi dugc giai
phéng mot phin va cé thd tai s dyng.

— Mot vai ndn tang c6 thd cé trang thai dac biét trong vong d&i bd sung. Cac trang théi bd sung nay khdng ndm
trong pham vi cUa tiéu chudn nay. Néu thé hd tr¢ céc trang thai vong di va chuydn ddi trang thai, chung khéng
tham chiéu téi cac trang thai vong d&i va chuyén ddi trang thai dugc md ta trong Hinh 2.

—  Trang thai dudi dang in nghiéng thd hién céc trang thai bd nhé thé. Trang théi dudi dang in thudng thé hién trang
thai vong dé&i irng dung.

5.3  Déi tweng div ligu 4n dinh tai nguyén bd nhé ddi véi van hanh lién tyc

M&t khudn mau 4n dinh tai nguyén bd nhé (thé '7F65') mé ta viéc &n dinh tai nguyén bd nh& cho
mét tng dyng c6é thé dugc két hgp véi mdi (eng dyng.

Bang 2 quy dinh cac déi tugng d liéu &n dinh tai nguyén bd nhé véi mdi loai by nhé: b lwu trl
lién tyc ho3c dé bay hoi, ma:

- B nhé danh riéng 12 s lvgng bd nhé duge 4n dinh riéng cho mét (rng dyng;
- Quota nhé 12 sb lugng bd nhé téi da bd nhé ma mot (ng dung dugc phép yéu cdu.

Mot déi twong di liéu tai nguyén bd nhé thé hién mét lvgng tai nguyén bd nhé dwec tinh theo
byte, dwgc ma hoa thanh mét gia tri nguyén, xem ISO/IEC 8825-1.
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Biéng 2 - Déi twong dir lidu 4n dinh tai nguyén bd nhé

Thé Mo ta Yéu ciu

'80' |Lwgng bd nhé danh riéng trong bd lwu trir ¢b dinh déi véi m4 (rng dyng. Bét budc
Néu khéng c6 sy phan tach gira m& va di lidu dwgc yéu cdu thl '80' phai ding dé chi
ra legng b nhé lueu trr ¢d dinh dwgc danh rigng dbi véi ¢ ma ng dyung va di ligu.

'81' |Lugng bd nhé bién 831 dugce danh rigng tai theri Gidm chon lya (rng dyng dbi véi d | Tuy chon
lidu (rng dyng.

‘82" |Lrgng bd nhé leu trir ¢b dinh dugc danh riéng @i véi d ligu (rng dyng. Tuy chon
Néu '82' khong dugc xem xét thl '80' chi ra tng clia bd nhé Iru tr cb dinh ddi véi cd
ma &ng dyng va di lidu.

'83' |Luwgng quota bd nhé clia by nhé lwu trir ¢b dinh déi véi ma (ng dung. Tuy chon
Néu khéng c6 sy phan tach giza ma va dir ligu dugc yéu cdu thl '83' phai dugc ding
@8 chi ra quota bd nhé clia bd nhé luu trir ¢b dinh d6i véi cad m4 (rng dung va di ligu,

‘84" |Lugng quota by nhér clia bd nh¢ d& thay ddi tai theri didm chon lya ng dyng déi véi | Tuy chon
d liéu (’ng dung.

'85' |Lwgng quota bd nhér cla lweu tree cb dinh dbi v&i diF ligu (eng dung. Tuy chon
Néu '85' khéng dugc xem xét thl '83' chi ra tdng ctia b nhé leu trir ¢b dinh déi véi ca
ma (ng dyng va dr ligu.

Trong nglr cénh nay, co quan tidu chudn héa quéc gia danh riéng cac dbi twng d ligu khéc cla 16p nglr canh cy
thd (byte au tin tir '80' 161 'BF")

Theo cach dung gia trj clia d6i twgng di liéu &n dinh tai nguyén bd nhé, cac quy téc sau phai
dugc ap dung:

Viéc 4n dinh dwgc bd nhé danh riéng cho mét rng dyng Iam suy gidm tai nguyén bd nhé cb sén
cho céc (rng dyung khéc trén thé.

Viéc &n dinh quota bd nh& cho mét (ng dung khdng 1am gidm tai nguyén bd nhé c6 sdn cho céc
(rng dyng khac trén thé.

Gid trj clia quota bd nh& 1a 16n hon hodc béng gia tri cta bd nhé danh riéng.

Tai thei diém tao thanh cong mét (ng dung (vi dy: chuyén ddi tir trang thai Khong tan tai thanh
Kich hoat van hanh), sé lvgng bd nhé degc 4n dinh cho (eng dung ndy treéc nhét 13 dugc nap Voi
bd nhé& danh riéng dugc chi dinh cho (ng dung dé cho dén khi né hoan toan can kiét. Khi b nh&
danh riéng ctia (rng dung bj can kiét, s lvgng bd nhé dugc 4n dinh khong [am gidm tai nguyén bd
nhé sén c6 v&i (rng dung khéc trén thé midn 14 n6 khéng vwrgt qua quota b nhé clia (eng dung do.
Khi mdt trong hai quota bd nhé vrgt qua hay tai nguy@n bd nhé hién c6 trén thé dang can kiét, viéc
tao (rng dung khdng thanh cong.

Tai thoi diém loai bd thanh cong mdt (ng dung (vi du: chuyén ddi sang trang thai G& b (ng dyng),
tai nguyén bd nhé& sén cb véi cac (*ng dung khéc trén thé dwgc ting cwdng bdi sé Ivgng bd nhé
thyc sy gidi phong va bt ky phan ndo chwra st dung clia by nhé danh riéng dugre phén dinh theo
tai nguyén bd nhé s8n ¢6 cho (rng dung khéc trén thé.

10
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6 Nhin dang dich vu quan ly thé

6.1 Khuén méiu djch vu quan ly thé

Khudn méu dich vy quan ly thé (thé "7F64") phai dwoc xem xét. Bang 3 quy dinh ndi dung cua
khudn mau dich vu quan ly thé.

Bang 3 - Péi twong dir liéu dich vy quan Iy thé

Thé 06 dai/ Mb ta Yéu ciu
Dijnh dang
‘80" 2 byte Kha nang quan Iy thd dwgc hd tre bdi thé: gia tri nay 1a mot két| Bét buse

hyp cha cac bit dwgc quy dinh trong Béng 4 va Bang 5.

81’ Thay ddi  [Tén so dd va phién ban quan Iy thé: Gia tri m4 dinh danh déi twgng | B&t budc
(xem ISO/IEC 8825-1) chi ra tén so d& va phién ban (chinh va phy)
dugc dung dé quan ly thé va (rng dung cia né.

82 Thay ddi Ma dinh danh th( tyc dinh danh thé: Gia trj ma dinh danh déi tegng | Tuy chon
(xem ISO/IEC 8825-1) chi ra cac thd tyc dwge ding dé dinh danh
thé don nhét. Gia trj nay quy dinh cach thirc truy cdp ma dinh danh
cuc bd trén thé, vi du: s se-ri ICC va bit ky ma dinh danh nao 1a
don nhit toan phin.

'4F" Thay ddi (ng dyng bd quan Iy thé AID: M& djnh danh &rng dyng nhdm Iya | Tuy chgn
chon (rng dung bd quan ly thé khi cé khac biét tir 'E8 28 BD 08 0D'

—  Trong ng® canh nay, co quan co thdm quydn danh riéng bt ky ddi twgng dir lidu nao khéc cia lép ngl® canh cy
thé (byte ddu tién tir ‘80" t&i 'BF")

Béng 4 — Kha ning quan li thé: Byte diu tién

b8 b7 b6 b5 b4 b3 b2 b1 Gia trj cia chuyén dbi trang thai vong doi dwec hé tror

- - - - - -« <« 1 [Khéngtdn tai thanh Tao

- = = = = = 1 - [Taothanh Khéitao

- = = = <« 1 - - [Kh&itao thanh Kich hoat van hanh

- - - - 1 - - - [Taothanh Kich hoat v&n hanh

- - -1 - - - - |Khong tdn tai thanh Kich heat vén hanh

- - 1 - - - - - |Kich hoat van hanh thanh Bd kich hoat van hanh
- 1 - - - - - - |Ba kich hoat v&n hanh thanh Kich hoat van hanh
1 - - - - - - - [Kich hoat v&n hanh thanh G& bd *ng dung

11
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Bang 5 - Kha nang quan li thé: Byte thir 2
b8 b7 b6 b5 b4 b3 b2 b1 Gia trj cia chuyén ddi trang thai vong ddi dwec hd trg

0 0 0 - - - = 1 |Taothanh G& bd rng dung

0 0 0 - - - 1 - |[Khoitao thanh G& bd (rng dung
0 0 0 - - 1 - - [Khoitaothanh Tao

0 0 0 - 1 =« =« - [Kichhoatvanhéanhthanh Tao
0 0 O

1 - « =« - IBé kich hoat van hanh thanh G& bd Ung dyng

- BAt ky gia trj ndo khac duwgc danh riéng sir dyng sau nay b&i co quan cé thdm quydn.

6.2  Thu hdi khudn miu dich vu quan Iy thé

Viéc thu hdi khudn miu dich vy quéan ly thé dung dich vy thé ddc 1ap véi-ing dung dwoc quy dinh
theo TCVN 11167-4 (ISO/IEC 7816-4).

Trinh ty ma céc thi tyc thu hdi khac nhau quy dinh trong diéu ndy khéng dugc quy dinh trong tiéu
chuén nay. Néu tat ca thi tyc dwgc mo ta sau day khong tra lai khudn mau dich vy quan ly thé,
thé khdng tuan thi theo tiéu chudn.

Hai thi tyc c6 thd 4p dung nhdm thu hdi khuén miu dich vy quan ly thé khi MF hay (rng dung

chon mac nhién DF dugc chon:

- Poc EF.ATR, khi DO '7F64' ¢6 thé c6 xuét hién;

— Lénh GET DATA v6&i P1-P2 dat 14 '7F 64', c6 thé tra lai khudn méu dich vy quan ly thé theo tredrng
d(r lidu hdi dap.

Tha tuc khac c6 thé 4p dung va bao gém viéc lwa chon (rng dyng véi AID 'E8 28 BD 08 0D' theo
sau b&i 1énh GET DATA véi P1-P2 dit 12 '7F 64', c6 thé trd lai khudn méu dich vy quan Iy thé
trong tredng di ligu hdi dap.

7 Lénh dbi véi quan ly (ng dung

Sau khi lya chon ng dyng quan Iy thé va thii tue chieng thire tiy chon, mét thi tuc quan ly dbi voi
mot rng dung trén thé dén t6i viéc sir dung mot hay nhidu 1&nh sau:

—  Lénh APPLICATION MANAGEMENT REQUEST;

—  Lénh LOAD APPLICATION;

—  Lénh REMOVE APPLICATION.

(ng dung quan ly thé phai hd trg it nhat hai I&nh dAu tién.

Néu (rng dung quan Iy thé h& trg mot 18nh dugc quy dinh trong didu nay, it nhat mdt tuy chon cua
1énh phai dugc hd trg.

Mét 1énh quén Iy ¢'ng dung c6 thé dwoc thyc hién chi néu trang thai an ninh thda man cac didu
ki&én an ninh dugc quy dinh bdi &ng dung quan 1y thé.
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71 Lénh APPLICATION MANAGEMENT REQUEST

Lénh APPLICATION MANAGEMENT REQUEST khéi tao cac thi tuc quan Iy déi véi mét (rng
dung. Ung dung quan Iy thé xac minh théng tin yéu céu quan Iy &ng dung xuét hién trong truwérng
div liéu Iénh. L&nh nay c6 thé theo sau bdi 1énh LOAD APPLICATION dwgc mé ta trong Didu 7.2.
Néu viéc quan Iy tai nguyén thé dugc hé tro, viec &n dinh tai nguyén bd nhé véi mét tng dung
dugc md ta trong khudn mau 4n dinh tai nguyén bd nhé (thé '7F65') phai tuan tha cac quy tac
duoc quy dinh trong Didu 5.3.

Bang 6 - Cip Iénh-hdi dap APPLICATION MANAGEMENT REQUEST

CLA Quy dinh trong TCVN 11167-4 (ISO/IEC 7816-4).
INS '40' hoéc '41'

P1 Kiém soét trang thai vong d&i ing dyng theo Bang 7.
P2 Kiém so4t quan Iy ¢ng dung theo Béng 8.

Trwéng Le Sé byte trong tredng di lidu 1énh.

Trwéng div liéu [Théng tin yéu cAu quan ly ng dyng ma dinh dang va ndi dung dwgc biét téi bdi rng
dyng quan ly thé (INS="40") ho&c dwgc ma hda theo cac déi twgng di ligu sau {(INS="41"):
-[AID (thé '4F") cta rng dung 86i turgng (bat budc)

Phép 4n dinh tai nguyén bd nh& (thé '7F65')

Mot hay nhidu khéi ch@ ky sé (thé '7F3D') bao gdm mdt ch ky sé DO (thé '9E') va cac
DO c6 thé, vi dy: gi tri bdm DO (thé '90') véi ma bam ng dyng;

Trudng Le R&ng déi v&i ma hoa Ne = 0, ¢6 gid tri déi v&i ma hoa Ne >0

Trwdng di liéu  |Théng tin bd sung hoac Réng

SW1-Sw2 Xem TCVN 11167-4 (ISO/IEC 7816-4), Bang 6 va 7 lién quan, vi du: '6982', '6985'.

—  Théng tin yéu cdu quan Iy &ng dung cé thé bao gém cac dbi tugng dir lidu khac, vi du: ma dinh danh bén phat
hanh (thé '42"), tham chidu tép tin (thé '51') hogic dir lidu tiy ¥ (thé '52' hoac '73')
- Viéc ma hoa khdi ch ky sé (thé 'TF3D’) khdng ndm trong pham vi tidu chudn.

Bang 7 - Kiém soat trang thai d4i twong vong d&i ing dung trong P1

b8 b7 b6 b5 b4 b3 b2 b1 |Giatrj cia chuyén ddi trang thai vong d&i dwec hd tro

'Khéng thdng tin ndo degc duara f
Chuyén déi tir trang thai Khéng t8n tai thanh trang thai Tao
Chuyén déi tr trang thai Tao thanh Khéi tao

Chuyén ddi tir trang thai Khéng tdn tai thanh Khéi tao

Chuyén ddi tir trang thé&i Khi tao thanh Kich hoat van hanh
Chuy&n ddi tlr trang thai Tao thanh Kich hoat vén hanh _
Chuyén ddi tir trang thai Khdng tén tai thanh Kich hoat van hanh

o O O o o o O
o O O O o o O
o o o o o o O
o O o O o o o
- = - O O O O
- = O = = O O
- O O == O =2 O
o o O O O O O

- BAtky gi4 tr| ndo khac dugc danh rigng s& dyng sau ndy béi co quan tidu chudn hoa quéc gia

13
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Bing 8 - Kiém soat quan ly (ng dung trong P2
b8 b7 b6 b5 b4 b3 b2 b1 Y nghia

0 0 Khdng c6 théng tin duea ra
Xac minh yéu cu quan ly (rng dyng

GUri y&u cdu quan ly irng dung

- o o o

0
1
0
1

o o o o
o o o O
o o o o
o o o o

0 0
0 0
0 0

Xac minh va glri yéu cAu quan Iy (Fng dyng

- Bét ky gid tri ndo khac dugc danh riéng st dung sau nay bdi co quan cb thdm quydn.

7.2 Lénh LOAD APPLICATION

Lénh LOAD APPLICATION truydn mét rng dung vao thé. Mat (rng dung cé thé dwec phan chia
thanh nhiéu thanh phan va méi thanh phén cé thé dugc phan chia thanh nhiéu khéi d& chuyén cho
thé. M&i 1énh LOAD APPLICATION truyén mt khéi vao thé. L&nh nay cb thé duoc bit dAu bing
Iénh APPLICATION MANAGEMENT REQUEST, xem Diéu 7.1.

Néu lénh LOAD APPLICATION dwgc bdt ddu bing lénh APPLICATION MANAGEMENT
REQUEST thi viéc an dijnh tai nguyén bd nhé dugc thyc hién ngay trudc lénh APPLICATION
MANAGEMENT REQUEST. Viéc thic thi thanh céng chudi Iénh thc hién chuyén ddi vong ddi
ngay truéc 1énh APPLICATION MANAGEMENT REQUEST.

Néu Iénh LOAD APPLICATION khdng bat diu bing lénh APPLICATION MANAGEMENT
REQUEST thi viéc &n dinh tai nguyén bd nhé va thiét 1ap trang thai vong doi ing dung dén mot
gia tri thich hgp dwgc thyc hién trén co s¢ théng tin dwgc cung cép béi chudi 1énh LOAD
APPLICATION.

Néu viéc quan ly tai nguyén bd nh& dwoc hé tre, sé lugng b nhd dugc &n dinh cho mébt (ng
dung dwoc tao thanh cong phai tuan thep theo quy tdc dugc quy dinh trong Didu 5.3.

Bang 9 - Cép Ignh-hdi dip LOAD APPLICATION

CLA Quy dinh trong TCVN 11167-4 (ISO/IEC 7816-4).
INS 'EA' ho#ic EB'
P1-P2 Xem Bang 10.

Tredng Lo Sé byte trong treeéng dir ligu 1&nh.

Tredng d@ lidu  [Thanh phin (rng dung ma djnh dang va ndi dung duwgc biét téi bai eng dung bd quan Iy
thé (INS="EA') hodic dwgc ma héa thanh cac déi trong di liéu riéng 1& (INS="EB")

Trudng Le Réng abi v&i ma héa Ne = 0, c6 gia trj déi v&i ma héa Ne > 0

ITruérng dir ligu  (Théng tin bd sung hodc Réng

18W1-8w2 Xem TCVN 11167-4 (ISO/IEC 7816-4), Bang 6 va 7 lién quan, vl dy: '6982', '6985".
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Bang 10 - S8 chudi hodc Offset trong P1 va P2

P1 P2 Mo ta

b8 b7 b6 b5 b4 b3 b2 b1
0 0 0 0 0 0 0 O 00 |Khéng cé thong tin. ]
- X X X X X X X| xx |séchudihodc offset.
- 0 X X X X X X| XX |- Offset
- 1 X X X X X x| xx L séehubi
0 - - - - - = - - INhiduknéi

- - - - = -] - [|knbicubi

_ Néu b7 cia P1 dugc dat 12 0 thi phan con lai ciia P1-P2 (14 bit) ma hoa mét offset tir 0 t&i 16383 va néu b7 clia
P1 duge dat [a 1 thi phén cdn lai cia P1-P2 {14 bit) ma héa mjt sé chudi cia lanh,

—  Néu b8 ctia P1 dwgc dat 1a 0 thi mdt khéi ké tiép dugc mong dei, va néu b8 clia P1 dugc djt 1a 1 thi 1gnh nay
chira khéi cubi.

_ Offset dugc dém theo cac byte ti lc bét ddu chuyén @i (g dung.

—  5é chudi dugc tang +1 voi mdi khéi déi tiz lac bt ddu chuydn ddi ing dung.

7.3

Lénh REMOVE APPLICATION

Lénh REMOVE APPLICATION xéa mét (ng dung va c6 thé 1y lai tai nguyén b nhé dugc 4n dinh

cho trng dung.

(ng dung quan ly thé xac minh thang tin g& bé rng dung, khi ¢é trong trrdng di ligu I&nh.

Néu viéc quan Iy tai nguyén bd nhé dugc hé tro, viéc go bo thanh cong mét rng dung phai gia

tang tai nguyén bd nhé sén co v&i cac (ng dung trén thé theo cac quy téc dugc quy dinh trong
piéu 5.3.
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Bang 11 - Cép Iénh-hdi dap REMOVE APPLICATION

CLA Quy djnh trong TCVN 11167-4 (ISO/IEC 7816-4).
INS '"EC' hodc ED'
P1 G& bo kidm soat trang thai theo Bang 12
P2 '00' khéng ¢6 thdng tin dwgc dwa ra. _
(bAt Ki gi4 trj ndo dwgc danh riéng sir dyng sau ndy bdi co quan cé thidm quyén)
Trwéng L R&ng hoic sb byte trong trudng dir lidu 1énh.

Trwdrng dir ligu

R&ng hojc rng dyng g& bd thdng tin ma djnh dang va ndi dung duwgc biét dén bdi ing
dyng bd quan ly thé (INS="EC')

ho#c (rng dyng g& bd thdng tin dwgc ma héa trong cac dbi trgng d@ ligu sau (INS='ED'):
L AID (thé '4F') clia (rng dung dbi trgng (bt budc);

Mot hay nhidu khéi che ky sé (thé '7F3D') bao gdm mbt ch ky sé DO (thé '9E’)

Trudrng Le

R&ng dbi v&i ma& héa No = 0, c6 gi4 trj dbi v&ri ma hoa Ne > 0

Trurdng d ligu

Théng tin bd sung hodc Réng

SW1-sw2

Xem TCVN 11167-4 (ISO/IEC 7816-4), Bang 6 va 7 lién quan, vi du: '6982', '6985".

Ung dyng g& bd théng tin c6 thé bao gdm céc dbi trgng di ligu khac, vi dy: dir ligu tiy chon (thé '53' hodc '73')
M3 héa khéi chix ky sé (thé '7F3D') ndm ngoai pham vi cia tiéu chudn.

Bing 12 - Kiém soat trang thai g& bé trong P1

b8 b7 b6 b5 b4 b3 b2 b1 |Gia trj clia chuyédn ddi trang thal vong d&l dwgc hé trg

o o o o

o O O O

o © o o

0 0 0 0 |[Khdng co thdng tin deara

Chuyén d8i tir trang thai Tao thanh G& bd &rng dyng

Chuyén déi tir trang thai Khéi tao thanh trang thai Tao

Chuyén dbi tiz trang thal Khdi tao thanh G& bd {rng dung

Chuyén ddi ti trang thai V4n hanh (Kich hoat/Bé kich hoat) thanh
Itraﬂg thai Tao

0 0 1 1 1 [Chuyén dbi tir trang thai V&n hanh (Kich hoat/Bo kich hoat) thanh
G& bd (rng dung

o o O o o
o o o o

0
0
0
1

- =k == O
0O = 0O =

BAt ky gia tr] ndo khac dwge danh riéng sir dyng sau ndy b&i co quan tiéu chuln hoa,

7.4

Can nhéc quan ly irng dung

Lugc @5 quan ly thé va/hodc cac chinh sach bén phéat hanh thé quy dinh loai va sé legng chix ky
dwoc yéu cau, nhu:

16
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Chir ky bén cung cép &ng dung,
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Thé phai c6 kha nang bét budc cac chinh sach nay va quan ly cac khéa xac minh chi ky tuong
&¥ng.

Mot chinh sach quan Iy (*ng dung gira bén phat hanh thé va bén cung cép ng dung, va viéc thiét
lap chinh nay ndy nim ngoai pham vi clia tiéu chudn.
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Phu luc A
(tham khao)
Vi du v& quan ly (rng dung thé theo bén phat hanh thé dgc lap

va mé hinh bén cung cép *ng dung

A1 Gidi thigu
Vi du nay trinh bay cach thirc quan ly mt (rng dung trén thé theo bén phat hanh thé dgc lap va
méd hinh bén cung cdp (ng dung. C6 cac gia dinh sau:

~  Mbt (ng dung c6 thé durgc thém vao thé bdi bén cung cép (rng dung ddc 1ap sau khi phat hanh
thé. Md hinh dugec trinh bay trong Hinh A.1. '

- Chirng nhan tao &ng dung c6 thé dugc phat hanh trong qua trinh két néi tryc tuyén hay ngoai

tuyén.
CHU THICH  Nhém nghién ciru hé théng thé mach tich hop (NICSS) thé hé ké tiép dung m6 hinh nay.
Co quan diang ky Ca q“;‘gi“' ki
Bén cung chp thé i
e
&2 %*y phat hanh
RID
Chirng nhan
Bén phat hanh thé 130igd 06 img dyag Bén cung cip img dyng
(o] APR
Thé «n R (APR)
ngoai tuyén
o .
the irng dung

ICC (Ch thé/ngudd ding)

Hinh A.1 - M3 hinh cla bén phat hanh thé ddc Iap va bén cung cép ng dung
A.2 Viduy vé thi tuc quan Iy (ng dung
A.2.1 Trwong hop cia APR dge ldp véi Cl (Cl tir xa): xdc minh chirng nhén trwedc khi tai
a) SELECT &ng dung véi AID 'E8 28 BD 08 0D".

b) GET DATA dé thu hdi khudn mau dich vy quan ly theé (thé '7F64').

c) SELECT (ng dung quan ly thé véi AID (thé '4F') dugc chi ra trong khudn miu dich vy quan Iy
thé.

d) Chirng thyc hai chidu.
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Nhin mét chirng nhan tao (ng dung tir bén phat hanh thé (tryc tuyén/ngoai tuyén). Chirng
nhan cé thé chira AID, mot gia tri bAm cda (rng dung, ID phé duyét, ID thé va chi ky sbé clia
bén phat hanh thé.

APPLICATION MANAGEMENT REQUEST v&i chirng nhan.
LOAD APPLICATION bang Iénh LOAD APPLICATION.

A.2.2 Trwérng hop cia Cl tir xa: xac minh chirng nhén sau khi tai

a)
b)

c)

d)
e)
f)
9)
h)

SELECT (ng dyng v&i AID 'E8 28 BD 08 0D'.
GET DATA dé thu hdi khudn miu dich vu quan Iy thé (thé '7F64').

SELECT rng dung quan ly thé v&i AID (thé '4F') dwoc chi ra trong khudn méu dich vy quén ly
the,

Chng thire hai chidu.

Nhén dugc mdt chirng nhén tao &ng dyng t&r bén phat hanh thé,

APPLICATION MANAGEMENT REQUEST khéng c6 gidy chirng nhan dé cép phat bd nhé.
Tai (’ng dung bdng LOAD APPLICATION.

APPLICATION MANAGEMENT REQUEST vé&i chirng nhén.

A.3  Vidu vé tha tuc g& bé

A.3.1 Trwong hep cla Cl tir xa: xac minh chirng nhén trong sudt qua trinh g& bd

a)
b)

c)

d)

e)

f)

SELECT (rng dung vé&i AID 'E8 28 BD 08 0D".
GET DATA dé thu hdi khudén méu dich vy quan Iy thé (thé '7F64").

SELECT (ng dung quan ly thé vé&i AID (thé '4F') dwoc chi ra trong khudn méu dich vy quan Iy
the.

Chirng thie hai chiéu.

Nhan chirng nhan loai bd ng dung tlr bén phat hanh thé (trec tuyén/ngoai tuyén). Chirng
nhan c6 thé chiva AID, ID phé duyét, ID thé va chiz ky sé cla bén phat hanh thé.

REMOVE APPLICATICN v¢i chirng nhéan.

A.3.2 Trwong hop cua Cl tiv xa: xac minh chirng nhén trwéc khi go bo

a)
b)

c)

d)
e)
f)
9)

SELECT trng dung v&i AID 'E8 28 BD 08 0D".
GET DATA dé thu hdi khudn méau dich vu quan Iy thé (thé '7F64").

SELECT (rng dung quan ly thé véi AID (thé '4F") dugc chi ra trong khudn mau dich vy quan ly
thé.

Chirng thye hai chiéu.

Nhan chi¥rng nhan loai bd (rng dung tir bén phat hanh the.
APPLICATION MANAGEMENT REQUEST véi chieng chi.
REMOVE APPLICATION khéng cé gidy chirng nhan.
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Phuy luc B

(tham khao)

Vi dy thc hanh cua quan ly png dyng thé

B.1 Giéi thiéu

Vi du nay trinh bay md hinh hai-buéc cho viéc tao va kich hoat trng dyng: tai ma cba ng dung
trw&re tién, sau dé cai dat va kich hoat mét treérng hop rng dung.

CHU THICH GlobalPlatform (GP) sir dung mb hinh nay.

M6t (rng dung gdm cac ma (*ng dung va di¥ ligu ng dung. Ma (ng dung (nhwng khong phai di
liéu 'ng dung) dugec tai vao thé bang cach diing mdt Load Object. Viéc cai dat mot eng dung tao
ra mot tredrng hop theo Load Object cong véi mét sb di lidu (ng dung c6 thé.

Trong vi du ndy, viéc tao va kich hoat mét (rng dyng doi hdi phai bd sung:
- Chirng thyc treéc d6 clia hé théng quén Iy (rng dung thé (CAMS),

~ Ba&o v& cac Iénh va hdi dap bang théng diép an toan,

— X&c minh chi*ng nhan clia b&n phat hanh thé.

B.2 Lé&nh ddi v&i quan ly (rng dyng
B.2.1 Lénh APPLICATION MANAGEMENT REQUEST

Lénh APPLICATION MANAGEMENT REQUEST dwoc phat hanh nhdm khdi tao va thyec hién cac
bwéc khac nhau dwoc yéu cdu cho viéc tai mot Load Object, cai dat va kich hoat mét treéng hop

rng dung.
Bang B.1 - Cap Iénh-hdi d4p APPLICATION MANAGEMENT REQUEST
CLA Quy djnh trong TCVN 11167-4 (ISO/IEC 7816-4).
INS '40"
P1 Kiém soét trang thai d6i tugng vong doi (ng dyng: Xem Bang B.2
P2 Kidm soat quan Iy ’ng dyng: xem Bang B.3
Trwéng Le Sé byte trong truérng dir lidu I&nh.

Trwdng dir liéu [Thong tin yéu cdu quan ly rng dung

Trudng Lo R&ng dbi véi ma héa Ne = 0, co gia trj di véi m& hba Ne > 0

Treérng dir ligu  [REng hodic théng tin x4c nhéan quén Iy trng dung

SW1-SW2 Xem TCVN 11167-4 (ISO/IEC 7816-4), Bang 6 va 7 lién quan, vi du: '6982', '6985'".

Tham sb P1 cia Iénh APPLICATION MANAGEMENT REQUEST mé ta myc dich cGa Iénh nay va
dwgc ma héa theo Bang B.2.
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Bang B.2 Kiém soat trang thai déi twong vong d&i irng dung trong P1

b8 b7 b6 b5 b4 b3 b2 b1 |Y nghia :
0 0 0 0 1 1 D 0 |[Chuyéndéditrtrang thai Tao thanh Kich hoat v&n hanh

0 0 0 0 1 0 0 0 |[Chuyéndditd trang thai Khoi tao thanh Kich hoat van hanh

0 0 0 0 0 1 0 0 [Chuyén dditdtrang thai Tao thanh trang thai Khdi tao

0 0 0 0 0 0 1 0 |Chuydn dditlrtrang thai Khéng tdn tai thanh trang thai Tao

X X X X - « - - |RFU

bd=1 chi ra viéc Kich hoat (*ng dyng dugc quy dinh trong trirerng di ligu 1énh. Didu nay &p dung

cho mdt Png dung ma chi dvgc tao ra (trang thai vong déi hién tai = Tao) hay d4 la Khai tao
(trang théi vong d&i hién tai = Khai tao).

b3 =1 chi ra viéc khéi tao (rng dung dwgc quy djnh trong tredrng dir lidu 1énh (trang thai vong doi =

Tao).

b2 =1 chi ra viéc tao rng dung dugc quy dinh trong tredrng d liéu Iénh (frang thai vong d&i hién tai

= Khéng tdn tai).

Bang B.3 - Kiém soat quan ly &ng dyng trong P2

b8 b7 b6 b5 b4 b3 b2 b1 Y nghia

0

0 0 0 0 0 0 1 [X& minhy8ucduquanly ong dyng
0 0 0 0 0 1 1 |X& minhva giyéu chu quan ly &ng dyng

Trong vi dy nay, 1énh APPLICATION MANAGEMENT REQUEST dugc cép hai lan.

Véi b2 = 1 trong théng sd P1 va P2 dat 1a '01', dé khdi tao viéc tai ma &ng dung (Load Object).
Trwéng di liéu lénh gm viéc dinh danh Load Object, dinh danh bén cung cép ¢ng dung, théng tin
4n dinh tai nguyén bd nho theo Load Object, viéc bdm Load Object va mgt chirng nhéan tao ng
dung duoc ban hanh bdi bén phat hanh thé. Khdng ¢ tredng di liéu hdi dép trd vé trong thong
diép hdi dap. Mot hay nhigéu l1énh LOAD APPLICATION theo sau. Khi thyc thi thanh céng 1énh
LOAD APPLICATION cudi ciing, viéc tao yéu ciu quan Iy (ng dung la mac nhién cam két va trang
thai vong doi &ng dung dwgc dat la Tao.

V&i sw két hop clia b4 = 1 va b3 = 1 trong thong s6 P1 va P2 dat 1a '03', viéc cai dat va kich hoat
dbng thoi mot trdng hop ng dung. Cac trdng di liéu Iénh gdm viéc dinh danh cla Load Object
da duoc 18i, dinh danh clia treéng hep (ng dung, thong tin &n dinh tai nguyén bd nhé theo trvdng
hop (ng dung va mét chirng nhén khi tao-va-kich hoat rng dung cda bén phat hanh thé. Khi thirc
thi thanh cong 1énh nay, trang thai vong déi duoc thay ddi tir Tao thanh Kich hoat van hanh. Mét
treong di liéu hdi dap c6 thé dugc tra lai trong cac théng diép hdi dap. Noi dung cla trudng dir
lidu hdi dap chira d6 dai (di.rc_wc ma héa theo cac quy tic ASN.1 dwgc quy dinh trong ISO/IEC 8825-
1) va gid trj cua viéc xac nhan Khéi tac-va-Kich hoat rng dung.
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B.2.2 Lénh LOAD APPLICATION

Load Object dugrc chia thanh nhidu khéi Load Block dé truyén téi thé. Lénh LOAD APPLICATION khéi
tao viéc truyén Load Block vao thé. C4c Iénh LOAD APPLICATION c6 thé dugc yéu clu dé truydn mot
Load Object t&i thé.

Bang B.4 - Cip 1nh-hdi dap LOAD APPLICATION

CLA Quy djnh trong TCVN 11167-4 (ISO/IEC 7816-4).

INS 'EA'

P1 Byte c6 y nghia nhét sé chudi khéi Load Block, xem Bang B.S
P2 Byte co it nghta nhét sé chudi khéi Load Block, xem Bing B.6
Trudrng Le S6 byte trong treéng di ligu 1&nh.

Trudng di lidu |Load Block

Trudng Le R&ng d6i v&i ma héa Ne = 0, c6 gié trj dbi v&i ma héa Ne > 0

Truedng di lidu |[RAng hodc thong tin x4¢ nhén tao ¢ng dung

SW1-8W2 IXem TCVN 11167-4 (1ISO/IEC 7816-4), Bang 6 va 7 lién quan, vi du: '6581', '6484',

Théng sé P1 va P2 cla 18nh LOAD APPLICATION mé ta chudi Load Block va ugc ma hoé trong
Bang B.5 va B.6.

Bang B.5 - Byte ¢6 y nghia nhét s chudi trong P1
b8 b7 b6 b5 b4 b3 b2 b1 |Y nghia

0 1 X X X X X X INhidukhéi, byte c6 nghfa nhéat sé chudi
1 1 X X X X X X |[Khéicubi, byte cé nghia nhat sé chudi

b8=0 chi ra ¢6 nhidu Load Block hon mong doi
b8 =1 chi ra Load Block cuéi ciing trong mét chudi.
b7 =1 chi ra mét sé thi ty Load Block dwoc ma hoa trén 14 bit, tir 0 dén 16383,

Bang B.6 - Byte cé it ¥ nghia nhit sé chudi trong P2
b8 b7 b6 b5 b4 b3 b2 b1 ¥ nghia

X X X X X X X X [Byteconghianhétsé chubi

Lénh LOAD APPLICATION ddu tién dugc bt diu bing mdt Iénh APPLICATION
MANAGEMENTREQUEST véi Iénh tao (b2 cia P1 datla 1).

$6 chudi ctia Load Block (it hon 14 bit clia P1-P2) bAt d4u tir 0. Viéc danh sé Load Block 1a theo
dang trinh ty va gia tang +1. Thé dwgc théng bao vé khéi cudi cung clia Load Object (b8 clia P1
cla Iénh LOAD APPLICATION dat 1a 1).

Mot triedng di ligu hdi d4p c6 thd dugc tra v8 theo thong diép hdi dap. N&i dung cla tredng dir
ligu hdi d4p bao gdm do dai (degc ma héa theo quy tdc ASN.1 dugce quy dinh trong ISO/IEC
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8825-1) va gia tri viéc xac nhan tao (rng dyng. Gi4 tri ndy chi xuét hién trong tredng dir ligu hdi
dap cua lénh LOAD APPLICATION truyén khéi Load Block cudi cung (b8 ctia P1 dat 1a 1).

Déi véi 1enh LOAD APPLICATION khac véi lénh LOAD APPLICATION cudi cung truyén Load
Block cudi cuing (b8 ciia P1 dat 1a 1), khéng co tredng di lidu hdi dap.

B.3 Chudi quan ly ’'ng dung

Chudi quan Iy (rng dung di&n hinh dbi véi viéc tao va kich hoat mét &rng dung trong mé hinh nay
dugc tuan theo:

a) SELECT «ng dung v&i AID 'ES 28 BD 08 0D

b) GET DATA ldy mau dich vy quan ly thé (thé '7F64')

¢) SELECT irng dyng quan ly thé v&i AlD (thé '4F') chira trong méu dich vy quan Iy thé

d) APPLICATION MANAGEMENT REQUEST cho viéc kh&i tao v&i P1="02' va P2='01",

e) LOAD APPLICATION d&u tién v&i P1='40' va P2="00".

f)y Caclénh LOAD APPLICATION theo trinh ty gia ting cia P1-P2.

g) LOAD APPLICATION cudi cung v&i P1="Cx' va P2="y2' khi 'xyz' & chudi sb clia Load Block cubi
cuing (gid dinh 'xy' nhé hon 4 095).

h) APPLICATION MANAGEMENT REQUEST ddi v&i viéc khdi tao va kich hoat véi P1='0C' va
P2="03".
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Phuluc C
(tham khao)

Vi dy the hanh bd sung clia quan ly ipng dung thé

C.1  Gi&i thiéu
Vi dy nay trinh bay mé hinh ba-buéc 8di véi viec tao va kich hoat ing dung: &n dinh tai nguyén
thé, tai ma ong dung va dir liéu va tao ra kich hoat van hanh.

CHU THICH ~ MULTOS dung mé hinh nay.

Lénh APPLICATION MANAGEMENT REQUEST ban d4u dam bao tinh sdn cb cla tai nguyén thé
va chudn bj s8n sang cho thé dbi v&i cac yéu cdu quan Iy ndi dung thé ké tiép. Ung dung sau dé
dugc tai t&i the véi 1énh LOAD APPLICATION. Mot &ng dung 96m ma (rng dung va dir liéu ¢rng
dung, thang tin didu khién t&p tin mac dinh, muc vao tép tin thu myc, chi ky sé va don vj chuyén
ddi khoa. Tat cd dugc tdi vao thé nhwe mot don vj tdi (ng dung. Lé&nh APPLICATION
MANAGEMENT REQUEST thir hai va cudi cung két thic quy trinh tao va kich hoat (rng dyng, bao
gdm viéc kidm tra quy&n bén phat hanh thé va chix ky sé clia bén cung cép dich vy ng dung clia
don vi tai ’ng dung.

C.2 Lénh doéi véi quan ly ’ng dung
C.2.1 Lénh APPLICATION MANAGEMENT REQUEST

L&nh APPLICATION MANAGEMENT REQUEST dwoc phat hanh nhdm khéi tao va hoan thién quy
trinh tai (Png dung.

Bang C.1 - Cidp lénh-hdi dap APPLICATION MANAGEMENT REQUEST

CLA Quy dinh trong TCVN 11167-4 (ISO/IEC 7816-4).

INS _ '40° 5 .

P1 Muyc dich cia APPLICATION MANAGEMENT REQUEST, xem Béang C.2
P2 Muc dich cia APPLICATION MANAGEMENT REQUEST, xem Bang C.3
Tredng Le S6 byte trong trueérng di ligu 1&nh.

Truedng dir ligu  |Ching nhén tai ¢ng dyng

Trudng Le R&ng i v&i ma héa Ne = 0, c6 gia trj dbi v&i ma héa Ne > 0

Trudng di¥ ligu  |REng hodic Chirng nhan khéa phd théng

SW1-8w2 Xem TCVN 11167-4 (ISO/IEC 7816-4), Bang 6 va 7 lién quan, vl du: '6982', '6985'.

Tham sé P1 clia Iénh APPLICATION MANAGEMENT REQUEST md ta myc dich cla lénh va
dwec ma héa theo Bang C.2.
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Béng C.2 - Ma héa P1 cuia lénh APPLICATION MANAGEMENT REQUEST
b8 b7 b6 b5 b4 b3 b2 b1 |Y nghia

0 0 0 0 1 1 1 0 [Chuydnddity trangthai Khang tbn tai thanh Kich hoat V&n hanh

Tham s& P2 cua lénh APPLICATION MANAGEMENT REQUEST md ta muc dich cla Iénh va dwge ma
hoa theo Bang C.2.

Béng C.3 - Ma héa P2 cuia 1énh APPLICATION MANAGEMENT REQUEST
b8 b7 b6 bS5 b4 b3 b2 b1 Y nghia

0 0 0 0 0 0 0 1 (X4 minhyéucduquanlydng dyng
0O 0 0 ©0 0 0 1 1 [Xac minhva gliyéuclu quan lydng dung

C.2.2 Lénh LOAD APPLICATION

Pon vj tai @ng dung dwgc chia thanh cac thanh phdn nhd hon dé truyén téi thé. Lénh LOAD
APPLICATION khdi tao viéc truydn c4c thanh phan vao thé. Nhidu 1énh LOAD APPLICATION cé thé
duoce ding dé truydn mét don vij tai &ng dung t&i thé.

Bang C.4 - Cép lénh-hdi dap LOAD APPLICATION

CLA Quy djnh trong TCVN 11167-4 (ISO/IEC 7816-4).
INS 'EAI

P1 T&i byte c6 nghia nhét sé chudi, xem Bang C.5
P2 T&i byte c6 it nghia nhét s& chudi, xem Bang C.6
Trudng Le Sé byte trong treérng di liéu [énh.,

Truedng d liéu |Load Block

Truong Le Réng d6i véi ma héa Ne = 0, cb gid trj dbi voi ma hoa Ne > 0

Tredng dir liéu  |Réng

SW1-Sw2 Xem TCVN 11167-4 (ISO/IEC 7816-4), Bang 6 va 7 lién quan, vl dy: '6981', '6984".

Théng sé P1 va P2 cla Ignh LOAD APPLICATION mé ta chudi s6 ciia cac thanh phan va dvgc ma héa
trong Bang C.5 va C.6.

Bang C.5 - M hoa P1 cia 1énh LOAD APPLICATION
b8 b7 b6 b5 b4 b3 b2 b1 |Y nghia

0 1 x x x X % x [Nhidukhéihon, byte c6 nghia nhit sé chudi

1 1 x x x x % x |[Knhdicubi, byte ca nghia nhét sé chudi

b8=0 chi ra nhiéu Load Block nhir mong dgi.
b8 =1 chi ra Load Block cuéi cling trong chudi.
b7 =1 chi ra mdt chudi sb clia Load Block dwgc ma hoa theo 14 bit, tir O t&i 16383.
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Bang C.6 - Ma héa P2 cua lénh LOAD APPLICATION
b8 b7 b6 b5 b4 b3 b2 b1 Y nghia

X X X X X X x x [Bytecé itnghia it nhit sé chudi

Lénh LOAD APPLICATION ddu tién dwgc bit ddu bing lénh APPLICATION MANAGEMENT
REQUEST.

S6 chudi Load Block (it hon 14 bit cia P1-P2) bt dau tir 0. Viéc danh sé Load Block la dung theo
tudn ty va gia ting +1. Thé dwoc thong bao vé khéi cudi ciing clia Load Object (b8 cla P1 dat 1a
13

C.3 Chubi quan ly (rng dung

Chuéi quan ly ing dung dién hinh cho viéc tao va kich hoat mot ng dung cia mé hinh nay nhw
sau:

a) SELECT tng dung v&i AlD 'E8 28 BD 08 0D'. .

b) GET DATA d8 thu hdi khudn mAu dich vu quén Iy thé (thé '7F64").

c) SELECT quan ly (’ng dyng thé.

d) APPLICATION MANAGEMENT REQUEST cho x4c minh y&u cau kich hoat van hanh véi P1 =
'0E'va P2 ="01".

e) LOAD APPLICATION dAu tién véi P1 ='40" va P2 ='00".

f)  Nhiéu Iénh LOAD APPLICATION vé&i tudn ty ting dén ctia P1-P2.

g) LOAD APPLICATION vé&i P1 = 'Cx' va P2 ='yz' khi 'xyz' 1a s& chudi Load Block cubi ciing.

h) APPLICATION MANAGEMENT REQUEST cho kich hoat van hanh v&i P1 ='0E' va P2 ='03',
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Phu luc D

(tham khao)

V du thye hanh bé sung cua quan ly trng dung thé

Vi dy sau trinh bay viéc sir dung 1énh LOAD APPLICATION nhw mét trinh bao boc cac lénh cho
viéc cai dat ¢ing dung. Viéc st dung ndy cho phép kiém soat toan bd chubdi tai bdi mot quy tac truy
cép don 1& déi voi 1énh LOAD APPLICATION, vi dy: viéc chirng thuc b&n ngoai véi thda thuan
khoa théng diép an ninh dwoc yéu cau. Thi tuc chirng thirc nay duoc thuc hién bédi mot hé théng
quan ly (rng dung thé (CAMS).

CHU THICH 1 Chudi 1&nh c6 thé dugc gl v&i thang digp an ninh.

CHU THICH 2 Lénh-thyc thi trong truérng dir lidu 1énh dugc ma héa ma khéng cé théng diép an ninh.

Bang D.1 - Cap Iénh-hdi dap LOAD APPLICATION

CLA .'Quy dinh trong TCVN 11167-4 (ISO/IEC 7816-4), bit 5 d&t 1a 1 chi ra rdng lénh né;
‘ :khéng phai 12 I&nh cudi trong chudi

||NS '‘EB'

iP1-P2 ‘0000

Truong Le 'S6 byte trong treeng dir ligu 1&nh.

—— CLET S

Truong d@ liéu  |Lénh-thic thi (Thé '52):
| '52".L-.... (Lénh CREATE FILE (DF))

_Truo'r;gr;-Lc Réng
i

Trudng dir lidu  |Réng

'SW1-SW2 '9000' hodc cac byte trang thai cy thé

Bang D.2 - Cip lénh-hdi dap LOAD APPLICATION |

i'cu(' ' lQuy dinh trong TCVN 11167-4 (ISO/IEC 7816-4), bit 5 dat I 1 chi ra ring Iénh nay khdng |
iphai la 1&nh cubi trong chudi

INS 'EB’

;P1-P2 '0000’

Truong Le S6 byte trong trudng de liéu lénh. - _ -

! o -

{Treong dir liéu |Sé byte theo treéng di liéu lénh

iTruéné_Lc |R5ng-

Trl.;}fng di lidu }Réng .
SW1-sW2 '9000' hodic cac byte trang thai cy thé
| |
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Bang D.3 - Cép lénh-hdi dap LOAD APPLICATION

CLA Quy djnh trong TCVN 11167-4 (ISO/IEC 7816-4), bit 5 dat 1a 1 chi ra rdng l&nh nay khéng
phai 1a 1&nh cubi trong chudi

INS 'EB’

P1-P2 ‘0000’

Trwéng Le S6 byte trong trwérng dir ligu l&nh,

Tredng dir lidu  |Lénh thye thi (Thé danh déu '52'):
'52'-L-.... (L&nh CREATE FILE (DF))

Treéng Le Réng

Trudng div ligu [Réng

SW1-Sw2 '9000" hodic cac byte trang thai cy thé
Bang D.4 - Cip lénh-hdi dap LOAD APPLICATION
CLA Quy dinh trong TCVN 11167-4 (ISO/IEC 7816-4), bit 5 d4tt 14 1 chira réng {&nh nay khong
phai 1a 1&nh cubi trong chudi
INS '‘EB*
P1-P2 '0000"
Trwéng Le Sé byte trong treérng de liéu 18nh.

Tredrng dir ligu

Lénh thyc thi (Thé '52'):
'52"-L-.... (L&énh CREATE FILE (DF))

Truwdng Lc

Réng

[Tredrng di ligu

Réng

SW1-sw2

'9000' hodc cac byte trang thai cu thé
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Thw muyc tai liéu tham khao

TCVN 11167 (ISO/IEC 7816) Thé dinh danh - Thé mach tich hop (tAt ca cac phan).

Pac ta thé GlobalPlatform, phién ban 2.1.1 hodc cao hon, http://www.globalplatform.org/
NICSS Prerequisites Version 1.20, The Next generation IC Card System Study group:
http://www.nicss.or.jp/

Guide to Loading and Deleting Applications, MAO-DOC-REF-008, MAOSCO:
http://www.multos.com/

Guide to Generating Application Load Units, MAOQ-DOC-REF-009, MAOSCO:
http://www.multos.com/
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