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Lé&i néi diu
TCVN 11167-10:2015 hoan toan twong dwong véi ISO/IEC 7816-10:1899.

TCVN 11167-10:2015 do Tiéu Ban k¥ thuat tiéu chuin quéc gia TCVN/JTC 1/SC 17
“Thé nhén dang” bién soan, Tong cyc Tiéu chuin Do lwdng Chét lgng dé nghi, Bo
Khoa hoc va Céng nghé cdng bd.

B tiéu chuan TCVN 11167 (ISO/IEC 7816) Thé dinh danh — Thé mach tich hop gbm
cac tiéu chudn sau:

— Phan 1: Thé tiép xtc - D4c tinh vat Iy;

— Ph#n 2: Thé tiép xdc - Kich thudc va vi tri tiép xuc;

— Phén 3: Thé tiép xuc - Giao dién dién va giao thirc truyén;

— Phén 4: T4 chire, an ninh va 1&nh trao di;

— Phan 5: Dang ky clia bén cung cép (rng dung;

— Phéan 6: Phin t& d@ liéu lién nganh trong trao ddi;

— Ph&n 7: Lénh lién nganh déi v6i ngdn ng truy van thé cé cAu trac;
— Ph&n 8: Lénh dbi v&i hoat ddng an ninh;

— Phéan 9: Lénh d6i vé&i quan ly thé;

— Phén 10: Tin higu dién va tra |&i d& thiét I3p lai cho thé ddng bd;

~ Phén 11: Xac minh ca nhan béing phwong phap sinh tréc hoc;

— Ph&n 12; Thé tiép xtc - Tha tyc van hanh va giao dién dién t& USB;
— Phan 13; Lénh ddi voi quan ly 'ng dung trong méi tredrng da trng dung;
- — Phé&n 15: Ung dung théng tin ma héa.



TIEU CHUAN QuéC GI1A TCVN 11167-10:2015

Th@ dinh danh - Thé mach tich hop -
Phan 10: Tin hiéu dién va tra 1&i dé thiét lap lai ddi voi the déng
bo

Identification cards — Integrated circuit cards with contacts -
Part 10: Electronic signals and answer to reset for synchronous cards

1 Pham vi ap dung

Tiéu chuln nay quy dinh cdng suét, cAu tric ddu higu va céu truc dbi véi viéc tra |oi dé thiét 1ap lai
git/a mdt (hay nhidu) thé mach tich hgp v&i chuyén ddi ddng bd va mét thiét bj giao dién nhur mot
thiét bj ddu cubi.

Cé4c quy dinh trong TCVN 11167-3 (ISO/IEC 7816-3) dwgc ap dyng twong (ng, ngoai trir cac diéu
khac dwoc dé cap trong tiéu chudn nay.

Tiéu chudn nay ciing d& cap @én cac téc do tin higu, didu kién van hanh va két ndi voi mét (hay
nhiéu) thé mach tich hep.

Tiéu chuin nay quy dinh hai loai thé déng bd: loai 1 va loai 2.
2 Tai'liéu vién dén

Céc tai liéu vién din sau rat cin thiét cho viec 4p dung tidu chudn nay. Déi véi cac tai ligu vién
dAn ghi nam céng bé thi 4p dung phién ban dwoc nédu. DSi véi cac tai ligu vién dan khong ghi ndm
cdng bé thi ap dung phién ban mai nhét, bao gdm ca céc sira ddi, bd sung (néu cb).

1SO 1177:1985, Information processing - Character structure for start/stop and synchronous
character oriented transmission.

ISO/IEC 7810:1895, Identification cards - Physical characteristics.

ISO/IEC 7816-2:1999, Information technology - Identification cards - Integrated circuit(s) cards
with contacts - Part 2: Dimensions and location of the contacts.

ISO/IEC 7816-3:1997, Information technology - Identification cards - Integrated circuit(s) cards
with contacts - Part 3: Electronic signals and transmission protocols.
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ISO/IEC 7816-4:1995/Amd.1:1997, Information technology - Identification cards - Integrated
circuit(s) cards with contacts - Part 4: Interindustry commands for interchange - Amendment 1:
Impact of secure messaging on the structures of APDU messages.

3 Thuét ngir va djnh nghia
Tiéu chudn nay &p dung cac thuét ngl va dinh nghfa sau.
3.1

Thiét bj giao dién (interface device)

Thiét bi dau cudi, thiét bj két néi hay may méc véi mdt (hay nhidu) thé mach tich hop dugc két néi
dién t& trong suét quy trinh van hanh.

[ISO/IEC 7816-3:1998, 3.1.1]

4 Thuét ngir viét tit va ky hiéu

Tiéu chudn nay ap dung cac ky higu sau.

trang théai H: Mcrc logic mirc cao,

trang thai L: Mrc logic mirc thép,

trang thai Z: D4u (dwgc quy djnh trong ISO 1177)

trang thai A: D4u cach (dwgce quy dinh trong 1SO 1177)

Xy D4u thap lyc phan, trong dwong XY v&i hé s 16.

5  Dic tinh dién cua tiép xic

5.1  An djnh tiép xtc

Ngoai nhi¥ng tiép xtc dugc 4n dinh trong TCVN 11167-2 (ISO/IEC 7816-2), tiép xic C4 dugc 4n
dinh cho mé chirc nang (FCB) cho thé ddng b loai 2. FCB dwgc dung két hop véi RST dé chi ra
kidu 18nh dwoc thyc hién trong thé (vi du: thiét 1ap lai, doc, viét).

5.2  Giatrjdong dién va dién ap

T4t ca gi4 trj dong dién va dién ap dwoc quy dinh trong TCVN 11167-3 (ISO/IEC 7816-3) cho cac
didu kién van hanh cip A. Cac dic tinh dién cla tiép xtc FCB (thé ddng bd loai 2) déu giéng véi
tiép xtc RST.

5.3 Chon lwa loai thé

Céc thiét bj giao dién c6 thé bét dAu v&i didu kién van hanh loai 1 hay 2. Néu thé khdng cung cép mdt
Answer-to-Reset, ho3c cung cdp mot cau trd 1&i khdng phu hop (xem Didu 7.4) thi thiét bj giao dién
phai tit cac tiép xdc va sau mot thoi gian it nhét 1a 10 mili-gidy thl méi c6 thé ap dung didu kién vén
hanh khéc.
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6 Thiét lap lai thé
6.1 Thé ddng bd loai 1

Cac thiét bj giao dién thiét 14p t4t ca cac dong & trang thai L. Xem Hinh 1. VCC dugc cap ngudn,
VPP dugc dat & trang théi ranh, CLK va RST van & trang thai L, I/O dugc dat & ché do tiép nhan
trong thiét bj giao dién. RST phai dwgc duy tri & trang thai H it nhét 50 mili-gidy (t2), trwéc khi trér
v& trang thai L 12n niva. Gia trj t&i da cho thei gian thu/phat |4 0,5 mili-gidy (t va t trong Hinh 1 va
2).

Xung ddng hd dugc ap dung sau mdt khoang th&i gian (tio) t mép 18n cla tin higu thiét 1ap lai.
Khodng thdi gian cho trang thai H cia xung déng hd c6 thé 1a bat ky gié tri nao tir 10 dén 50 mili-
giay: khdng ¢ nhidu hon mdt xung ddng hd trong sudt qua trinh thiét 14p lai cao dwoc phép.
Khodng cach thdi gian gitra cac mép xudng trén CLK va RST 12 ts.

Céc bit di liéu d4u tién dwgc xem nhw mdt cdu tra 1di trén 1/O trong khi CLK & trang théi L va cé
hiéu lyc sau mét khoang thdi gian tys tlr mép xudng trén RST.

6.1 Thé ddng bd loai 2

Cac thiét bj giao dién thiét 14p tat ca cac dong thanh trang théi L. Xem Hinh 2. Sau 46 cac VCC
dwoc cung ngudn, VPP dwgc thiét 14p & trang thai ranh, CLK, RST va FCB van & trang thai L, 11O
dwoc dit & ché dd tiép nhan trong cac thiét bj giao dign. Xung ddng hd dwoc ap dung sau mot
khoang thdi gian (tz) tlr cac mép lén clia VCC. Théi gian cia xung adng hd 1a ts. FCB phai dugc
duy tri d& trang thai L it nhét trong thoi gian t,, sau mép Ién cla xung ddng hd.

Céc bit di¥ lidu dAu tién dugc xem nhe mdt cau tra 1&i v& 1/O trong khi CLK la & trang thai L va co
hiéu lyc sau mdt khodng thdi gian t; tir cdc mép xubng cta CLK.

Khi FCB duoc thiét 1ap & trang thai H, m&i xung ddng hd cho phép doc trén 1/O cac bit dir ligu tiép theo.
7 Answer-to-Reset

Trong truyn ddng bd, mét loat c4c bit dwec truyén tai trén cac dong I/0 & ché dd ban song cong
ddng bd v&i tin higu Gdng hd trén CLK.

7.4 Tin sb ddng hd va téc dj bit

Cé mdt méi quan hé tuyén tinh gitra téc @6 bit trén dong 1/O va tin sé ddng hé dugc phan phéi boi
thiét bj giao dién trén CLK, vi dy: mot tin sé ddng hd cla 7 kHz twong ng véi 7 kbit's.

Gia tri téi da cho thoi gian thu/phat 12 0,5 mili-gidy (t, va t; trong Hinh 1 va 2).
D6i v6i loai thé 1 - bat ky tAn sb dwdi 50 kHz cb thé dugc st dung.
D6i v&i the loai 2 - bAt ky tAn s dwdi 280 kHz cé thé dwgc st dung.
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7.2  CAu tric cua tidu dé Answer-to-Reset

Cac thao tac thiét Iap lai 1a mot cdu tra Ii tir cac thé chira mét tigu dé truyén tir thé t&i giao dién.
Tigu d& cé dd dai cb dinh 1a 32 bit va bét ddu véi hai tredng bét budc cia 8 bit 1a: H1 va H2.

Trinh ty thoi gian lan truyén cac bit théng tin twong (ng véi bit nhan dang tir b1 dén b32 voi bit it
quan trong nhét dwoc truyén trede. Y nghia con s6 twong (ng véi méi bit théng tin duec coi la
dac lap véi cac chir sé:

- 0 cho mét don vj twong trng & trang thai A (khéng gian);

— 1 cho mét don vi twong ng & trang thai Z (d4nh du).

7.3  Dinh thoi clia tiéu dé

7.3.1 Thé ddng bd loai 1

Sau cac thi tyc thiét 1ap lai, xem Didu 6.1, cac théng tin dau ra dwgc kiém soat béi cac xung ddng
hd. Xung déng hd d4u tién dwoc ap dung tr 10 mili-gidy dén 100 mili-gidy (t.s) sau cac mép xudng
trén RST. Khoang thdi gian cla trang thai cia xung déng hd cé thé dwoc thay ddi gira 10 va 50
mili-gidy (tis) va thdi gian cla trang thai L tlv 10 dén 100 mili-gidy (tis).

Cé4c bit d liéu dau tién thu dwoc theo quy dinh tai Diéu 6.1. Bit th(r hai va céc bit di¥ lidu sau 1a
hop 1& gitra ti7 tinh tlr mép xubng trén CLK. Céc bit di¥ ligu do d6 co thé dugc 14y mAu tai canh 1én
cia xung ddng hd tiép theo.

7.3.2 Thé déng bé loai 2

Sau c4c thi tyc thiét 1ap lai, xem Didu 6.2, cac thong tin ddu ra dugc kiém soat bdi cac xung déng
hd. Xung ddng hé dau tién dwgc ap dung tai tz4 tinh tir mép 1&n trén FCB. Khoang thoi gian cla
trang thai cha xung déng hd 14 t,s va thdi gian clia trang thai L 12 it nhat 1 mili-gidy (t).

Céc bit div ligu dau tién thu dwgc theo quy dinh tai Diéu 6.2. Bit thir hai va cac bit d& liéu sau thu
dueec trén I/O trong khi ddng hé thap va c6 gia tri gitra thai gian ty; (tinh tir mép xudng trén CLK)
va cac mép xudng tiép theo trén CLK. C4c bit di liéu do d6 c6 thé dugc Idy mau tai canh I&n cla
xung ddng hd tiép theo.

7.4  Noidung dir liéu cua tiéu dé
Céc tiéu d& bao gébm bdn trrdng (tir H1 dén H4) va cho phép mot quyét dinh sém ring ligu thé va

thiét bj giao dién cé twong thich. Néu khdng c6 kha ning twong thich, cac tiép xdc sé bj ngirng
hoat dong theo quy djnh tai Piéu 8.

Trwéng H1 déu tién ma héa loai giao thirc. Cac gia tri clia cadc ma va loai giao thirc twong (rng
dwec quy dinh trong Bang 1.
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Bang 1 - M3 héa H1
b8 b7 b6 b5 b4 b3 b2 b1 Y nghia

0 0 0 0 0 0 0 Khdngduwgcsilrdung

x x x 0 0 @ 0 |Danhridng ddi v&i giao thirc drrge quy dinh bdi co quan c6 thdm
quyén.

X X X X x x x 1 [Chutricva mahoa H1 va H2 dwoc gan bdi thadm quydn dang ki

1 1 1 1 1 1 1 1 Khéngdugc sir dung

Gia tri khac Déc quyén

Trwdng thir 2 H2 mé héa tham sé véi loai giao thirc dwge ma hoa trong trivdng H1. Cac gia trj cla
H2 dwgc chi djinh bdi ISO/IEC JTC 1/SC17, néuH1=x0 (x=1, ..., 7).

Dic ta clia H3 va H4 ndm ngoai pham vi clia tiéu chuén nay.
8 Bo kich hoat cac tiép xac

Khi trao di thong tin duge cham dit hodc hiy bd (thé khdng hoat dong hodic phat hién loai bd
thé), tiép xdc dién phai bd kich hoat. Viéc bd kich hoat béi thiét bj giao dién phai bao gém cac
thao tac lién tiép (RST da & trang thai L):

— Trang théi L trén CLK,
— Trang thai L trén FCB (chi thé loai 2),

— VPP khéng hoat ddng,
— Trang thai A trén /O,
— VCC khéng hoat ddng.
vVCC /
'
>
RST bisq
"o - tis b Y4 t,
— :14 a——— f—
g tyz
— - —- it
vo N1 2 XX
Sps<tyg 10ps < {14 <100 ps ... Ddng hd thdp sau thiétigplai 1, - 05 ps
Spssiﬂ wps:’:w = 50 ps....Rbg hd cao 1, =05ps
S0uss “12  Thiétlaplaicao 10 ps = rta <100 ps ....R8ng h(’i_!hép r=
{13210 ps Jré truydn song 17 < 10 ps.....Xrd tuydn song

Hinh 1 - Thiét 1ap lai thé ddng bd héa loai 1
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vee :

VPP

RST ' """""""""""""""""""""""""""""""""""
P
FCB | T ’
'fOW 1 A 2 vz

thg25Hs  tp,203ps  toa21HS . <05us
top205ps tygz215ps  tyy505ps ty<05ps

Hinh 2 - Thiét I3p lai thé ddng b héa loai 2

10
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Phy lyc A

(tham khao)

Vi du céu tric dir ligu dwec dwa ra béi H3 = '10'

Vai trd cla trerng H3 va H4 1a twong ty nhw cac byte lich sir dwoc dé cap trong tiéu chudn TCVN
11167-3 (ISO/IEC 7816-3). Trwdng thir ba clia H3 khi dat 1a '10' cing véi trvdng H4 (xem TCVN
11167-4 (ISO/IEC 7816-4)) c6 thé xac dinh clu tric d@ ligu tiép theo.

Hinh A.1 trinh bay mot vi dy vé (rng dung chung c¢6 cAu tric doc 1ap chia bd nhé thé ddng bd thay
dugc tai giao dién gitra thé va thiét bj giao dién. N6 gdm céc trwérng sau:

- ATR

- Phénda lidu ATR

- Khéi d liéu dwong dan

- Khéi di¥ liéu ng dyng

- Vang mé réng.

B9 nhé dir ligu

ATR | ATR-DS DIR-DS APL-DS Ext

ATR = Answer-to-Reset (H1 - H4)

ATR-DS =  Khéidilidu ATR (trong duong mdt 1p tin ATR)
DIR-DS =  Khdidir lidu dudrng dan (lrong duong mdt tép tin DIR)
APPL-DS =  Khbi dir lidu ¢rng dung (lwong deong mdt EF)

Ext = Ving mé rjng

Hinh A.1 - Vi du cdu tric dir liéu dwoc dwa ra béi H3 =10

1
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Phy luc B

(tham khao)
Vi dy mé héa H1 va H2

Bang B.1 - M3 hoéa H1

b8 b7 b6 b5 b4 b3 b2 b1 ¥ nghia

0 0 0 0 0 0 0 0 Khongdwgeskdyng

0 x x x 0 0 0 0 |Danhriéng dbi véi cac giao thire, cdu tric ISO/IEC va ma hoa H2
d6i véi ISONEC

0 x x x 0 0 1 0 [CéutricvamihoéaH1 vaH2 phy thudc Bing B.1va B.2

Danh riéng dbi véi céc giao thirc clia ISO/IEC

1 x x x 0 0 1 0 |Giaothrc dic trng céng nghiép

X X X X x x x 1 |Chutrac va ma hba H1 va H2 dwgc gan bai thAdm quyén dang ki
icla cdng nghiép chip

1 1 1 1 1 1 1 1 [Khongdwgc st dung

Gia trj khac CAu triic ddc quydn va ma hoa H1 va H2

Bang B.2 - Ma héa H2 (b4 — b1 ctia H1 = 2)

b8 b7 b6 b5 b4 b3 b2 b1 ¥ nghia

1 X X X X X X x |RFU
SH don vi di¥ ligu, dwege ma hoa theo b7-b4

0 0 0 0 0 x x x [Khéngchidinh
0 0 0 0 1 x x x 128
0 0 0 1 0 x x x 256
c 0 0 1 1 x x x B2
0 0 1 0 0 x x x [1024
0 0 1 0 1 x x x 2048
0 0 1 1 0 x x x 409
0 1 1 1 1 x x x |RFU

0 X x x X X X X [podaiciadon vjd®ligutheo cac bit cia 2** dwgc ma héa theo
b3-b1 (vi dy: 011 = B bit = 1 byte)
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