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TCVN 11167-12:2015

L&i néi diu

TCVN 11167-12:2015 hoan toan twong duwong vé&i ISO/IEC 7816-12:2005 va
ISO/IEC 7816-12:2005/Cor.1:2007.

TCVN 11167-12:2015 do Tiéu Ban k¥ thuat tiéu chudn québc gia TCVNTC 1/SC 17
“Thé nhan dang” bién soan, Téng cyc Tiéu chuan Do lwdng Chét lwgng d& nghi,
B3 Khoa hoc va Céng nghé céng bb.

BO tiéu chudn TCVN 11167 (ISO/IEC 7816) Thé dinh danh — Thé mach tich hop gdm
céc tidu chuin sau:

— Phéan 1: Thé tiép xuc - D&c tinh vat Iy;

— Ph#n 2: Thé tiép xuc - Kich thude va v tri tiép xuc;

—~ Phan 3: Thé tiép xuc - Giao dién dién va giao thire truyén;

~ Phdn 4: T8 chirc, an ninh va 1énh trao ddi;

— Ph#n 5: Bang ky clia bén cung cép &ng dung;

~ Ph#n 6: Phan t di@ liéu lién nganh trong trao ddi;

— Phan 7: Lénh lién nganh d4i véi ngdn ngl truy van thé c6 chu tric;
— Phén 8: L&nh ddi v6i hoat ddng an ninh;

— Phén 9: Lénh d6i voi quan ly thé;

~ Phé&n 10: Tin higu dién va tra |&i d& thiét 1ap lai cho thé déng bo;

~ Phé#n 11: Xac minh ca nhan biing phwong phép sinh tric hoc;

~ Phéan 12: Thé tiép xtc - Thi tyc van hanh va giao dién dién tlr USB;
— Phan 13: L&nh dbi v&i quan ly (’ng dung trong mdi trvdng da (¢ng dyng;
— Phan 15: ng dung théng tin ma héa.



TIEU CHUAN QUOC GIA TCVN 11167-12:2015

Th@ dinh danh - Theé mach tich hop -
Phan 12: The tiép xuc - Thu tuc van hanh va giao dién dién USB

Identification cards - Integrated circuit cards -
Part 12: Cards with contacts - USB electrical interface and operating procedures

1 Pham vi ap dung

Tiéu chun nay quy dinh didu kién van hanh cla thé mach tich hop nhdm cung cép mot giao dién
USB. Hinh 1 trinh bay sy 4n dinh cac tredng tiép xac déi véi mot giao dign USB va - nham mo ta
kha nang van hanh lién tyc - sy &n dinh dugc dung trong TCVN 11167-3 (ISO/IEC 7816-3).

Thiét bj giao dign

Giao dign USB

Giae dign cua
TCVN 11167-3

ThélC
GND
VBUS
D+ —
vee
RTS -
el 1
(H4]
SPU

\ -

Hinh 1 - An dinh tiép xtc déi v&i thé mach tich hgp USB
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2 Tai liéu vién din

Cac tai liéu tham kh3o dwéi day khong thé thiéu dbi voi vigc ap dyng tai lidu nay. Déi véi cac tham
khao ghi nam, chi 4p dung ban dwoc néu. Dbi véi cac tham khdo khdng ghi ndm, ban méi nhét
clia tai liéu tham khdo (bao gdm cd stra ddi) dwgc ap dung (néu cd).

ISO/IEC 7816-2:1999/Amd.1:2004, Identification cards - Integrated circuit cards - Part 2: Cards
with contacts - Dimensions and location of the contacts - Amendment 1: Assignment of contacts
C4 and C8.

TCVN 11167-3 (ISO/IEC 7816-3) Thé dinh danh - Thé mach tich hgp - Phdn 3: Té chic, an ninh
va |&nh trao ddi,

Universal Serial Bus Specification Revision 2.0 (P4c fa USB phién ban 2.0)

Universal Serial Bus, Device Class Specification for USB Chip/Smart Card Interface Devices,
Revision 1.00 (USB, Déc ta I6p thiét bj dbi véi thiét bj giao dién thé théng minh/chip USB).

3 Thuat ngir va djnh nghia

Tiéu chudn nay ap dung cac thuat nglr va dinh nghia sau.

3.1 Thiét bj

3141

Thiét bj giao dién (interface device)

Thiét bj két ndi ddu cudi hay may ma thé dwoc két ndi dién trong subt qua trinh van hanh.
[TCVN 11167-3 (ISO/IEC 7816-3)]

31.2

Thiét bj két nél USB (USB connection device)

Thiét bj tao mdt dwdrng két nbi dién gitka mdt USB-ICC va mot may cht USB hay hub USB.
3.2 Thuét ngir va djnh nghia ding trong dic ta khic

Tiéu chudn nay 4p dung cac thuét ngl va dinh nghia tuén theo ddc td USB va dac ta CCID (xem
piéu 4).

CHU THICH Céc thugit ngl lién quan ding trong tigu chudn ndy dugc liét ké trong Phy luc tham khdo C va D.

4  Thuat ngir viét tit

Tiéu chudn ndy ap dyng cac thuat ngt viét tit sau.
Giao thirc T = 0, Giao thirc T =1

[TCVN 11167-3 (ISO/IEC 7816-3)]

D+. D- [Déac ta USB, phién ban 2.0]
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Péc ta USB (USB specification)
Tham chiéu t&i Dac td USB, phién ban 2.0 (xem Diéu 2)
ccip
Thiét bj giao dién thé Chip. Thiét k& mat thiét bj giao dién dwoc didu khién qua USB.

Péc ta CCID (CCID specification)
Tham chiéu dén d3c ta 1&p thiét bj cho chip USB/thiét b giao dién thé théng minh (xem Diéu 2).

USB-ICC
Thé mach tich hgp USB. Mat thé mach tich hop cung cdp mét giao dién USB.

5 Pic tinh dién cua tiép xdc

Sy 4n dinh tiép xGc dbi véi cac diéu kién van hanh USB duwgc dua ra trong TCVN 11167-2
(ISO/IEC 7816-2).

Thiét bj giao dién s& cung cAp mot két ndi USB t&i mdt USB-ICC théng qua VCC, GND, AUX1 va
AUX2 trong (rng VBUS, GND, D+ va D- dwgc quy dinh b&i déc ta USB.

Thé duoc thiét ké theo cac didu kién van hanh cia TCVN 11167-3 (ISO/IEC 7816-3) khdng bj hu hong
khi dwoc kich hoat trong cac diéu kién cla USB. Ngwgc lai, thé duoc thiét ké cho céac thao tac USB
khéng bi hw héng khi kich hoat cac didu kién van hanh ctia TCVN 11167-3 (ISO/IEC 7816-3) (theo dinh
nghta, mot thé bj hw hdng khéng con hoat ddng theo quy dinh hodc ¢ chira dir ligu bi héng).

6 USB-ICC dwec van hanh b&i mét thiét bj giao dién

Mot USB-ICC chi cung cAp mot giao dién USB phai duwgc két néi dién dén C1, C5, C4 va C8. Téat
ca cac ving tiép xdc khac phai dugc cach dién. Loai USB-ICC nay cé thé dugc van hanh b&i mot
thiét bi két ndi USB. Thiét bj két ndi USB phai thiét lap mot két ndi dién dén C1, C5, C4 va chi dén
C8, theo dic tinh dién va giao thirc dwgc dé cap trong dic ta USB.

Mot thiét bj giao dién khéng hd trg mdt giao dign USB phai cd AUX1 va AUX2 dwoc cach dign
hodc dam bao dién ap dugc ap dung & cac ving tiép xuc nay phai duy tri trong khoang -0,3V va
Vce + 0,3V.

7 B6 mo ta USB

7.1  Bd md ta chuan

B5 mo ta chuin dwoc mé ta trong déc td USB tao thanh mét cach thirc cho phan mém may chd
x&c dinh mat thiét bj USB méi gan kém va tai mot hay nhidu trinh didu khién thich hop cho thiét bi

USB m&i nay. Bd md ta chudn dugc doc bdi phan mém may chi trong qua trinh ligt ké. Ngoai ra,
bd mb ta ciing c6 thé dugce thu hdi bdi phin mém may chl st dung cac yéu cau USB chuan.
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CHU THICH Tiéu chuén nay s dyng cho cac gid tri thap luc phan, ky hidu 'xxh' duge sir dung trong ddic ta USB.
Didu nay khac v&i ky higu 'xx' duge s dyung trong cac phdn khac cua b tiéu chuén nay. Ky hiéu 'xxh'
duoc sir dung & ddy & tranh nh3m 13n khi doc tigu chudn nay va cac van ban lién quan dén USB.
Céac bang duéi d8y clia bd mb ta chudn, ddu hoa thj (*) trong cdt Gid trf chi ra ring (cac) gid trj nay
dugc quy dinh b&i ISO/IEC, 14y tir tap gia tri c6 thé dugc dra néu trong d3c ta USB. TAt ca céc gia trj

khéc 14 cac myc vao USB chuén.

Huéng truydn tir may chi dén USB-ICC dugc chi dinh 12 OUT. Huéng truyén tir USB-ICC t&i may chi

dwgc chi dinh |a IN.

7.1.1 B9 mé ta thiét bj chuén

Bang 1 - B ma ta thiét bj chuén ddi véi mgt USB-ICC

Offset [Trwdng Kich c& [Giatrf Mo ta

0 blLength 1 12h Kich c& cia b md ta theo cac byte.

1 bDescriptorType 1 01h L oai thiét bj DEVICE.

2 bcdUSB 2 0200h [S6 phat hanh quy dinh k§ thuat USB.

4 bDeviceClass 1 00h* Chi ra 16p thiét bj dugc quy dinh trong bd mé ta
giao dign cia thiét bj.

5 bDeviceSubClass 1 00h Thiét I4p lai 1a 0 nhw bDeviceClass dugc thiét lap
ailao.

6 bDeviceProtocol 1 00h*  [Thiét bj khdng dung cac giao thirc cy thé-1ép theo
thiét bj co ban. Thay vao dé thiét bj sir dung céac
giao thirc cy thd-16p trén mre giao dién.

7 bMaxPacketSize0 |1 Kich c& g6i 1&n nhét dbi véi diém cudi 0. Kich c&
co thé 1a: 8, 16, 32, 64.

Dbi v&i cac chirc nang téc dd thap, gia trj phai 1a 8.

8 idVendor 0 D clia bén cung cép (dugc gan béi USB-IF)

10 VdProduct 2 D ctia san phdm (duwgc gan bdi bén san xuét)

Quy dinh gia tr| clia tredrng ndy ndm ngoai pham vi
cla tiéu chudn,

12 bcdDevice 2 S phat hanh thiét bj theo ma héa nhj phan co sé
10.

Quy dinh gia trj cia treréng ndy ndm ngoai pham vi
clia tidu chun.

14 iManufacturer 1 Chi myc ctia bd md ta chudi mé ta bén san xuét.
Quy dinh ndi dung clia chudi nay ndm ngoai pham vi
clia tiéu chuln.
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Offset Trwirng ich co 1Gia tr| Mb ta

5 iProduct Chi myc clia bd mo ta chudi mé t3 san phim.
Quy dinh ngi dung clia chudi nay ndm ngoai pham vi
cua tidu chuén.

16 iSerialNumber Chi myc cta bd mé td chudi mé td sb se-ri cla
thiét bj

17 bNumConfigurations IS4 cac cAu hinh c6 thé

7.1.2 B& mé ta ciu hinh chuén

Bang 2 - B mé ta cu hinh chuin déi véi mot USB-ICC

Offset

Trwérng

Kich c&

Gia trj Mo ta

blength 1

0%h

Kich c& clia bd mb ta theo cac byte.

bDescriptorType 1

02h

Loai b§ md ta CONFIGURATION.

wTotalLength 2

Téng dd dai div lué duoc tra vd ddi véi cdu hinh nay,
bao gdm dd dai két hop clia tt ca cac bd md ta (cdu
hinh, giao dién, diém cudi va cac cu thé-lép) dwoc tra
vé theo c4u hinh nay.

bNuminterfaces 1

Sé giao dién dwgc hd trg bdi ciu hinh nay.

bConfigurationValue |1

Gid trj dwgec dung nhw mbt phép gan véi yéu ciu
SetConfiguration() nhim Iya chon céu hinh nay.
Gia trj ndy phai khac 0.

iConfiguration 1

Chi muyc ciia bd md ta chudi mé ta cdu hinh nay.
Quy dinh ndi dung clia chudi ndy ndm ngoai pham vi cua
tiéu chuln.

bmAfttributes 1

Cac dac tinh cAu hinh déi véi USB-ICC:

Bit 4...0: Danh riéng (thiét 1ap lai | 0)

Bit5:  Batty xa

Bit6: Ty cip ngudn

Bit7:  Danh riéng (dat1a 1)

D4i véi mot USB-ICC duwgc cAp ngudn bus khdng hd

trer bat tlr xa, bmAttributes phai ¢c6 gia tri 80h.

MaxPower 1

B9 tiéu thu ngudn téi da cia USB-ICC tir c4c bus khi
thiét bj van hanh toan phén.
INh&n manh trong cac don vi 2mA
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7.1.3 B mé ta giao dién chuin

Béng 3 - B4 md ta giao dign chuin déi véi mot USB-ICC

Offset Trwéng kich co Gia tr hﬁ ta

0 bLength 1 0%h Kich c& cta bd méd ta theo cac byte.

1 bDescriptorType 1 D4h Loai b mé ta INTERFACE.

2 binterfaceNumber 1 S8 giao dién. Gia trj theo 0 xac dinh chi myc trong
mang cac giao dién ddng thdi dugce hé tro béi chu
hinh nay.

3 bAlternateSetting 1 00h* Gia tri dwgc ding nham Iya chon cai dat thay thé
dbi v&i giao dién dwgc dinh danh trong trwéng
trwvére do.

Cac thiét 14p thay thé khong dugc hd trg.
4 bNumEndpoints 1 00h* 5S4 lrgng cac didm cubi dbi véi mot USB-ICC dugc
01h* diing b&i giao dién nay (khéng bao gdm diém cubi
02h* 0)
03h* 00h khong st dyng céc didm cubi khac
01h sir dyng didm ngét IN
02h sir dyng bulk-IN va bulk-OUT
03h sl dung bulk-IN, bulk-OUT va interrups-IN
CHU THICH 01h chi ra rdng céac didm cubi kidm soét dugc
diing ddi voi vigc truydn de lidu va interrupt-IN dbi véi vide
thdng bao céc sy kién d3c trung thé tir USB-ICC t&i may
chi,
5 binterfaceClass 1 0Bh M3 16p dbi vai 16p thiét bj Thé thdng minh (0Bh)
" FFh hodc nhém giao dién la ddc treng nha cung cép
(Fih)
CHO THICH M&t sdn phdm khéng st dyng mét trinh didu
khidn cy thd 16p c6 thé phi hgp véi tidu chudn nay. Trong
trrdrng hop ndy, trinh didu khidn dugc chon sir dung théng
tin dua ra b&i nha cung cip, nha sén xuét va ID san phdm
{xem Bang 1)
6 binterfaceSubClass (1 00h & lép phy

10
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E)ffset Trirdrng Kich c& Gla tr| hlé ta

7 binterfaceProtocol |1 00h Ma giao thirc.
01h L&p thiét bj thé théng minh cung clp cac giao thirc
02h giao dién sau ddi véi mét USB-ICC:

- 00h Cé4c thong digp USB-ICC dung s& lugng 16n
{tuy chon ngét)

- 01h Céc y&u clu cy thd USB-ICC dung kiém soat
truy&n phién ban A (khéng ngét)

— 02h Céc yau céu cy thd USB-ICC dung kiém soét

truydn phién ban B (ngét tiy chon)

Gi4 trj dwa ra chi ra ché @ truyén dwgc dung dbi véi

két ndi gitva host va USB-ICC.

8 ilnterface 1 Chi muc clia bd md ta chudi ma ta giao dién.
Quy djnh ndi dung cia chudi nay nim ngoai pham vi
cla tiéu chudn. '

7.1.4 Bd mo ta diém cubi chuan

Mt USB-ICC c6 thé giao tiép v&i may chi béng cach chi si dung éng diéu khién mac dinh hay
qua 6ng thong diép bing cach st dung bulk-IN va bulk-OUT. Ty chon, mét USB-ICC c¢6 thé cung
cép mot diém cubi interrupt-IN cho phép USB-ICC dé chi ra cac sy kién cy thé cho may chi. Mét
USB-ICC c¢6 th& c6 mét trong cac céu hinh sau:

Bang 4 - C4u hinh cta diém cubdi dbi véi mot USB-ICC

Bi¢m cubdi cho viéc truyén Ding bd truyén didu khidn Dung bé truyén bulk
il Phién ban A Phién ban B

Ong didu khidn mac dinh cod co cod

Bulk-IN khéng khéng cod

Bulk-OUT khéng khéng cd

Interrup-IN khéng tay chon tay chgn

Céc bang sau day mo ta bd mo ta thiét bj dau cubi:

11
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Béang 5 - Bd md ta diém cudi bulk-OUT

Offset [Trwéng Kich co Gia tr| hé ta
0 bl ength 1 07h  Kich c& cha bd m6 ta theo céc byte.
1 bDescriptorType |1 05h  [Loai bd m6 td ENDPOINT.
2 bEndpointAddress |1 01-0Fh Pja chi cia diém cubi nay trén USB-ICC. Dja chi 1a mét
Lé lwong diém cubi ndm gitra 1 va 15
Bit3..0 S Iwgng didm cubi
Bit6..4  Danh riéng, phai bdng 0
Bit 7 0=0UT
3 bNuminterfaces 1 02h  Pay la mét diém cudi sé lwgng lén
4 wMaxPacketSize |1 00xxh Kich c& truyén di lidu téi da. C6 thé 1a: 8, 16, 32, 64.
6 binterval 1 00h  Khéng 4p dung cho céac diém cuédi sé lugng 16n
Béng 6 - B mb ta diém cudi bulk-IN
Offset [Trwéng Kich c& (Gia tr] Mé ta
0 bLength 1 07h  Kich c@ cua bd md ta theo céc byte.
1 bDescriptorType |1 05h | oai b md td ENDPOINT.
2 bEndpointAddress |1 1-8Fh Pja chi clia didm cudi nay trén USB-ICC. Bja chi 14
mot sb lugng diém cudi ndm gita 1 va 15
Bit3...0  S6 lwgng didm cubi
Bit6..4  Danh riéng, phai bdng 0
Bit 7 1=IN
3 bNuminterfaces |1 02h  Pay la mot didm cubi sb legng lon
4 wMaxPacketSize 00xxh Kich c& truyén di¥ lidu téi da. C6 thé 1a: 8, 16, 32, 64.
6 binterval 1 00h  Khdng &p dung cho c4c diém cudi sé lvgng Ion

12
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Béng 7 - B& m6 ta diém cudi interrupt-IN

Offset (Trréng Kich cor (Gia trj hﬁ ta

0 blength 1 07h Kich c& clia bd md ta theo cac byte.

1 bDescriptorType |1 05h L oai b md ta ENDPOINT.

2 bEndpointAddress 1 81-8Fh Pija chi cta diém cudi ndy trén USB-ICC. Bja chi Ia
mot sb lgng diém cubi ndm gitra 1 va 15
Bit3..0  Sé lwgng diém cubi
Bit6..4  Danh riéng, phai béng 0
Bit 7 1=IN

3 bmAttributes 1 03h DAy la mét didm cudi ngét.

4 wMaxPackelSize |1 00xyh Kich c& go6i d6i véi USB-ICC. Gia trj téi da phai la
02h.

6 binterval 1 xyh Khoang thii gian di v&i viéc chon cac bd truyén dir

idu didm cudi. Tinh theo mili-gidy. Gia tri phai ndm
trong dai tir 1 t&i 255 nhdm gilr bang théng, gia trj
384 xuét 13 2565.

7.2

B& md ta cu thé lop

Lép thiét bi thé théng minh stk dung bd md ta cu thé I1ép dwoc mod ta trong déc ta CCID (xem Phuy
lyc D). Trong ng® canh clia mot thiét bj giao dién thé chip, mdt USB-ICC thé higén cho mét ciu
hinh ctia mét thiét bj giao dién cé khe cdm duy nhéat véi mat thé dugce chén vinh vién. Cac gia tri
¢o thé cho bo md ta cu thé 16p thé hién clu hinh thiét bi nay. Cac trudng chra bReserved hay

dwReserved cé cac théng sé ma khong lién quan téi mdt USB-ICC. Mac du khéng lién quan, né
bat budc mdt USB-ICC st dung chinh xac cac gia tri ndy cho bReserved va dwReserved nham

duy tri kha nang twong thich véi dac ta CCID.

13
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Bing 8 - Bo ma ta cy thé 16p dbi véi mét USB-ICC

Offset [Trwéng L(ich co [Gia trj —klﬁ ta

0 bLength 1 B6h Kich c& cia b mé ta theo céc byte.

1 bDescriptorType 1 21hICC |Loal Thiét bj Ching n3ng CCID.

) bedCCID v) Sé phat hanh dic td CCID theo hé nhj phan
m4 héa thap phan. Phién ban hién tai 1.0 1a
0100h.

S4 phat hanh dic td CCID 1.0 dugc cip nhat
b&i thé théng minh USB-DWG

4 bMaxSlotindex 1 00h Chl myuc clia s& khe sdn c6 1&n nhit. Mot
LUSB-ICC dwgc xem nhe mit khe don 8.

5 bReserved 1 01h Gia tri nay phai la 01h.

5 dwProtocols 4 0000 Chi ra cac loai giao thire dugc hb tro;

0001h  00000001h = Giao thirc T=0
00000002h = Giao thirc T=1

0000 (CHU THICH USB-IVV h& trg céc trac ddi mic

0002h APDU déi véi Y=1 hodc cac trao ddi muc .. dbi voi
T=0. Céc két hop khac cla dwProtocols va
dwFeatures khéng dwgc hd trg bédi USB-ICC.
USB-ICC &p dung d6i voi ché dd truydn bulk va
16i v&ri ché a9 truydn didu khidn.

10 dwReserved 4 0000  (Gia tri nay phai |a 0000 ODFCh.

ODFCh
14 dwReserved 4 0000 Gia tri nay phai |a 0000 ODFCh.
ODFCh

18 bReserved 1 0Ch Gid tri ndy phdi la 00h. -

19 dwReserved 4 0000  Gia tri nay phai la 0000 2580h.

2580h

23 dwReserved 4 0000 Gi4 tri ndy phai [4 0000 2580h.

2580h

27 bReserved 1 D0h Gia trj nay phai 1a 00h.

8 dwMaxIFSD =3 IChi ra IFSD I&n nhét dwgc hd trg béi USB-
ICC dbi v&i giao thire T=1. V&i T=0 bét ki gia
trj nao cé thd dua ra.

V&i T=1: 000000FEh.
Vé&i T=0: bAt ki gi4 trj ndo.

14




TCVN 11167-12:2015

Offset  [Trwdrng Kich co Giatr| o ta
32 dwReserved 4 0000  (Gia trj nay phai la 0000 0000h.
0000h
36 dwMechanical 4 0000 fhl ra ring mot USB-ICCC khéng cé cac dic
0000h {inh ddc biét,
40 dwFeatures 4 0000  [Gi4 trj cla tir viét thudng (-040) chi ra réng
0840h host chl giri cac yéu cu higu lyc dbi véi
USB-ICC.
0002 (G4 trj cla tir viét hoa Ja mirc trao ddi dir ligu
0840h v¢&i USB-ICC:
0004  O00Oh Céc trac ddi mirc ky ty
0840h 0002h Céc trao ddi mirc APDU ngén
0004h Cac trao ddi mec APDU ngén va
APDU mé& rfng
CHU THICH clng xem dwProtocols.
44 dwMaxCCIDMessagelength D6i v&i cac truydn bulk, gia trj phai ndm gita:
261 + 10 va 65544 + 10
ICHU THICH Gia trj 10 1a kich c& cUa tiéu db.
P& v&i cac truydn didu khidn, gai trj phai
ndm gitra: 261 va 65544,
48 bReserved 1 FFh iGia trj nay phai 12 FFh.
49 bReserved 1 FFh Gia tri nay phai 1a FFh.
50 wRFU 2 0000h (T4t cd cac gi4 tri khac dugc bao leu véi st
dung dy kién.
52 bRFU 1 00h T4t ca cac gia tri khac dugce bao lwu voi sl
dyung d kién.
}53 bMaxCCIDBusySlots 1 01h USB-ICC dwgc xem nhur mét khe don |é.
8 Truyén dir ligu giiva may chu va USB-ICC

Viéc trao dbi dir lidu gira may chii va USB-ICC c6 thé dugc thyc hién bang cach siv dung truyén
bulk hodc céc truydn kiém soat. D4i voi truyén kiém soat, ¢ hai cach trién khai kha thi. Chang

dwoc dat tén phién ban A va B. Ché do truyén bulk phi hgp véi dédc ta CCID, vi dy: né s dung

mdt tap con cac thdng diéplyéu cdu theo quy dinh tai quy dinh nay.

Cac ky hiéu cho cac lvgc dd trang thai dugc dua ra trong Phy luc A,
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8.1  Truyén bulk

Nh&m truyén I&nh, hdi dap va dap &ng di liéu gitra may chi va USB-ICC, cac thong diép sau phai
dwoc ap dung:
Bang 9 - Thong diép Bulk-IN va Bulk-OUT

Tén thdng diép Tén thdng digp hdi dap Mé ta
Bulk-OUT Bulk-IN

PC_to_RDR_IccPowerOn RDR_to_PC_DataBlock  [Tdn tai trang thai ban ddu cia mét USB-ICC
va trd lai ATR dat lai trang thai lanh trong
théng diép hdi dap.

PC_to_RDR_lccPowerOff |RDR_to_PC_SlotStatus D&t SUB-ICC véi cac diu kién ban dAu.

PC_to_RDR_XfrBlock RDR_to_PC_DataBlock Théng diép cb viéc truydn d ligu gika may
chu va USB-ICC.

8.1.1 Thong diép bulk

T4t ca cac théng diép truyén qua céc diém cubi sé lvgng I6n bit dau véi mot tiéu dé& 10 byte, tay
theo di ligu.

Muc dich clia tidu dé 1a trao ddi kiém soét va thdng tin tran thai gita may cha va USB-ICC. Ngoai
ra, chuBi danh sé gan céc thdng diép lénh voi thdng diép hdi dap twong (rng clia chiing. USB-ICC
tra vé trang thai va thdng tin 16i clia né trong céc trwéng bStatus va bError.

8.1.1.1 PC_to_RDR_lccPowerOn va RDR_to_PC_DataBlock
Bédng 10 - Théng diép PC_to_RDR_lccPowerOn
Offset Trwong Kich co [Gia tr| ha ta
0 bMessageType |1 62h Chi ra PC_to_RDR_lccPowerOn.
1 d\;vLength 4 00000000h Khdng c6 c4c bit bd sung clia thdng diép nay.
5 Slot 1 00h Sé khe déi véi USB-ICC.
5 bSeq 1 00h - FFh  Chudi sé d6i véi l1énh.
7 bReserved 1 01h Gi4 trj nay phai 1a 01h.
8 abRFU D 0000h T4t ca cac gia trj khac dugc danh rigng dé sir dung
lsau nay.

Hbi d4p cho théng diép nay |a théng diép RDR_to_PC_DataBlock.

16



TCVN 11167-12:2015

Bang 11 - Thong diép RDR_to_PC_DataBlock chira ATR

Offset Trwdng Kich co |Gia trj hé ta
0 bMessageType |1 80h Chi ra RDR_to_PC_DataBlock.
1 dwlLength 4 Kich c& cac byte d6i voi ATR.
5 bSlot 1 00h Sé khe abi véi USB-ICC.
5 bSeq 1 Cling gia tri véi [Chudi sb déi véi théng diép 1énh twong (ng.
thdng diép
Fulk-OUT
wong rng
7 bStatus 1 Théng tin trang thai USB-ICC.
8 bError 1 Ma 18i trong trwérng hop sai s6t.
9 bChainParameter [1 00h Chl ra réng théng diép nay chira ATR hoan
chinh.
10 IabDafa 1 ATR
8.1.1.2 PC_to_RDR_lccPowerOff va RDR_to_PC_SlotStatus
Bang 12 - Thong diép PC_to_RDR_IccPowerOff
Offset [Trwdng ]Kich co [Giatrj hé ta
0 bMessageType |1 62h Chi ra PC_to_RDR_lccPowerOff.
1 dwlLength 4 00000000h Khodng c6 céc bit bd sung clia thdng diép nay.
5 bSlot 1 00h S6 khe déi véi USB-ICC.
3] bSeq 1 00h - FFh  Chudi sé @i véi 18nh.
7 'abRFU 3 0000000h T4t ca cac gi4 trj khac dugc danh riéng dé st dung
Isau nay.

H3i dép clia théng diép nay 1a théng diép RDR_to_PC_SlotStatus.
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Bang 12 - Thong diép RDR_to_PC_SlotStatus

Offset I'l'rué'ng Kich c& GIa trj Ldﬁ ta
0 bMessageType (1 81h Chi ra RDR_to_PC_SlotStatus.
1 dwlength 4 00000000h Khoéng cé cac bit bd sung clia théng digp nay.
5 bSiot U 00h Sé khe dbi véi USB-ICC.
6 bSeq 1 Cling gi4 trj véi Chubi sé dbi véi théng diép 1énh turong (ng.
ong digp
ulk-OUT
wong ¢ng
7 bStatus 1 Théng tin trang thai USB-ICC.
bError 1 M3 18i trong trrdrng hop sai sot.
9 bReserved 1 00h Gi trj nay phdi 1a 00h.
8.1.1.3 PC_to_RDR_XfrBlock va RDR_to_PC_DataBlock

Lénh PC_to_RDR_XfrBlock dwgc st dung dé truyén cac 1&nh APDU.
Bang 14 - Théng diép PC_to_RDR_XfrBlock

Offset  Trudng Kich co [Giatr] M ta

0 bMessageType 1 6Fh Chi ra théng diép PC_to_RDR_XfrBlock.

1 dwLength Kich c& cla tredrng abData cla théng diép nay.
5 bSiot 1 00h S8 khe déi véi USB-ICC.

6 bSeq 1 00h - FFh [Chui s déi v&i thong diép 1énh twong (ng.

7 bReserved 1 00h Phai dwgc 44t 14 00h.

L]

Dua trén moc trao d8i dugc bdo cdo bdi bd md ta cy

thé I&p trong treéng dwFeatures:

—~  Mirc ky ty: kich c& cia di liéu duege mong dgi
dugc trd vé bdi diém cudi bulk-IN,

L M&c APDU ngén: 00h

L M@c APDU mé& rdng: chi ra néu APDU b4t ddu

hoac két thic tring 18nh nay:

— 0000h: 1&8nh APDU bét ddu va két thac véi lénh
nay,

‘~  0001h: 1&8nh APDU bét diu véi 18nh nay, va tiép
tyc trong PC_to_RDR_XfrBlock ké tiép,

- 0002h: tredng abData nay tiép tuc mét 1&nh
APDU va két thic I&nh APDU,

8 wlevelParameter
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Offset [Trrong Kichco Giatr M ta
- 0003h: trudng adData tiép tyc mét 1énh APDU
va khéi khac theo nb,
- 0010h: trwerng abData tréng, APDU hdi gap ké
tiép dugc mong doi trong
RDR_to_PC_DataBlock ké tiép.
10 ’abData héi dir lidu dugc gt téri tir host téi USB-1CC.

Hdi dap cua théng diép nay 1a thong diép RDR_to_PC_DataBlock.

Bang 15 - Théng diép RDR_to_PC_DataBlock chira mét khéi di ligu

Mo ta

Offset Trwéng Kich co (Gia trj
0 bMessageType 1 80h iChi ra RDR_to_PC_DataBlock.
1 dwlength 4 Kich c& clia cac byte ddi v6i khéi dir liéu nhan
durgrc.
5 hSiot 1 00h 6 khe d@bi véi USB-ICC.
6 bSeq 1 Cung gia trj Chubi sé dbi v&i théng diép Iénh tvong &ng.
V@i thdng
diép Bulk-
OUT twong
Png
7 bStatus 1 Théng tin trang tahis USB-ICC.
8 bError 1 M3 18i trong trudrng hgp sai sot.
9 bhChainParameter |1 Dyra trén mirc trao ddi dugc bo c4o bdi bd mé ta

cu'thé 16p trong treéng dwFeatures:

Mirc ky tir: 00h,

Mirc APDU ngén:  00h

Mirc APDU mé& rdng: chi ra néu hdi dap hoan

thién, dwgc tiép tyc hodc néu lénh APDU cb

thé tiép tyc:

s 00h: APDU h&i dap bt ddu va két thic voi
lénh nay,

e 01h: APDU hdi dap bat diu voi 1énh nay
va tiép tyc,

e 02h: trudng abData ndy tiép tyc APDU hbi
dap va két thuc APDU héi dap,

e 03h: tredng adData tiép tuc APDU héi dap
va khéi khac theo né,
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Offset [Trwdrng Kichco [Gid tr| hé ta

e 0010h: treéng abData tréng, lénh APDU
ké tidp dugc mong dgi trong
PC_to_RDR_XfrBlock ké tiép.

10 lﬂst!‘a Khéi d@ ligu dugce giri t6i USB-ICC t&i host.

8.1.2 ATR va truyén di ligu

Khi mot thiét bj USB dugc gén vao kénh truyén va sau dé da dat dwgc mot trang thai ma may chi
c6 thé st dung cac chirc ndng dwgc cung cép bai thiét bi, thiét bj nay dugc thiét ké 1a "da ciu
hinh". Céc théng diép dugc truydn theo thr tw dé& dit USB-ICC & trang thai ban diu, nhdm cé

dwgc ATR va dé truydn di lidu da cho theo lwgc db trang thai & Hinh 2. Viéc truyén st dung céc
trao ddi mirc APDU. Hinh 2 bao gém viéc truyén cac APDU ngén va APDU mé rong.

Véi viéc truyén chinh xac di liéu, cac quy tic chung sau day phai dwvgc 4p dung:

- Néu USB-ICC nhan mdt PC_to_RDR_PowerOn khi né khéng & trong trang thai "ban dau”,
USB-ICC phai hdi dap véi mot STALL. USB-ICC phai duy tri & trang thai hién tai ctia n6.

- Néu USB-ICC yéu ciu mdt gii han théi gian (xem Bang 16), gié trj clia bSeq (xem Didu 8.1.1)
phai khéng thay ddi.

- Néu USB-ICC tra v& RDR_to_PC_DataBlock chi ra céac 16i ICC_MUTE hay HW_ERROR, may
chli cin gtri mdt thong diép PC_to_RDR_IccPowerOff.

QUAN TRONG - Trang thai ctia vigéc thye thi hién tai phai khéng anh hwéng béi trang théi cua
ngudn giao dién USB. Vi dy: mét bd liét ké kénh bus khéng gdy ra bit ky chuyén ddi nao.
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Hinh 2 - Lwgc db trang thai ciia USB-ICC dung truyén bulk, truyén mirc APDU cho APDU ngén
va APDU m¢& réng

21



TCVN 11167-12:2015

8.1.3 Trang thai va didu kién 15i

Théng diép bulk-IN RDR_to_PC_SlotStatus va RDR_to_PC_DataBlock chira thdng tin trang thai
vé USB-ICC va néu céc Iénh xt Iy thanh cong. Trong tredng hop that bai, mot ma 16i sé dwoc tra
lai.

Tredng bStatus bao gdm hai trwong ban dd bit chira théng tin v& trang thai USB-ICC

(bmICCStatus) va Iénh xl ly (bmCommandStatus). Hai bang duéi ddy da] ra cac gia tri vé tinh
trang va cac ma l4i.

Bing 16 - Ban d8 bit déi v&i trwdng bStatus

Offset [Trirdng kich cor [Gla trj hé ta
0 bmiccStatus 1 0,1,2 10 =USB-ICC c6 va dugc kich hoat.
(2 bit) 1 = USB-ICC c¢6 nhwng khdéng dugc kich hoat
2 = USB-ICC khéng cé
3 =RFU
(2 bit) {4 bit) RFU

(6 bit) bmCommandStatus {2 bit) 0,1,2 0=Bugc x® Iy khdng cb I8

1 = C6 sai s6t, didu kién 18i dugc dwa ra béi bEror.
2 = M& rdng thdri gian dwec yéu cdu

3 = RFU

1 bError 1 M3 18i
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Bang 17 - Ma 15i déi voi bError

Tén 16i i 18i Nguyén nhan cé thé
ICC_MUTE -2 (FEh) Cac ng dyng ctia USB-ICC khdng dap trng hodic ATR
c6 thé khéng dugc giri bdi USB-ICC.
FR_OVERRUN -4 (FCh) I USB-ICC dé tim I5i tran Offset khi nhan mét khéi dor
Jidu.
HW_ERROR -5 (FBh) USB-ICC dugc do tim mot 18i phan cing.
64 t&i —127 Pugc ngudi dung dinh nghta.
(COh - 81h)
-3 (FDh) Céac gia trj nay phai khdng dwgc dung béi USB-ICC.
-8 t&i —14
KF8h —F2h)
116 (FOh)
+17 (EFh)
132 (EOh)
T4t ca cac ma khéac (80h va cac Pugc danh riéng cho s dung sau nay.
gia trj dwec didn vao khodng
tréng)

D6i voi viec st dung ma 16i, cac quy tic sau duoc ap dung:
- néu gia tri cla bmCommandStatus bing 0 hoic RFU, gia tri clia bError béng 0.
- néu gia trj clla bmCommandStatus béng 1, gia tri ctia bError la:

- ma l&i = diéu kién 16i nhw mé ta trong Bang 17.

- offset = néu USB-ICC khéng thé phan tich mdt tredng trong tiéu dé (10 byte) hodc khéng
hé trg mdt trong nhirng tredng ndy, thi bError chira Offset clia gia tr x4u ddu tien 1a mot
sé dwong (vi dy: néu may chu dat bSlot 1a 01h, USB-ICC s& tra lai bError = 05h). Mot
USB-ICC nhan mdt Iénh khong dwgc hd tre, phai dat gia tri Offset béng 0.

8.2 Truyén diéu khién

Ché dd truyén nay c6 thé sir dung cho USB-ICC cung cép cac chirc nang téc do thap. Ong digu
khién mac dinh dwoc dung trao d6i di¥ liéu gira may cha va USB-ICC.

Doan nay quy dinh cac yéu ciu cu thé cho truyén didu khidn. Cac yéu cau ndy cung cép céc dich
vy twong tw cho 1&p (ng dung nhw ddi véi truyén bulk.

C6 hai cac thiét 1ap cho truyén didu khién, dat tén Ia: phién ban A va B.
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8.2.1 Phién ban A

8.2.1.1 Yéu cdu cy thé

Béang sau xac djnh cac gia tri hgp |& cia bRequest:

Bang 18 - Yéu ciu cu thé I1&p, phién ban A

bRequest Gia tr| [Chidu mirc dir ligu M3 ta

ICC_POWER_ON  B2h iN Tén tai trgng thai ban ddu cia mot USB-ICC.
Trd lai ATR tai Iap lanh trong giai doan di liéu.

ICC_POWER_OFF h ouT D3t USB-ICC véi cac didu kign ban ddu.

XFR_BLOCK 65h ouT Truy&n di liéu tir host t&i USB-ICC.

DATA_BLOCK 6Fh IN Truydn de liéu tir USB-ICC t&i may chd,

GET_ICC_STATUS AOh IN Tra lai trang thai cda xi I 1&nh.

8.2.1.2 Giai doan Thiét Iip

Giai doan thiét Iap chira cac yéu ciu cu thé I&p va cac théng sé twong trng. Bang dwéi day cung
cp cac gia tri va thdng sb cho tirng y8u cdu cu thé Iép va md ta dix liéu dwgc truydn gita may
chu va USB-ICC.

D6i véi cac thong s6, cac quy tic chung sau day phai dwgc ap dyng:

Gia tri cta binterface Ia cling mét gia tri nhw binterfaceNumber dwgc diwra ra trong Bang 3.

Gi4 tri tham s6 danh riéng cho cac yéu céu cu thé 16p dwgce sir dung trong céc treéng: wValue
va Windex dwoc chi dinh 12 bRFU va wRFU. Gi4 trj ctia bRFU phai dwoc dat 1a 00h va gia tri
clia wRFU dwoc déit la 0000H.

Néu USB-ICC nhan dugc mdt yéu ciu khdng hep 1& hay néu mot yéu cdu hep 18 chira mét gia
tri thong sb khdng hop 18 (wValue, Windex, wLength), USB-ICC phai héi dap véi mdt STALL.

Trén mdt yéu ciu diu vao, cadc USB-ICC phai khéng trd v& nhidu d liéu hon dugc chi dinh
b&i gia trj wLength. N6 c6 thé tra lai it hon. Trén mot yéu clu ddu ra, wLength phai ludn chi ra
dugc chinh x4c lwgng d@ ligu dwgc glvi bédi may chi. C4c USB-ICC phai trd v& mot STALL
néu may chi khéng cdn glvi lwgng d liéu nhiéu hon dugc quy dinh tai wLength.

Dédi ICC_POWER_OFF va GET_ICC_STATUS, méay cht phai giri cac gia tri cho wLength nhw
dwoc quy dinh trong cac bang teong (ng. Néu khang, cac USB-ICC s& hdi dap STALL.

Bing 19 - Yéu cAu ICC_POWER_ON, phién ban A

'meequestTypo r:Request rv\'alue %rllndex MLangth Dir ligu
101000018 CC_POWER_ON WRFU bRFU P§ dai cia ATR ATR t4i 1ap lanh
binterface

Trwedng Windex chi dinh bRFU trong byte cao va binterface trong byte thap.
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Bang 20 - Yéu ciu ICC_POWER_OFF, phién ban A

bmRequestType bRequest Wvalue windex leength Dir ligu
101000018 1CC_POWER_OFF WRFU bRFU 000h Tréng
ibInterface

Truwdng Windex chi dinh bRFU trong byte cao va binterface trong byte thap.

Bang 21 - Yéu ciu XFR_BLOCK, phién ban A

bmRequestType bRequest Wvalue windex wlength Dir ligu
10100001B XFR_BLOCK blLevelParameter PpRFU D9 dai cia di¥ ligu Lénh APDU
bRFU binterface

Trwdrng Windex chi dinh bRFU trong byte cao va blnferface trong byte thap. Trudng wValue chi
dinh bLevelParameter trong byte cao va bRFU trong byte thap.

Bang 22 - Yéu cidu DATA_BLOCK, phién ban A

bmRequestType bRequest Wvalue windex wLength Dir ligu

10100001B DATA_BLOCK WRFU  bRFU D8 dai clia d@ ligu. Gia tri phai APDU hdi dap
binterface Jaca 2, L. hodc
dwMaxCClDMesssagelength
phy thuéc vao StatusByte
treéc dé

Trwérng Windex chi dinh bRFU trong byte cao va binterface trong byte thap.

Bang 23 - Yéu cdu GET_ICC_STATUS ICC

bmRequestType bRequest wValue  windex wlLength Dir ligu
101000018 GET_ICC_STATUS WRFU bRFU 0001h Chon trang thai ctiia USB-
binterface

Trwdng Windex chi dinh bRFU trong byte cao va binterface trong byte thap.

CHU THICH M&t san phdm khang st dyng mét trinh didu khién cy thé 1&p c6 thé 13 tudn thd TCVN 11167-12
(ISO/IEC 7816-12). Trong tredng hop nay, viéc ma héa cha céc bit 5,6 cia bmRequestType thay ddi tir 018 dén 108;
vi dy: bmRequestType cho GET_ICC_STATUS sé& |a 110000018

8.21.3 ATR va truyén dir lidu

Khi mot thiét bi USB dwoc gén vao kénh truyén va sau d6 dat dwoc mot trang thai ma may chi co
thé st dyng cac chirc nang dwoc cung cép bdi thiét bi, thiét b nay dwoc thiét ké nhr "dwoc cau
hinh". Théng diép duoc truyén theo thir ty dé& thiét 1ap USB-ICC & trang thai ban dau, nhdm cé
duoc ATR va dé truyén div liéu duoc dua ra trong cac so db trang thai sau day (xem Hinh 3, 4 va
5).
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DG véi vige truyén chinh xac ciia dix ligu, cac quy tic chung sau day phai dwoc ap dung:

- Néu USB-ICC nhan duwgc mét ydu cdu ma khéng dwoc gan cho trang thai hién tai trong lwgc
dd trang thai, USB-ICC phai tra v& mét STALL va duy tri trang thai hién tai cia né.

- Néu StatusByte chi ra rdng thé khdng dap &rng (xem Bang 24), may cht tét nhat cin gui
ICC_POWER_OFF.

QUAN TRONG - Trang thai cua vigc thye thi hién tai phai khéng danh hwéng béi trang thai
cua ngudn giao dign USB. Vi dy: mét liét ké kénh truyén phai khdng gy ra b4t ky chuyédn
tiép nao.
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Nt WraL oy e .

dwFeatures = 0000 0840h
dwProlocals = 0000 0001h (T=0}

L ST

DATA_BLOCK

Thudt ngl viét tat:
C-APDU... APDU l¢nh
R-APDU... APDU héi dép

Hinh 3 - Lwoc db trang thai cia USB-ICC déi véi truydn didu khién (phién ban A) dung truyén

mirc ky tw
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) Thiet lap loi bén trong [ _]

Banl
StetusByte =
izh

§ xé thue quy tanh 1]

Sin sang gt
ATR

Stetuslyie =
oh

} GET_1CC_STATUS |

Y KcC_POWER ON ] L )

XFR_BLOCK
Dhevs Parameier = 000
Data = APDU ecnmang

Ban 2
Statuillyte

=
dzh

J  K&thucquwnh ||

1]

ar i
chise mét i J 3én ta
tefing rea T T\ Statuslyte =
Feu?, 20k

v
[ swiswz }
} oarA_BLOCK .
v
[ Rarto )
|
Thudt ngif viét tat:
dwFealures = 0002 0840h C-APDU... APDU lénh
dwProtecols = 0000 0002h (T=1) R-APDU... APDU héi dap

Hinh 4 - Lwoc d3 trang thai ciia USB-ICC véi truyén didu khién (phién ban A) diing APDU ngén
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Tiet 43 5 VoW .

4 ¥
WP RBLOCK
vl veter = AN m.u.:;a( s -tin
Dxesy Trcoriol DiearCAPSY
€ A2
] wwswanv | y Renwanva ]

OIS CA N AT

DATA_BLOCK

Thuat ngdrviét tat:
dwFeatures = 0004 0840h C-APDU... APDU léfrh i
dwProtocds = 0000 0002h R-APDU... APDU hgai dip

Hinh 5 - Lwgce dd trang thai cia USB-ICC v&i truyén diéu khién (phién ban A)
diung APDU mé rong
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Yéu cdu GET_ICC_STATUS tham do tinh trang thyc thi cia mét 1énh APDU. Theo yéu céu nay,
USB-ICC tra v& StatusByte nham chi ra trang thai thirc thi. N6 ¢6 thé cé cac gi trj sau:

Bang 24 - Mb ta StatusByte

StatusByte Mo ta

4xh bidn khi x phai dugc ting theo chu ky.

iChi nhan mdt chi bao ban, may chii phai hd trg tudn ty GET_ICC_STATUS cho dén khi USB-
CC chl béo gia trj khac. Khodng théi gian dugc didu chinh phy thude. Dé gir bang théng,
khoéng thé&i gian khdng dwge nhd hon 10 mili-giy.

CHU THICH Khi may chi: do tim bén bit c6 nghia it nh4t khéng thay ddi sau mdt khodng nhét dinh,
méy chu cé thd qua han véi thiét bj ndy. Khodng nay degc xem nhu qué han dwgc didu chinh phy
huc va khéng duge it hon 1 gidy.

20h trang théai san sang gtvi, chi cac tir
Chi ra ring giai doan di liéu clia DATA-BLOCK ké tiép s& chi gdm SW1-SW2.

1yh Néu dwProtocols=00000001h va dwFeatures=0000040h

10h: sdn sang girl dir ligu

hay

10h: sdn sang nhén dir lidu

Céc tir trang thai khéng dwgec tra lai khi gia trj 1a 10.

Khi GET_ICC-STATUS tra lai StatusByte=20h, mét yéu cu DATA_BLOCK ké tiép phai duec
h& trg nhdm c6 dwgc céc tir trang thai.

N&u dwProtocols=00000002h va dwFeatures=00020840h (v&i z=2 hodic z=4), StatusByte cé
hai chirc ndng khac nhau.

Khi bLevelParameter 12 01h hoic 03h trong y&u cdu XFR_BLOCK truéc d6 (Iénh APDU x&u
chudi), StatusByte duwgc diing nhdm xac nhan viéc xau chudi c4c 1énh (tvong ng Ia 11h
ho#c 13h) va chinh ludng d@ ligu (StatusByte = 4xh)

Khi bLevelParameter trong yéu cidu XFR_BLOCK trwéc d6 1a 00h hodc 02h (két thac Iénh
rPDU), StatusByte duge dung d& chi ra vide xau chudi APDU hdi dap va tinh to4n ludng df-:
iéu (StatusByte = 4xh):

10h APDU hdi dap bét diu va két thuc vé&i yéu ciu DATA_BLOCK ké tiép

11h APDU hdi d4p bét diu véi yéu cdu DATA_BLOCK ké tiép va dugec tiép tuc

12h APDU héi dap bét d4u va két thic véi yau cAu DATA_BLOCK ké tiép

13h APDU hdi dép bt ddu va két thic véi yéu cdu DATA_BLOCK ké tiép va khéi
khac dwgc theo

20h APDU hdi d4p chi chira tir trang thai va két thic véi yéu cdu DATA_BLOCK ké
tiép.

80h tit am
thé khéng chju trach nhigém

00h USB-ICC sén sang nhan mét [énh APDU.
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8.21.4 Trao dbi théng diép mirc APDU

Trong trwdng hop do dai cia APDU héi dap vuot qua gia trj coa wlLength trong giai doan trang
thai cla yéu cidu DATA_BLOCK, APDU hdi dap phai truyén thanh cac khéi lién tiép. Trong treong
hop nay, USB-ICC phai dung co ché twong tw nhu véi mdt APDU hdi dap mé rong.

8.2.1.5 Piéu kién 15i

Diéu kién 16i dwoc tra lai trong StatusByte. Néu thé khong phan hdi, gia tri 80h sé trd vé.
8.2.1.6 Truyén ngat

Phién ban A khéng diing truyén ngét.

8.2.2 Phién ban B

Céc yéu cdu kiém soat theo phién ban B twong ty viéc trao doéi thong tin dung éng théng diép
trong ché dé truyén bulk. Didu nay dat duoc bdi thic té ring mdi yéu cdu OUT dugc theo sau bdi
cac yéu cau IN. C3p yéu cdu nay dwoc dung phd bién thé hién céu trac cia théng diép OUT va
théng diép IN & ché do truyén bulk.

8.2.2.1 Yéu ciu cu thé
Bang sau dinh nghia céc gia tri hop 1& clia bRequest:

Bang 25 - Yéu ciu cuy thé lép, phién ban B

bRequest Gia trj [Chidu Mb ta
mirc dir ligu
CC_POWER_ON 62h ouT Tén tai trang thai ban dau cia mdt USB-ICC. ATR tai lap

anh dugc trd lai trong giai doan d@ liéu cla yéu cdu
DATA_BLOCK ké tiép

ICC_POWER_OFF 8B3h ouT D3t USB-ICC v&i cac didu kién ban ddu.

XFR_BLOCK 65h ouT Truy&n di liéu tir host téi USB-ICC. -

DATA_BLOCK 6Fh IN Truyén d@ ligu tir USB-ICC téi host. Cling tra lai thong tin
duoc tao ra bdi yéu clu trude do.

SLOT_STATUS 81h IN Giai doan di liéu clia I&nh nay bao gdm bStatus, bError va
bReserved.

Gia trj ddi v&i bReversed phai 12 00h.

8.2.2.2 Giai doan Thiét lap

Giai doan thiét 1ap gdm cac yéu ciu cu thé 16p va thong sb twong (rng. Cac ménh dé sau cung
cép cac gia tri va théng sb cho tirng yéu céu cu thé 16p va mo ta di liéu dugc truyén gita may
chu va USB-ICC.

Théng sb clia yéu cau cy thé 1op phai dwoc thiét 1ap nhu sau:
— Gié trj clia binterface ¢cé cung mét gia tri v&i binterfaceNumber dugc dua ra trong Bang 3.
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— Gia tri théng s danh riéng cho cac yéu cau cy thé I6p duoc st dung trong céc trrdng:
wValue va Windex dwgc chi dinh 1a bRFU, wRFU va bReserved. Gia tri cia bRFU duwoc dat |a
00h va gié trj cia wRFU dwoc dat la 0000H. Gia trj cho bReserved dugc dwa ra trong bang.

- Néu USB-ICC nhin dwoc mot yéu cAu khdng hop 1& hodc néu mét yéu ciu hop 1& chira mét
gia tri tham sb khdng hop & (wValue, Windex, wLength), USB-ICC phai hdi d&p véi mot
STALL.

- Trén mot yéu ciu dau vao, USB-ICC phai khong tra vé dir liéu nhidu hon dugc chi dinh bai gia
tri wLength. N6 ¢6 thé tra lai it hon.

— Trén mét yéu ciu ddu ra, wLength phéi luén chi ra dwgc chinh xac lweng di liéu dwoc givi tlr
may chi téi USB-ICC. Khi USB-ICC nhan di ligu nhidu hon trong giai doan thiét 1ap, n6 phai
héi dap v&i STALL. May chii ¢6 thé hiy bd bat ky viéc gan ndo bing cach gixi thé IN sém.
Trong trrdng hgp ndy, USB-ICC s& xac nhan thé IN véi ACK. Néu lugng di ligu nhan dugc
khéng b&ng wLength, USB-ICC phai loai bd cac di liéu nay.

— Dai véi ICC_POWER_ON, ICC_POWER_OFF va SLOT_STATUS. may chu phai giri cac gia tri
cho wLength nhw da quy dinh trong cac bang twong ng. Néu khdng, USB-ICC phai hdi dap
v@&i STALL

Bang 26 - Yéu ciu ICC_POWER_ON, phién ban B

bmRequestType bRequest wvalue ’wlndex leength Dir ligu
001000018 ICC_POWER_ON WRFU bRFU 0000h Pé tréng
binterface

Tredng Windex chi dinh bRFU trong byte cao va binterface trong byte thdp. Trwdng wValue chi
dinh bRFU trong byte cao va bReserved trong byte thap.

Bang 27 - Yéu cdu ICC_POWER_OFF, phién ban B

mRequestType bRequest b«Value Lnlndax ;wl.ength Dir ligu
001000018 ICC_POWER_OFF WRFU  pRFU 0000h P& tréng
binterface

Céc trwdng Windex dinh bRFU trong byte cao va binterface trong byte thap.
Bang 28 - Yéu cdu XFR_BLOCK, phién ban B

bmRequestType bRequest WValue lwindex 1w!.angth D lidu

00100001B XFR_BLOCK |BlevelParameter- bRFU P§ dai clia dir lidu Lénh APDU
pReserved=00h binterface

Trwdng Windex chi dinh bRFU trong byte cao va binterface trong byte thap. Trwdrng wValue chi
dinh bLevelParameter trong byte cao va bReserved trong byte thap.

Viéc str dung bLevelParameter dwgc gidi thich trong Bang 14.
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Bang 29 - Yéu cdu DATA_BLOCK, phién ban B

bmRequestType bRequest gw\!alue ;wlndex wlLength DiF liéu
10100001B DATA_BLOCK wRFU pRFU D6 dai cla dir lidu+1, APDU hdi dap hoéc
binterface |Gi4 tr] clia wLength phailén thdng tin dugc tao
hon hodc bang 4. Gia trinay fa béi
cho phép USB-ICC tra lai ICC_POWER_ON.

théng tin trang thai hoan
thanh & mirc téi thidu (xem
Bang 31). Béi voi yéu cdu
DATA_BLOCK d4u tién sau
mot ICC_POWER_ON,
wLength cn Ia
dwMaxCCIDMessagelLength

Trudng Windex chi dinh bRFU trong byte cao va binterface trong byte thép.

Béng 30 - Yéu cdu SLOT_STATUS

bmRequestType bRequest Wvalue windex WwLength |Di ligu
101000018 SLOT_STATUS wWRFU bRFU 0003h Bao gbm théng tin trang
binterface th&i/ldi: bStatus, bError,
ibReserved.
Gia tri nay dbi voi bReserved
bhai 14 00h.

Trudong Windex chi dinh bRFU trong byte cao va binterface trong byte thap.

CHU THICH Mot san phdm khéng str dung mdt trinh didu khién cy thé 1&p cé thé tuan thd TCVN 11167-12. Trong
trrérng horp nay, viéc ma héa cac bit 5, 6 cla bmRequestType thay ddi tir 01B dén 10B; vi du bmRequestType cho
SLOT_STATUS sé 1a 110000018B.

8.2.2.3 ATR va truyén di lidu

Khi mét thiét bj USB dugc gén vao kénh truyén va sau do dat duwgc mét trang thai ma may chi ¢
thé st dung cac chic ndng dwec cung cap boi thiét bi, thiét bi nay dugc thiét k& nhu "da céu
hinh". Théng diép duwoc truyén theo thir ty dé thiét 1ap USB-ICC & trang thai ban dau, dé co duoc
ATR va truyén di liéu duoc dua ra trong legc db trang thai Hinh 6. Truyén st dung cac trao ddi
mirc APDU. Hinh 6 bao gém viéc truyén cac APDU ngén va APDU m& réng.

Déi voi viec truyén chinh xéac div ligu, cac quy tic chung sau phai ap dung véi cac so dd trang

thai:

- Néu USB-ICC nhan mdt yéu cdu ma khéng dugc giao cho trang thai hién tai theo quy dinh
trong Iwgre db trang thai, USB-ICC phai sé& tra vé mot STALL va duy tri trang thai hién tai cua
no.
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— Néu thiét bj giao dién gl*i DATA_BLOCK va USB-ICC tra vé trong giai doan di liéu giai doan
céc 18i: ICC_MUTE hay HW_ERROR, may cht cén hd tro ICC_POWER_OFF.

QUAN TRONG - Trang thai cua viéc thwe thi hign tai phai khéng bj anh hwong béi trang thai

cuia ngudn giao dién USB. Vi du: mét didu tra kénh truydn phai khong gay ra bét ky chuyén

dich nao.
Jussicc ¥hong o USBHICC
dude cdu
hansh.
¥ v
IR

\Z

Co USRICC

gsn-lcc dwoe
hich host

awFealren 0002 CA40N o T )
D004 Lad0- e T T
QuProtocol, 0000 0002n4Tet)

WM e L
AAka I Nl e A

Hinh 6 - Lwgc d3 trang thai cia USB-ICC déi v&i truyén didu khién (phién ban B)
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Khi may chd gii ICC_POWER_OFF, USB-ICC roi vao tinh trang *hdu nhv khéng c6 méat", Viéc s

dung théng diép interrupt-IN cho treéng he'p ndy duoc md ta trong Didu 8.3

USB-ICC tra vé yéu cau DATA_BLOCK cac gi4 trj sau trong giai doan di liéu:

Bang 31 - Giai doan di¥ ligu cia DATA_BLOCK

Offset

Trwong

Mo ta

bResponseType

Chi ra loai théng tin abData bao gbm:

00h: trrdng abData bao g&m théng tin dwgc tao ra béi yéu cdu tredc do.

40h: Théng tin trang thai

Trudng abData bao gdm bStatus, bError va bReverved=00h.

80h: Tham do

Truedng abData ba gdm thei gian tri hodn (wDelayTime) cho dén khi host
doi glri di yéu ci ké tiép. Gia trj nay dwgc dwa ra theo cac don vj cia 10 mili-
gidy (vi dy: 0078h = 1,2 gidy). Néu wDelayTime = 0000h, may chi phai dt
khodng théri gian tham dé tuy y. D4i v&i 1At ca céc gié trj khac, may chd phai
dung gié tri dwa ra & mirc cao nhét.

©4i vé&i cac APDU mé rdng va néu APDU ngén bao gdm nhidu byte hon dugc
chi dinh trong wLength clia yéu cdu DATA_BLOCK:

00h: APDU hdi dap b4t ddu va két thic trong l8nh nay.

01h: APDU hdi dap bét dAu vé&i 18nh nay va dugc tiép tyc,

02h: truwérng abData tiép tyc APDU hdi dép va két thic APDU hdi dép,
03h: trwéng abData tiép tyc APDU hdi dap va khéi khac duge theo
ddi.

10h: trwvéng abData b x6a tréng, 1énh APDU ké tiép dwge mong dgi
trong XFR_BLOCK ké tiép.

Cling xem lugc @b trang thai trong Hinh 6.

IabData

D ligu duoc guri tr USB-ICC tdi host.

Théng tin dwoc truyén di trong tredng abData clia DATA_BLOCK, phuy thudc vao yéu cau treéde

dé.

8.22.4

Ma hoéa bLevelParameter doi véi XFR_BLOCK

Gia tri cha bLevelParameter chi dinh vj tri (khéi dau tién, gitra, cudi cling) cla cac khéi truyén ké

tiép clia Iénh APDU. Cé4c gia tri sau day dugc gan:

00h
01h
02h
03h
10h

lénh APDU b4t ddu va két thic bang lénh nay

1énh APDU bét dau véi Iénh nay va 14 tiép tuc

APDU l&nh va két thac 1énh APDU

[&nh APDU tiép tuc va khéi khac theo sau

giai doan di¥ ligu la tréng réng, APDU hbdi dap ké tiép duoc mong doi trong yéu cau
DATA_BOCK tiép theo
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Xem thém cac so dé trang thai trong Hinh 6.
8.2.2.5 Trao ddi théng diép mizc APDU

Trong tredrng hgp ma APDU hdi dap vuegt qua gia tri clia wlength trong giai doan thiét 1ap yéu
ciu DATA_BLOCK, APDU hdi dap phai duoc truyén trong khéi tiép theo. DSi véi truyén khéi 1én
nay, USB-ICC phai si dyng co ché twong ty nhw déi véi cac APDU hdi dap mé rong.

8.2.2.6 Pidu kién trang thai va 18i dwoc bao céo b yéu cdu cua USB

Phién ban B tra vé trang thai va didu kién 15i trong giai doan dt ligu cla DATA_BLOCK. Diéu kién
ndy dugc chi dinh bdi bResponseType = 40h. Ngoai ra, USB-ICC s& hdi d4p bing mét thi tuc bét
tay STALL khi né nhan dugc mét yéu cdu khdng hop 18 hodic néu mét yéu ciu hop & chira mot
gié trj tham s& khong hop 1é (wValue, Windex, wLength).

Néu bResponseType = 40h, trwérng abData gdm trang thai va thdng tin 15i.

Tredng bStatus gdm hai trwdng bitmap ch(ra théng tin vé trang thai ciia USB-ICC (bm/CCStatus)
va lénh degc x ly (bmCommandStatus). Hai bang dwéi ddy dwa ra céc gia trj cho trang thai va
cac ma l4i.

Béng 32 - Ban dé bit déi v&i trwdrng bStatus

Offset [Trwdng Kichc& |Giatr] Mota
0 bmiccStatus 1 0,1,2 =USB-ICC dwgc trinh bay va kich hoat.
(2 bit) 1 = USB-ICC dugec trinh bay nhwng khéng kich hoat.
2 = USB-ICC khéng dugec trinh bay.
3 =RFU
(2 bit) (4 bit) RFU

(6 bit) bmCommandStatus (2 bit) 0, 1 0 = DUgc xir If khdng cé 18i.

1 = B| sal s6t, didu kién 18] dwgc dua ra bdi bError.
2 = RFU.

3 = RFU.

1 bError 1 Ma 15i
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Bang 33 - Ma 16i doi v&i bError

Tén 16 Ma 181 Cac nguyén nhan cé thé
ICC_MUTE -2 (FEh) Cac trng dyng clia USB-ICC khéng hdi dap hosc ATR
khong duvgc giri bdi USB-ICC.
XFR_OVERRUN 4 (FCh) USB-ICC do tim mét 18i tran Offset khi nh&n mét khéi
d@ ligu.
HW_ERROR -5 (FBh) USB-ICC do tim mét 18i phan cing.
64 téi -127 BDUgc ngudi dung dinh nghfa.
(COh — 81h)
-3 (FDh) C4ac gia trj nay khéng dwgc dung béi USB-ICC.,
-8 t&i —14
(F8h —F2h)
116 (FOh)
17 (EFh)
-32 (EOh)
tAt ca cac ma khac Bwrgc bdo toan cho st dung di kién.
(80h va céac gia trj khac dwoc
di&n vao khoang tréng)

Néu gia tri clia bmCommandStatus béng 0 hoic RFU, gia tri ctia bError bang 0.
8.3  Truyén ngat

Ché do truyén bulk va ché dd truyén diéu khién (phién ban B) dwa ra tly chon mét diém cubi
interrupt-IN. Biém nay duwgc dung d& nhidc bao may chl cla sy kién rang co thé xay ra bat dbi
x(rng véi trao ddi 1énh/hdi dap gitka may chi va USB-ICC.

USB-ICC c¢6 thé nhic bao may chil vé viéc chén/gd bd né.
8.3.1 Sw kién chén/g& bé thay dwec

Thuat ng¥ “thdy dwec” dwec dung nhdm nhin manh USB-ICC dugc dy dinh 1a g& bd khdi thiét bi
giao dién méc du nd van con dwoc cip ngudn.
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Bang 34 - Thdng diép Interrupt-IN

Offset  [Trwérng Kich c& [Gia tr Mo ta

0 bMessageType |1 50h Chi ra NotifySlotChange.

1 bmSloticcState |1 000000xyB USB-ICC chi ra trang thai (g& bd hay chén vao)
rong hai bit danh ddu c6 It y nghTa nhit. Mt bit
ao cao:

b = USB-ICC khdng duwgc trinh bay.
1b = USB-ICC dwgec trinh bay.
it con lai bado cao du sy hién dién cia USB-ICC
hay ddi khi théng diép NotifySlotChange dwgc givi:
b = khéng dbi
1b = thay dbi
4t cac c4c bit khac phai dat [a 0.

Déi v&i hoat ddng chinh xac cGa yéu cdu ngét, cac diéu kién sau dwgc 4p dung:

Khi USB-ICC thoét tir trang thai "ban d&u” b&i PC_to_ RDR_lccPowerOn (ICC_POWER_ON),
USB-ICC phéi gri mdt thdng diép NotifySlotChange v¢&i bmSloticcState = 00000011B.

USB-ICC c6 thé nhap "hdu nhu khdng c6 mat” tai bat ky théi didém nao. May chl sé nhan dugc
théng diép NotifySlotChange véi bmSloticcState = 00000010B. USB-ICC khéng phai glri théng
diep NotifySlotChange sau khi ndé d& nhan dugc PC_to RDR_lccPowerOff
(ICC_POWER_OFF).

CHUO THICH Didu kign d4u lién cho phép may chil phat hién mét thé khdng phan héi. Didu kign thir hai ddm bio ring

thang diép gian doan "hdu nhw khéng c6 mat" 12 mdt sy kién khéng déng bd dugc gay ra béi USB-ICC. N6 khang phai 12 két
qua clia mdt thong digp OUT hoic yéu cdu nhén dwoc tir may cha.
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Phu lyc A
(tham khao)
Ki higéu ddi véi Ivge dd trang thai

Trang thadi Khéi tao trong luvgc db trang thai

Cher
APDU Trang théi ctia legce db trang théi
1&nh

AN

USB-ICC nhan dir ligu.

PC_to_RDR_Xfr 5‘_“"-“ Vi truyén s lrgng 1&n:
wieveiParameter; 0000k Loai in nhan va cac thdng sb/gia tri lién quan cho sén.
abDeta: command APDU Véi truyén kiém soat:

Yéu céu eém soat v cac thdng sd/gid tri lign quan cho sén.

b USB-ICC givi o ligy

V&i truyén sbé lrong lon:

DR_to_PC_DataBlock ¥ ng

bc;l:i;r—‘ar;mererwb Loai lin nhan va cac théng séigia tri lién quan cho sdn. USB-ICC
; : ludn khéi tao vic truyén thang digp nay.

s Vi truyén kiém soat:

Yéu chu kiém soat va cac thdng sofgia Irj lién quan cho sin. May
chi ludn khéi lao vigc truydndl lidgu nay bang cach
guri DATA_ BLOCK hay SLOT_STATUS. Do vay. hai yéu cau nay
thuang duoc thé h1¢n bang hai hop hinh mai tén: mt hdp vei chiéu
mii tén VAO (yéu ciu) va mdl hop véi chidu mbi tén RA (dir ligu)

Két thuc Trang thai Khi tao trong lvoc 84 trang thai
quy trinh

Nhanh quyét dinh

khbng
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Phuluc B
(tham khdo)

Kjch ban déi véi truyén USB

Céac chudi sau md t& nhung khéng ddy da véi tat ca cac tredng hep cé thé tai day. Nghia 1a cac vi
du clia cé4c chubi cé thé clia USB_ICC phai quan ly dugc. Cac vi du khdng chi quan Iy cac trwéng
hop 16i (STALL trong cac giao dich USB), ma cdn Ia cac didu kién dwgc quan Iy theo mic giao
thire cda I1SO (vi dy: T=0, treéng hop 2, APDU ngén, N khong duoc chép nhén).
Truyén bulk:
Trao déi théng diép mirc APDU, lénh trwéng hop 3, APDU ngén
PC_to_RDR_XfrBlock (1) message —
dwLength = Lc + 00000005h
bSlot = 00h, bSeq = 00h, bReserved = 00h,
wlLevelParameter = 0000h
abData = CLA, INS, P1, P2, Lc, Data(lLc)
(2) message — RDR_to_PC_DataBlock

dwLength = 00000002h

bSlot = 00h, bSeq = 00h

bStatus = 00h, bError = 00h

bChainParameter = 00h

g abData = SW1, SW2

Truyen bulk:
Trao doi thong diép mirc APDU, |énh treedng hop 3, APDU mé réng
PC_to_RDR_XfrBlock (1) message —
dwlength = BufferLength
bSlot = 00h, bSeq = 00h, bReserved = 00h,
wlLevelParameter = 0001h
abData = CLA, INS, P1, P2, Lc,

Data(BufferLength — 7)

(2) message — RDR_to_PC_DataBlock
dwLength = 00000000h
bSlot = 00h, bSeq = 00h
bStatus = 0¢h, bError = 00h
bChainParameter = 10h
abData = empty

PC_to_RDR_XfrBlock (3) message —
dwLength = BufferLength

bSlot = 00h, bSeq = 01h, bReserved = 00h,

wlLevelParameter = 0003h

abData = Data(BufferLength)

(4) message — RDR_to_PC_DataBlock
dwlLength = 00000000h
bSlot = 00h, bSeq = 01h.
bStatus = 00h, bError = 00h
bChainParameter = 10h
abData = empty

PC_to_RDR_XfrBlock (5) message —
dwlength = remaining part of data

bSlet = 00h, bSeq = 00h, bReserved = 00h,

wLevelParameter = 0002h
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(5) message «— RDR_to_PC_DataBlock
dwLength = 00000002h
bSlot = 00h, bSeq = 02h
bStatus = 00h, bError = 00h
bChainParameter = 00h
abData = SW1, SW2

Truyén diéu khién, phién ban A: Lénh treong hop 1

dwFeatures = 0000 0840h
dwProtocols= 0000 0001h

XFR_BLOCK

wValue: bLevelParameter = 00h; bRFU = 00h

wlindex: bRFU = 00h; binterface = 00h
wLength = 0005h
abData = CLA, INS, P1, P2, P3=00h

GET_ICC_STATUS

wValue: wRFU = 0000h "

windex: bRFU = 00h; binterface = 00h,
wlLength = 0001h

if (StatusByte=20h)
if (StatusByte=4xh)

DATA_BLOCK

wValue: wRFU = 0000h

windex: bRFU = 00h; binterface = 00h
wlLength = 0002h

{1) request —

(1) data —»

(2) request —

(2) data «— StatusByte: 4xh
StatusByte: 20h

Break

(2) Repeat

ready to send status words only
(3) request —

(3) data
End

SW1, Sw2

Truyén diéu khién, phién ban A: Lénh trwéng hop 2, APDU ngéan

dwFeatures = 0000 0840h
dwProtocols= 0000 0001h

XFR_BLOCK

wValue:bLevelParameter = 00h, bRFU = 00h

windex: bRFU = 00h, binterface = 00h
wlLength = 0005h
abData = CLA, INS, P1, P2, Le

GET_ICC_STATUS

wValue: wRFU = 0000h

windex: bRFU = 00h, binterface = 00h
wLength = 0001h

if (StatusByte=10h)
if (StatusByte=4xh)

DATA_BLOCK

wValue: wRFU = 0000h

windex: bRFU = 00h, binterface = 00h
wLength = Le

GET_ICC_STATUS
wValue: wRFU = 0000h

(1) request —

(1) data —

{2) request —

(2) data — StatusByte: 4xh
StatusByte: 10h

Break

(2) Repeat

ready to send data
(3) request —

(3) data « Data(Le)

(4) request —
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windex: bRFU = 00h, binterface = 00h

wLength = 0001h (4) data — StatusByte: 4xh
StatusByte: 20h

if (StatusByte=20h) Break

if (StatusByte=4xh) {4) Repeat

ready to send status words only
DATA_BLOCK (5) request —
wValue: wRFU = 0000h
windex: bRFU = 00h, binterface = 00h
wlength = 0002h (5) data « Swi1, sw2

End

Truyén diéu khién, phién ban A: Lénh treong hop 3, APDU ngén
dwFeatures = 0000 0840h
dwProtocols= 0000 0001h

XFR_BLOCK (1) request —
wValue: bLevelParameter = 00h, bRFU = 00h

windex: bRFU = 00h, binterfacé = 00h

wlLength = 0005h

abData = CLA, INS, P1, P2, Lc (1) data —

GET_ICC_STATUS (2) request —

wValue: wRFU = 0000h

windex: bRFU = 00h, binterface = 00h

wlLength = 0001h (2) data « StatusByte: 4xh
StatusByte: 10h

if (StatusByte=10h) Break

if (StatusByte=4xh) (2) Repeat

ready to receive data
XFR_BLOCK (3) request —
wValue: bLevelParameter = 00h, bRFU = 00h
windex: bRFU = 00h, binterface = 00h

wlLength =Le
abData = Data(Lc) (3) data —
GET_ICC_STATUS (4) request — -

wValue: wRFU = 0000h

windex: bRFU = Q0h, binterface = 00h

wLength = 0001h (4) data « StatusByte: 4xh
StatusByte: 20h

if (StatusByte=20h)
if (StatusByte=4xh)

DATA_BLOCK
wValue: wRFU = 0000h

windex: bRFU = 00h, binterface = 00h

wLength = 0002h
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(4) Repeat

ready to send status words only
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(5) data « SWi1, sw2

End
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Truyén diéu khién, phién ban A: Trao déi théng diép mirc APDU, Iénh trwong hop 1
dwFeatures = 0002 0840h
dwProtocols= 0000 0002h

XFR_BLOCK (1) request —
wValue: bLevelParameter = 00h, bRFU = 00h

windex: bRFU = 00h, binterface = 00h

wlLength = 0004h

abData = CLA, INS, P1, P2 (1) data —

GET_ICC_STATUS (2) request —

wValue: wRFU = 0000h

windex: bRFU = 00h, binterface = 00h

wLength = 0001h (2) data « StatusByte: 4xh
StatusByte: 20h

if (StatusByte=20h) Break
if (StatusByte=4xh) (2) Repeat
DATA_BLOCK (3) request —

wValue: wRFU = 0000h
windex: bRFU = Q0h, binterface = 00h
wLength = 0002h (3) data « SW1, SW2

End

Truyén diéu khién, phién ban A: Trao ddi théng diép mirc APDU, Iénh trwirng hop 2, APDU
ngan

dwFeatures = 0002 0840h

dwProtocols= 0000 0002h

XFR_BLOCK (1) request —
wValue: bLevelParameter = Q0h, bRFU = 00h

windex: bRFU = 00h, binterface = 00h

wlLength = 0005h

abData = CLA, INS, P1, P2, Le (1) data —

GET_ICC_STATUS (2) request —

wValue: wRFU = 0000h

windex: bRFU = 00h, binterface = 00h

wlLength = 0001h (2) data « StatusByte: 4xh
StatusByte: 10h

if (StatusByte=10h) Break
if (StatusByte=4xh) (2} Repeat
DATA_BLOCK (3) request —

wValue: wRFU = 0000h
windex: bRFU = 00h, binterface = 00h
wLength = Le+02h (3) data « Data(Le), SW1, SW2

End

Truyén diéu khién, phién ban A: Trao di théng digp mirc APDU, Ignh treng hop 3, APDU
ngan

dwFeatures = 0002 0840h

dwProtocols= 0000 0002h

XFR_BLOCK (1) request —

wValue: bLevelParameter = 00h, bRFU = 00h
windex: bRFU = 00h, binterface = 00h
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wLength = Lc + 0005h
abData = CLA, INS, P1, P2, Lc, Data(Lc) (1) —

GET_ICC_STATUS (2) request —

wValue: wRFU = 0000h

windex: bRFU = 00h, binterface = 00h

wlLength = 0001h (2) data « StatusByte: 4xh
StatusByte: 20h

if (StatusByte=20h) Break
if (StatusByte=4xh) (2) Repeat
DATA_BLOCK (3) request —

wValue: wRFU = 0000h
windex: bRFU = 00h, binterface = 00h
wlLength = 0002h (3) data « SW1, sw2

End

Truyén didu khién, phién ban A: Trao déi théng di¢p mirc APDU, Ignh trwong hep 4, APDU
ngin

dwFeatures = 0002 0840h

dwProtocols= 0000 0002h

XFR_BLOCK (1) request —
wValue: bLevelParameter = 00h, bRFU = 00h

windex: bRFU = 00h, binterface = 00h

wLength = Lc + 0006h

abData = CLA, INS, P1, P2, Lc, Data(Lc), Le (1) data —

GET_ICC_STATUS (2) request —

wValue: wRFU = 0000h

windex: bRFU = 00h, binterface = 00h

wLength = 0001h (2) data - StatusByte: 4xh
StatusByte: 10h

if (StatusByte=10h) Break
if (StatusByte=4xh) (2) Repeat
DATA_BLOCK (3) request —

wValue: wRFU = 0000h
windex: bRFU = 00h, binterface = 00h :
wLength = Le + 02h (3) data — Data(Le), SW1, Sw2

End

Trgy%n diéu khién, phién ban A: Trao ddi théng diép mirc APDU, Iénh treéng hop 2, APDU
mé rong

dwFeatures = 0004 0840h

dwProtocols= 0000 0002h

XFR_BLOCK (1) request —
wValue: bLevelParameter = 00h, bRFU = 00h

windex: bRFU = 00h, binterface = 00h

wlLength = 0007h

abData = CLA, INS, P1, P2, P3=00h, Le (1) data —

GET_ICC_STATUS (2) request —

wValue: wRFU = 0000h

windex: bRFU = 00h, binterface = 00h

wlLength = 0001h (2) data « StatusByte: 4xh
StatusByte: 10h
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if (StatusByte=10h OR StatusByte=11h)
if (StatusByte=4xh)
if (10h)

DATA_BLOCK

wValue: wRFU = 0000h

windex: bRFU = Q0h, binterface = 00h
wlLength = BufferLength

if (11h)

DATA_BLOCK

wValue: wRFU = 0000h

windex: bRFU = 00h, binterface = 00h
wLength = BufferLength

GET_ICC_STATUS

wValue: wRFU = 0000h

windex: bRFU = Q0h, binterface = 00h
wLength = 0001h

if (StatusByte=12h)
if (StatusByte=4xh)
if (StatusByte=13h)

DATA_BLOCK

wValue: wRFU = 0000h

windex: bRFU = Q0h, binterface = 00h
wlLength = BufferLength

Break
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StatusByte: 11h

(2) Repeat
Execute the next request

(3) request —

(3) data Data(<=BufferLength-2),

End

SW1, Sw2

Loop the next two requests

(n) request —

(n) data « Data(BufferLength)

{(n+1) request —

(n+1) data «+ StatusByte: 4xh

Break

StatusByte: 12h
StatusByte: 13h

{n+1) Repeat
{n) Repeat

{m) request —

{m) data « Data(<=BufferLength-2),

End

SWi1, sw2

Truyén didu khién, phién ban A: Trao dbi thong digp m&c APDU, Iénh trwéng hep 3, APDU

mé réng
dwFeatures = 0004 0840h
dwProtocols= 0000 0002h

XFR_BLOCK

wValue: bLevelParameter = 00h/01h, bRFU = 00h

windex: bRFU = 00h, binterface = 00h

wlLength = BufferLength

abData = CLA, INS, P1, P2, P3=00h, Lc,
Data(BufferLength-7)

GET_ICC_STATUS

wValue: wRFU = 0000h

windex: bRFU = 00h, binterface = 00h
wlLength = 0001h

if (StatusByte=20h OR StatusByte=11h)
if (StatusByte=4xh)
if (StatusByte=10h)

DATA_BLOCK
wValue: wRFU = 0000h
windex: bRFU = 00h, binterface = 00h

(1) request —

(1) data —

(2) request —

(2) data « StatusByte: 4xh
StatusByte: 20h
StatusByte: 11h

Break

(2) Repeat

execute the next request

(3) request —
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wLength = 0002h (3) data «~ SWi1, sw2
End

if (StatusByte=11h) Loop the next two requests

XFR_BLOCK (n) request —

wValue: bLevelParameter = 03h/02h, bRFU = 00h

windex: bRFU = 00h, binterface = 00h

wLength = BufferLength

abData = Data(BufferLength) (n) data —

GET_ICC_STATUS {n+1) request —

wValue: wRFU = 0000h

windex: bRFU = 00h, binterface = 0Ch

wLength = 0001h data « StatusByte: 4xh
StatusByte: 20h
StatusByte: 13h

if (StatusByte=20h) Break

if (StatusByte=13h) {n) Repeat

if (StatusByte=4xh) {n+1) Repeat
DATA_BLOCK {m) request —

wValue: wRFU = 0000h
windex: bRFU = 00h, binterface = 00h
wLength = 0002h {m) data « SW1, SW2

End

Truy&n didu khién, phién ban B: Trao dbi thong diép mirc APDU, Iénh treong hep 1, APDU
ngan

dwFeatures = 0002 0840h

dwProtocols= 0000 0002h

XFR_BLOCK (1) request —
wValue: bLevelParameter = 00h, bReserved = 00h

windex: bRFU = 00h, binterface = 00h

wLength = 0004h

abData = CLA, INS, P1, P2 (1) data —

DATA_BLOCK (2) request —
wValue: wRFU = 0000h
windex: bRFU = 00h, binterface = 00h

wLength = 0003h (2) data « 80h, wDelayTime
or
(2) data 00h, SW1, SW2
if (bResponseType=00h) Break
if (bResponseType=80h) (2) Repeat
End

Truyén diéu khién, phién ban B: Trao déi théng diép mirc APDU, Iénh tredng hop 2, APDU
ngan

dwFeatures = 0002 0840h

dwProtocols= 0000 0002h

XFR_BLOCK {1) request —
wValue: bLevelParameter = 00h, bReserved = 00h

windex: bRFU = 00h, binterface = 00h

wLength = 0005h

abData = CLA, INS, P1, P2, Le (1) data —
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DATA_BLOCK

wValue: wRFU = 0000h

windex: bRFU = 00h, binterface = 00h
wLength = Le + 0003h

if (bResponseType=00h)
if (bResponseType=80h)

(2) request —

{2) data «~
or

(2) data +
Break

(2) Repeat

End
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80h, wDelayTime

00h, Data(Le), SW1, SW2

Truyén diéu khién, phién ban B: Trao déi thdng digp mirc APDU, Ignh trwong hop 3, APDU

ngan
dwFeatures = 0002 0840h
dwProtocols= 0000 0002h

XFR_BLOCK

wValue: bLevelParameter = 00h, bReserved = 00h
windex: bRFU = 00h, binterface = 00h

wLength = Lc + 0005h :

abData = CLA, INS, P1, P2, Lc, Data(Lc)

DATA_BLOCK

wValue: wRFU = 0000h

wlindex; bRFU = 00h, binterface = 00h
wlLength = 0003h

if (bResponseType=00h)
if {(bResponseType=80h)

(1) request —

(1) data —»

(2) request —

(2) data «
or

(2) data «
Break

(2) Repeat

End

80h, wDelayTime

00h, SW1, swW2

Truyén diéu khién, phién ban B: Trao déi théng diép mirc APDU, Iénh trwong hep 4, APDU

ngan
dwFeatures = 0002 0840h
dwProtocols= 0000 0002h

XFR_BLOCK

wValue: bLevelParameter = 00h, bReserved = 00h
windex: bRFU = 00h, binterface = 00h

wLength = Lc + 0006h

abData = CLA, INS, P1, P2, Lc, Data(Lc), Le

DATA_BLOCK

wValue: wRFU = 0000h

windex: bRFU = 00h, binterface = 00h
wLength = Le + 0003h

if (bResponseType=00h)
if (bResponseType=80h)

(1) request —

(1) data —

(2) request —

(2) data «
or

(2) data
Break

(2) Repeat

End

80h, wDelayTime

0Ch, Data(Le), SW1, SW2
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Truyén ditu khién, phién ban B: Trao d6i thong diép mirc APDU, Iénh trwérng hep 2, APDU
mé réng

dwFeatures = 0004 0840h

dwProtocols= 0000 0002h

XFR_BLOCK (1) request —
wValue: bLevelParameter = 00h, bReserved = 00h

windex: bRFU = 00h, binterface = 00h

wLength = 0007h

abData = CLA, INS, P1, P2, P3=00h, Le (1) data —
Loop the next request
DATA_BLOCK (2) request —

wValue: wRFU = 0000h
windex: bRFU = 00h, binterface = 00h
wlLength = BufferLength (2) data « 80h, wDelayTime

or
(2) data « 00h, Data(Le), SW1, SW2
or
(2) data «— 01h, Data(BufferLength)
or
(2) data 03h, Data(BufferLength),
ar
(2) data « 02h, Data(<=BufferLength-2),
SW1, sSw2
if (bResponseType=00h OR bResponseType=02} (2) End
if (bResponseType=01h OR bResponseType=03)

XFR_BLOCK (3) request —
wValue: bLevelParameter = 10h, bReserved = 00h

windex: bRFU = 00h, binterface = 00h

wLength = 0000h

abData = empty (3) —
(2) Repeat
if (bResponseType=80h) {2) Repeat

Truyén diéu khién, phién ban B: Trao déi thong diép mirc APDU, 1&nh trwéng hep 3, APDU
mé rjng

dwFeatures = 0004 0840h

dwProtocols= 0000 0002h

XFR_BLOCK (1) request —

wValue: bLevelParameter = 00h/01h, bReserved = 00h

windex: bRFU = 00h, binterface = 00h

wLength = BufferLength

abData = CLA, INS, P1, P2, P3=00h, Lc, (1) data —
Data(BufferLength-7)

if (bLevelParameter=00h)

DATA_BLOCK (2) request —
wValue: wRFU = 0000h
windex: bRFU = 00h, binterface = 00h

wlength = 0003h (2) data «+ 80h, wDelayTime
(2) Repeat
(2) data Oh, SW1, SW2
End

if (bLevelParameter=01h)
DATA_BLOCK {3} request —

wValue: wRFU = 0000h
windex: bRFU = 00h, binterface = 00h
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wlength = 0003h (3) data « 80h, wDelayTime
(3} Repeat
or
(3) data 10h
Loop the next two requests
XFR_BLOCK {n) request —
wValue: bLevelParameter = 03h/02h, bReserved = 0Ch
windex: bRFU = 00h, binterface = 00h
wlLength = BufferLength
abData = Data(BufferLength) (n) data —

DATA_BLOCK {n+1) request —
wValue: wRFU = 0000h
windex: bRFU = 00h, binterface = 00h

wlength = 0003h (n+1) data — 80Ch, wDelayTime
{n+1) Repeat

if (bLevelParameter=02h) (n+1) data «— 00h, SW1, SW2
{n+1) End

if (bLevelParameter=03h) {n+1) data — 10h

{n+1) Repeat
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Phylyc C

(tham khao)

Thuét ngir va djnh nghia trong dic ta USB

Céc thuat ngi¥ va dinh ngha ligt k& bén dudi dwge trich tir Chueong 2: Thuat ngl va thuat ngtr viét
tat cba d3c ta USB:

Truyén

Mbt hay nhidu trao ddi bus nham chuyén théng tin gitba mét khdch hang phan mém va chirc nang
cua né.

Loai truyén

Xéc dinh cac d3c tinh cla ludng d ligu gira mat may khach phin mém va chirc ning cia no.
Bén loai chudn dwgc xac dinh: kiém soét, ngét, bulk va dang thei.

Truyén bulk

M6t trong bdn loai truyén USB. Truydn bulk 1 khéng dinh ky, két néi truyén loat Ion thwdng dwgc
diing cho mot truyén ma c6 thé dung bét ky bang thong sén c6 nao va ciing c6 thé bi tri hoan cho
dén khi bang thong c6 s&n. Xem thém loai truyén.

truyén didu khién

Mat trong bén loai truyén USB. truyén didu khién hd trg két ndi loai cAu hinh/lénhitrang thai gitra
may khach va chirc nang. Xem thém loai truyén.

Ong mic dinh

Ong théng diép dugc tao ra bdi phan mém hé théng USB nhdm vuret qua thang tin kiém soat diéu
khi&n va thang tin trang thai gitra may chi va kiém so4t diém cuéi 0 cla thiét bj USB.

Diém cudi thiét bj

Phan duoc chi dinh duy nhét ciia mot thiét bi USB la ngudn ho3c phén chira théng tin theo mét
ludng thang tin lién lac gitra may chi va thiét bj. Xem dia chi diém cubi.

Dia chi diém cubi

Sw két hop clia mdt sé didm cubi va mot chidu digm cui cia thiét bj USB. M3i dia chi diém cudi
hd tre truyén di¥ liéu theo moét hwéng.

May chu

Hé théng may chd, noi bd didu khién may chi USB dwoc cai dat. Diéu nay gém cac nén tang
phan cirng may chi (mdy tinh, bus, .v..v.) va hé diéu hanh dwoc s dung.

Tir '

Mot phdn t& di liéu c6 hai byte (16 bit) theo kich thuéc.
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(tham khao)

Lép thiét bj thé théng minh b mé ta cy thé 16p

Bang sau md ta bd md ta cy thé 16p dwoc duva ra trong dic ta CCID, Chwrong 3.5

Béang 3-5 - B md ta lép CCID

Offset

Trwéng

Kich c&

Gia trj

Mb ta

bLength

1

36h

Kich c& cla b) md t3, tinh theo byte.

bDescriptorType

1

77

Loai by mo ta tinh nang CCID

bcdCCID

0100h

S6 phat hanh dic td CCID hé thap phan ma
héa nhj phan (vi dy: 2.10 1a 0210h)

bMaxSlotindex

IChi myc clia khe c6 s&n cao nhét trong thiét bj
nay. TAt ca cac khe lign tiép bat diu tir 00N,

VI dy: OFh = 16 khe trén thiét bj dugc danh sé
tte O0h t&i OFh,

bVoltageSupport

Gi4 trj chl ra dién thé ma CCID c6 théd cung
cdp cho cac khe cla né.

Gia trj nay 13 mdt thao tdc OR déo bit dugc
thirc hién theo cac gia trj sau:

— 01h 5.0V

- 02h 3.0V

— 04h 1.8V

Cac bit khac |a RFU.

dwProtocols

RRRR
PPPP

RRRR - viét hoa- 1a RFU = 000Ch

PPPP - viét thwdng - ma héa céac loai giao
rhfrc dwge hd trg. MOt *1' 14 mét vi tri bit duoc
dwa ra chi ra sy hd trgr déi véi giao thirc I1SO
trong &rng.

0001h = Giao thirc T=0

0002h = Giao thirc T=1

TAt ca céc bit dugc danh riéng va phai degc
dat 1a 0. Trwdng twong rng v&i cac dinh nghia
dac ta PCSC. Xem PCSC phan 3, Bang 3-1
Thé 0x0120 '

Vi dy: 00000003h h& trg cho T=0 va T=1.

10

dwDefaultClock

Tan sé khéa ICC mac dinh theo kHz duge mé
héa nhw gia trj nguyén endian
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Offset

Trrdong

Kich c&

Gia trj

Mo ta

Vi dy: 3.58 MHz dugc ma héa nhuwr gia tri nguyén
3580 (00000DFch)

bidu nay duegc ding trong viéc tinh toan ETU
va WWT. Tin sb ddng hd dwoc dung khi doc
dir ligu ATR.

14

dwMaximumClock

T4n sd dign thoal ICC dugc hd trg téi da theo
kHz dwgc ma hda nhur gia tri nguyén

Vi dy: 14.32 MHz dugec ma hda nhw gid trj
nguyén 14320 (000037F0h).

18

bNumClockSupported

S6 tAn sé ddng hd dugc hé trg bdi CCID. Néu
ICCID khéng cho phép thiét 14p thii céng cua
tAn sé dbng hd thi gia tri nay phai 14 00h.
Ngwece lai, néu CCID dat thu céng va gia trj
nay 1a 00h, tAn sb ddng hd hé trg dwgc gia
dinh bdi tAn sé ddng hd mac dinh duge dinh
nghta b&i dwDefaultClock.

19

dwDataRate

Ti 1& di¥ liéu /O ICC mdc djnh theo bps dugc
ma héa nhu sé nguyén endian nhé

Vi dy: 14.32 MHz dwgec mé hoa |a gia tri nguyén
14320. (000037F0h)

23

dwMaxDataRate

Ti 1& d@ ligu /O ICC hb tro téi da theo bps.
Vi dy: 115.2Kbps dugc ma hoa 14 gid trj nguyén
115200. (0001C200h}

27

bNumDataRatesSupported

—

S& lwgng ti 18 di ligu degce hd trg bdi CCID.
Néu CCID khéng cho phép thiét I4p tha céng
clta ti 1&d® ligu thi gia tri ndy phai 1a 00h.
Ngteoe lai, ndu bd doc dat thi céng va gia tri
nay & 00h, ti 1& d@ lidu hd trer dwgc gia dinh 13
ti 16 d& liéu m3c dinh dwgc dinh nghia theo
1SO.

28

dwMaxIFSD

Chi ra IFSD téi da dwoc hé trg b&i CCID dbi
v&i giao thire T=1.

32

dwSynchProtocols

RRRR
PPPP

000000

- RRRR - viét hoa - 14 RFU = 0000h

- PPPP - viét thwdng- ma hoa céc loai giao
thire dwgc hd trg. M&t '1' trong mét vj tri
bit cho s&n chi ra hd trg véi giao thoc
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Offset

Trworng

Kich c&

Gia tr|

Ma ta

00h

twong rng.
0001h chi ra hd trg véi giao thire 2 day1!
0002h chi ra hd trg véi giao thirc 3 day
0004h chi ra hd trg véi gioa thirc 12C
T4t ca cac gia tri khdc ndm ngoai d&c ta nay,
phai dwgc quan ly bdi trinh didu khién hd trg
b&i nha cung cap

36

dwMechanical

0000
0008h

See CHU THICH bén dwéi. Gia trj 1a mét thao
tac bit ddo OR duwgc thiyc hién theo cac gia tri
sau:

L 00000000h Khong cé déc tinh déc bigt

L 00000001h Co ché chdp nhén thé 2

L 00000002h Co ché tir chéi the 2

L 00000004h Co ché nap thé 2

L 00000008h Co ché khéa/md khéa thé

- 00000010h ICC dwgc chén vinh vién

40

dwFeatures

iGia trj nay chi ra déc treng théng minh ma
CCID cb.

Gia trj 1a mot thao tac bit ddo OR dwegc thyc
hién theo céac gia trj sau:

L 00000000h Khdng cé ddc tinh d3c bigt

L 00000002h CAu hinh théng sé ty déng
dya trén d liéu ATR

- 00000004h Kich hoat tw ddng viéc chén
IcC

L 00000008h Chon dién thé ICC ty dong

L 00000010h Thay ddi tdn sé ddng hd ICC
ty dong theo cac thong sb

- 00000020h Thay ddi ti 1& baud ty dong
theo tan sé va thong sé F1, DI

L 00000040h Trao ddi théng sé ty ddng tao
b&i CCID (ditng cho céc tai thiét 1ap &m,

1

Truéng nay twong thich xudi véi déc td PCSC.

2

Viéc phat hanh d3c ta khdng hd trg cac thiét bj vé&i 2-, 3-day va cac giao thirc 12C ma PPPP = 0000h.

Cac co ché ndy clia thdng sé dwMechanical dwMechanica da gdm tinh hoan thién, tuy nhién cac chirc nang

nay cta cac CCID co gi¢i héa khong dugc bao trum bdi viéc phat hanh dac ta. Mot phat hanh dw kién cé thé chuén

héa giao dién cho cac tinh néng co gidi nay.
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lanh hay PPS theo mét thuat toan dgc
quyén clia nha san xuét nhdm chon cac
thong sé két néi véi ICC)

L 00000080h PPS ty dong, dwgc tao bdi
CCID theo céc théng sb hién tai

L 00000100h CCID cb thé dat ICC theo ché
d6 dirng ddng hd

— 00000200h Gia tri NAD khac 00 dugc
chép nhan (giao thirc T=1 dwgc ding)

L 00000400h Trao &bi IFSD ty ddng nhu
trao ddi diu tién (giao thirc T=1 dugc
dung)

Chi mot trong nhidu gia trj sau cb thé c6 duoc:
L 00010000h Céc trao di mirc TPDU véi
CCID

- 00020000h Trao d8i mirc APDU ngén véi
CCID

- 00040000h Trao ddi mirc APDU ngén va
APDU mé rdng v&i CCID

IChi mét trong nhidu gi4 tri 00000040h va
00000080h cé thé cé.

Khi gi4 trj 00000040h cé dwgc, may chi phai
khong cb géng thay ddi FI, DI va giao thirc
dwgc chon hién tai.

Khi mét trao ddi mirc APDU dugc chon, mét
trong nhidu gia trj 00000040h hay 00000080
phai c6 dugc, nhu gi4 tri 00000002h.

44

dwMaxCClDMessagelength

D&i v&i mirc APDU mé& réng, gia tri phai ndm
giba 261 +10 (tiéu &) va 65544 +10, nguoc
Fi gi4 trj t6i thidu 12 dwMaxPacketSize clia

iém cubi bulk-OUT.

U8

bClassGetResponse

hép géan chi véi CCID cung cAp mét trao dbi
trc APDU.

hi ra gia tri 1é6p méc dinh dwgc ding bdi
CID khi né gtri mdt Iénh Get Response nhim
hyc hién mot truyén tdi cia mét APDU béi
iao thirc T=0.

i& trj FFh chi ra ring CCID Ia 13p lail ép
PDU,
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49 bClassEnvelope 1 Phép gan chi v&i CCID cung cp mot trao dbi
mirc APDU mé& réng.
Chi ra gia trj I6p méc dinh duvgc ding bdi
CCID khi n6 glri mot [énh Envelope nhdm thiyc
hién mdt truydn tai cia moét APDU m& rdng
bdi giao thire T=0.
Gia tri FFh chi ra réng CCID I3p lai lép APDU.
50 wlLcdLayout 2 XXYYh (86 lvgng cac dong va ky ty dbi voi hién thi
LCD dugc diung dé gii théng digp cho dau
vao PIN.
XX: sé lwgng déng
YY: sb lgng ki ty theo dong
XXYY=0000h khéng cé LCD.
52 bPINSupport 1 00h - Gia trj nay chi ra PIN nao hd trg cac dat treng
03h ma CCID cé.
Gia tri dé 1a mdt thao tac bit dao OR dugc
thire hién theo céac gia tri sau:
01h Xac minh PIN dugc hb trg
02h Thay ddi PIN dwoc hé tre
53 bMaxCCIDBusyS|ots 1 01h-  [86 lvgng khe 1&n nhé&t ma cé thé ban dédng
OFh roat
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Thw muyc tai lidgu tham khao

ISO 1177:1985, Information processing - Character structure for start/stop and synchronous
character oriented transmission.

ISO/IEC 10536, Identification cards - Contactless integrated circuit cards - Close coupled cards
(tAt ca c4c phan).

ISO/IEC 14443, Identification cards - Contactless integrated circuit cards - Proximity cards (tat
ca cAc phan).

ISO/IEC 15693, Identification cards - Contactless integrated circuit cards - Vicinity cards (tét ca
cac phén).
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