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TCVN 7817 - 4:2010

L&i néi dau

TCVN 7817 -4 : 2010 hoan toan twong dwong véi ISO/IEC 11770 - 4 : 2006.

TCVN 7817 -4 : 2010 do Tiéu ban Ky thuat Tiéu chudn quéc gia TCYN/JTC1/SC27
"Ky thuat mét m&” bién soan, Téng cuc Tiéu chudn Do lwdng Chét lwong dé& nghi, Bs
Khoa hoc va Coéng nghé céng bd.

B tiéu chuén TCVN 7817 bao gbm cac TCVN sau:

— TCVN 7817 — 1:2007 Cdng nghé théng tin — Ky thuat mat ma — Quan Iy khoa,
phén 1: Khung tdng quét.

— TCVN 7817 — 2:2010 Cdng nghé thang tin — Ky thuat an ninh — Quan ly khéa,
phan 2: Co ché si¥ dung k¥ thuat ddi xing.

— TCVN 7817 — 3:2007 Céng nghé théng tin — Ky thuat mat ma — Quan ly khoa
phén 3: Cac co ché sir dung k¥ thuat khong déi xceng.

— TCVN 7817 — 4:2010 Céng nghé thong tin — Ky thuat an ninh — Quan ly khoa,
phan 4: Co ché dura trén bi mat yéu.
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Cong nghé thong tin — Ky thuat an ninh — Quan ly khéa

Phan 4: Co’ ché dwa trén bi mat yéu

Information technology — Security techniques — Key management

Part 4: Mechanisms based on weak secrets

1 Pham vi ap dung

Tiéu chudn nay quy dinh cac co ché thiét Iap khoa dia trén bi mat yéu, tirc 1a bi mat dugc con ngudi
ghi nh¢ dé dang va do d6 né dwgc chon tir tap cac kha nang kha nhd. Tiéu chuan nay quy dinh cac ky
thuat mat ma thiét 1ap mot hoac nhiéu khoa bi mat dwa trén bi mat yéu dan xuat t mot mat khdu da
nhé, trong khi ngén chan tan cdng vét can ngoai tuyén lién quan dén bi mat yéu. Cy thé 1a cac co ché
nay duwoc thiét ké dé dat dwoc mét trong ba muc dich sau:

1)

2)

3)

Théa thuan khéa dweoce xac the bang mat khdu can bing: thiét 1ap mét hodc nhidu khoa bi
maét gitra hai thirc thé ding chung bi mat yéu. Tai co ché thda thuan khéa dwoc xac thye bing
mét khdu can bang, cac khoa bi mat dung chung Ia két qua cla viéc trao dbi dir liéu gitra hai
thye thé, tai d6 khéa bi mat diung chung dworc thiét 1ap véi didu kién hai thwe thé st dung cling
bi méat yéu va khéng c6 thye thé nao trong hai thyc thé dé biét trudc dwoc gia tri clia khéa bi
mat dung chung.

Théa thudn khéa dwerec xac thre bing mat khdu ting cwéng: thiét 1ap mot hodc nhiéu khéa
bi méat gitra hai thiec thé A va B, trong d6 A dung bi mat yéu va B cé d liéu xa4c minh bét
nguédn tlr ham mét chiéu clia bi mat yéu ma A dang diing. Trong co ché thda thuén khéa dugc
xac thyc bang mat khdu ting cwdng, cac khoéa bi mat dung chung 13 két qua cuia viéc trao dbi
dir liéu gitra hai thye thé, tai 36 khda bi mat diung chung duoc thiét 1ap véi diéu kién hai thyc
thé str dung cung bi méat yéu va cac dir liéu da xac minh twong ng va khéng cé thwe thé nao
trong hai thue thé biét trwdc dworc gia tri clia khoa bi mat ding chung.

CHU THICH Kiéu co ché thoa thuén khoa nay khéng cé kha niing bao vé bi mat yéu cla thire thé A khdi
sy tham do tir thyre thé B, nhung lai tang phi tdn cho ké tAn cong muén biét bi mat yéu cda A tir B. Do
d6, kiéu co ché nay thréng dugc dung cho giao tiép gilva may tram (A) va may chd (B).

Lay lai khéa dwoc xac thye bang mat khau: thiét 1ap mot hoac nhiéu khéa bi mat cho mét
thyre thé (A) lién két véi mot the thé khac (B), trong d6 A dung bi mat yéu va B si¥ dung bi mat
manh lién két v&i bi mat yéu clia A. Trong co ché Iy lai khéa dwoc xac thye bang mat khau,
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céc khoa bi mat co thé Iy lai dwgc bdi A (khdng nhét thiét phai nhan tir B), 1a két qua clia viéc
trao ddi dir liéu gitra hai thyc thé. Trong do khoa bi mat dugc thiét 1ap voi didu kién hai thuc
thé cling diing bi méat yéu va lién két véi bi mat manh. Tuy nhién, méc di bi mat manh clia B
lién két voi bi mat yéu cha A, thi bi mat manh (ban than né) khdng chira théng tin day du cho
phép xac dinh phép bi mat yéu hodc khoa bi mat thiét lap trong co ché.

CHU THICH Kiéu co ché Iy lai khoa nay dwoc stk dung khi A khdng c6 bd Iwu trir an toan cho bi mat
manh va y&u cau sy hd tro tr B dé 1ay lai bi mat manh. Kiéu co ché nay thuéong dwoc sir dung cho giao
tiép gitva may tram (A) va may cht (B).
Tiéu chudn nay khéng bao gdm cac vén d& chti chét khac nhu:
- Quan ly vong doi cha bi mat yéu, bi mat manh va khéa bi mét da thiét 1ap.
- Céc co ché dé Iwu trik, nén, x6a, huy,... bi mat yéu, bi mat manh va cac khoa bi mat da thiét 1ap.

CHU THICH Cac khéa duqc tao hodc I4y lai thong qua viéc stz dung bi mat yéu khong thé an toan hon khi dya
vao tdng sé cac bi mat yéu ma chung cé. Vi vay cac co ché quy dinh trong tiéu chudn nay duec khuyén khich st
dung trong mai trwéng an ninh thap.

2 Tai liéu vién dan
Céc tai ligu vién dan duoi day rat can thiét cho viéc 4p dung tiéu chudn nay. Béi véi cac tai liéu ghi

nam cdng bd thi ap dung phién ban dugc néu. DSi véi cac tai liéu khdng ghi nam cong b thi ap dung
phién ban méi nhét, bao gdm ca cac sira ddi.

TCVN 7817 — 1:2007, Cong nghé thong tin — Ky thuat mat ma — Quan ly khoa — Phan 1:Khung tng
quat.

ISO/IEC 10118 — 3:2004, Information technology — Security techniques — Hash—functions — Part 3:
Dedicated hash—functions. (Céng nghé théng tin — Ky thuét an ninh — Ham bdm — Phéan 3: Cac ham
bam danh riéng).

3 Thuét ngi¥ va dinh nghia

Tiéu chuén nay str dung cac dinh nghia sau:

3.1

Théa thuan khéa dwec xac thye bang méat khiu ting cwéng (augmented password—authenticated
key agreement)

Thda thuén khéa dwoc xac thire bang mat khdu tang crrdng trong d6 thirc thé A sir dung mat khiu dua
trén bi mat yéu va thyc thé B xéc minh di ligu nhan dwoc tir ham mét chidu clia bi mat yéu ma A dang
dung dé thoa thugn va xac thire mét hodic nhidu khoa bi mét dung chung.
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3.2

Thoa thuan khéa dwee xac thwe bing méat khiu can bang (balanced password—authenticated key
agreement)

Thoa thuan khoa dwec xac thyc bang mat khau can bang trong dé thye thé A va B cing chia sé mot bi
mat yéu dwa trén mat khdu chung dé thda thuan va xac thwc mét hoic nhidu khoa bi mat ding chung.

3.3

Tan céng vét can (brute—force attack)

Kiéu tdn cong vao hé théng mat ma str dung phép vét can tap cac khda, mat khau hoac dir liéu khac.
3.4

Ham bam khang xung dét (collision-resistant hash—function)

Ham bam théa man cac dic tinh sau: khong thé tinh toan dé tim ra hai dau vao khac nhau ma anh xa
t&i cung mot dau ra.

CHU THICH Kha nang tinh toan phy thugc vao méi tréng va yéu ciu bac mat cy thé,

[ISO/IEC 10118-1:2000]

3.5

Tan céng theo tir dién (trén hé théng mat khéu) (dictionary attack (on a password — based system))
Tén cdng vao hé théng mat ma st dung phép tim kiém danh muc mat khau.
CHU THICH Tén céng theo tir dién trén hé théng mat khau sir dung danh sach cac gia tri mat khdu da luu hosic

danh sach cac tir nglr dwgc Iy trong tir dién ngdn nglr ty nhién.

3.6

Tham s6 mién (domain parameter)

Muc d liéu chung va dugc nhan biét bdi hodc cé thé truy cap tdi tat ca cac thire thé trong mién.

CHU THICH T4p tham sé mién c6 thé chira c4c myc di¥ liéu nhw thé dinh danh ham bam, d dai thé bam, d6 dai
ctia phén théng diép phan héi, tham sé truéng hiku han, tham sé dwéng cong elliptic, hodc cac tham sé khac quy

dinh cho cac van dé an ninh cta tén mién.

[ISO/IEC 9796—3:2000]
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3.7

Xac thwe khda twong minh tiv A téi B (explicit key authentication from A to B)
Dam bao cho thire thé B ring A la thye thé duy nhat khac B c6 quyén sé hiru khoa dung.

CHU THICH Xac thyc khoa khdng twdng minh tir A téi B va xac nhan khéa tir A t&i B két hop véi nhau suy ra
xac thye khoa twdrng minh tir A t6i B.

[TCVN 7817-3:2007]

3.8

Ham bam (hash function)
Ham anh xa cac chudi bit thanh cac chudi bit cé d6 dai cb dinh, thda man hai tinh chét sau day:

— Khéng ¢6 kha ning tinh toan dwec dau vao tir mot ddu ra cho trwdc;

- Khéng c6 kha nang tinh toan dwgc dau vao ndo khac d4u vao cho treéc ma lai cé chung dau ra.
CHU THICH Kha nang tinh toan phy thudc vao méi treéng va yéu ciu bao mat cy thé.

[ISO/IEC 10118-1:2000]

3.9

Mat khau bam (hashed password)

Két qua cia viéc 4p dung ham bam cho mat khau.
3.10

Xéac thwec khoa khong twéng minh tie A téi B (implicit key authentication from A to B)
Dam bao cho thyc thé B réing A 1a thyc thé duy nhat khac B c6 kha ning cb quyén s& hiru khéa dang.

[TCVN 7817-3:2007)

3.1
Khéa (key)

Chudi biéu trong diéu khién cac thao tac clia phép bién dbi mat ma (vi du nhw ma héa, gidi ma, tinh
toan ham kiém tra mat ma hodc xac minh ch ky).

[TCVN 7817-3:2007]
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3.12

Théa thuan khéa (key agreement)

Qua trinh thiét 1ap khéa bi mat dung chung gii*a cac thyc thé theo cach ma khang thye thé nao c6 thé

xac dinh trwdc gia tri ctua khoa dé.

[TCVN 7817-1:2007)

3.13

Xac nhan khoa tir A t&i B (key confirmation from A to B)
Dam bao déi vai thyc thé B ring thyc thé A 1a c6 quyén s& hiru khéa dung.
[TCVN 7817-3:2007]

3.14

Kiém soat khoa (key control)
Kha nang Iya chon khoa hodc cac tham sé sir dung trong viéc tinh toan khoa.
[TCVN 7817-1:2007]

3.15

Ham din xuat khoa (key derivation function)

Ham s(r dung céc bi mat diing chung hoac cac tham sé d4 biét khac nhau lam dau vao va cho déaura la
moét hay nhiéu bi mat dung chung ma c6 thé duoc st dung lam khoa.

3.16

Thiét lap khéa (key establishment)

Qua trinh tao san khoa bi méat dung chung cho mdt hodc nhidu thwc thé, thiét 1ap khéa bao gbm théa
thuén khéa, chuyén khoa va 1ay lai khoa.

3.17

Quan ly khoa (key management)

Quan tri va sir dung dé tao ra, dang ky, chirng thuc, hiy bd, phan bd, cai dt, Iwu trir, nén, thu hdi, dén
xuét va pha hay vat liéu khoda theo quy dinh an ninh.

[TCVN 7817-1:2007]
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3.18

L4y lai khoa (key retrieval)

Qua trinh thiét 1ap khoa cho mt hogic nhiéu thyc thé (dwoc goi la thyc thé 14y khoa) véi mét hodc
nhiu thuc thé khac (khdng bét budc c6 kha nang tiép can khoa sau khi qua trinh két thuc) va qua trinh
nay thwdng doi hoi viéc xac thye dbi voi thye thé Iy lai khoa bdi cac khoa kia.

3.19

Thé khoa (key token)

Théng diép thiét Iap khoa glri tir thure thé nay dén thuc thé khac trong sudt qua trinh thue hién co ché
thiét lap khoa.

3.20

Ham kiém tra thé khéa (key token check function)

Ham st dung thé khéa va cac tham s6 da duoc cong khai 1a d4u vao va dau ra 1a mét gia tri Boolean
trong suét qua trinh thyc hién co ché thiét 1ap khoa.

3.21

Hé s6 thé khoéa (Key token factor)

Gia trj deoc gilr bi mat va co thé dugce sir dung két hop véi bi mat yéu dé tao ra thé khéa.

3.22

Ham tao thé khéa (key token generation function)
Ham tan dung hé sb thé khéa va cac sé tham sb khac lam diu vao, ddu ra 1a thé khoa trong suét qua
trinh thiét 1ap khoa.

3.23

Xac thirc khéa hai chiéu (mutual key authentication)

Bam bao cho méi trong hai thyrc thé réng chi co thuc thé kia c kha nang c6 quyén s& hiru khéa dung.
3.24

Ham mét chiéu (one-way function)

Ham véi ddc tinh la dé dang tinh toan du ra véi d4u vao cho trwéc nhung khang c6 kha nang tinh
toan déu vao véi du ra cho truée.

[TCVN 7817-3:2007]

10
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3.25

Mat khau (password)

Chudi cac tir, cum tir, s6 hodic ky tu bi mat dé sir dung xac thuc thyrc thé va I3 bi mat yéu dé nho.
3.26

Thoa thuan khéa dwere xac thuwe bang mat khau (password-authenticated key agreement)

Qua trinh thiét I3p mét hodic nhidu khéa bi mét dung chung gitra hai thyrc thé sir dung phan théng tin
dira trén méat khau chia sé (co nghia I ca hai cing chia sé mat khdu hoic mot thire thd c6 méat khau va
thie thé con lai ¢6 dir liéu xac minh mat khdu) va khong thyc thé nao co thé doan trede dwoc gia tri
cac khoa bi méat dung chung.

3.27

L&y lai khéa dwoe xac thye bing mat khiu (password-authenticated key retrieval)

Qua trinh I4y lai khoa trong d6 thyc thé A dung bi méat yéu biing mat khéu va thyc thé B s& hiru bi méat
manh lién két véi bi mat yéu tir A. Hai thyc thé d6 sir dung cac bi mat riéng clia chang, thda thuén
khoa bi mat ma khoa dé co thé I4y lai lai tir A (khong nhét thiét phai nhan tir B).

3.28

Thé khéa dwerc lam rdi bing mat khdu (password—entangled key token)
Thé khéa duoc sinh ra tir bi mat yéu va hé sé thé khéa.

3.29

D liéu xac minh mat khu (password verification data)

D liéu ma duoc ding dé xac minh céc thong tin vé thue thé ciia mdt mat khéu cy thé.
3.30

Ham dan xuét phin ti ngau nhién (random element derivation function)

Ham st dyng mat khau va cac tham sé khac 1am d4u vao va dau ra 13 phan tlr ngu nhién.
3.31

Salt

Bién ngdu nhién dwoc thém vao nhu 1a ddu vao thir hai cho ham méa héa hodc ham mot chiéu, dé tao
ra di¥ liéu xac minh mat khau.

11
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3.32

Bi mat (secret)

Gia tri ma chi co thiec thé tao ra gia tri d6 biét.

3.33

Ham din xuét gia tri bi mat (Secret value derivation function)
Ham s(r dung hé sb thé khéa, thé khoa va vai tham sb khac lam dau vao va dau ra la mét gia tri bi mat

(d& tinh mét hoac nhidu khoa bi mat).

3.34

Khoa bi mat (secret key)

Khéa dugc str dung trong k¥ thuat ma héa ddi xtrng b&i mét tap cac thue thé xac dinh.

3.35

Bi mdt manh (Strong secret)

Bi mét v&i mirc o thich hop cia entropy dé viéc do soat kidu vét can bi mat nay la khong kha thi, tham
chi vé&i cac dir liéu cho trweére cho phép doan trwrdre chinh xac bi mat dé phan biét véi cac gia dinh sai.

CHU THICH Biéu nay Ia c6 thé, vi dy: bing cach str dung ngiu nhién cac bi mat tir mdt tap cc gia trj co dd Ién
thich hgp véi phan bb xéac suat déu dan.

3.36

Bi mét yéu (Weak secret)

Bi mat ma con ngudi co thé ghi nhér dé dang, déc treng clia phurong phap nay la entropy clia bi mat bi
gi&i han, vi vay viéc do soat kiéu vét can bi mat nay 1a kha thi, cac dir liéu cho trweéc cho phép phan
doan chinh xac bi mat dé phan biét véi cac gia dinh sai.

12
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4 Ky hiéu va tir viét tat

ay, a; Hé sb dwdng cong elliptic

AB Dinh danh phéan biét cta thirc thé

b, b; bit (trc 12 0 hodc 1)

BS2/ Ham bién dbi chubi bit thanh sb nguyén

c S6 nguyén xac dinh trong 1 <c<q -1

C.Cot,Cec Ham tao ra thé khoa dya trén mat khau va hé sbé thé khoa

D,Dp,, Dec Ham tao ra thé khéa chi dwa trén duy nhét hé sb thé khoa

E Buaong cong elliptic dwgc xac dinh bdi hai hé sé dwéng cong elliptic a; va a,
F(q) Trwdng hiru han ¢b q phan te

FE2I Ham bién ddi phan t trwdng thanh sb nguyén

FE20S Ham bién ddi phan tl trrrng thanh chudi octet

9,91.929b Cac phén tr co bac nhan r trong F(q)

G,G,,Gp Céac diém c6 bac r trén E thudc trwong F(q)

ot Phan t&r c6 bac nhan 1a g-1 trong F(q)

GE20Sx Ham c6 kha nang chuyén ddi phan t& nhém thanh chudi octet, khi phan t nhém do

1a mét diém trén E, thi ham nay sé chuyén toa d x cta diém d6 thanh chudi octet
ma bd qua toa do v.

H Ham bam lay chudi octet lam dau vao va cho d4u ra la chudi bit. Vi du: ham bam
dwee dinh nghia trong ISO/IEC 10118-3

h(x, Ly) Ham bam Idy chudi octet x va sé nguyén L (chi ra do dai theo bit clia dau ra) lam
d4u vao va cho dau ra la chudi bit c6 d6 dai Lk. Vi du: ham bam dwoc dinh nghia
trong ISO/IEC 10118-3.

I12FE Ham bién dbi sé nguyén thanh phan tir trudng

1208 Ham bién di s6 nguyén thanh chubi octet

2P Ham bién dbi sb nguyén thanh diém trén dwéng cong E
JJpuJec Ham tao ra phan tir xac minh mat khau tlr mat khdu

13
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K?:Kzu“

Lk

Op, 04', O, O’
os2!

p; pi‘

Pf’PZI"'

R, R,
Rao1, Reec

Riec,

Sa Sg

T

V, Vs, Vi, Vapo,

vAECl vBDL- VBEC

14

Phén phu dai sé hoac 1a ti sb (q-1)/r trong céc tham sb mién DL hodc ti s6 #E/r
trong cac tham s mién EC

Ham dan xuét khoa tir gia tri bi mat va tham sb dan xuét khoa
Cac khoa bi mat dwoc thiét 1ap trong mét co ché thiét 1ap khoa
D6 dai (tinh bing bit) khda bi mat da duoc thiét lap

Mot sb nguyén

Mbt octet dwoc bidu dién gia tri ma hex tir 00 dén FF

Phép toan ddng du, trong dé y = a mod b la dinh nghia cho sé nguyén duy nhét y
trong 0 <y <b va (a—y) 1a mét bdi sd nguyén cta b

Mét s& nguyén

Chudi bit, diing dé xac dinh mét qua trinh xac nhén khoa
Ham bién dbdi chudi octet thanh s nguyén

Sé nguyén té &

Chuédi octet tham s& dan xuét khoa

Sé phén tr trong trwdng hiru han F(q). Trong cdu hinh EC, q hoac 1a p hoac la 2"
d6i v&i cac sé nguyén m 2 1. Trong céu hinh DL, q chinh la p.

CHU THICH Tiéu chuén nay chi ap dung cho trwdng nguyén t& hodc tredng nhj phan trong
céu hinh EC va chi tréing nguyén té trong cAu hinh DL, bi vi cAc tredng hop nay dwoc str
dung rong réi va chung c6 cac dic tinh bdo mat cao dugc nghién clru ky Iwdng.

Bac clia nhém sé& dwoc str dung (la s6 nguyén td hodc chia hét cho (gq-1) trong cdu
hinh DL va chia hét cho #E trong cau hinh EC)

Cac ham dan xuét phan t& ngiu nhién tir mat khau.

Cac hé sb thé khéa clia thyc thé A va B twong (g véi cac thé khda wa va we

CHU THICH Céc hé sb thé khéa nén dugce tao mat cach ngdu nhién tir mét tap cac chon
Iya lam cho t6i da héa dd kho trong viéc Iy lai hé sé thé khéa bdi cac phwong phép tim
kiém xung ddt. Cac phuong phép tao sb ngdu nhién dwoc quy dinh trong ISO/IEC 18031.

Ham kiém tra tinh hop I& ciia thé khoa

Ham tao cac gia tri bi mat
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Wa, Wg Cac thé khéa hodc cac thé khoa da duoc 1am rdi bang mat khau clia cac thue thé A
va B, tong (g v6i cac hé sb thé khoa sa va sg; ching la cac sé nguyén trong cau
hinh DL va cac diém trong cu hinh EC.

XIxY Toan t& nhan trong c4u hinh EC c6 d4u vao 1a mét sé nguyén x va mot didm Y trén
dwéng cong E va tao ra mot diém Z trén dudngcong E, trongdo Z=[x] x Y=Y+ Y
+ ...+ Y, v&i x-1 14n sb hang Y néu x la dwong. Cac toan i thda man [0] x Y =0
(diém & vo cyc) va [-x] x Y = [x] x (=Y).

z Gia tri bi mat dwoc st dung dé dan xuét khoa, day la mét sé nguyén trong céu hinh
DL va Ia mt diém trong cau hinh EC

{B m-1, B m-2, ..., Céc phén t& cla tredmg F(s™), trong d6 s hodc 1a p hodc 1a 2 va B 1a mét s nguyén

B} théa man 0 s B;< s -1

x Mot chubi octet dwa trén mat khdu thweng bét ngudn tir mét mat khau hodic mot mat
khéu bam, cac thé dinh danh clia mdt hodc nhigu thyc thé, thé dinh danh cia mbi
phién giao tiép néu nhiéu hon mt phién duoc thyc hién ddng thi, tly chon cac gia
tri Salt va cac dir liéu khac.

CHU THICH Yéu cau cén thiét 12 dua mgt hay nhidu dinh danh thyc thé va mét dinh danh
ctia phién lién lac vao gia trj , diéu ndy tranh dwoc co ché thiét 1ap khéa bj hw héng bdi kidu
tan cong chia sé khoa chwa biét dwoc trinh bay trong [TCO5).

HE Sé diém trén dwong cong elliptic E

Il Toan t&r ghép néi dwoc ap dung cho chudi octet

O Diém v cye trén dwong cong elliptic E

5 Cac yéu cau

Gia thiét rang cac thuc thé nhan biét dwoc dinh danh cla cac thyc thé khac. Didu nay co thé thyc hién
béng céach I6ng dinh danh vao trong thong tin trao dbi gitra hai thuc thé, hodc c6 thé nhan ra ngay tir

ng canh st dung co ché.

Gia thiét ring cac thiec thé nhan biét duoc tap cac tham sé mién chung dwoc str dung dé tinh toan ra
tap cic ham trong co ché thiét Iap khéa. M&i co ché co thé sir dung véi mot trong hai tap tham sé mién
khac nhau, tiy thudc vao viéc co ché van hanh trén nhom gia tri nhan trong day F(q) ho3c trén nhém
phan tir cdng trong dudng cong elliptic xac dinh trén day F(q). Trong truedng hep dau, co ché duoc cho
la hoat ddng trong cAu hinh DL (l6garit roi rac) va trong trwérng hop thr hai, co ché dwec cho la hoat
dong trong cu hinh EC (dwéng cong elliptic).
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CHU THICH Biéu quan trong co' ban dé thyc hién chinh xac thao tac trong cac co ché 1a bat ky tham sé mién
nao déu dugc gil chinh xac bdi méi bén tham gia. Khi bat ky bén tham gia ndo vé tinh hay cb y stir dung tham s
mién bj 15i c6 thé tao 18i trong cac co ché, kéo theo bén thir ba kham pha ra dugc khda bi mat da thiét 1ap.

Hai tap tham sb mién la:
Tap cac tham sé mién DL bao gdm:

F(q) — Trwdng hivu han trén g phan té.
q — S6 phan ti trong F(q), day 1a mdt sé nguyén td.
r— Béc clia nhém phén tr sé dwgrce st dung thudc tredng hivru han, day la wéc sb nguyén cla g-1.
g - Phén ti» nhan béc r thudc F(q) (g goi 1a phan tr sinh clia nhém con gdm r phén tir trong F(q)).
go-1— Phan t& nhan bac q-1 thudc F(q).
CHU THICH Phuong phép tao ge-1 ¢6 thé tim thay trong churong 4 clia [MvV96] va [Ka86).
k — Gia tri bang (q—1)/r, dwoc goi 1a phan phu dai s6, théa man k = 2 p, p,...p, trong d6 sb nguyén té
pi>rvai=1,2, ..t (Khit=0thik = 2).
Tap cac tham sé mién EC bao gém:

F(q) — Tredng hivu han trén q phin te.
q - Sé phan t trong F(q), c6 gia tri
~ pnéula sé nguyén t6 1&; hoac,
- 2™déi v&i sb nguyén duong m 2 1.
ay, a; — Hai h¢ sé duéng cong, cac phan ti F(q) dwoc xac dinh trén dudng cong elliptic E.

E — Puwong cong elliptic xac dinh bdi hé sé dwong cong elliptic a, a,. Va dwoc xac dinh bdi mot
trong hai phwong trinh sau ciing véi diém Og goi 1a diém vé cuc:

- Y?=X3+a,X + a, trén trwong F(p),
Y2+ XY = X? + a,X? + a, trén trwdng F(2™),
#E — S6 cac diém trén E.
r — Béc clia nhdm mong muén, d6 1a sé nguyén chia hét cho #E.
G — Mt diém trén dudng cong béc r (G goi 1 phan tir sinh cia nhém con gdm r diém trén E).

k — Gia tri bang #E/r, dwoc goi 1a phan phy dai s6, thdéa man k = 2" p; pa...p, trongdé n = {0, 1, 2} va
sé nguydn té p>rvai=1,2, ..., t (Khit=0 thik = 2").

Khi cac thye thé sir dung mét co ché cu thé trong cu hinh EC, gia dinh ring cac thuc thé nhan biét
dugc hinh thirc biéu dién diém, nghia 14 didm duoc bidu didn dudi dang nén hosic khéng nén hoac
dang mau lai. Cac quy dinh ky thuét v& biéu dién diém xem thém trong ISO/IEC 18033-2.
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Trong ddc ta ky thuat cac co ché cia tiéu chudn nay, phuong phap tao sé ngiu nhién tuan theo
ISO/IEC 18031 va phuong phap tao sé nguyén té tuan theo ISO/IEC 18032.

Ciing gia thiét rang cac thyc thé nhan biét duoc mdt ham bam H chung, vi dy: ham bam riéng duoc
quy dinh trong ISO/IEC 10118-3.

6 Thoa thuan khéa dworc xac thwe bing mat khau

Diéu khoan nay quy dinh ba co ché thda thuan khoa dwgc xac thye bing mat khdu. Co ché dau tién
quy dinh trong diéu 6.1 Ia co ché thda thuan khoa dwoc xac thye bang mat khdu cin bing doi hdi hai
thye thé dung chung mét bi méat yéu. Cac co ché thir hai va thir ba, quy dinh tai didu 6.2 va 6.3 Ia cac
co ché thoa thuén khoa duoc xac thye bing mat khau tiing cudng doi hdi mot trong hai thyc thé c6 div
liéu xac minh bi mat yéu tir thye thé khac.

T4t ca ba co ché thda thuan khéa dugc xac thire bang mat khau déu dugc thyre hién tiép theo sau qua
trinh khé&i tao va qua trinh thiét 1ap khoa.

Qua trinh khéi tao: Hai thuc thé tham gia déng ¥ sir dung mét tap cac tham sé mién hop 1&, mét tap
cé4c tham sé din xuét khéa va mét tap cac ham, tat ca déu dwoc cong khai. Hai thyc thé cling ddng y
str dung ho3c bi mat yéu dya trén méat khau chia sé ma chi ho biét hoc théng tin dya trén méat khau
chia s&, nghfa 1a mét thire thé c6 bi mat yéu dya trén mat khiu va thye thé con lai c6 d liéu xac minh
mat khdu tuong (rng.

Qua trinh thiét 1ap khéa:

1) Tao va trao dbi thé khéa: tirng thirc thé trong hai thire thé lién quan Iya chon ngdu nhién mét
hodc nhidu hé sé thé khéa lién két véi cac tham sb mién, tao ra cac thé khéa twong (rng ma cb
thé lién két duoc véi mat khdu hodc dir lidu xac minh mét khéu (thé nay dugc goi la thé duoc
lam réi bang mat khau) va sau d6 tao ra cac thé khéa cho thyrc thé con lai.

2) Kiém tra tinh hop 1é cia thé khéa: tiy thudc vao cac thao tac trong qué trinh san xuét thé khoa
& bwéc 1, tirng thye thé lién quan Iya chon mét phuong phap thich hop dé xac nhéan 1a da
nhan duoc cac thé khoa dya trén tham sé mién. Néu c6 bat ky xac nhan nao thét bai, dau ra
sé la “khong hop |1€" va qua trinh dirng lai.

3) Thu dwgc khéa bi mét dung chung: tirng thirc thé trong hai thiec thé lién quan ap dung mét
ham dan xuét gia tri bi mat nhét dinh d& s& hzu riéng hé sb thé khoa, cac thé khoa va/hodc
mat khau chia s& hoac dir liéu xac minh mat khau clia thyc thé khac nhdm tao ra dugc gia tri
chia sé bi mat. M&i thyc thé ap dung thém mot ham dén xuét khoa véi gia tri chia sé bi mat va
cac tham sb dén xuit khda dé thu dwoc mdt hodc nhidu khéa bi mat dung chung.

4) Kiém tra xéc minh khéa: hai thic thé lién quan siv dung thiét 1ap khoa bi mat dung chung véi
cac budrc trén thi nhan duoc khda cho mdi bén. Budc nay la tiy chon trong co ché 1 nhung
bét budc trong co ché 2 va 3.
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6.1  Co ché théa thuan khoéa 1

Pay la co ché théa thuan khéa dwgc thiét ké theo thda thudn khéa dwoc xac thue bang méat khau can
bang, trong d6 thiét 1ap mat hay nhidu khoa bi mat dung chung gila hai thirc thé A va B voi kiém soat
khoa két ndi va chia sé dau tién chudi octet dya trén mat khau n. Co ché nay cung cép xac thyc khoa
khéng twdng minh hai chiéu va tuy chon xac nhan khéa twéng minh hai chidu.

Co ché nay lam viéc dugc trén ca hai cu hinh DL va EC.

CHU THICH Co ché nay dya trén [Jab96] va co ché duoc goi la {DL,EC)BPKAS-SPEKE trong [IEEEP1363.2).

6.1.1 Tham so dweec chia sé trwérc

Thda thuan khoa gitra hai thyc thé A va B dién ra trong méi treéng chira cac tham sb sau day:
- Chudi octet dia trén mat khdu = ding chung.
— Tap cac tham sé mién hgp 18 (tham sé mién DL hodc tham sé mién EC) quy dinh trong Diéu 5.
— Ham dan xuét phan tl ngéu nhién, R.
— Ham tao thé khoéa, D.
- Ham kiém tra thé khéa, T.
— Ham dén xuét gia trj bi mat, V.
- Ham dén xuét khoa, K.

~ Gia tri Boolean b cho biét liéu phép nhan phan phy dai s6 c¢6 dwec yéu ciu hay khong. Néu b=1,
thi phép nhan phan phy dai s6 dwoc yéu ciu, néu khac thi khdng dwoc yéu ciu.

- Mét hodc nhiéu chudi octet tham sé dan xuét khoa {Py, P, ...}, trong d6 A va B phai cung chip
nhén str dung gia trj P; .

— D§ dai cua khda bi méat dung chung, L.

CHU THICH Phép nhan phan phy dai sé dugc st dung dé& anh xa cac thé khéa nhan dugc thanh mdt phén tir
nhém hop 18, tire la mét phdn ti trong nhém con da chon bac r. Trrorng hop b=0 chi dugc dung trong cac co ché
ma trong d6 dugc dam bao rdng nhan dugc thé khoa 1a phan tir nhém hop 18. Xem chi tiét hon vé& phép nhan
phan phy dai sb trong [ISO/IEC 15946-3:2002).

6.1.2 Cac ham

6.1.2.1 Ham dén xuét phan tir ngiu nhién R

Ham dan xuét phan t ngdu nhién R Iy chudi octet x 1am du vao va tao ra dAu ra Ia phin t& nhém
duwoc chon R(x). Co ché thda thuan khéa 1 6 thé sir dung bAt ky mdt trong bdn ham R sau: Rior, Riec,
RooL va Raec.
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- RipL trong tng khi co ché str dung tham sé mién DL, tirc 1a hoat dong trén nhém phén tir nhan
xac dinh trén F(q). Véi tham sé mién DL cho truéc (bao gbm k va q) va chudi octet x lam dau

vao thi ta cé R1D|_:
Riou(X) = (BS2I(H(x)))* mod q.

= Rigc twong &ng khi co ché st dung tham s mi&n EC, tirc Ia hoat déng trén nhém phan tir cong
thude dudng cong elliptic xac dinh trén F(q). Vi tham sé mién EC cho trudc (bao gbm k) va
chudi octet x 1am dau vao thi ta ¢6 Rygc:

Rigc(x) = [K] x 12P(BS2I(H(x))).

- Rapi tuong (ng khi co ché sir dung tham s mién DL, tirc 1a hoat déng trén nhoém phan tir nhan
xéac dinh trén F(q). V&i tham sé mién DL cho trwére (bao gém q), hai phén t& ngiu nhién thudc
nhém con bac r trong F(q) 1a g, va g, va chudi octet x lam dau vao thi ta ¢é Ryp.:

RzoL(X) = ga * G 2™ mod q.

- Reec trong (rng khi cor ché sir dung tham sé mién EC, tirc 1a hoat dong trén nhom phén tr cong
thudc dudrng cong elliptic xac dinh trén F(q). Vi tham sé mién EC cho trwérc, hai phan tir ngdu
nhién thudc nhém con bac r trén E 1a G, va G, va chudi octet x lam dau vao thi ta ¢6 Raec:

Rzgc()(} =G, + [BS2I(H(X))] x Gy.
Ham BS2I (chuyén chudi bit thanh sé nguyén) va I12P (chuyén sb nguyén thanh diém) dwgc miéu ta
trong Phuy luc A.

CHU THICH 1 Bén Iya chon cho ham R c¢6 cac déc diém hiéu suét va gia thiét bdo mat khac nhau. V& hiéu suét,
R, dugc sir dung khi k >> r, nhwng khi st? dung phan phu dai sé k nhd, R, lai nhanh hon R;.

CHU THICH 2 Khuyén cao riing néu két qua clia Ry (x) hodc Ryou(x) 14 1, hodc néu két qua clia Rec(x) hodc
Roec(X) 12 Og, thi dAu ra |4 “khéng hgp 18" va qua trinh dirng lai. Can cir vao déc tinh ngdu nhién cla ham bam H,
xac suét say ra tredng hop nay 14 rét it. Tuy nhién khéng diém yéu bao méat nao bj phét hién, bdi vi néu ham R
cho dau ra khdng nglrng cé gia tri 1 trong cAu hinh DL hodc diém Og trong cdu hinh EC, thi giao thirc s& hly bd
khi chay ham kiém tra thé khéa T.

6.1.2.2 Ham tao thé khéa D

Ham tao thé khoa D I4y sé nguyén x va phan t&r nhom y lam du vao va tao ra dAu ra 1 nhém phan t
D(x, y). Co ché thiét 1ap khéa 1 c6 thé dugc str dung mét trong cac ham D sau: Do, va Dec

— Do twong (rng v&i co ché st dung cac tham sé mién DL, tirc 1a hoat dong trén nhém phan ti
nhan xac dinh trén F(q). Cho tredc tham sé mién DL (bao gbm q) va hai dau vao x tr {1,...,--1}
va sb nguyén y 1a d&u ra ham R, trong d6 Dg, tinh nhw sau:

Dou(x, y) =y* mod q.
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—  Dec twong (g voi co ché sir dung cac tham sé mién EC, tirc 1a hoat dong trén nhom phén tir
cdng thudc dwong cong elliptic xac dinh trén F(q). Cho treéc tham sé mién EC va hai dau vao x
tr {1, ..., r— 1} va didm Y 12 dau ra ham R, trong d6 Dec tinh nhw sau:

Dec(x, Y) =[] x Y.

6.1.2.3 Ham kiém tra thé khéa T

Ham kiém tra thé khéa T ldy phan t& nhém x lam déu vao va tao ra dau ra la gia trj Boolean T(x). Co
ché thda thuan khoéa 1 str dyng mét trong cac ham T sau, Tp, va Tec :

- ToL twong (g véi co ché sr dung cac tham sé mién DL, tiec 13 hoat ddng trén nhdm phan t&
nhén thudc F(q). Cho tredc tham sd mién DL (bao gdm q) va chudi di liéu x, trong d6 To, dwoc
xac dinh nhw sau:

Néu x khong biéu dién sb nguyén, Tp.(x) =0,

Néu x £ 1, Tp(x) =0,

Néu x 2 q -1, Tou(x) = 0.

Trwdng hep con lai, Tpy(x) = 1.

- Tec twong (rng v&i co ché sir dyng tham sb mién EC, tirc 1a hoat dong trén nhém phan t cong
thugc dudng cong elliptic xac dinh trén F(qg). V&i tham sé mién EC (bao gém O¢) cho trude, gia
trin € {0, 1, 2}, cho k= 2" p; p, ... p, va chudi dix liéu X, Tec dwgc xac dinh nhu sau:

~ Néu X khoéng biéu dién mot diém trén E, Tec(X) =0,
— Néu [2" x X = 0g, Tee(X) = 0.
— Trwdng hep con lai, Tee(X) = 1.

6.1.2.4 Ham dan xuét gia tri bi mat v

Ham dan xuét gia tri bi mat V hoat ddng trén sb nguyén x va phan tir nhém da chon y véi gia tri
Boolean b lam d&u vao va tao ra dAu ra la phan tir nhém V(x, y, b). Co ché thda thuan khoa 1 c6 thé
chon mét trong cac ham V sau, Vp, va Vec:

- Vo twong rng v6i co ché sir dung tham s mién DL, téc I hoat ddng trén nhém phan t&r nhan
trén F(g). Cho trudc tham s mién DL (bao gém k va q) v&i ba ddu vao: x tir {1, ..., r— 1), y tir
{2, ..., g=2} va b tir {0, 1}, VoL duegc xac dinh nhw sau:

VDL(x)y,b) = yx.kb mOdq .

- Vec twong (g véi co ché sir dyng tham sé mién EC, tirc 1a hoat déng trén nhém phén t& céng
thudc durdrng cong elliptic trén F(q). Cho trerdc tham sé mién EC (bao gdm k) va ba d4u vao: x tir
{1, ..., r=1},diém Y # Og va b tir {0, 1}, Vec drroc x4c dinh nhu sau:

Vee(x,Y,b) =[k* *x]x Y.
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6.1.2.5 Ham dan xuit khoa K

Ham dan xuat khoa K thao tac trén chudi octet x, d6 dai (tinh bang bit) Lk cia dau ra ham K va chudi
octet tham s6 dén xut khoa P tir {P4, P,, ...} Iam d4u vao, tao ra dau ra Ia chudi bit K(x, P, Lk). Co ché
thoa thuan khoa 1 str dyng ham mét chigu 1a ham K:

K(x,P,L,)=h(x|| P,L,).

CHU THICH 1 Viéc chuyén ddi d&u ra cho ham bam dwoc quy dinh trong ISO/IEC 10118 — 3 1a ma bam H véi
chiéu dai bit cho trurdre. Xem ISO/IEC 10118 — 3 dé biét thém chi tiét.

CHU THICH 2 Gia tri clia Ly phy thudc vao tng dung str dung khoéa dan xuét. Néu diu ra ciia ham din xuét
khoa K la mot khoa ma hoa dbi xirng, thi Ly 1a gia tri clia chiéu dai khoa clia co ché ma hoa ddi xieng cu thé.

6.1.3 Thao tac théa thuin khoa
Co ché nay yéu cau ca hai A va B chdp nhan mot day bdn budc, tir A1 — A4 va B1 — B4 (cac buéc
twong ng véi A va B). Cac budc tay chon 1a A3, A4, B3 va B4.
Xay dwng thé khéa (A1)
A tién hanh céac buwdc sau:
— Tinh g4 =R(n) lam co s& cho thé khoa.
~  Chon mét s6 nguyén sangdu nhién tr {1, ..., r — 1} 1am hé s thé khoa.
—  Tinh wa = D(sa, g4) la thé khoa.
- Chuyén wacho B.
Xay dwng thé khoéa (B1)
B tién hanh cac bwéc sau:
- Tinh g4 = R(n) lam co s& cho thé khéa.
- Chon mdt s6 nguyén sg ngau nhién tir {1, ..., r— 1} la hé sb thé khéa.
— Tinh wg = D(sg , g1) la thé khoa.
—  Chuyén wg cho A.
Thu dwerc khéa bi mat ding chung (A2)
A tién hanh cac budc sau:
— Nhén wg tir B.

— Kiém tra tinh hop 1& clia ws bing T(ws): Néu T(wg) = 0, ddu ra s& “khéng hop 18" va qua trinh
dirng lai; néu khéng thi:

— Tinh z = V(sa, wg, b) la gia tri bi mat dung chung.

- Tinh K; = K(GE20Sx(z), P, Lx) cho tirng tham s6 dan xuét khéa P; 1a khoéa bi mét ding chung.
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Thu dwoc khéa bi mat dung chung (B2)
B tién hanh cac bwéc sau:

— Nhan wa tlr A,

- Kiém tra tinh hop 1& clia wa bang T(wa): Néu T(w,) = 0, d4u ra sé "khdng hop 18" va qua trinh

dirng lai; néu khéng thi:

- Tinh z = V(sg, wa, b) |a gia tri bi mat dung chung.

- Tinh K; = K(GE20Sx(z), Pi, Lk) cho tirng tham sé dan xuét khoa P, la khda bi mat ding chung.
CHU THICH Co ché khéng quy dinh thi ty ndo gitra A1 va B1 hodc A2 va B2, ngoai ra theo tinh logic yéu ciu
cén tinh toan gi4 tri treére khi st dung gia tri d6 nén A1 va B1 phai xuét hién trwdrc A2 va B2.

Xac minh khéa (A3 va B3) (fuy chon)

A thiyre hién cac buéc sau (A3):
— Tinh oa = H(hex(03) || GE20Sx(wa) || GE20Sx(ws) || GE20Sx(z) || GE20SX(g,)) va
- Chuyén oscho B.

B thyc hién cac bwéc sau (B3):
— Nhéan oa tir A.
- Tinh o' = H(hex(03) || GE20Sx(Wa) || GE20Sx(ws) || GE20Sx(z) || GE20SX(g,)) va
— Néu o, # 0’ thi d4u ra 4 "khong hop 18", qua trinh dieng lai.

Xac minh khéa (B4 va Ad) (tay chon)

B thyc hién cac bwéc sau (B4):
- Tinh 0g= H(hex(04) || GE20Sx(wa) || GE20Sx(ws) || GE20S«(z) || GE20SX(gy)) va
- Chuyén ogcho A.

A thyre hién cac bwéde sau (Ad):
— Nhén og tir B.
- Tinh 0's = H(hex(04) || GE20Sx(wa) || GE20Sx(we) || GE20Sx(z) || GE20SX(g,)) va
- Néu og# 0'g thi dau ra la “khéng hop 18", qua trinh dirng lai.

CHU THICH Céc thyc thé A va B c6 thé ty do chon A3 va B3 hosic A4 va B4. Tuy nhién B3 phai xuét hién sau
A3 hodc A4 phai xuét hién sau B4,

Ham GE20SX (chuyén nhém phén ti thanh chudi octet) dwgc mé ta trong Phuy luc A.

CHU THICH Phan tir nhém trong cor ché nay 1a diém trén duéng cong E trong cAu hinh EC, hodic mét sé nguyén
trong day [1, q - 1] thude cAu hinh DL.
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6.2 Co ché théa thuan khoa 2
Day la co ché thda thuan khéa dwoc thiét ké theo théa thuan khéa dwoc xac thuc bang mét khau tang
cudng, trong dé thiét Iap mét hay nhiéu khéa bi mat dung chung gitra hai thyc thé A va B véi viéc kidm
soat khda két ndi. Trong co ché nay, A c6 chudi octet dya trén mat khdu = va B co di liéu xac minh

mat khdu v tvong ing véi 7. Co ché nay cung cap thda thuan khoa twéng minh mot chidu va ty chon
xac nhan khéa hai chiéu.

Co ché nay lam viéc trén ciu hinh DL.

CHU THICH 1 Trong (rng dung st dung thda thuan khéa dwgc xac thic bing mat khau tang cuong, A déng vai
trd may tram va B dong vai trd may chu.

CHU THICH 2 Co ché nay dwa trén [Wu02] va co ché dwoc goi la DLAPKAS-SRP6 trong [IEEEP1363.2).

6.2.1 Tham s6 dwgc chia sé tredc

Thoa thuén khéa gitra hai thyc thé A va B dién ra trong mét méi tredng bao gbm cac tham sé sau:

Tap céac tham s6 mién DL, bao gdm g, s va q, xac dinh trong Diéu 5.
-  Chudi octet dwa trén mat khdu n, st dung bai A.

- Phén t& xac minh mat khdu v = J(n) s dung bdi B, trong d6 J 1a ham dan xuat phan tir xac
minh mat khau.

— Ham tao thé khoa D, str dung b&i A.

- Ham tao thé khéa dwoc lam rdi bang mat khau C, s dung bdi B.

— Hai ham dan xuét gia tri bi mat, V4 va Ve twong (g véi tirng thyc thé.
- Ham dan xuét khoa, K.

- Mat hodc nhiéu chudi octet tham sé dan xuét khoa {P4, P, ...}, trong d6 A va B phai théa thuan
clng str dyung gia tri P;.

- Sb nguyén ¢ sao cho ¢ = (BS2I(H(120S(g,- 1) || 120S(g))) mod q.
~ D dai clia khoa bi mat ding chung Lk.

Ham BS2I (chuyén chudi bit thanh sb nguyén) va 1208 (chuyén sb nguyén thanh chudi octet) xac dinh
trong Phu luc A.

6.2.2 Cac ham

6.2.2.1 Ham dan xuét phan t& xac minh mat khau J

Ham din suét phan tir xac minh mat khAu J hoat dong trén chudi octet dya trén mat khau = lam dau
va0 va tao ra dau ra Ia sb nguyén J(n). Co ché théa thudn khéa 2 sir dung ham J nhw sau:
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- Cho truéc tham sé mién DL (bao gdm ca gq_s va q) va chudi octet dya trén mat khau = lam dau
vao thi J duoc tinh nhw sau:

J(?[) — quIBSIHH[xl) mOdq.

Ham BS2! (chuy&n chudi bit thanh sé nguyén) dwoc xac dinh trong phu luc A.

6.2.2,2 Ham tao thé khéa D
Ham tao thé khoa D 4y sé nguyén x tir {1, ..., g — 2} lam d4u vao va tao ra dau ra la s nguyén D(x).
Co ché thda thuan khéa 2 st dung ham D nhw sau:
—  Cho tréc tham sé mién DL (bao gdm g1 va q) va dau vao x t {1, ..., q — 2} thi D dwoc tinh
nhw sau:
D(x)=g,," modg.
6.2.2.3 Ham tao thé khéa dwgc lam rdi bang mat khiu C

Ham tao thé khéa dwoc 1am rdi bang mat khau C hoat dong trén ba d4u vao: s nguyén c, sé nguyén x
tr {1, ..., q—2}va dau ra clia ham dan xuét phan t& xac minh mat khdu v = J(r) va tao ra déu ra la sé
nguyén C(x, v, ¢). Co ché thda thuan khoéa 2 str dung ham C nhu sau:

~  Cho truérc tham sé mién DL (bao gém ca gq- va q) va ba dau vao: sé nguyén ¢, x tir {1,...,q - 2}
va dau ra v ctia ham J, khi d6 C dwoc tinh nhu sau:

C(x,v,c)=v*c+g, " modg.

6.2.2.4 Ham din xuét gia tri mat V,va Vg

1) Ham dan xuét gia tri mat V, hoat dong trén sau dau vao: s nguyén c, chudi octet dira trén méat
khéu =, s& nguyén x, tir {1,...,g-2}, s& nguyén v la dAu ra clia ham dn xuét phan t& xac minh
mat khau J, sé nguyén y, la dau ra clia ham tao thé khoa D, sé nguyén y; la dau ra clia ham
tao thé khba dugc 1am réi bdng méat khau C va tao ra dau ra 1a sé nguyén VA(C, 7, Xa V, Ya Ye).

2) Ham dén xuét gi4 tri mat Vs hoat dong trén bén dau vao: sb nguyén xgtir {1,...,q-2), sé nguyén
v |a d4u ra clia ham dén xuét phan t&» xac minh mat khau J, sé nguyén y,la dau ra clia ham
tao thé khoa D, sé nguyén yzla dau ra cia ham tao thé khoa dwoc 1am rdi bling mat khdu C va
tao ra dau ra la sé nguyén Vi(xs, v, ¥a, ya).

3) Vava Vgthda man didu kién Va(c, 7 Xa, V, Ya, ¥a) = Va(Xe, V, Ya Ye).
Co ché thda man khéa 2 ¢6 thé st dung Va va Vg theo sau:

1) Cho treéc tham s6 mién DL (bao gbm go-; va q), sé nguyén c, chudi octet dwa trén mat khiu =,
sb nguyén xatir {1, ..., q — 2}, d4u ra v cia ham J, dAu ra y, ctia ham D, d4u ra ys cia ham C,
khi dé V, dwoc tinh nhw sau:
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- Tinh uy = BS2I(H(7)),
- Tinh up = BS2I(H(120S(ya) || 120S(ys))) va

oy )

- Tinh V (e, m,x v,y ., ¥5) = (yg —vEc)™ mod g .

2) Cho truéc tham sé mién DL (bao gdm go-1 va q), sé nguyén xgtir {1, ..., q — 2}, d4u ra v cua
ham J, d4u ra y, clia ham D, d4u ra ys clia ham C thi khi 6 Vs duoc tinh nhu sau:

- Tinh u = BS2I(H(120S(ya) || 120S(ys))) va
- Tinh Va(xssvsy_pys) = (y4 * v'm).‘tls mOd q.
Ham 120S (chuyén sb nguyén thanh chudi octet) va BS2I (chuyén chudi bit thanh sé nguyén) duoc

miéu ta trong Phuy luc A.

6.2.2.5 Ham din xuét khéa K

Ham dan xuét khéa K trong ty nhu da xac dinh trong Diéu 6.1.2.5.

6.2.3 Thao tac théa thuan khoéa

Co ché nay yéu cdu ca hai A va B chdp nhan day bén budc, tir A1 — A4 va B1 - B4 (cac buéc twong
(rng v&i A va B). Cac bwéce tay chon 1a A4 va B4,

Xay dwng thé khoa (A1)

A tién hanh cac budrc sau:
— Chon sé nguyén sangéu nhién tr {1, ..., q— 2} 1 hé sb thé khoa.
— Tinh wa = D(s,) 1a thé khoa.

—  Chuyén wy cho B,

Xay dwng thé khéa dwec lam rdi bing mat khiu (B1)
B tién hanh cac budc sau:
—  Nhén wy tir A,

— Kiém tra néu 1< w, <g-1, néu khéng ding thi du ra 1a “khéng hop 18", qua trinh dirng lai, néu
dang thi tiép tuc,

~ Chon sé nguyén s, ngau nhién tir {1, ..., q — 2} 1a hé sb thé khoa.
- Tinh wg = C (sg, v, ¢) la thé khéa dwgc lam rdi bdng mat khau.

- Chuyén wycho A.
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Thu dwgre khoa bi mat dung chung (A2)
A tién hanh cac buéc sau:
— Nhan wg tlr B.

- Kiém tra néu 1< wg <g-1, néu khdng dang thi dau ra 1a “khéng hop 18", qua trinh dirng lai, néu
dung thi tiép tuc,

- Tinh z=Va(c, n, sa v, wa, wg) |2 gid trji thda thudn bi mét.

- Tinh K;= K (1208(z), P;, Lx) 1a khéa bi mat dung chung cho tirng tham sé din xuét khoa P..

Thu dwegre khoéa bi mét dung chung (B2)
B tién hanh cac buérc sau:
— Tinh z = Vg (sg, v, wa, Wg) la gia tri thda thuan bi mét.
- Tinh K; = K(I20S(z), P;, Lx) 1a khoa bi mat dung chung cho tirng tham sé dan xuét khéa P,.

Xac minh khéa (A3 va B3) (bat budc)

A thyre hién cac buéc sau (A3):
—  Tinh 04 = H(hex(04) || 1I20S(wa) || 120S(ws) || 120S(2) || I20S(v)) va
- Chuyén o4cho B.

B thye hién cac bwéce sau (B3):
— Nhéan oatir A,
~ Tinh 0’a= H(hex(04) || 120S(wa) || 120S(wg) || 120S(z) || 120S(v)) va
- Néu oa# 0'x thi dAu ra & “khdng hop 18", qua trinh ding lai.

Xac minh khéa (B4 va Ad4) (tay chon)
B thye hién cac bwdce sau (B4):
— Tinh og= H(hex(03) || I20S(wy) || 120S(ws) || 120S(z) || 120S(v)) va
~  Chuyén ogcho A.
A thyc hién cac bwéc sau (A4):
— Nhén og tir B.
~  Tinh 0%s= H(hex(03) || 20S(wy) || 120S(ws) || 120S(z) || 120S(v)) va
- Néu 0g# 0’ thi du ra 1a “khéng hop 18", qua trinh dirng lai.
Ham 1208 (chuyén sé nguyén thanh chudi octet) dwoc miéu ta trong Phu luc A.

CHU THICH Thyc thé B phai x4c minh biing chirng ciia thyc thé A v& khéa théa thuan trwdc khi nhan bét ky
théng tin nao thu dugc tir khda théa thuén. Do d6 A3/B3 phai thiec hién truéc A4/B4.
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6.3  Co ché théa thuan khéa 3

Day 1a co ché thda thuan khéa duoc thiét ké theo thda thuan khda duge xac thue bing méat khau tang
cudng, trong d6 thiét 1ap mét hay nhidu khéa bi mat dung chung gitra hai thuc thé A va B véi kiém soat
khoa két néi. Trong co ché nay, A ¢6 chudi octet da trén mat khdu = va B ¢b dr liéu xac minh mat
khau v trong (ng v6i n. Co' ché nay cung cép thda thuan khéa tudmg minh mét chidu va tiy chon xac
nhan khéa hai chiéu.

Co ché nay lam viéc dwoc trén cau hinh DL va ciu hinh EC.

CHU THICH 1 Trong cac (rng dung st dung thda thuan khoa dugc xac thuc bing mat khiu tang cuéng, thye
thé A phai dong vai trd may tram va thyc thé B phai déng vai tré may chu.

CHU THICH 2 Co ché nay dya trén [Kw00] va [Kw03] va co ché duoc goi la {DL, ECJAPKAS-AMP trong
[IEEEP1363.2).

6.3.1 Tham sé dwoc chia sé trroc

Thoa thuén khoa gitra hai thirc thé A va B dién ra trong mot moi trurdng chira cac tham sé sau:
— Chudi octet dya trén mat khdu n dwoc sir dung bdi A.
- Tap cac tham s6 mién hop 1é (tham s mién DL ho&c tham sé mién EC) xac dinh trong Diéu 5.

- Phan tir xac minh mat khdu v = J(z) st dung bdi B, trong d6 J la ham din xuét phan tir xac
minh mét khau.

- Ham tao thé khéa D, sir dung b&i A.

- Ham tao thé khoa duoc lam rdi bdng mat khdu C, dwgce s dung bai B.
~ Ham kiém tra thé khoa T.

- Hai ham dén xuét gia tri bi mat V, va Vi tong (eng vai tirng thuc thé.
- Ham dan xuét khoa K.

- Mdt hoac nhiéu chubi octet tham sé dan xuét khda {P4, P,, ...}, trong d6 A va B phai cung chip
nhan st dung gia tri P;.

- D3 dai clia khéa bi mat dung chung, L.
6.3.2 Cac ham

6.3.2.1 Ham dan xuit phan tir xac minh mat khau J

Ham dan xuét phan tir xac minh méat khiu J 14y chudi octet dwra trén méat khdu = lam du vao va tao ra
dau ra la phan t& nhém dwoc chon J(7) xac dinh trén F(g). Co ché thda thuan khéa 3 c6 thé sir dung
mét trong cac ham Jp, va Jee sau:
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- Joi théa man sao cho co ché str dung cac tham sé mién DL, tirc la hoat dong trén nhém phan

t&r nhan trén F(q). Cho trwdc cac tham sé mién DL (bao gdm gva q) va chudi octet dya trén mat
khau = thi Jp, dugc tinh nhw sau:
Jou(m) =g BS2HH() pa e q.

Jec thda man sao cho co ché str dung cac tham sé mién EC, tire 1a hoat dong trén nhém phan
tr cdng thudc dudng cong elliptic trén F(q). Cho treéc cac tham sé mién EC (bao gém G) va
chudi octet dira trén mat khau = thi Jec duoc tinh nhw sau:

Jec(n) = [BS2I(H(m))] x G.

Ham BS2I (chuyén chudi bit thanh s nguyén) dugc xac dinh trong Phu luc A.

6.3.2.2 Ham tao thé khéa D

Ham tao thé khéa D hoat dong trén sb nguyén x tir {1, ..., r — 1} Iam d4u vao va tao ra diu ra la nhém
phén t&r D(x) da chon. Co ché thda thuan khoa 3 co thé sir dung mét trong hai ham Dy, va Dec:

- Dp,twong (ng v&i co ché str dung tham sé mién DL, tirc 1a hoat ddng trén nhém phéan t&r nhan

xac dinh trén F(q). Cho treérc tham sé mién DL (bao gdm g va q) va ddu vao x tir {1,..., r— 1},
trong d6 Dp, tinh nhw sau:
Dpi(x) = g* mod q.

Dectwong (g véi co ché st dyung tham sb mién EC, tirc 1a hoat ddng trén nhém phén o chng
thugc dwrong cong elliptic xac dinh trén F(g). Cho trudc tham sé mién EC (bao gbm G) va dau
vao x tr {1, ..., r— 1}, trong 6 Dgc tinh nhw sau:

Dec(x) = [x] * G.

6.3.2.3 Ham tao thé khéa dwoc lam réi bing mat khdu C

Ham tao thé khoéa dwgc 1am réi bdng mat khdu C hoat dong trén ba d4u vao: sé nguyén x tir (1,..., r-1}
va dau ra v (hodic V) clia ham J va d4u ra y (hodc Y) clia ham D va tao ra dau ra Ia phan t& nhém duwoc
chon C(x, v, ). Co ché thda thuan khéa 3 ¢6 thé sir dung mét trong hai ham Cp, va Cec:

28

Co. tuong (g voi co ché st dung tham sé mién DL, tirc 1a hoat dong trén nhém phan tie nhan
xac dinh trén F(q). Cho trréc tham s6 midn DL (bao gdm q) va ba d4u vao bao gdm: sé nguyén
xtlr {1, ..., r—1} va d4u ra v clia ham J, d4u ra y ctia ham D, khi d6 Cp, dwoc tinh nhw sau:

- Tinh e = BS2I(H(120S(1) || GE20Sx (y))),
- Tinh Cp,(x,v,y)=(v*y‘) modgq,

- Kiémtra C,,(x,v,y)bang 1 hodc (q — 1) thi d4u ra Ia “khdng hop 18", qua trinh s& dirng lai.
Néu khéng thi C,,, (x,v, y)la gia tri can.
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- Cec tvong ng véi co ché st dung tham sb mién EC, tirc 1a hoat dong trén nhém phén t& cong
thudc dweng cong elliptic xac dinh trén F(q). Cho trwéc tham sd mién EC va ba d&u vao: sb
nguyén x t {1, ..., r— 1} va d4u ra V cla ham J, dau ra Y clia ham D, khi d6 Cgc tinh nhw sau:

- Tinh e = BS2I(H(120S(1) || GE20Sx (Y))),
— Tinh Coe(x,V,Y) =[x]x(V +[e]xY),

- Kiém tra néu [4]x C,.(x,V,Y)=0,thi dau ra Ia "khdng hop 18", qua trinh s& dirng lai. Néu
khéng thi C,.(x,V,Y) la gia tri can.

Ham BS2I (chuyén chudi bit thanh s nguyén) va ham 120S (chuyén sb nguyén thanh chudi octet) va
ham GE20Sx (chuyén phan t&r nhdm thanh chudi octet) dwoc miéu ta trong Phu luc A.

6.3.2.4 Ham kiém trathé khéa T

Ham kiém tra thé khoa T twong ty da xac dinh trong Diéu 6.1.2.3.

6.3.2.5 Ham dan xuét gia tri mat V,va Vg

1) Ham dan xuét gia tri mat V, hoat déng trén bén dau vao: chudi octet dya trén mat khéu =, sb
nguyén xatir {1, ..., r=1}, ya (hodc Ya) clia ham D, sb ys (hodc Ys) clia ham C vataoradaura la
phan tlr nhom Va(z, Xa Ya, V).

2) Ham dan xuét gia tri mat Vg hoat ddng trén ba dau vao: sb nguyén xgtl¥ {1, ..., r=1}, ya (hoac Ya)
clia ham D, s yg (hodc Ys) clla ham C va tao ra dau ra 1a phan ti nhém Va(xs, ¥a, ¥s)-

3) Vava Vgthda man didu kién Va(z, Xa, ¥a, ¥a) = Va(Xe, Ya Ve).
Co ché thda thuan khoa 3 cé thé st dung mét trong hai ham Vi 1a: Vap, va Vage va st dung mét trong
hai ham Vg 1a: Vigor va Vaee nhu sau:

1. Vap. théa man co ché s dung tham sé mién DL, tic 1a hoat dong trén nhém nhan trén F(q).
Cho trwérc tham sb mién DL (bao gdm r va q), chudi octet dwa trén mat khdu n, sé nguyén x, tir
{1,..., 1=1}, dau ra ya tir {2,..., q=2), dau ra yg t&r {2, ..., q-2} thi khi @6 Vap, dwgc tinh nhw sau:

~ Tinh e = BS2I(H(120S(1) || GE20Sx (y4))),

- Tinh d = BS2/(H(120S(2) || GE20Sx (ya) || GE20Sx (ys))),
— Tinh u = (xa + d)(xa *e + BS2I(H(n))) mod r,

— Tinh Vapi(7, Xa, Ya ¥8) = ys" mod q.

—  Dau ra Vapu (7 Xa, ¥a Ya).

2. Vap thda man co ché sir dung tham sb mién DL, tirc 1a hoat ddng trén nhém nhan trén F(q).
Cho trwéc tham sb mién DL (bao gdm g va q), s6 nguyén xgtir {1, ..., r— 1}, dAura yati» {2, ...,
q -2}, daura ygtir {2, ..., q — 2} thi khi dé Vip, dworc tinh nhuw sau:
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- Tinh d = BS2I(H(120S(2) || GE20Sx (yx) || GE20Sx (ys)))
= Tinh Yy (Xp, 5 4:5) = (¥, *g“)"* mod g,
- Daura V(X4 Y, Vs)

3. Vagc thda man co ché st dung tham sé mién EC, tirc 1a hoat déng trén nhém cdng thude
dudng cong elliptic trén F(q). Cho trwéc tham sé mién EC (bao gdm r), chudi octet dya trén mat
khdu n, s6 nguyén x, ti {1, ..., r = 1}, diém Y, (#0¢) trén E, d4u ra Ys (#0¢) trén E thi khi d6 Vaec
dugc tinh nhw sau:

- Tinh e = BS2I(H(I20S(1) || GE20Sx (Ya))).

- Tinh d = BS2I(H(120S(2) || GE20Sx (Ya) || GE20Sx (Ys))).
- Tinh u = (x4 + d)/(xa * e + BS2I(H(x))) mod r,

= Tinh Viage(m, Xa, Ya, Ye) = [u] * Y,

- Dau ra Vage(7 Xa, Ya Y.

4. Vgec thda man co ché sir dung tham sb mién EC, tirc 12 hoat dong trén nhém cdng thude
dudng cong elliptic trén F(qg). Cho trwéc tham sb mién EC (bao gém ca G), sb nguyén xg tir
{1,..., r= 1)}, didm Ya(#0¢) trén E, diu ra Yz (#0g) trén E thi khi 36 Veec duoc tinh nhw sau:

- Tinh d = BS2I(H(120S(2) || GE20Sx (Y») || GE20Sx (Ys)))
~ Tinh Veec(Xs, Ya, Ye) = [xa] * (Ya + [d] x G),
- Béu ra Veec(xs Ya Ya).

Ham 120S (chuyén sb nguyén thanh chudi octet) va BS2I (chuyén chudi bit thanh sé nguyén) va ham
GE208Sx (chuyén phan t& nhém thanh chudi octet) dwgrc midu ta trong Phy luc A.

6.3.2.6 Ham din xuét khéa K

Ham dan xuét khéa K twong ty da xac dinh trong Digu 6.1.2.5.

6.3.3 Thao tac théa thudn khoéa

Co ché nay yéu cau ca hai A va B chdp nhan day bdn buwérc, tir A1 — A4 va B1 — B4 (cac buérc twong
trng v&i A va B). Cac buwée ty chon la Ad va B4,

Xay dwng thé khéa (A1)

A tién hanh cac buéc sau:
- Chon sb nguyén s, ngéu nhién tir {1, ..., r— 1} 12 hé sb thé khoa.
~ Tinh wx = D(s,) 1a thé khoéa.
- Chuyén w, cho B.

30



TCVN 7817 — 4:2010
Xay dwng thé khéa dwee lam réi bing mat khiu (B1)
B tién hanh cac buéc sau:
—  Nhan w, tir A,

~  Kiém tra tinh hgp 18 clia w, sti¢ dung T(wa): néu T(wa) = 0, thi d4u ra la “khéng hop 1", qué trinh
dirng lai, néu khac thi tiép tuc,

~ Chon sb nguyén sg ngéu nhién tir {1, ..., r— 1) Iam hé s thé khoa.

- Tinh wg = C(sg, v, wa) 1a thé khoa dwoc lam rdi bing mat khdu (néu dau ra ham C 1a “khdng
hop 1&" thi quay lai tim sg khac v&i gia trj thich hgp), sau dé.

- Chuyén wgcho A.
Thu dwoc khda bi mat dung chung (A2)
A tién hanh cac bwdc sau:

— Nhan wg tir B.

—  Kiém tra tinh hop I& ciia wg st» dung T(wg): néu T{(ws) = 0, thi dau ra |a “khéng hgp 18", qua trinh
dirng lai, néu khagc thi tiép tuc,

— Tinh z = Via(7, sa, wa, wg) 12 gid tri thda thuan bi mat.

- Tinh K; = K(GE20Sx(z), P;, Lk 1a khda bi mat dung chung cho tirng tham s dan xuét khoa P;.
Thu dwere khda bi mat dung chung (B2)
B tién hanh cac bwéc sau:

— Tinh z = Vig(sg, wa, wpg) | gia tri thda thuén bi mét,

- Tinh K; = K(GE20Sx(z), P;, L) 14 khéa bi méat ding chung cho ting tham sb dan xuét khoa P,.
Xac minh khoa (A3 va B3) (bat budc)
A thyc hién cac bwdc sau (A3):

— Tinh 0a= H(I205(4) || GE20Sx{wa) || GE20Sx(wpg) || GE20Sx(z)) va

- Chuyén o4 cho B.
B thwe hién cac bwéce sau (B3):

— Nhan o, tlr A,

— Tinh 0'a = H(I208(4) || GE20Sx{wa) || GE20Sx(wg) || GE20Sx(z)) va

- Né&u 04 # 0’4 thi d4u ra la “khéng hop 18", qua trinh dirng lai.
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Xac minh khoa (B4 va Ad) (tuy chon)
B thirc hién cac bwdc sau (B4):
- Tinh 0g = H(120S(3) || GE20Sx(w) || GE20Sx(ws) || GE20Sx(2)) va
-~ Chuyén oz cho A.
A thyc hién cac buwdc sau (A4):
— Nhén og tir B.
— Tinh 0's = H(120S(3) || GE20Sx(w) || GE20Sx(ws) || GE20Sx(2)) va
- Néu og # 0’ thi d4u ra la “khéng hop 18", qua trinh dirng lai.
Ham GE208Sx (chuyén phén t&r nhém thanh chudi octet) xac dinh trong Phuy luc A.

CHU THICH 1 Phén t& nhém trong co ché nay |a diém trén dwdng cong E trong cdu hinh EC, hodc 1a sé nguyén
thudc day [1, g — 7] trong cu hinh DL.

CHU THICH 2 Thyc thé B phai xac minh béng ching cla thire thé A vé khoa thda thuan treede khi nhan bét ky
thdng tin nao thu dugc tir khéa thoa thudn. Do dd A3/B3 phai thre hién trudc B4/A4.

CHU THICH 3 - Dwa trén kidu tin cong phan tich Pohlig-Hellman, gia trj bi mat thp nhat mét hodc hai bit ciia B
14 sg co thé bj nhan ra béi ké tan cang, khi k dwgce chia cho 2 hodc 4.

7 Ly lai khéa dwgc xac thwe bing mat khiu

Diéu nay quy dinh co ché Iy lai khéa dwoc xac thuc bang mat khau. Trong co ché, thyc thé A co bi
mat yéu dan xuét tir mat khau va thyc thé con lai B ¢ bi mat manh lién két véi bi méat yéu clia A. Ste
dung cac bi mat twong ng clia minh, hai thie thé thwong lwgng mét khéa bi mat, c6 thé I4y lai tir A
nhung khéng nhét thiét phai nhan tir B.

K&t qua clia qua trinh nay I A c6 dwoc gia tri clia khéa bi mat dwgc dan xuét tir bi mat yéu clia A va bi
mét manh cla B. Thyc thé B khong cin biét bi mat clia A hodc khéa bi mét nhén dwoc. Bi méat cia B
lién két v&i bi mat ciia A, nhung (trong chinh ban than né) khéng chira di théng tin d& cho phép xac
dinh bi mét clia A hodc khda bi méat da thiét Iap, ngay ca véi tAn cong vét can.

CHU THICH Trong (rng dyng si¥ dung I4y lai khoa duoc xac thie bing mét khdu, A déng vai trd may khach va B
déng vai trd may chu.

Thao tac lay lai khéa dwoc xac thye bing mat khdu dwoc thire hién tiép theo sau qua trinh khai tao va
qua trinh thiét Iap khoa

Qua trinh khéi tao: Hai thyc thé tham gia ddng ¥ s& dung tap cac tham sé mién hop 1& va tap cac
ham, t&t c& déu dwgc cdng khai. Thire thé A thiét 1ap mot bi mat yéu dya trén mat khau va thuc thé
con lai B thiét 1ap mot bi mat manh lién két véi bi mat yéu cia A.
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Qua trinh thiét 1ap khéa:

1)

2)

3)

71

Tao va trao déi thé khéa: Thyc thé A lya chon mdt hé sé thé khoa, kién tao thé khéa duoc lam
rdi béng mat khdu va chuyén thé khéa d6 cho thyc thé B. Sau khi nhan duoc thé khoa duoc
lam rbi bang méat khau tir A, thirc thé B kién tao mot thé khoa va chuyén né cho A.

Kiém tra tinh hop 1é cta thé khéa (ty chon): tiy thudc vao cac thao tac trong qua trinh tao ra
thé khoa, tirng thyc thé lién quan lya chon mét phrrong phép thich hgp dé chdp nhan cac déng
gop khoa da nhan va tham s6 mién. Néu bat ky chdp nhan nao thét bai, dau ra sé Ia “khdng hop
1&” va cham dirt qua trinh.

Thu dugc khéa bi mét dung chung: A ap dung cac thao tac gidi ma trén chinh hé sé thé khoa
clia A va thé khoa clia B dé tao ra duorc gia tri bi mat va co thé ap dung thém mot ham dan xuét
khéa véi gia tri bi mat va mét hodc nhiéu tham sb dan xuét khda dé thu dwoc mdt hodc nhidu
khoa bi méat dung chung.

Co ché Iy lai khéa 1

Co ché ldy lai khéa nay dugc thiét 1ap gidng khi 1y lai khoa dwgc xac thyc bing mat khdu. N6 str
dung mat khdu dwoc dan xuét tir bén khdi tao cho cac dang thay déi cua thda thuan khéa Diffie—
Hellma. Thyc thé B xac dinh khéa va phan phdi né cho A.

Co ché 1am viéc trén ca cAu hinh DL va ciu hinh EC.

CHU THICH Co ché dya trén [FK0O) va co ché dugc goi 1a {DL,EC)PKRS-1 trong [IEEEP1363.2).

T4

Tham sé dwgc chia sé trede

Thao tac 1y lai khéa yéu ciu hai thyc thé A va B thirc hién trong mdi trdng bao gdm cac tham sé:

Tép cac tham s mién hop 18 (tham sé mién DL hodc tham s mién EC) xac dinh trong Didu 5.
Chudi octet dya trén mat khdu = chi A biét.

$6 nguyén bi mat sgtrong {1, ..., r — 1} dwgc stz dung cho hé sb thé khoa clia B va chi B biét.
Ham dan xuét phan t& ngdu nhién R, st dung bdi A.

Ham tao thé khoéa D, sir dung b&i ca A va B.

Ham kiém tra thé khoa, T.

Ham dan xuét gia tri bi mat V, s& dung b&i A.

Ham dén xuét khéa K, str dung bdi A.

M&t hogic nhiéu chudi octet tham sé dan xuét khoa (P4, Py, ...},

Do dai clia khoa bi mat, L.
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7.1.2 Cac ham

7.1.2.1 Ham dén xuét phén ti ngiu nhién R

Pay la cadc ham Ryp_ hodc Rec dd dwore xac dinh trong Diéu 6.1.2.1.

7.1.2.2 Ham tao thé khéa D

Ham tao thé khéa D giéng nhu quy dinh trong Diéu 6.1.2.2.

7.1.2.3 Ham kiém tra thé khéa T

Ham kiém tra thé khéa T giéng nhw quy dinh trong Diéu 6.1.2.3.

7.1.2.4 Ham dan xuét gia trj bi mat Vv
Ham dén xuét gia trj bi mat V 1y sé nguyén x va phan tir nhom dwoc chon y lam dau vao va tao ra dau
ra Ia phan t&r nhém V(x, y). Co ché ldy lai khoa 1 st dung mét trong hai ham V sau : Vp, va Vee.

—  Vp thich hop voi co ché sir dung tham s mién DL, tiee 13 hoat dong trén nhém phén t& nhan
xac dinh trén F(g). Cho trudc tham sé6 mién DL (bao gdm r va q), hai du vao: x t {1, ... =1}
vaytlr {2, ..., g-2}, khidé Vp, dwgce tinh nhw sau:

x ' modr

Vpr(x, )=y modgq .

— Ve thich hop véi co ché sir dung tham sé mién EC, tirc 1a hoat ddng trén nhém phan tir cdng
thugc duang cong elliptic xac dinh trén F(g). Cho trwdc tham sé mién EC (bao gdm r), hai dau
vao: xtir {1, ... ,r—1} va didm Y # O¢ , khi 6 Veec duge tinh nhu sau:

Vee(x,Y)=[x"modr]xY .

7.1.2.5 Ham din xuit khéa K

Day la ham gibng nhw ham da quy dinh trong Diéu 6.1.2.5.

7.1.3 Thao tac ldy lai khéa
Co ché nay yéu ciu thyc thé A phai thic hién hai budc A1 va A2, con thure thé B thire hign 1 bude B1.

Xay dwng thé khoa (A1)
A thyc hién cac bwéce sau:
- Tinh g4 = R(x) 1am phan t&r co s& clia thé khoa,
— Chon ngéu nhién s, tlr {1, ..., r— 1} Iam hé sb thé khoa,
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Thé khoa la wa = D(sa, g1)
GUri w, cho thyc thé B,

Xay dwng thé khoéa (B1)

B thwc hién cac bwéc sau:

Nhan wy tir thue thé A,

Kiém tra tinh hop 18 clia wa v&i T(wa): néu T(w,) = O thi dau ra "khéng hop 18", qua trinh dirng
lai, néu khac thi tiép tuc,

Thé khoa la wg = D(ss, Wa)
GUri wi cho thic thé A.

Dan xuét khoa bi mat (A2)

A thye hién cac bwéc sau:

Nhan dugc ws tir the thé B.

Kiém tra tinh hop 1& clia we v&i T(wg): néu T(wg) = O thi d4u ra “khéng hop 18", qua trinh dirng
lai, néu khac thi tiép tuc,

Tinh z = V(sa, wg) la ma hoa cirng.

Tinh khéa bi mat K; = K(GE20Sx(z), P;, Lx) cho tieng chudi octet tham sé dan xuét khoa P; trong
{P1, Pz, ...}

Ham GE20Sx (chuyén phan t&r nhém thanh chudi octet) dwge xac dinh trong Phy luc A.

CHU THICH 1 Phn t&r nhém trong co' ché nay 1a didm thudc dudng cong E trong cAu hinh EC, hodc 13 sé
nguyén thudc day [1, g — 1) trong c4u hinh DL.

CHU THICH 2 Dya trén kidu tdn cdng phan tich Pohlig-Hellman, mét hosc hai bit thdp nhét ciia gia tri bi mat s
clia thyr thé B c6 thé b nhén ra bdi ngudi tin cong, khi k chia hét cho 2 hoic 4.
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Phuluc A
(quy dinh)
Ham chuyén doi kiéu dir liéu
Phu luc nay quy dinh ham chuyén ddi kiéu dir liéu duoc sir dung bdi cac co ché thiét Iap khoa trong

tiéu chudn nay.

A1 1208 & 0S2|

Muc nay quy dinh ham /208 (chuy&n ddi sé nguyén thanh chudi octet) va OS2/ (chuyén ddi chudi octet
thanh sé nguyén).

Ham /208 14y d4u vao Ia sé nguyé&n khdng &m x va tao ra du ra duy nhét 1a chudi octet M,_;, Mz ...Mo
véi chidu dai I. Trong d6 / = [log256(x + 1) / 1a chiéu dai ctia x tinh béng octet. Khi d6 /120S dugc tinh
nhw sau:

1. Viét x dwdi dang biéu dién chudi don I chir sb 256 bit:

X=X 2565+ %.,256 72 + ... + X1 256 + X,
trong d6 0 < x; < 256.
2. Giaslroctet M; c6 gia trix véi0<is /-1,
3. DAu ra sé la chudi octet M;_s, M,_;... My.

Cho vi dy : /20S(10945) = 2A C1.

Ham OS2 14y chudi octet My_s, M;_ ...Mo 1am d4u vao va tao ra dau ra Ia mdt sb nguyén khong am y.
Ham duwgc tinh nhw sau:

1. LAy sb nguyén y; co gia tri clia octet M véi 0 <is /-1.
2. Tinh sénguyény=y. ;256" +y,,256 "2+ ... +y,256 + y,.
3. Pduralay.

Cho vi dy: OS2/(2A C1) = 10945.
Chu y riing chudi octet c6 chidu dai bang 0 (chudi octet réng) chuyén thanh sb nguyén 0 va nguoc lai.
A2 Bs2l

Muc nay xac dinh ham BS2/ (chuyén chudi bit thanh s6 nguyén):

Ham BS2! str dung chudi bit by_s by ... by 1am d4u vao va tao ra ddu ra la sb nguyén khdng &m. Ham
duwgc tinh nhw sau:
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1. LAy sb nguyén y; co gia trj clia bit b;vei 0 < i< /-1,
2. Tinhsénguyény=y 2" +y 2"+ . +y;2+y,
3. Pduralay.
Vi du: néu /= 19, BS2/(000 0010 1010 1100 0001) = 10945.

Chu y réng chudi bit c6 d dai bing 0 (chudi bit rng) thi s& chuyén thanh s6 nguyén 0.

A.3 FE2l & I2FE

Muyc nay xac dinh ham FE2/ (chuyén phan t&r tredng thanh sé nguyén) va ham /2FE (chuyén sb
nguyén thanh phan t& truong).

L&y mét phan tir thude treong hiru han F(s™) (trong d6 s hodc 1a p hoac la 2) dwoc biéu dién béi day
Bm-1, Bm—2, -... Bo}trong d6 B; 1a sé nguyén thbaman0 < B;ss- 1.

Ham FE2! st&r dung phan t& tredng {Bm -1, Bm-2, ..., Bo} lam déu vao va du ra la sé nguyén khong am.
Ham dwoc xac dinh nhw sau:

1. LAy sb nguyén y; co gia tri cia B véi 0 i< m—1.
2. Tinh s NQUYBN Y = Y18 ™ + YmaS ™2+ .. +y; 5+ 0.
3. Pauralay.

Ham I2FE |4y sb nguyén khdng 4m x lam d4u vao va dau ra la truong phan t& {Bm 1, Bm -2 ..., Bo}-
Ham dwgc xac dinh nhw sau:

1. Viét x dudi dang day s véi m chir s6 va dugc biéu dién nhu sau:

X = Xn1S ™+ Xm2S T2 # L.+ XS + Xg
trong d6 0 < x; < s (chu y ring mét hozc nhidu s6 dau béng 0 néu x < s™).
2. LayBcogiatrixvoiosism-—1.

3. Béu ra 'é {Bm-‘lp .\Brn—Zr weoy BO}'
A4 FE20S8

Muc nay xac dinh ham FE20S (chuyén phén tlr tredrng thanh chudi octet).

Ham FE20S sir dung day phan t& {8m -1, Bm -2 -.. Bo} 1dm dau vao va tao ra dau ra la chudi octet y.
Ham dwoc xac dinh nhw sau:

1. Chuyén day {Bn-1, Bm-2 -.., Bo} thanh s nguyén x bang ham FE2I.

2. Chuyén x thanh chudi octet y bang ham /20S.
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AS5 GE20Sx

Muc nay xac dinh ham GE20Sy(chuyén phan tir nhém thanh chudi octet).

Ham GE20Sx st dung phén t& nhém lam dau vao va tao ra dau ra la chudi octet. Ham dwoc dinh
nghfa nhw sau:

Trong céu hinh DL, phan t& nhdm Ia phan t& trong F(g). Cho u la mdt phan tr nhom, diu ra sé la
GE20Sx (u):

1. Biéu dién u dwéi dang phan tir trudng.
2. Chuyén két qua clia budc (1) thanh chudi octet bang ham FE20S.
3. PAu rala két qua cla budc (2).

Trong cdu hinh EC, phén t& nhém 1a diém trén dwdng cong elliptic E. Cho Q = (xq, Yo) 1a mét diém trén
E, trong dé xq la hoanh dd x clia Q va yq | tung dd y clia Q; va cé hai xq va yo déu trong F(q). V&i muc
dich clia co ché quy dinh trong tiéu chudn nay thi ham GE20Sx(Q) chuyén hoanh dd x cla Q thanh
chudi octet va bd qua tung d6 y clia Q. Dau ra clia ham GE20Sx(Q) xac dinh nhu sau:

1. Biéu dién xo dwéi dang phén to trudng.
2. Chuyén két qua cta buéc (1) thanh chudi octet bdng ham FE20S.
3. DAu ra la két qua clia budc (2).

CHU THICH Phép chuyén ddi khong phai 1a 4nh xa 1 — 1. Vi du: phép chuyén d&i trén s& lién két cac diém
dwdng cong elliptic Q va -Q véi cling mét chudi octet,

A6 2P

Muyc nay xac dinh ham /2P (chuyén s nguyén thanh diém).

Cho trérc tap tham sé mién EC 1a (€, q, p, m, 1, k, a4, a2), ham [2P |4y sb nguyén u lam d4u vao va tao
ra dau ra la diém T thugc dudng cong E trén F(q), trong d6 T = I2P(u). Trong nhirng quy dinh dwéi day,
céc toan t&r cong va nhan gitba cac phan t& tredng hivu han theo quy dinh trong ISO/IEC 15946—1.

1. Thiét lap v = BS2I(H(120S(u))) mod q.
— Néu v =0, dau ra 1a “khéng hop 18", qua trinh dimng lai.
2. Thiétlap A =umod 2.

3. Néu g 1a sb nguyén t6 (q = p) va dudng cong E la Y? = X° + a,X + a, thudc F(q). Diém T duoc
xac dinh nhw sau:

(a) Thiét lap x = v.
(b) Tinh toan treéng phan tir a = x° + a;x + a, mod p.
- Néu a =0, d4u ra la “khéng hop 18" qua trinh phai ngirng lai.
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(c) Tim can bac hai S clia @ mod p (tkrc la mdt sé nguyén B véi 0 < g< p sao cho & = a mod p)
hodc chirng minh khéng tdn tai can bac hai,

- D& kiém tra tinh tén tai clia c&n bac hai, tinh & = & ®™? mod p. Néu thu dwoc & = 1, thi g
tén tai. Nguoc lai thi Skhéng tén tai.

- Néu & # 1talap laibwédc 1 véiu=u+ 1 mod p.
- Néué =1, thitim g

CHU THICH Céc thao tac tim phan tir trrong # sao cho & = @ mod p dugc quy dinh trong [ANSI
X9.62) va [IEEE P1363].

(d) Thiétlap y = (p— 1) x .

(e) Thiét lap diém T = (x, y) la d&u ra.

. Néu q la chdn (q = 2™) va dudng cong E 1a Y2 + XY = X° + a,X? + a, trén F(27). Diém T duwgc
xac dinh nhw sau:

(a) Thiét 1ap x = I2FE(v).

(b) Thiét 1ap a = x + as + ax “? trong F(2").

(c) Tim phén t trwong g sao cho £ + #= atrong F(2™) ho&c xac minh rdng khdng tén tai. Néu
khéng tén tai thi cho u = u + 1 mod g va quay lai bwéc 1.

CHU THICH Céc thao tac xac minh tdn tai va tim phan tir tredrng S sao cho & + § = & trong F(2")
dwgc quy dinh trong [ANSI X9.62] va [IEEE P1363).

(d) Thiét lap y = (B + I2FE(A)) * x.
(e) Thiét 1ap diém T = (x, y) 1am dau ra.
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Phuluc B
(quy dinh)

Mo dun ASN.1

Sau day 1a cac md dun ASN.1 danh cho céac co ché quan ly khda dugc quy dinh trong tiéu chudn nay.

KeyManagement-WeakSecrets {
iso(l) standard(0) keyManagement (11770}
weakSecrets (4) asnl-module(0) object-identifiers(0) }
DEFINITIONS EXPLICIT TAGS ::=
BEGIN
-- EXPORTS All; --
-= IMPORTS Ncne; --
QID ::= OBJECT IDENTIFIER -- Alias
-- Pdng nghia --
id-km-ws OID ::= |
iso(l) standard{(0) keyManagement (11770) weakSecrets(4) }
-- Phép gan =--
id-km-ws keyAgreementMechanism-1(1)
id-km-ws keyAgreementMechanism-2(2)
id-km-ws keyAgreementMechanism-3(3)
id-km-ws keyRetrievalMechanism-1(4)
-- Co ché théa thuin khéa 1 —-
SharedPassword-based ::= OCTET STRING
randomElementDerivation-1 OID ::= {
id-km-ws-kAM-1 randomElementDerivationFunction(l) }
keyTokenGeneration-1 OID ::= {
id-km-ws-kAM-1 keyTokenGenerationFunction{2) }
keyTokenCheck-1 OID ::= {
id-km-ws-kAM-1 keyTokenCheckFunction(3) }
secretValueDerivation-1 OID ::= {
id-km-ws-kAM-1 secretValueDerivationFunction (4} }
keyDerivation-1 OID ::= {
id-km-ws-kAM-1 keyDerivationFunction(5) 1}
CofactorMultiplication ::= BOOLEAN
desired CofactorMultiplication ::= TRUE
notDesired CofactorMultiplication ::= FALSE
KeyDerivationParameterStrings ::=
SEQUENCE SIZE(l..MAX) OF OCTET STRING
-- Co ché théa thudn khéa 2 --
Password-based ::= OCTET STRING
passwordVerification-2 OID ::= {
id-km-ws—-kAM-2 passwordVerificationFunction(l) }
keyTokenGeneration-2 QID ::=
id-km-ws-kAM-2 keyTokenGenerationFunction(2) }
passwordEntangledKeyTokenGeneration-2 QID ::= {
id-km-ws-kAM-2 passwordEntangledKeyTokenGenerationFunction(3) }
secretValueDerivation-2 OID ::= ({
id-km-ws-kAM-2 secretValueDerivationFunction(4) }
keyDerivation-2 OID ::= {
id-km-ws-kAM-2 keyDerivationFunction(5) }
-- Co ché théa thuan khéa 3 --
passwordVerification-3 QID ::= {
id-km-ws=-kAM-3 passwordVerificationFunction(l) }
keyTokenGeneration-3 OID ::= {
id-km-ws-kAM-3 keyTokenGenerationFunction{2) }
passwordEntangledKeyTokenGeneration=-3 OID ::= {
id-km-ws-kAM-3 passwordEntangledKeyTokenGenerationFunction(3) }
keyTokenCheck-3 OID ::= {

id-km-ws-kAM-1 OID ::
id-km-ws-kAM-2 OID ::
id-km-ws-kAM-3 OID ::
id-km-ws-kRM-1 QID ::

L I |
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id-km-ws-kAM-3 keyTokenCheckFunction(4) }
secretValueDerivation-3 OID ::= ({
id-km-ws-kAM-3 secretValueDerivationFunction(5) }
keyDerivation-3 QID ::= {
id-km-ws-kAM-3 keyDerivationFunction(6) }
-- Co ché l4y lai khéa 1 =--

SecretInteger ::= INTEGER
randomElementDerivation-4 OID ::= {

id-km-ws-kRM-1 randomElementDerivationFunction(1l) }
keyTokenGeneration-4 QOID ::= {

id-km-ws-kRM-1 keyTokenGenerationFunction (2} }
keyTokenCheck-4 OID ::= {

id-km-ws-kRM-1 keyTokenCheckFunction(3) }
secretValueDerivation-4 OID ::= ({

id-km-ws-kRM-1 secretValueDerivationFunction(4) }
keyDerivation-4 0OID ::= {

id-km-ws-kRM-1 keyDerivationFunction({(S) }

END =-- Quan ly khéa bing bi mit yéu --
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Phu luc C
(tham kh&o)

Hwéng dan lwa chon tham sé

Sau day la hwéng dan lya chon tham sé cho cac co ché quan ly khoa trong tiéu chuan nay.

C1 Thamsdq,rvak

Nhuw da dé cap tai Diéu 4, tiéu chudn nay chi xi ly trudng sé nguyén t& F(q) hodc trudng nhj phan
F(2") trong céu hinh EC va chi xt ly trwérng s6 nguyén té trong céu hinh DL, béi vi cac trwéng hop nay
duoc st dung kha rdng réi va cac dic tinh bdo méat cliia chang rét tét.

Trong cau hinh DL, duwoc kién nghi rdng:
- qla sé nguyén té Ion, véi dd 1om it nhat 1a 1024 bit.
- rlaudc sé nguyén té I&n clia -1, v&i Ao Ion it nhat 1a 160 bit.

- k= (g-1)/r. D& gidm dd phirc tap trong viéc kiém tra tinh hop 1é clia thong diép nhan dwgc trong
co ché thiét 1ap khda dugc quy dinh trong tiéu chuln nay, yéu cu thda man k = 2p; ;... py, V&i
sénguyéntdp,>r,i=1,2, ..., t. Tuy chon k = 2, trong treng hop ndy, g = 2r + 113 sb nguyén
t6 an toan.

Trong céu hinh EC, dwgc kién nghj ring:

— Trong treéng sb nguyén té F(q) thi q 1a s nguyén té Ién; trong tredng sb nhi phan F(2™) thi g la
2", trong d6 m 2 1 Ia s6 nguyén duong.

- rlawéc sé nguyén té Ion #E, voi dd Ion it nhiat 12 160 bit.

- k= #E/r. D& giam dd phirc tap trong viéc kiém tra tinh hop 18 clia thdng diép nhan dugc trong
co ché thiét 1ap khoa dugc quy dinh trong tiéu chudn nay, yéu ciu théa man k = 20, p; ... py
trong d6n ={0, 1, 2}, véisé nguyen tb p;>r,i=1, 2, ..., t. Ty chon k = 2.

CHU THICH Théng tin chung vé dudng cong elliptic trén F(q) cb thé tim thay trong ISO/IEC 15946-1.

C.2 Tham sé trong co ché lay lai khéa 1

Diéu quan trong trong co ché 14y lai khda 1 quy dinh tai Biéu 7.1, Ia cung cip co ché tién doan Static
Diffie—Hellman (SDH) cho ké t&n cdng da bi khai thac trong tdn céng SDH cuia [BG04]. Kiéu tAn cdng
nay cai thién dang ké kha nang clia ké tdn cong nham biét dwoc khoa bi mat x cia SDH, treéc dbé da
dugc chap nhén truy cép vao thé cung cép g* cho gi4 tri g. Trong trwdmg hop “téi wu”, Ivc ngoai tuyén
clia ké tan cong |a nhé nhét, lwc nay 1 gidm tir r'"? xubng r™ , trong d6 r1a sb bac clia phin ti g.
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Tuy nhién, trong trudng hop “téi wu” ndy st dung kiéu tAn cong SDHP s& ddi hoi téi r'” thé truy vén,
didu nay xem nhu 1a khéng thyc té va dac biét 1a khdng thyc té déi véi phwong phap diung mat khau.
Vi vay, két qua méi nay c6 nghia hay khéng phuy thudc vao cac tham sé mién va cach ma so dé nay
dwgrc str dung.

C6 mdt sb cach lya chon gia tri r dé tranh kiéu tan cdng SDH:

1. Gia tri r dworc chon sao cho khdng tdn tai nghiém clia phuwong trinh r = uv + 1 véi céc tinh chat
1sSu<ava1sv<b,trong dé ava b la cac sb nguyén nhd nhét sao cho Iy thira a/2 va dén
chirng b clia co ché la dugc coi khdng thé tinh toan duworc.

2. Str dung nhém lon hon, vi du kich thwedc clia rla 240 bit thay vi chi lén hon 160 bit.

3. Dam bdo rdng (r— 1) khdng cé wéc sb trong khoang [C, r ). Tai diém cudi thdp nhét, C la gia
tri nho “cét r&i". Tai diém cudi cao nhét, r'? 1a hdu nhuw bj pha hiy, nhung lai d& nhé. Khi gia tri
(r = 1) khdng c6 wéc s trong pham vi nay, cac cudc tdn cong méi khong lgi thé hon cac
phuwong phap tredc d6. Goi y 1a (r — 1)/2 1a mot s6 nguyén té. Cha y réng diéu nay khac véi
trwdng hop k = 2 trong cAu hinh DL.
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