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Xuét ban 1an 1

Cong nghé théng tin — Ky thuat mat ma
Thuat toan ma dir liéu AES

Information technology - Cryptographic technique — Data encryption algorithm AES

1 Pham vi ap dung

Tiéu chuén ap dung cho viéc ma héa di liéu trong cac hoat déng giao dich dién tlr clia cac t6 chirc, cong dan
Viét Nam va td chire, cdng dan nuwéc ngoai co quan hé kinh té - xa hdi v&i td chire, cdng dan Viét Nam.

2 Tailiéu vién dan

ISO/IEC 18033-3:2005, Information technology — Security techniques — Encryption algorithms — Part 3: Block
ciphers (Cong nghé thong tin - Ky thuat méat ma — Cac thuat toan ma hoa — Phén 3: Céc khéi mat ma).

FIPS PUB 197 — Announcing the Advance Encryption Standard (Théng bao vé tiéu chudn ma hoa tién tién)
(AES), NIST, 2001.

3 Thuat ngir va dinh nghia
3.1 Thuat ngir va cac tir viét tat

Tiéu chudn nay str dung cac khai niém sau:

AES Tiéu chuén ma héa tién tién.

Ban ma Dt liéu dau ra ctia Phép ma hoa hodc di liéu dau vao cha Phép gidi ma.
Ban rd Dt liéu dau vao ctia Phép ma héa hodc di liéu dau ra clia Phép gidi ma.
Bit Mot chir s6 nhi phan cé gia tri 0 hodc 1.

Byte M6t nhom gdm 8 bit dwg'c xem nhu 1a mét thye thé don 1é hodc mdt thyre

mang 8 bit don lé.

Hop-S Mét bang thay thé phi tuyén, dwoc st dung trong mot sé6 phép thay thé
byte va trong quy trinh M& réng khéa, nham thuc higén mét phép thay thé
mét-mot déi voi gia tri mbi byte.

Khéa ma Mét sé dwoc gitr bi mat dung cho quy trinh M& réng khéa nhdm tao ra
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Khéa vong

Khéi

Mang
Mé& rong khoa
Phép bién ddi Affine

Phép giai ma

Phép ma hoa

Rijndael
Trang thai

T

mét tdp cac Khoa vong.

Cac khoa vong la cac gia tri sinh ra tr Khda ma béng quy trinh Mé rong
khoa, chung duoc ap dung Ién Trang thai trong Phép ma héa va Phép
giai ma. Trong thuat toan AES, Khoa vong cé thé xem nhw 13 mgt mang
chi¥ nhéat ca cac byte ¢6 4 hang va Nk cot.

Day lién tiép cac bit nhj phan c6 thé Ia ddu vao, dau ra, Trang thai va
Khéa vong. Do dai clia mdt day 1a sé lwgng bit chira trong day do. Cac
khéi cling con duoc xem nhw la mét mang cac byte.

Tap hop & dang liét ké cac thyre thé ddng nhét (vi du nhw mang céc byte).
Phép duoc sir dung dé tao ra mét loat cac khéa vong tir mét Khéa ma.
Phép bién ddi gém phép nhan véi mét ma tran va phép cong véi mét véc-
to.

Mat loat cac phép bién dbi dé bién ddi ban ma thanh ban rd str dung mot
Khéa ma.

Loat cac phép bién ddi @& bién ddi ban ro thanh ban ma sir dung Khéa
ma.

Thuét todn mat ma droc mé ta trong Tiéu chudn nay.

Két qua ma hoa trung gian. Trong AES Trang thai duoc mé ta duéi dang
mdt mang ch nhat clia cac byte ¢é 4 hang va Nb ct.

Mot nhém gom 32 bit duwge xem nhu 1a mét thyc thé don 1 hoac nhw 1a
mét mang 4 byte.

3.2 Céc tham sé thudt toan, cac ky hiéu va cac ham

Céc tham s thudt toan, ky hiéu va ham sau duoc st dung trong tiéu chudn nay:

AddRoundKey ()

InvMixColumns ()

InvShiftRows ()

InvSubBytes ()

K

MixColumns ()

Phép bién dbi trong Phép ma héa va Phép gidi ma. Trong d6, mét Khoa
vong dugc cdng thém vao Trang thai bing phép toan XOR. D dai cla
Khda vong bang d6 dai clia Trang thai (ching han, néu Nb = 4 thi do dai
cla Khéa vong 14 128 bit hay 16 byte).

Phép bién déi dung trong Phép giai ma, 1a phép nghich dao cta
MixColumns ().

Phép bién ddi dung trong Phép gidi ma 1a phép nghich dao ciia

ShiftRows ().

Phép bién ddi dung trong Phép giai ma 1a phép nghich dao ctia
SubBytes ().

Khéa ma.

Phép bién ddi trong Phép ma héa thirc hién biing cach 1y tAt ca cac cot
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Trang thai trdn véi di¥ liéu ctia chung (mét cach doc lap nhau) dé tao ra

cac cot moi.

Nb S6 cac cot (cac tir 32 bit) tao nén Trang thai. Trong tiéu chuén nay, Nb =
4 (Xem thém diéu 6.3).

Nk Sé lwgng cac tir 32 bit trong Khéa ma. Trong tiéu chuan nay, Nk = 4, 6
hodc 8 (Xem thém diéu 6.3).

Nr Sé luwgng vong lap, d6 1a mét ham ctia Nk va Nb (chang 1a cb dinh).
Trong tiéu chudn nay, Nr = 10, 12 ho&c 14 (Xem thém diéu 6.3).

Rcon[] Mang tir hang sb véng.

RotWord () Ham dwoc st dung trong quy trinh M& rong khéa béng cach lay mét tir 4
byte va thwe hién mét phép hoan vi vong (quay vong).

Shi ftRows () Phép bién ddi dung trong Phép ma héa ap dung lén Trang thai bng cach
chuyén dich vong ba hang cudi cta Trang thai theo cac offset khac nhau.

SubBytes () Phép bién ddi dung trong Phép ma héa ap dung Ién Trang thai si dung
mét bang thay thé byte phi tuyén (Hop-S) trén mbi byte Trang thai mét
cach dgc lap.

SubWord () Ham dugc s dung trong phép Mé& rdng khéa, 14y mét tir dau vao gébm 4
byte va ap dung Hop-S vao médi byte dé tao dau ra la mot tir.

XOR Phép toan HOAC-loai triv.

@ Phép toan HOAC-loai trir.

® Phép nhan hai da thirc (cd béc < 4) theo modulo x*+1.

. Phép nhan trén trwéng hiru han.

4 Cac ky phap va Quy woérc

4.1 Piu vao vaDiura

Péu vao va diu ra clia thut toan AES la cac day nhj phan 128 bit (chira gia trj 0 hodic 1). Cac day bit nay
d6i khi dwgc goi 1a cac khéi va sé lugng bit chira trong day goi 1a do dai clia day. Khéa mé ding cho thuat
toan AES 1a mot day nhj phan 128, 192 hoéc 256 bit. Tiéu chuan nay khong cho phép st dung cac déu vao,
d4u ra hodc Khéa ma co dd dai khac véi cac kich thudre trén .

Céc bit trong cac day néi trén s& dugc danh sb thir t tir khdng cho dén sb cubi ciing. S6 cudi cling nay la
mat s& nhd hon @6 dai day (36 dai khéi hay 6 dai khoa) mot don vi. Mét s i trng véi mét bit theo thir t s&
o6 gia tri ném trong khodng 0 < i < 128, 0 <i< 192 hoac 0 < i< 256 phy thudc vao dd dai clia khdi va dd dai
khoa (nhw da dé cap & phén trén).

42 Byte

Don vi xtr ly co ban trong thuét toan AES, d6 1a mét day 8 bit dwge xem nhw [a mét thuc thé don lé. Cac day
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déu vao, dau ra va Khéa ma da noi & diéu 3.1 co thé biéu dién theo cac mang byte béng cach chia cac day
d6 thanh cac nhém 8 bit lién tiép nhau (xem diéu 3.3). Néu dau vao, dau ra hodc Khéa ma ky hiéu la a thi
mang byte thu dwgc sé dugc tham chiéu dén theo mét trong hai dang: a, hoc a[n], trong d6 n ndm trong
khoang gié¢i han sau:

Néu dd dai Khoa = 128 bit thi 0 < n < 16; Do dai Khdi = 128 bit, 0 < n < 16;

Néu do dai Khéa = 192 bit thi 0 < n < 24;
Néu dd dai Khéa = 256 bit thi 0 < n < 32;

Tt ca gi4 tri byte trong thuét toan AES sé& dwoc biéu dién dudi dang ghép cac bit riéng 18 (0 hoac 1) gitra cac
déu ngoac theo thi tw {by, be, bs, bs, ba, by, b1, bg}. Cac byte nay dwoc dwgre xem nhw |a cac phén tlr trén
trudng hiru han béing viéc stv dung biéu dién da thirc:

7
b,x” +bex® + bsx® + b,x* + b,x* +b,x? +b,x+b, = ’bx". (3.1).
i=0

Vidy, day bit {01100011) s& dwoc biéu dién thanh phan t tnedng hteu han [a x& + x* + x +1.

Ciing ¢6 thé biéu dién cac gia tri byte theo dang thap luc phan (hexadecimal) bang cach thay cac nhém 4 bit
béng mét ky t theo gia tri trong (ng cho bdi Hinh 1.

Nhém bit Ky ty Nhém bit Ky tu Nhém bit Ky ty Nhém bit Ky ty
0000 0 0100 4 1000 8 1100 c
0001 1 0101 5 1001 9 1101 d
0010 2 0110 6 1010 a 1110 e
0011 3 0111 7 1011 b 1111 £

Hinh 1 - Ky hiéu thap luc phan twong (Png véi cac nhom 4 bit

Chéng han phén tl {01100011} dwoc viét thanh {63}, trong d6 ky ty dai dién cho 4 bit cao sé&
duwgc dat bén trai.

Mot s6 phép toan trén trwdmg hibu han doi hdi thém mét bit (bs) vao bén trai clia mot byte 8-bit. Khi c6 mat bit
mé& réng theo cach nay ngudi ta dat trwéc byte 8-bit ky hiéu {01). Chang han, mét day 9 bit sé dwoc biéu
dién duéi dang {01}{1b).

4.3 Mang byte

Céac mang byte duoc biéu dién theo dang sau:

8,8,8,...8,5

Cho mdt day 128 bit, néu thir tv cac bit clia day dau vao nay 1an lwot 1a:

inputg inputy inputy ... inputyzs inputq27
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thi mang byte sé dwoc xac dinh nhw sau:
ag = {inputg, inputy, ..., inputz}

a; = {inputg, input, ..., inputqs}

\
a15 ={input120, input121, ..., input127}.

Cach nay o6 thé ap dung cho cac day dai hon (chang han cho day khéa 192 va 256 bit) mot cach tdng quat
nhw sau:

an = {inputsy, inputgns1, ..., iNPutans7}. (3.2)

Déi chiéu didu 3.2 va didu 3.3, Hinh 2 thé hién cach cac bit dwge danh sé thir ty trong céc byte:

Dy bit vao 0[1 |2]3[4[515I? a|9|1ol11|12|13[14|15 1a|1r|1a|19|zo]z1|22|23
$6 hiéu byte 0 1 2
TT bit trong byle 7|s|5|4|3|2i1|o 7|s|5|4|3[z|1|o 7|a|5l4[312|1|o

Hinh 2 - Cach thé hign thir tw cac byte va bit

4.4 Trang thai

Cac phép toan clia thuat toan AES duoc thie hién trén mot mang byte hai chiéu goi 1a Trang thai. Trang thai
bao gdm 4 hang byte, méi hang chira Nb byte, trong d6 Nb bing sb long tir trong mdt khéi. Trong mét
mang Trang thai ky hiéu 1a s thi m3i byte riéng biét co hai chi 6, chi s6 hang ky higu 1a r, 05<4, chi sb ct ky
higu 1a c, 0sc<Nb. Biéu nay cho phép méi byte riéng biét clia Trang thai dwgc tham chiéu dén theo dang s;c
hodc s{r,c]. Trong tiéu chuén nay, Nb = 4, do d6 0<c<4 (xem thém didu 6.3).

Tai thoi diém bét ddu Phép ma hoa hodc Phép gidi ma nhu sé mé ta trong didu 5 thi dau vao 1a mot mang
byte ing, in4, ... inys sé dwgc sao (copy) vao mang Trang thai nhw minh hga & Hinh 3. Cac phép toan trén
Phép ma héa hodic Phép gidi ma tiép theo dwgc thao tac véi mang Trang thai nay, gia tri cudi cling sé dugrc
copy dén dAu ra— d6 la mét mang byte outo, outs, ... outss.

Céc byte dau vao Maéng Trang théi Céc byte dau ra
ing |ing |ing |iny; Soo | So1 | Soz | Sos out, | out, | outs | out,,
iny |ins |ing |ing 5 Sl S| si2 B Sis > outy | out, | OUls | out,,
ing |ins |inw |iny Szo| Su1| S22 | S2s out, | outs | outy| out
ing | in; |ings | inss S30 | S31 | Sz2 | Sas out; | out; | outy; | out;s

Hinh 3 - D4u vao va diu ra mang Trang thai

Nhu vay, vao thoi diém khdi dadu Phép ma héa hodc Phép gidi ma, mang dau vao in dugc copy vao mang
Trang thai theo lwoc db:
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s[rc] =in[r+4c] véi0<r<4va0<c<Nb, (3.3)

va tai thi diém két thic Phép ma héa hodc Phép gidi ma, Trang thai dwoc copy vao mang d4u ra out theo:
outlr+4c]=s[r,c]voi0<r<4vaO<c<Nb. (3.4)

4.5 Trang thai dwoc coi nhwy mét mang cac Cot

Bén byte trén mbi cdt trong mang Trang théi tao thanh mdt tir 32 bit, trong d6 s6 thir tw clia hang r cho biét chi
sb ctia bén byte trong méi tir. Vi thé c6 thé coi Trang thai nhw 1a mang mét chidu chira cac tir 32 bit (cac cit)
Wo...w3, trong d6 sb cdt ¢ cho biét chi myc trong mang. Cén cir vao Hinh 3 thi Trang thai c6 thé xem nhu 1&
mot mang gém bén tir dworc xac dinh nhw sau:

Wo = S0,0 $1,052.0 Sa.0 Wz =Sg2 S92 S2.2 S3.2 (3.5)
Wi =801 84,1 52,1 834 W3 =803 513823833

5 Cosé&toan hoc
5.1 Phép cong

Phép céng hai phan ti trén trwdmg hiku han dwoc thire hién bang cach “cdng” hé sb cuia cac IQy thira twong
{ng trong cac da thirc clia hai phén ttr. Phép cong duroc thyre hién theo phép toan XOR (ky hiéu la @). Tic 1a
theomodulo 2thi 1®1=0, 1®@0=1 va0® 0 = 0. Do dd, phép trlr da thirc cling la phép cdng da thirc.

Viéc cdng hai phan t& trén trudng hiru han c6 thé dugc mé ta nhw phép cdng modulo 2 céc bit twong tng

trong byte. Ching han, hai byte {a,3,3:3,2:8,8sa5) va {bsbsbsb.bsbbibo} s& cb tdng 1a {c,cecsc.CscL1Co), trong
domdibitci=a ®b; (trcla, c;=a;® by, Cs=a5® b, ...Co= 8D by).

LAy vi dy, cac cach viét sau 1a twong duong nhau:

(X8 +x*+x?+x+1) +(x"+x+1) =x"+x+x*+x? (dang da thirc)
{01010111} ®{10000011}  ={11010100} (dang nhj phan)
{57} ® {83} ={a4} (dang thap luc phan)

5.2 Phép nhén

Trong cach bidu dién da thirc, phép nhan trén trudng GF{ZB) (ky hiéu la ) twong duong véi phép nhan da
thirc theo modulo ctia mot da thire bét kha qui bac 8. Mt da thirc dwoc goi la bat kha quy néu né chi cd

10
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wéc Ia 1 va chinh nd. Dbi véi thuat toan AES, da thirc bat kha quy nay la:
m(x)=x®+x*+x>+x+1 (4.1)
hodc biéu dién dwi dang thap lyc phén 1a {01 }{1b}.

Vidy, {57}« {83} = {c1}, vi:
(x* +x* x4 x41)fx” +x+1)= xPHx" x4+ x4+ x4
xT+xS+xP x4 x+
ol G PP
- XP x4 x4 x® +xC 4 x5 4 x4 x7 +1

va
X2 4 xT 4+ x% +x% + x5+ x5 +x* +x° +7 modulo (x®+x*+x°+x+1)=x7 +x° +1.

Phép rit gon theo modulo m(x) cho ta két qua Ia mét da thirc nhj phan cb béc thAp hon 8 vi thé c6 thé trinh
bay & dang byte. Khdng giéng nhu phép cong, khdng tén tai phép toan don gidn & mirc byte cho phép nhan.

Phép nhan dinh nghfa & trén c6 tinh két hop va phan ti {01} goi 1a phan t& don vi. D4i véi bét c da thirc nh
phén khac khdng b(x) ndo ¢ bac nhd hon 8 thi phan ti nghich ddo ctia b(x) ky higu 1a b™(x), c6 thé tim duoc
nhw sau: Thuét toan O'colit [7] mé rong duoc sir dung dé tinh ra da thirc a(x) va c(x) théa man:

b(x)a(x)+m(x)c(x) =1 (4.2)
B&i vi a(x) e b(x) mod m(x) =1 cho nén

b~ (x) = a(x) mod m(x). (4.3
Hon nira, véi bt ky a(x), b(x) va ¢(x) trong truéng, ta ludn cb:
a(x)e(b(x)+c(x))=a(x)eb(x)+a(x)ec(x).

Tir d6 suy ra réing, tap hop 256 gia tri byte co thé voi phép toan XOR va phép nhén dugc dinh nghia nhw
trén sé c6 cAu tric clia trwdmg hiru han GF(2%).

5.2.1 Phép nhan véi x

Nhan mét da thire nhi phan dwoc dinh nghia trong diéu (3.1) véi da thire x s& cho két qua 1a da thirc:

1"
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b7x® + bex” + bsx® + bax® + bax® + box® + bix? + by X. (4.4)

C6 thé tim duoc két qua clia x « b(x) bdng cach rit gon két qua trén theo modulo m(x) nhie dinh nghfa & (4.1).
Néu b7 = 0 thi két qua da & dang rit gon. Néu by = 1 thi sw nit gon dat dwoc bing cach triv di (trc |a phép
XOR) v6i da thire m(x). Tir d6 suy ra, phép nhan véi x (tre la x ¢6 gia tri {00000010} hodc {02}) c6 thé dwoc
thire thi & mirc byte nhur 1 mét phép dich trai va mét phép toan XOR ¢é diéu kién & mirc bit véi {1b}. Phép
toan trén byte nay ky hiéu 1a xt ime (). Phép nhan véi Iy thira cao hon cla x ¢6 thé duoc thuc hién theo
c4ch ap dung I3p lai ham xtime (). B&ng cach cdng cac két qua trung gian cé thé thire hién phép nhan véi
mét byte bat ky.

Chéng han, {57} ¢ {13} = {fe} vi:

(57} ¢ {02} =xtime({57})={ae}

{57} # {04} = xtime({ae}) = {47}

(57} {08} =xtime({47))={8e}

{57} #{10} = xtime({8e})= {07},

Do d6,

{57}« {13} = {57} « ({01} ® {02} & {10})

= {57} @ {ac} @ {07}

= {fe).

5.3 Da thirc v&i cac hé sb trén treong GF(2%)

Da thirc bdn hang tir c6 thé dwoe xac dinh voi cac hé sb Ia cac phén tlr trén tredmg hivu han cb dang:
a(x)=a,x’ +a,x’ +a,x+a, (4.5).

Pa thirc nay sé dwoc ky hiéu nhie mét tlr co dang [ao , a1, a2, @3 ]. Cha y réing cac da thirc trong phdn nay
khéc v6i cac da thire st dung khi dinh nghfa vé cac phén tir trén tredng hiru han, méc du ¢ hai dang da
thirc déu st dung cling mét bién x. Cac hé s clia da thirc trong phan ndy ban than da Ia cac phén tlr trén
tredmg hru han, gia tri clia ching 1a c4c byte thay vi céc bit. Ngoai ra, phép nhan cac da thirc bén hang tir
st dung mét da thirc rit gon khéc s& dugc xac dinh duéi day. Sy khac biét ndy s& duoc lam sang rd trong
trromg hop cu thé.

Dé minh hoa cho cac phép cdng va phép nhan da thirc, gia str:
b(x)=b,x* +b,x* +b,x+b, (4.6)

14 mét da thirc bdn hang t& thir hai. Phép cdng duoc thic hién bing cach cong cac hé sb trén tredmg hiru
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han twong (rng ciing bac véi x. Phép cdng nay twong duong véi mét phép toan XOR gilra cac byte twong
(rng trong méi tir, n6i cach khac la mdt phép XOR clia cac gia trj tir day dh.

Tir (4.5) va (4.6), ta co :
a(x)+b(x) = (8 ® by)X° + (@, B b, )X + (a Dby )x + (3 Dby) @7

Phép nhan dwoc thye hién qua hai buéc. Budc thir nhét, thiwe hién khai trién dai sb. Sau d6, gdp cac sb
hang cling bac. Két qua cho ta tich:

C(x) = CgX° + X + C, X' + X3+ C, ) + ¢ X + ¢, (4.8)

Trong dé:
Co=8y°bh, C,=a,eb,®a,eb,Da, b,
c,=a,*b,®a,eb, Cs=aseb,Da,eb,
C,=a,eb,®a,eb Da,eb, c6 =a3 «b3 4.9)

c3 =a3 eb0 ®a2 ebl ©al eb2 @al «b3

Két qua thu dworc, c(x) khdng bidu dién duoc bang mét tir 4 byte. Do d6, budrc thir hai la thyre hién phép nhan
it gon ¢(x) theo modulo da thirc bac 4. Két qua ¢ thé rit gon thanh mdt da thirc c6 bac nhd hon 4. Déi voi
thuit toan AES, da thirc nay 1a x* + 1, vi thé:

x' mod(x* +1) = x'™** (4.10)

Phép nhan modulo gira a(x) va b(x) ky hiéu 1a a(x) ® b(x) cho két qua Ia mét da thirc bdn hang tir d(x):
d(X) = dyx® + dyP + d,x +d, (4.11)

trong do:

dy = (a, *b,)® (a, b,)® (a, o b,) B (a, e by)

d, =(a, *b,)® (a, *b,)® (a, o b,) ®(a, o b,)

d, =(a, ob,)®(a, eb,)® (a5 +b,) D (a, o b,) 4.12)
dy=(aseby)®(aseb)®(a;eb,)®(a eb;)

Khi a(x) 1a mét da thirc ¢b dinh thi phép toan chi ra trong bidu thire (4.11) c6 thé dwoc viét dwdi dang ma tran
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nhw sau:
d, a,a; a, a, || b,
d, a, a, a; a, || b,
= (4.13)
d, a, a a,a, | b
d, a; a, a, a, || b,

Do x* +1 khong phai la da thirc bt kha quy trén trdmg GF(2°%) nén phép nhan véi mét da thirc bét ky bén
hang tr khong nhét thiét phai cé tinh kha nghich. Tuy nhién, thuét toan AES sir dung mdt da thirc cb dinh bdn
hang t&r ma phép nhén véi né ¢6 tinh kha nghich (xem Phén 6.1.3 va Phan 6.3.3), d6 1a da thirc:

a(x) = {03)x> +{01)x* + {01)x + {02} (4.14)
a'(x) = (0o} + {0d}x? + {09)x + {0e). (4.15)

MGt da thirc khac dwgc st dung trong thuat toan AES (xem thém vé ham RotWord () trong Phén 5.2) c6 ap=
ay = ap = {00} and a3 = {01} |a da thirc x°. Xem ky biéu thirc (4.13) ta thdy réng hiéu qua ciia n6 1a & chd n6
bién ddi mét tir dAu vao thanh mét tir d4u ra bing phép quay vong byte. Nghia la [bo, b1, bz, ba] dugc chuyén
thanh [b1, bz, bs, bo].

6 Quy djnh thuat toan

Déi v&i thuat toan AES, dd dai ciia khéi du vao, khdi diu ra va Trang thai déu la 128 bit. Nhw vay Nb =
412 sb lwgng céc tir 32 bit (s cot) clia Trang thai.

Trong thuat toan AES, do dai Khéa ma K c6 thé 1a 128, 192 hodic 256 bit. D) dai khéa dugc biéu dién bang
mdt sé Nk = 4, 6, hoac 8 thé hién sé lwgng cac tir 32 bit (sb cdt) ciia Khéa ma.

Déi voi thuat toan AES, sé vong dugce thay ddi trong qua trinh thire thi thuat toan phy thude vao kich c& khéa.
S vong nay dwoc ky hiéu 1a Nr, trong AES, Nr = 10 khi Nk = 4, Nr= 12 khi Nk = 6 va Nr = 14 khi Nk = 8.

Céc td hop Khéa-Khéi-Vong phu hop déi véi tiéu chuin nay cho béi Hinh 4. Viéc thyc thi cy thé thuét
toan c6 lién quan dén do dai khoa, kich c& khdi va sb vong nén xem thém diéu 6.3.

Do daikhoéa| Do dai khéi Sé vong
(Nk tir) (Nb tiz) (Nr)
AES-128 4 4 10
AES-192 6 4 12
AES-256 8 4 14

Hinh 4 - Cac td hop Khéa - Khéi - Vong

Péi v&i Phép ma hoa va Phép gidi ma, thuat toan AES str dung mdt ham vong gdm bdn phép bién dbi byte:
1) phép thay thé byte str dung mét bang thay thé (Hop-S), 2) phép dich chuyén hang ctia mang Trang théi
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theo cac offset khac nhau, 3) phép tron di liéu trong mbi cdt clia mang Trang thai, 4) phép cong Khéa vong
vao Trang thai. Cac phép bién ddi nay (ciing nhw phép nghich ddo ctia chiing) dugc mé ta trong didu 5.1.1 —
51.4vab53.1-534.

Phép méa hoa va Phép gidi ma dugc mé ta & diéu 5.1 va diéu 5.3, Lugc 4 khda s& duge md ta & diéu 5.2.
6.1 Phép mahoa

Tai thoi diém bét dAu Phép ma hoa, dau vao dwoc sao vao mang Trang thai str dung cac quy wdc damo ta &
diéu 3.4. Sau phép cdng Khoa vong khdi dau, mang Trang thai dugc bién ddi bang cach thire thi mdt ham
vong lién tiép voi s6 13n vong 3p 10, 12 hoic 14 (phu thudc vao do dai khoa), vong cudi cling khéc biét khong
dang k& v&i Nr-1 vong dau tién. Trang thai cudi ciing dwoc chuyén thanh dau ra nhw da mé ta & diéu 3.4.

Ham vong dugc tham sb héa bling cach str dung mét lugre 46 khda 1a mang mdt chiu chira céc tir bbn byte
nhan tir phép M& rong khda méd ta & diéu 5.2.

Phép ma héa dwgc md ta theo dang twa ma & Hinh 5. Cac phép bién ddi cy thé - SubBytes(),
ShiftRows (), MixColumns () v3 AddRoundKey () - dung dé xi ly Trang théi dugc md ta & cac myc
tiép theo. O' Hinh 5, mang w[] ¢6 chira mét lrgc db khda sé& dwge md ta & didu 5.2.

Cipher (byte in[4*Nb], byte out[4*Nb], word w[Nb* (Nr+l)])
begin

byte state[4,Nb]

state = in

AddRoundKey (state, w[0,Nb-1]) //¥em phén 5.1.4

for round = 1 step 1 to Nr-1
SubBytes (state) //¥em phén 5.1.1
ShiftRows (state) //¥em phén 5.1.2
MixColumns (state) //¥em phén 5.1.3
AddRoundKey (state, w[round*Nb, (round+l)*Nb-1])

end for

SubBytes (state)

ShiftRows (state)
AddRoundKey (state, w[Nr*Nb, (Nr+l)*Nb-1])
out = state

end

Hinh 5 - Doan twa ma cho Phép ma héa'

Nhw chiing ta da thdy & Hinh 5, tét ca Nr vong 1a gibng hét nhau chi ¢ ngoai 1€ & vong cubi cling, vong nay
khéng c6 phép bién @6i MixColumns () .

Phu lyc B trinh bay mét vi du v& Phép ma héa, chi ra cu thé c4c gia tri clia mang Trang théi tai thoi diém bét
d4u méi vong va sau khi 4p dyng bdn phép bién déi.

' Mat sb phép bién ddi (vd: SubBytes(), ShiftRows(),...) thao tac trén mang Trang thai dugc tham chiéu bdi con tré “state”.
Phép bién ddi AddRoundKey() str dung mot con trd khac dé tham chiéu dén Khéa vong.
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6.1.1 Phép bién dbdi SubBytes ()

Phép bién ddi subBytes () la mot phép thay thé phi tuyén dwoc thye hién doc lap trén mai byte clia Trang
thai str dung mdt bang thay thé (Hop-S). Hop-S nay c6 tinh kha nghich dwoc tao bdi hai Phép bién ddi (Hinh

7) sau:

1. Phép nghich dao trén trudng hiru han GF(2®%), m ta & didu 4.2, trong d6 phén tir {00} duroc anh xa vao

chinh né.

2. Ap dung phép bién ddi affine (trén trwomg GF(2)) sau:

b'i = b] @ bﬁqma @ bmsmg Qb(hﬁmae b(i+?}md3 @ G

(6.1)

voi 0 < i< 8, trong d6 b;la bit thr i trong byte va ¢;1a bit thir i clia mdt byte ¢ co gia tri 1a {63} hodc
{01100011}. Tir day vé sau, ddu phay trén cac bién (vi du b) co nghia la bién da dwoc cap nhat mét gia tri

né&m phia bén phai.

O dang ma trén, phén tr clia phép bién ddi affine trong Hop-S ¢6 thé biéu dién nhw sau:

r b,o

(10001 111]

11000111
11100011
11110001
11111000
01111100
oo111110
00011111

by

1

1
0
0
0
1
1
0

(6.2)

Hinh 6 minh hoa tac ddng clia Phép bién dbi SubBytes () I&n Trang thai

Sre

16

Hop-S




TCVN 7816 : 2007

Soo [ Sot | Soz | Soa S'oo | S'o1 | So2 | S'oa
Hinh 6 - Phép
S10 | S11 [S12 | S S10 | S [Sh2 | Sha
S0 | S21 | S22 | Se3 S20 | S21 | S22 | S2a3
S30 | Sa1 | S32 | Sa3 S'30 | S'31 | S22 | S'aa

SubBytes () ap dung HOp-S vao médi byte clia Trang thai

Hop-S st dung trong Phép bién ddi subBytes () dwgc trinh bay & dang thap luc phan nhuw trong Hinh 7. Vi
dy, néu s, , ={53), thi gi4 tri thay thé dwoc x4c dinh bdi vi tri giao clia hang sb “5” va cft sb “3” trong Hinh 7.
Diéu nay cho két qua s’y s1a {ed

3

0 1 2 3 4 5 [ 7 8 9 a b c d e f
63| 7c| 77| 7Tb| £2| 6b| 6f| 5| 30| 01| 67| 2b| fe| d7| ab| 76
ca| 82| c9| 7d| fa| 59| 47| £f0| ad| d4| a2| af| 9c| ad| 72| cO
b7| fd| 93| 26| 36| 3f| f7| cc| 34| a5| e5| f1| 71| d8| 31| 15
04| c7| 23| 3| 18| 96| 05| 9%a| 07| 12| 80| e2| eb| 27| b2| 75
09| 83| 2¢c| la| 1b| 6e| 5a| a0| 52| 3b| d6| b3| 29| e3| 2f| 84
53| di| 00| ed| 20| fc| bl| 5b| 6a| cb| be| 39| 4a|l 4c| 58| cf

02
da
Te

d0| ef| aa| fb| 43| 4d| 33| 85| 45| f£9 T£| 50| 3c| 9f| a8
51| a3| 40| 8f| 92| 9d| 38| £f5| bec| bé 21| 10| f££f| £3| d2
cd| Oc| 13| ec| 5f]| 97| 44| 17| c4| a7 3d| 64| 5d| 19| 73
60| Bl| 4f| dc| 22| 2a| 90| 88| 46| ee| b8| 14| de| Se| 0Ob| db
el| 32| 3a| Oa| 49| 06| 24| 5c| c2| d3| ac| 62| 91| 95| e4| 79
e?| c8| 37| 6d| 8d| d5| 4e| a9| 6¢| 56| f4| ea| 65| 7a| ae| 08
ba| 78| 25| 2e| 1lc| a6| bd4| c6| e8| dd| 74| 1f| 4b| bd| 8b| 8a
70| 3e| b5| 66| 48| 03| f6| Oe| 61| 35| 57| b9 86| cl| 1d| B9e
el| £f8| 98| 11| 69| d9| B8e| 94| 9b| le| 87| e9| ce| 55| 28| df
8c| al| 89| 0d| bf| e6| 42| 68| 41| 99| 2d| O0f| bO| 54| bb| 16

Hinh 7 - Hop-S: cac gia trj thay thé cho byte {xy) (theo dang thap luc phan)

min o |0 lvjo|djloalne WNEO
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6.1.2 Phép bién ddi ShiftRows ()

Trong phép bién ddi ShiftRows (), cac byte & ba hang cudi clia Trang thai duoc dich vong theo sb lvong
byte khac nhau (cac offset). Hang dau tién, r = 0, khdng dwoc dich chuyén.

Cu thé, Phép bién dbi ShiftRows () thwc hién nhw sau:

S're = Sy, e+ shinrbymoa Ny VO 0 <r<4va0<c<Nb (6.3)

trong d6 gia tri dich chuyén shift(r,Nb) phu thudc vao sbé lwgng hang r, nhw sau (cht y ring Nb = 4):
shift(1,4) =1; shift(2,4) = 2; shift(3,4)=3 (54)

Hé qua clia viéc ndy la di chuyén cac byte tir vi tri thap clia hang (1a cac gia trj thdp clia ¢ trong mét hang da
cho), trong khi cac byte “th&p nhét” dwgc dwa 1én trén clng clia hang (cac gia tri cao cla ¢ trong mét hang da
cho).

Hinh 8 minh hoa Phép bién ddi ShiftRows ().

/ ShiftRow ()

Sro | Ser | Sn2 | Ses Sho | 8t | Sh2 | shs

So0 | Sor | Soz | Sos Soo | So1 | Soz | Sos

S10 | S11 | S1,2 | S13 S11 | S1.2 | S1.3 | S1e0

Sz20 | S21 | S22 | S23 S22 | S23 | S20 | Sz1

S30 | S31 | S32 | S33 S33 | S30 | S31 | S32

Hinh 8 - Céac phép dich vong trong shiftRows () d6i v&i ba hang cudi ciia ma Trang thai

6.1.3 Phép bién ddi MixColumns ()

Phép bién dbi MixColumns () trén Trang thai duoc thuc hién theo tirng cdt, nghia la mdi cot duwoc xem nhw
I& mét da thirc 4 hang tlr dugc méd t3 & diéu 4.3. Cac cdt dugc coi la cac da thire trén trudmg GF{ZBJ va dugc
nhan theo modulo x* + 1 v&i mét da thirc ¢b dinh a(x) sau day:

a(x) = {03)}x° + {01} + {01)x + {02} (5.5)
Nhu da mé t3 & diéu 4.3, didu nay co thé biéu dién dwéi dang mot phép nhan ma trén.
Gid st §'(x) = a(x) ® s(x):
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S| 102030101 (s,

s\, | |01020301]s,
sy | [01010203]s,, v6i0 < c < Nb. (5.6)
s5c | [03010102]s,,

O két qua clia phép nhan nay, bon byte trong mot cot dworc thay thé nhw sau:
Sp. = ({02} #5,.) ® ({03} »s, ) B S2c P Sy
St =S0c® ({02} #51c) ® ({03} 95,0 ) D85
S2.c =S0.cD $1.® ({02} #52) D ({03} 055 )
Ssc=({03} 050 ) D81 DSsc D ({02} @83 ).

Hinh 9 minh hoa Phép bién ddi MixColumns ().

MixColumns ()
So.e ) S'oc , ,
So.0 So2 | Sos S0 So2 | Soa
Sf’g S ,T.C
S1,0 S12 | S13 S0 S12 | S13
S2¢ S,Zc
S20 S22 | S23 8%0 - S22 | 823
S3c S3c
S30 . : S32 | S33 S30 Y : S32 | Sa3

Hinh 9 - Phép MixColumns () thao tac trén Trang thai theo cach cot-ct
6.1.4 Phép bién ddi AddRoundKey ()

Trong Phép bién ddi AddRoundKey (), mdt Khda vong dugre cdng véi Trang thai bang mot phép toan XOR
don gidn trén bit. MGi Khéa vong bao gdm Nb tir nhan duwgc tlr luge dd khoa (md ta & didu 5.2). Nb tir nay
duge cdng véi cac cbt clia Trang thai sao cho:

[S'0c18"1c18'2¢1 83 I =[S0.cr Ster Sz 3. )D [Weoungenwsc] v3i 0 < c < Nb (5.7)

Trong d6, [wi] la cac tir clia Iwgc dd khda md ta & diéu 5.2, round 1a mdt gia tri ndm trong 0< round < Nr. Béi
v&i Phép ma hoa, Phép cong Khoa vong ban dau xay ra khi round = 0, trére khi ap dung I&n dau ham vong
(xem Hinh 5). Viéc ap dung Phép bién ddi AddRoundKey () theo Nr vong clia Phép ma héa xdy ra khi 1 <
round <Nr.

Cac thao tac clia Phép bién dbi nay dwoe minh hoa & Hinh 10, trong d6 / = round * Nb. Dia chi byte trong cac
tir clia lwge dd khoa dwge md ta & didu 3.1.

19



TCVN 7816 : 2007

! = round * Nb

'SO.C W"‘C — S,O,C
So.0 Soz | Sos il [~ | SPo Sz | Sos
s S1.c o= {' @ pr S Y s
1.0 - 1.3 1.0 1.2 1.3
Szc Wi e | Wis = 2 [~ .
S20 S22 | Sa3 S20 - S22 | S23
S3c ) S3c - )
S30 v S32 | Sas S30 ; . S32 | S33

Hinh 10 - Phép AddRoundKey () thwc hién XOR méi cdt cua Trang thai véi mét tir cua
Iwgc db khoa

6.2 Mo&rong khoéa

Thuét toan AES nhan vao mét Khéa ma K va thire hién phép Mé rong khéa dé tao ra mot legre @b khoéa. Phép
M& rdng khoa tao ra tdng sé Nb (Nr + 1) tir: thuat toan yéu ciu mdt tap khdi tao gdm Nb tir va mdi trong sé
Nr vong doi hoi Nb tir 1am di liéu khéa dau vao. Lugce dd khéa cudi clng 1a mot mang tuyén tinh cac tir 4
byte ky hiéu la [w;], v&i i n&m trong khodng 0 < i< Nb(Nr+ 1).

Qua trinh m& rong khéa dau vao thanh Iwoc dé khoa dwoc biéu dién & dang twa ma nhu Hinh 11.

SubWord () la mdt ham nhan mét tir 4 byte lam dau vao va ap dung Hop-S (Phén 5.1.1 Hinh 7) dbi v&i mbi
byte d& tao thanh dau ra la mdt tlr. Him RotWoxrd () nhan mét tir [ap,a1,82,a3] ldm dau vao, thye hién phép
hoan vi tun hoan va cho két qua dau ra Ia mét tir [a1,82,83,80). Mang t&r hdng sé vong Reon[i]chra cac
gia tri dwoc cho bdi [¥{00},{00},{00)], v&i x* 12 Ity thira ciia x (x dwgc Ky hiéu la {02}) trong trudng
GF(2®%) nhw 82 md ta & didu 4.2 (chd ¥ i bt dAu tir 1 chir khdng phai tir 0).

Hinh 11 cho thdy ring Nk tir dAu tién clia khéa mé rdng dugrc lap ddy bdi Khéa ma. Mi tir tiép sau d6 (w{i))
déu twong duwong voi phép XOR clia tir trwdc do (w]i-1]) voi tle tredrec 6 Nk vi tri (w{i-Nk]). DS véi cac tir
& cac vi tri 1a bdi sb clia Nk thi mdt phép bién ddi dwoc ap dung cho wii-1] tneéc khi duge XOR, tiép d6 mot
phép XOR véi hiing clia vong Reon[i] dwoc ap dung. Phép bién ddi nay bao gdm mét phép dich vong clia
cac byte trong mét tir (RotWord()), tiép dén ap dung mét phép tra bang cho ca bdn byte cua tir
(SubWord () ).

Mt chii y quan trong 1a phép M& rong khéa cho cac Khéa méa 256 bit (Nk = 8) ¢6 sty khac biét khdng dang ké so
v6i phép M& rong khda cho cac Khéa ma 128 va 192 bit. Néu Nk = 8 va i-4 la bdi sé cia Nk thi ham
SubWord () dwgc ap dung cho w{i-1] trwée khi ap dung XOR.
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KeyExpansion (byte key[4*Nk], word w[Nb* (Nr+l)], Nk)
begin
word temp

i=0

while (i < Nk)
w[i] = word(key[4*i], key[4*i+l], key[4*i+2], key[4*i+3])
i = i+l

end while i = Nk

while (i < Nb * (Nr+l)]
temp = w[i-1]
if (i mod Nk = 0)
temp = SubWord (RotWord(temp)) xor Rcon[i/Nk]
else if (Nk > 6 and i mod Nk = 4)
temp = SubWord (temp)

end if
w[i] = w[i-Nk] xor temp
i=41i+1

end while

end

Ché y: Khéng phai tdt ca gid tri Nk = 4, 6 va 8 déu duoc thyc thi, ching duge dua
vao cau 1énh diéu ki&n & trén cho gon. Cac yéu cdu thyc thi cu thé déi véi Khéa ma
dugc trinh bay & Phan 6.1.

Hinh 11 - Twa ma cho phép M& rong khéa?

Phy lyc A sé trinh bay cac vi dy vé phép M& rdng khoa.
6.3 Phép giai ma

Céc phép bién ddi trong Phép ma héa & didu 5.1 co thé dwoc dao nguoc va sau d6 thuc thi theo chidu
nguoc lai nham tao ra Phép gidi mé tryc tiép clia thuat toan AES. Céc phép bién ddi st dung trong Phép gidi
ma |a InvShiftRows (), InvSubBytes (), InvMixColumns () va AddRoundKey (), ching sé thao tac
v&i Trang thai va dwrge md ta & cac myc tiép sau day.

Phép gidi ma dworc mé ta & dang twa ma nhwr Hinh 12. Trong hinh ndy, mang w[] chira lwge dd khéa nhw da
md ta & diéu 5.2 trwdc day.

2 Céc ham (SubWord() va RotWord()) tra vé két qua 12 mét bién ddi ciia ham du vao, trong khi cac phép bién ddi trong Phép ma héa va
Phép gidi ma (ShiftRow(), SubBytes(),...) lai ién dbi mang Trang thai dugc tham chidu bdi con trd “state”.
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InvCipher (byte in[4*Nb], byte out[4*Nb], word w[Nb* (Nr+l)])
begin

byte state[4,Nb]

state = in

AddRoundKey (state, w[Nr*Nb, (Nr+l)*Nb-1]) // Xem phén 5.1.4
for round = Nr-1 step -1 downto 1
InvShiftRows (state) // ¥em phdn 5.3.1
InvSubBytes (state) // Xem phdn 5.3.2
AddRoundKey (state,w[round*Nb, (round+1) *Nb-1])
InvMixColumns (state) //¥em phin5.3.3
end for

InvShiftRows (state)
InvSubBytes (state)
AddRoundKey (state, w([0, Nb-1])

out = state
end

Hinh 12 - Twa ma vé Phép gidi ma®
6.3.1 Phép bién ddi InvShiftRows ()

Phép bién ddi InvshiftRows () Ia phép bién ddi nguoc ciia ShiftRows () . Cac byte trong ba tir cudi clia
Trang thai dwoc dich vong theo sb byte khac nhau (offset). O hang du tién (r =0) khéng thyrc hién phép
chuyén dich. Ba hang du6i ciing dugc dich vong Nb — shift(r, Nb) byte, trong d6 shift(r, Nb) phy thudc vao sé
dong nhéan dugc tir hé thirc (5.4) (xem didu 6.1.2).

Cu thé, phép bién dbi InvShiftRows () duoc thire hién nhu sau:
Si,(c + shiirNb) modib = S VO 0 <r<4va0<c<Nb (6.8)

Hinh 13 minh hoa phép bién dbi InvshiftRows () .

3 Mot s8 phép bidn dbi (vd: InvSubBytes(), InvShiftRows()....) thao tac trén mang Trang thai dugre tham chidu béi con trd “state”. Phép bibn di AddRoundKey() sir dyng mét
con tré khéc dé tham chiéu dén Knoa vong

22



TCVN 7816 : 2007

l/////////, InvShiftRow()

Sro Sr1 Sp,2 Sr3 Sho | Shr | Sh2 | Sta

Soo | So1 | Soz | Sos Spo | So1 | So2 | Sos

S10 | S1.1 | S12 | S13 S13 | S10 | S1.1 | S12

Szo | Sz21 | S22 | Sa3 S22 | S23 | S20 | Sz

S30 | Sar | S3z2 | Sa3 S31 | S32 | Ss3 | Sae

Hinh 13 - Ham InvShiftRows () chuyén djch vong ba hang cudi clia ma Trang thai
6.3.2 Phép bién ddi InvSubBytes ()

Phép bién ddi InvsubBytes () la nghich ddo clia phép thay thé theo byte SubBytes (), trong d6 st dyng
mét Hop-S nghich &p dung cho méi byte clia Trang thai. Diéu nay dat dwoc bing cach 4p dung phép nguoc
clia phép bién ddi affine (5.1) sau khi thyc hién phép nghich dao trén treong GF(2°) cho bdi bang dudi.

Hop-S nghich st dung trong phép bién dbi InvsubBytes () duwoc trinh bay & Hinh 14.

Yy
0 1 2 3 4 5 6 7 8 9 a b c d e
52| 09| 6a| dS5| 30| 36| a5| 38| bf| 40| a3| 9e| 81| £3| 47
Jc| e3]| 39| 82| 9b| 2f| ff| 87| 34| Be| 43| 44| c4| de| e9
54| 7Tb| 94| 32| a6| c2| 23| 3d| ee| 4c| 95| Ob| 42| fa| c3
08| 2e| al| 66| 28| d9| 24| b2| 76| 5b| a2| 49| 6d| 8b| d1| 25
72| f8| f6| 64| 86| 68| 98| 16| d4| ad| Sc| cec| 5d| 65| b6| 92
6c| 70| 48| 50| fd| ed| b9| da| Se| 15| 46| 57| a7| 8d| 9d| 84
90| d8| ab| 00| B8¢c| bec| d3| Oa| £f7| ed4| 58| 05| b8| b3| 45| 06
do| 2c| le| Bf| ca| 3f| 0f| 02| c1l| af| bd| 03| 01| 13| 8a| 6b
3al 91| 11| 41| 4f| 67| dc| ea| 97| £2| cf| ce| f0| bd| e6| 73
96| ac| 74| 22| e7| ad| 35| 85| e2| £f9| 37| e8| 1c| 75| df| 6e
47| £1| la| 71| 1d| 29| c5| 89| 6f| b7| 62| Oe| aa| 18| be| 1b
fc| 56| 3e| 4b| c6| d2| 79| 20| 9a| db| c0| fe| 78| cd| 5a| f4
1f| dd| a8| 33| 88| 07| e7| 31| bl| 12| 10| 59| 27| 80| ec| S5f
60| 51| 7f£| a9| 19| b5| 4a| 0d| 2d| e5| 7a| 9f| 93| c9| 9c| ef
a0| e0| 3b| 4d| ae| 2a| £5| b0| c8| eb| bb| 3c| 83| 53| 99| 61
17| 2b| 04| 7e| ba| 77| d6| 26| el| 69| 14| 63| 55| 21| Oc| 7d

Hinh 14 - Hp-S nghjch: thay thé cac gia tri theo byte {xy} (dang thap luc phan)

o |&[B™

=
oo | (wio|djo|jnea|lw|vik o

6.3.3 Phép bién ddi InvMixColumns ()

Phép bién déi InvMixColumns () |4 phép bién ddi nguoc clia MixColumns () . InvMixColumns () thao
tac theo tirng cft clia Trang thai, xem mé&i cot nhw mét da thirc bdn hang t&r da néi & diéu 4.3. Cac ot duoc
coi nhw cac da thiee trén treomg GF(28) va dugce nhan theo
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modulo x* + 1 v&i da thirc nghich dao ctia a(x) 1a a '(x) , tirc 1a:

a™'(x) = {ob)x® + {0d}x® + {09)x + {0e} (5.9)

Nhw da md ta & didu 4.3, n6 c6 thé dwoc biéu dién nhw mét phép nhan ma tran s'(x) = a™' (x) ® s(x) nhw sau:

s' Oe 0b 0d 09| s,

O

St 09 Oe 0b 0d || s,

o

o

.£

sy | |0d 09 0e 0b| s
s3. | |0b0d 09 0e| s,

voi 0 <c <Nb. (5.10)

2.

& két qua clia phép nhan, bdn byte trong mét ct dwoc thay thé boi:
She = {0e}e  s,.)®({0b}es, )@ ({0d}e s,.) ® ({09} e Ssc)
S1e =({09} @ 50.) ® ({0} @ 51c) @ ({Ob} @ S50 ) D ({0d} » S3.¢)

S2c = (0d} e Soc) ® ({09}  $1.c) ® ({0} » Sc) ® ({0b} @ S3.c)

s1c =({0b} 50, ) ® ({0c} ¢ 1) @ (09} * 52) @ ({Oe} # 55 )
6.3.4 Phép bién ddi nghich clia AddRoundKey ()

Phép bién ddi AddRoundKey () da duoc dé cap & diéu 5.1.4 1a mét phép bién ddi thuan nghich vi n6 chi ap
dung mét phép toan XOR nén né dwgc thye hién nhw nhau & Phép ma hoa va Phép gidi ma.

6.3.5 Phép gidi ma twong dwong

Trong Phép gidi ma trinh bay & diéu 5.3 va Hinh 12, thi tw cla cac phép bién dbi khac véi thir ty ctia cac
phép bién ddi clla Phép ma hoa, trong khi d6 khudn dang Iwgc dd khoéa cho qué trinh méa héa va gidi ma
khdng thay ddi. Tuy nhién, mét sb tinh chét clia thuat toan AES cho phép thurc hién mot Phép gidi ma twong
dwong c6 cling thr ty cac phép bién ddi nhu trong Phép ma héa (cac bién ddi dwoc thay biing cac phép bién
ddi ngugc). Co thé thire hign didu ndy 1a nhé mdt thay ddi trong lwge dd khéa.

Hai tinh chét cAu thanh mét Phép gidi ma twong dwong la:

Tinh giao hoan gitra hai phép bién ddi SubBytes () va ShiftRows (). Tinh chit nay néi Ién ring viéc
thire hién phép bién dbi subBytes () tréc rdi thue hién ShiftRows () cling twong dwong véi viéc thue
hién ShiftRows () trwdc rdi thye hién SubBytes () . Didu nay cling ding véi  phép nghich déo clia chiing
InvSubBytes () va InvShiftRows.

Céc phép toan trén cot MixColumns () va InvMixColumns () la tuyén tinh déi véi dau vao cot, nghia la:

InvMixColumns (state XOR Round Key) =
InvMixColumns (state) XOR InvMixColumns (Round Key) .
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Cac tinh chét ndy cho phép ddo nguoc thir ty cla cac phép bién ddi InvSubBytes()va
InvShiftRows () . Thi? ty clia cac phép bién ddi AddRoundKey () va InvMixColumns ()clng c6 thé ddo
nguoc voi diéu kién dam béo rdng cac oot (tlr) clia lwgc dd khéa gidi ma duoc stra ddi bang cach str dung
phép bién ddi InvMixColumns ().

Phép giai ma twong duong dugc xac dinh bang cach ddo thi tyw clia phép bién ddi InvSubBytes () va
InvShiftRows() cho nhau nhy Hinh 12 va ddo thi ty clia phép bién ddi AddRoundKey() va
InvMixColumns () dugc sir dung trong “vong 13p” for round =1 to Nr-1 sau khi stra ddi 1an dau lugc dd
khéa ma str dung phép bién dbi InvMixColumns () . Theo phuwong phap ndy, Nb tir dau tién va cudi cling
trong lwoc 3 khda méa sé khdng bi stra ddi.

Dra trén cac thay ddi nay, Phép gidi ma twong dwong nhéan dwgc dua ra mét ciu tric hiéu qua hon Phép
gidi ma da mo ta & diéu 5.3 va Hinh 12. Twa ma clia Phép gidi ma tuwong duwong cho bdi Hinh 15 (mang tir
dw[] chira lvoc dd khéa ma da sira dbi. Viec sira ddi phép M rdng khda cling dugre cho bdi Hinh 15).

EqInvCipher (byte in[4*Nb], byte out[4*Nb], word dw[Nb* (Nr+l)])
begin
byte state([4,Nb]

state = in
AddRoundKey (state, dw[Nr*Nb, (Nr+l)*Nb-1])

for round = Nr-1 step -1 downto 1

InvSubBytes (state)

InvShiftRows (state)

InvMixColumns (state)

AddRoundKey (state, dw[round*Nb, (round+l)*Nb-1])
end for

InvSubBytes (state)
InvShiftRows (state)
AddRoundKey (state, dw[0, Nb-1])

out = state end

/* pbi véi Phép giai md tuong duong, doan gia ma sau dugc thém vio phdn cubi cua
phép Mé réng khoda (diéu 5.2) */

for i = 0 step 1 to (Nr+l)*Nb-1
dw([i] = w[i]
end for

for round = 1 step 1 to Nr-1
InvMixColumns (dw[round*Nb, (round+l)*Nb-1])
//cha ¥ sy thay ddi kiéu

end for

Cht ¢ rdng, vi InvMixColumns thao tac trén mdt mang byte hai chiéu trong khi cac
Khéa véng lai dugc gil trong mang cac tir, 1oi goi InvMixC clumns() ¢ doan md@ nay
bao gdm ca viéc thay ddi kiéu (tuc la, dau vao cua InvMixColumns thuéng ld mang
Trang thdi, ndé dugc coi nhu mdt miang byte hai chiéu trong khi ddu vao ¢ day lai la
Khéa vong dugc tinh nhu mdt mang clia cac tl mdét chiéu).

Hinh 15 - Twa ma ctia Phép giai ma twong dwong
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7 Cac van dé thwec thi
7.1 Yéu cu vé do dai khoa

M3i thire thi cu thé clia thut toan AES sé hé tro it nhat mt trong ba d dai khéa chi ra trong diéu 5: 128, 192
hodc 256 bit (nhw vay, Nk = 4, 6 hodc 8). Cac cai dat co thé tly chon hé tro' hai hodic ba do dai khéa, chiing
6 thé tang thém tinh twong tac cho cac cai dat thuat toan.

7.2 Cac han ché vé khéa

Chura phét hién ra khéa yéu hodc khéa ban yéu ddi véi thuat toan AES va khdng o6 han ché nao déi véi viec
Iwra chon khoa.

7.3 Tham sé héa Do dai khéa, Kich c& khéi va Sé vong lap

Tiéu chudn nay dinh ra cy thé cac gié trj dwgc phép dung cho chiéu dai khéa (Nk), kich c& khdi (Nb) va sé
lwong vong 18p (Nr) nhw Hinh 4. Tuy nhién, cac xac nhan lai trong twong lai cla tiéu chudn nay cé thé bao
gdm nhirng thay ddi hoac bd sung déi véi cac gia tri cho phép clia tham sb nay. B&i vay, ngudi cai dat co thé
Ia chon dé thiét ké cai @&t AES clia ho tinh d@én sy mém déo trong twong lai. Vi thé, trong qua trinh thyc thi
thuét toan AES nén Ia chon céach thiét ké c6 tinh linh hoat mong muén.

7.4 Cac dé xuét thire thi ddi véi cac nén khac nhau

Trong nhiéu trémg hop, rat co kha nang Ia sy khac nhau trong thie thi thuat toan anh hudmng dén hiéu ning
hodc cac vu diém khac cia thuat toan. Cho truéc cling mét khéa va di liéu dau vao (ban rd hodc ban ma),
mét cai dat ndo d6 sinh ra cling mot dau ra (ban ma hodc rd) nhw thuat toan da mo ta trong chuin nay déu
duwoc coi la mét thye thi chap nhan duoc clia AES.

Cac dé xuét vé viéc lam thé nao dé thye thi hiéu qua thuat toan AES trén cac nén khac nhau duoc trinh bay
trong tai liéu tham khéo [3] va mdt sé bai béo trong tai liéu tham khao [1).

7.5 Mot sb chi din dé thiee thi thuat toan
7.5.1 Céac ché do hoat dong clia AES

Khi cai dat thuat toan ma AES ngudi ta thudng khdng str dung & dang nguyén gbc. AES thuwdng hoat déng &
bén ché b co ban clia ma khéi n-bit (ECB, CBC, CFB va OFB) duoc quy dinh béi tiéu chuén ISO/IEC 10116
1997, Information technology — Security techniques — Modes of operation for an n-bit cipher(Céng nghé thong
tin - Ky thuét mét ma — Céc thudt todn m& hod — Phén 3 : Cac khéi mat ma). Trén co s& bén ché dd co ban
ban d4u nay ngui ta da phét trién thém mét s6 ché do khac (C6 thé trong twong lai ISO/IEC sé cdng bd
thém mdt sb ché dd hoat dong khac nira cho ma khéi. Tuy nhién, hién tai thi ISO/NEC van méi quy dinh bén
ché d6 co ban cho ma khéi ndi trén). Sau day la nhirng nét so Igc clia bdn ché do nay.

Ché do séch ma dién tir ECB (Electronic Code Book): Trong ché d6 ECB cac khéi rd duoc ma hoa doc 1ap
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nhau va khéi ma dwoc gidi ma doc lap: C, = E(M); M. = D,(C), trong d6 E, va Dy la cac phép ma hoa va giai
ma theo khoa mét K.

Ché do xich lién két khéi ma CBC (Cipher block Chaining): Trong ché d6 nay, dau tién ngudi ta tao ra mét xau
nhi phan 64 bit duwgc goi la véc-to khdi dau va thong bao cho nhau. Trong buéc dau tién khdi di liéu rd M,
dwoc cdng voi véc-to khdi dau theo phép cdng bit, két qua nhan dwoc sé duoc bién ddi qua cac phép ma
héa dé dugc dau ra la khdi ma C,. O cac budc sau, mbi khdi M; clia ban rd dugc cdng theo modulo 2 véi ban
ma trwére do Ci4 va dwgec ma hoa:

C=E{M@Cy,)
M; =D(C;) @ Ci4

Ché d6 ma lién két nguoc CFB (Cipher Feed Back): Ché d6 nay nay khac véi ché do CBC, tai budc dau tién
véc-to khdi ddu duwoc ma hoa béng Ey rdi cong theo modulo 2 véi khéi ré. Két qua thu dworc lai lam véc-to
khdi dau cho budrc tiép theo, rdi lai thire hién twong tw ché do CBC:

Gi=M @ E(Ciy)
M; =C; @ D(Ci)

Ché do déu ra lién két nguoc OFB (Output Feedback): Thuc chét clia ché do OFB |a tao ra khéa dong rdi
cdng theo modulo 2 véi ban rd. Khda dong dworc tao nhw sau: Dau tién Idy véc-to khdi dau s, rdi ma héa qua
phép mé khéi E, dugc s,. Tiép d6, s, lai dwgec mé hoa qua Ey @8 dugc s,,..va ¢ thé thye hién cho dén khi tao
duwge khéa dong cb do dai bing di liéu can ma.

M&i ché @6 st dung ma khéi trén day déu c6 wu diém va nhuoc diém riéng. Tly tirng trudng hop cy thé ma
ngudi ta la chon mét ché do str dung phi hp dép trng yéu ciu bao méat dat ra.

7.5.2 Thwe thi thuat toan AES bang phin mém

Thuét toan AES cho phép thyre thi hiéu qua béng ca phdn mém va phan cirng. Thong thwéng, véi nhirng (ing
dung khong yéu cu hiéu nang va téc do cao thi thuat toan thwong duwoc thyc thi & dang phan mém. Nguorc
lai, c6 nhirng thiét bj phan cirng chuyén dung cho phép thyrc thi thuét toan AES véi tot @6 cao va kha nang
van hanh bén virng.

Néu xét v& ngdn ngi 1ap trinh thi hién cé kha nhiéu ma ngudn thirc thi thuat toan AES duorc viét bang nhiéu
ngdbn ngt 18p trinh (Assembler, C/C++, Visual Basic, Java, C#,...) c6 thé van hanh trén nhiéu nén hé didu
hanh (Windows, Linux/Unix, Solaris,...) chay cac vi xt ly déng Intel, AMD,... Viéc Iyra chon ngdén ngir lap trinh
nao dé thé hién thuat toan AES tly thudc vao y thich va kha nang clia ngudi 1ap trinh cling nhw myc dich,
nén tang phan cirng cho phép. Chdng han, néu v&i muc dich cirng héda thuat toan thi ngudi 1ap trinh thudng
chon cac dang ngén nglr & thap nhu hop ngir Assembler. Néu huwédng téi viéc xay dwng cac thu vién mat ma
dé thuc thi trong nhan hé diéu hanh hodc siv dung béi (rng dung khac thi nguwdi lap trinh lai thwéng chon
ngdn ng C/C++. Néu thuyc thi thuat toan trong cac (ring dung dd hoa thi ngwdi 13p trinh lai thwdng chon cac
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ngdn nglr bac cao nhw Visual Basic, Visual C++, Java, C#,....Néu viét dé thuc thi thuat toan AES trén nén
web thi ngwdi 1ap trinh thwéng chon cac ngdn ngir hwéng web nhu Java, VBScript, JavaScript, C#, ...Hién
nay, trén Intemet c6 rat nhiéu ma nguédn thirc thi thuat toan AES do nhiéu tac gia viét bang nhiéu dang ngén
ng® 1ap trinh khac nhau. Tuy nhién, chung t6i khuyén cao chi nén tham khao mét s ma ngudn thuat toan
duwoc cung cAp bdi cac tac gid dang tin cay. Nén tham khdo web-site hd trg nhidu thong tin v& AES trén cac
web-site:

- http://csrc.nist.gov/archive/aes/.
- http://www.iaik.tu — graz.ac.at/research/krypto/aes/old/~rijment/rijndael/.
- http://fp.gladman.plus.com/index.htm

- http://www.openssl.org
- http://tcmm.bcy.gov.vn

7.5.3 Thec thi thuat toan AES bang phén cirng

Céc thiét bj phan cing thuc thi thuat toan AES dwgc chia lam hai dong. Dong thiét bi thir nhét dwa vao mét
hé vi x(r ly két phu vé&i hé vi x& ly chinh clia may tinh (co-processor). Thong thwdng thiét bj thuge dong nay
dworc thiét ké & dang card chuyén dung két néi qua giao dién ghép ndi véi may tinh (vi du qua PCl). Dong
thiét bj thir hai thwdmg dwoc thiét ké & dang thé théng minh (Smart Card) hodc cac thiét bj cdm qua cbng
USB (USB Devices). C4c thiét bj thudc dong thir hai thudng c6 mét hé vi xt ly (CPU) va bo nhé (ROM/RAM)
riéng dé thuc thi thuat toan ddc 1ap so véi may tinh.

Cong nghé cirng hoa thuat toan hién cling tén tai hai dong. Dong cdng nghé thir nhat sir dung mét ky thuat
chuyén dung chéng han nhu ASIC (Application Specific Integrated Circuit). Cong nghé ASIC cho phép thirc
thi thuat toan rét nhanh va hiéu qua véi nang lwong tiéu tén rét it. Tuy nhién, cdng nghé nay c6 mét sb han
ché nhu khéng cho phép stra d@di thuat toan sau khi da tao thanh thiét bj. Dong cong nghé thir hai stv dung
mét bd mach tich hop chira hé vi xt¥ ly cho phép Iap trinh bang phan mém. Vi cdng nghé nay, thuat toan cé
thé duoc cAu hinh lai theo y @b clia ngudi I3p trinh nhung van cho phép thire thi thust toan véi the @6 va hiéu
qua cao. Dién hinh cho dong cng nghé nay 1a cac thiét bj sir dung cong nghé FPGA (Field Programmable
Gate Arrays). Hién nay, cdng nghé FPGA dugc coi la cong nghé ¢ nhiéu wu didm va duwoc st dung trong
hdu hét cac thiét bi phan cieng thyc thi thuat toan AES. C6 thé tham khdo trang http:/www.iaik.tu-

graz.ac.at/research/krypto/AES/ dé c6 thong tin dy di hon vé cac van dé thire thi thuat toan AES bing phan
cirng.
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Phu luc A
(tham khao)

Cac vi du vé mé rong khoa

Phu luc nay trinh bay viéc thiét Iap Ivgc dd khoa cho cac kich c& khéa khac nhau. Chu y la céc gia trj chira
nhiéu byte dwgc trinh bay theo cach viét mo ta & didu 3. Céc gia tri trung gian tao ra trong qua trinh phat trién
Iwoc db khoa (xem didu 5.2) cho bi bang sau (tAt ca gia tri ddu & dang thap luc phan, ngoai trir ct sb thir ty
(cdt ky hidu 1a 7).

A.1 Vidu vé mé rong mot Khéa ma 128 bit
Cho mét khda ma dai 128 bit sau day:

Cipher Key = 2b 7e 15 16 28 ae d2 a6 ab £7 15 88 09 cf 4f 3¢
Vé&i Nk = 4, cac tir dwge xac dinh nhw sau:

wp = 2b7e1516 W) = 28aed2a6 w, = ab£71588 w3 = 09c£4£3c

Qua trinh mé rong Khéa dwoc cho béi bang sau:

i | temp ;::wfﬁ(l‘; SS:E‘WQP;:&S Rcon [i/Nk] sm;«:;:‘ °® w[i-Nk] te;;; .

véi Reon w[i-Nk]
4 09cfdf3c | c£4£3c09 | 8a84eb01 | 01000000 | 8b84eb0l1 | 2b7el516 | a0fafel?
5 a0fafel? 28aed2a6 | 88542cbl
6 88542cbl abf71588 | 23a33939
7 23a33939 09cf4£f3c | 2a6c7605
8 2a6¢7605 | 6c76052a | 50386be5 | 02000000 | 52386be5 | a0fafel7? | £2c295£2
9 £2c295£2 88542cbl | 7a96b943
10 | 7a96b943 23a33939 | 5935807a
11 5935807a 2a6c7605 | 7359£67¢F
12 | 7359£67f | 59£67£73 | cb42d28f | 04000000 | c£42d28f | £2c295£2 | 3d80477d
13 3d80477d 7a96b%43 | 4716fele
14 | 4716fe3e 5935807a | le237ed4d
15 | 1le237e44 7359£f67f | 6d7a883b
16 6d7a883b | 7a883béd | dacd4e23c | 08000000 | d2cde23c | 3d80477d | efd4a541
17 ef44a541 4716fe3e | aB525b7f
18 | a8525b7f le237ed44 | b671253b
19 | b671253b 6d7a883b | dbObad00
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20 | dbObad00 | Obad00db | 2b9563b9 | 10000000 | 3b9563b9 | ef44a541 | d4dlc6£fs

21 | d4dlcef£s aB525b7f | 7c839d87
22 | 7¢839d87 b671253b | caf2b8be
23 | caf2b8bc db0bad00 | 11£915bc
24 | 11£915bc | £915bcll | 99596582 | 20000000 | b9596582 | ddd1lcé6£f8 | 6d88a37a
25 | 6d88a37a 7c839d87 | 110b3efd
26 | 110b3efd caf2b8bc | dbf98641
27 | db£98641 11£915bc | ca0093£d
28 | ca0093fd | 0093£fdca | 63dc5474 | 40000000 | 23dc5474 | 6d8Ba37a | 4e54£70e
29 | 4e54£70e 110b3efd | S£5£fc9£3
30 | 5£5£c9£3 dbf98641 | 84a64fb2
31 | 84a64fb2 ca0093fd | 4eabdcdf

32 | 4eabdcdf | a6dcdfde | 24B6842f | 80000000 | a486842f | 4e54f70e | ead27321

33 | ead27321 5£5£c9£3 | b58dbad2
34 | bS8dbad2 84a64£fb2 | 312b£560
35 | 312b£560 4eabdcdf | 7£8d292f
36 | 7£8d292f | 8d292f7f | 5da515d2 | 1b000000 | 46a515d2 | ead27321 | ac7766£3
37 | ac7766£3 b58dbad2 | 19fadc21
38 | 19fadc21 312b£f560 | 28412941
39 | 28d12941 T7£8d292f | 575c006e
40 | 575c006e | 5c006e57 | 4a639£5b | 36000000 | 7c639£f5b | ac7766£3 | d014£9a8
41 | d014£9a8 19fadc2l | c9ee2589
42 | c9ee2589 28d12941 | el3f0cc8
43 | el3£f0cc8 575c006e | b6630caé

A.2 Viduvé mé rong mét Khéa ma 192 bit

Cho mét khéa ma dai 192 bit sau day:

Cipher Key = 8e 73 b0 £7 da Oe 64 52 c8 10 £3 2b
80 90 79 e5 62 £8 ea d2 52 2c 6b 7b

V&i Nk = 6, cac tir duge xac dinh nhw sau:

Wo = 8e73b0£7 w| = dale6452 w; = c810£32b w3 = 809079e5
wy = 62f8ead2 Ws = 522c6b7b

Qua trinh mé rgng Khéa dwgc cho béi bang sau:
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. Sau phép | Sau phép s e . witls
i temp RotWord ()| SubWord () Reon[i/Nk] pl?'épxon w[i-Nk] t.em_p XOR

véi Rcon w[i-Nk]
6 522c6b7b | 2c6b7b52 | 717£2100 | 01000000 | 707£2100 | 8e73b0£f7 | £fe0c91£7
7 felc91£7 dale6452 | 2402f£5a5
8 | 2402f5a5 c810£32b | ecl2068e
9 | ecl2068e 809079e5 | 6cB27£f6b
10 | 6c827£f6b 62fB8ead2 | 0e7a95b9
11 0e7a95b9 522c6b7b | 5c56fec2
12 | 5c56fec2 | 56fec25c | blbb254a | 02000000 | b3bb254a | fe0c91£7 | 4db7bdbd
13 | 4db7bdbd 2402£5a5 | 69b54118
14 69b54118 ecl2068e | 85a74796
15 | 85a74796 6c827f6b | e92538fd
16 | e92538fd 0e7a95b% | e75fad44
17 | e75£fad44 5c56fec2 | bb095386
18 | bb095386 | 095386bb | 0led4d4ea | 04000000 | 0O5edd44ea | 4db7bdbd | 485a£057
19 | 485af057 69b54118 | 2lefbldf
20 | 2lefbldf 85a74796 | a448£6d9
21 | ad48£f6d9 @92538£fd | 4dédce24
22 | 4d6dce24 e75fad44 | aa326360
23 | aa326360 bb095386 | 113b30eb
24 | 113b30e6 | 3b30e6ll | e204BeB82 | 0B000000 | ea048e82 | 485af057 | a25e7ed5
25 | a25e7ed5 2lefbldf | 83blcf9a
26 | 83blcfda ad48f£6d9 | 27£93943
27 | 27£93943 4d6dce24 | 6a94£767
28 6a94£767 aa326360 | c0a69407
29 | c0a69407 113b30e6 | dl9dadel
30 | dl19dadel | 9dadeldl | 5e49£f83e | 10000000 | 4e49f83e | a25e7ed5 | ecl786eb
31 | ecl786eb 83blcf9%a | 6£a64971
k¥ 6£a64971 27£93943 | 485£7032
33 | 485£7032 6a94£767 | 22cb8755
34 | 22cb8755 c0a69407 | e26d1352
35 | e26d1352 dl9dadel | 33£f0b7b3
36 | 33£0b7b3 | £0b7b333 | 8ca96dec3 | 20000000 | aca96dc3 | ecl1786eb | 40beeb28
37 | 40beeb28 6£a64971 | 2£18a259
38 | 2£18a259 4B5£7032 | 6747d26b
39 6747d26b 22cb8755 | 458c553e
40 | 458c553e e26d1352 | a7eldé6c
41 a7eldééec 33f0b7b3 | 9411f1df
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42 | 9411€1df | 11£1d£f94 | 82al9e22 | 40000000 | c2al9e22 | 40beeb28 | 821£750a
43 | B21£750a 2£18a259 | ad07d753
44 | ad07d753 6747d26b | ca400538
45 | ca400538 458c553e | 8£cc5006
46 | Bfcc5006 a7eld66c | 2B2d1l66a
47 | 282d166a 9411£f1df | bc3ce7b5
48 | be3ce7b5 | 3ce7b5bc | eb94d565 | 80000000 | 6b94d565 | B21£750a | e98bal6f
49 | e98ba06f ad07d753 | 448c773c
50 | 448c773¢ cad00538 | Becc7204
51 | 8ecc7204 8fcc5006 | 01002202

A.3 Vidu vé mé& rong mét Khéa ma 256 bit

Cho mét khéa ma dai 256 bit sau day:

Cipher Key = 60 3d eb 10 15 ca 71 be 2b 73 ae £f0 85 7d 77 81
1f 35 2c 07 3b 61 08 d7 2d 98 10 a3 09 14 df f4

Véi Nk = 8, cac tir dwge xac dinh nhw sau:

Wo = 603deb10 W) = 15ca71be W, = 2b73aef0 w3 = 857d7781
W4 = 1£352¢07 ws = 3b6108d7 Wg = 2d9810a3 wy = 0914d£f£4

Qua trinh mé réng Khéa dwge cho bdi bang sau:

| e | SR S P contam| *xon | wisow | canp ton

v&di Rcon w([i-Nk]
8 0914d£f4 | 14d££409 | £a%ebf01 | 01000000 | fb9%ebf0l | 603debl0 | 9ba35411
9 9ba35411 15ca7lbe | 8e6925af
10 | 8e6925af 2b73aef0 | a51a8b5f
11 | a51a8bS5f 857d7781 | 2067fcde
12 | 2067fcde b785b01d 1£352¢c07 | aB8b09cla
13 | a8b09cla 3b6108d7 | 93d194cd
14 | 93d194cd 2d9810a3 | bed9846e
15 | bed9846e 0914d£f£f4 | b75d5b9%a
16 | b75d5b%a | 5d5b9%9ab7 | 4c39b8a9% | 02000000 | 4e39bBa9 | 9ba35411 | d59aechbs
17 | d59aecb8 8e6925af | Sbf3c917
18 | Sbf3c917 a5la8b5f | fee94248
19 | fee94248 2067fcde | deBebed6
20 | deB8ebe96 1d19ae%0 a8b09%cla | b5a%328a
21 | b5a9328a 93d194cd | 2678a647
22 | 2678a647 bed9846e | 98312229
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23 98312229 b75d5b9%a | 2£6c79b3
24 | 2£6c79b3 | 6c79b32f | 50b66d15 | 04000000 | 54b66d1l5 | d59aecb8 | 812c8lad
25 | 812c8lad Sbf3c917 | dadf48ba
26 | dadf48ba fee94248 | 24360af2
27 | 24360af2 deBebe96 | fab8b464
28 | fab8b4e64 2d6cBd43 b5a9%9328a | 98c5bfc9
29 | 98c5bfc9 2678a647 | bebdl98e
30 | bebdl98e 98312229 | 268c3ba’7
k]| 268c3ba’ 2£f6c79b3 | 0904214
32 | 09e04214 | e0421409 | el2cfa0l | 08000000 | e92cfall | 812cB8lad | 68007bac
33 | 68007bac dadf48ba | b2df3316
34 | b2d£3316 24360af2 | 96e939%e4
35 | 96e939%e4 fabB8b464 | 6c518d80
36 | 6c518d80 50d15ded 98c5bfc9 | cBl4e204
37 | cBl4e204 bebdl98e | 76a9fbBa
38 | 76a9fb8a 268c3ba7 | 5025c02d
39 | 5025c02d 09e04214 | 59c58239
40 | 59¢c58239 | ¢5823959 | a61312cb | 10000000 | b61312cb | 68007bac | del36967
41 | del36967 b2d£f3316 | 6ccc5a7l
42 6ccc5a7l 96e939%e4 | £fa256395
43 | £a256395 6c518d80 | 9674eel5
44 9674eel5 90922859 cB814e204 | 5886cabd
45 | 5886cas5d 76a9fb8a | 2e2£31d7
46 | 2e2£31d7 5025c02d | 7e0aflfa
47 | TeOaflfa 59¢58239 | 27c£73c3
48 | 27c£73c3 | c£73c327 | 8aBf2ecc | 20000000 | aaBf2ecc | del36967 | 749c4d7ab
49 | 749c47ab 6ccc5a7l | 18501dda
50 | 18501dda £fa256395 | e2757e4df
51 | e2757ed£f 9674eel5 | 7401905a
52 | 7401905a 927c60be 5886ca5d | cafaaae3
53 | cafaaae3 2e2£31d7 | e4d59b34
54 | e4d59b34 TelDaflfa | 9adf6bace
55 | 9adfé6ace 27c£73c3 | bd10190d
56 | bd10190d | 10190dbd | cad4d77a | 40000000 | 8ad4d77a | 749c47ab | fed4890d1
57 | fe4890d1 18501dda | e6188d0b
58 | e6188d0b e2757ed4f | 046d£344
59 | 046d4£344 7401905a | 706cé63le
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Phu luc B
(tham khao)

Vi du vé Phép ma héa

So db sau trinh bay céc gia trj trong mang Trang thai clia Phép ma héa véi @6 dai khéi va dd dai khda ma la
16 byte (tlrc 12 Nb = 4 va Nk = 4).

Déu vao:
Input = 32 43 £f6 a8 88 5a 30 8d 31 31 98 a2 e0 37 07 34
Khéa ma:

Cipher Key = 2b 7e 15 16 28 ae d2 a6 ab £7 15 88 09 cf 4f 3c

Céc gi4 trj clia Khéa vong nhan dwoc tie phép M& rdng khéa da mé ta & Phy lyc A. Toan bg qua trinh ma héa
dwoc md ta chi tiét nhw sau:

Sau phép Sau phép Sau phép Gia tri khéa
b Bét diu véng SubBytes ShiftRows MixColumns véng
32 | 88 | 31 | @0 2b | 28 | ab | 09
43 | Sa | 31 | 37 Ja | ae | £7 | cf
in -] =
f6 | 30 | 98 | 07 15 | d2 | 15 | 4f
aB | Bd | a2 | 34 16 | a6 | 88 | 3¢
19 | a0 | 9a | @9 d4d | e0 | b8 | le dd4 | e0 | b8 | le 04 | @0 | 48 | 28 a0 | 88 | 23 | 2a
3d | £4 | c6 | £8B 27 | bf | b4 | 41 bf | b4 | 41 | 27 66 | cb | £8 | 06 fa | 54 | a3 | 6¢c
1 @ =
el | e2 | 84 | 48 11 | 98 | 54 | 52 5d | 52 | 11 | 98 81 | 19 | 43 | 26 fe | 2c | 39 | 76
be | 2b | 2a | 08 ae | f1 | @5 | 30 30 | ae | f1 | e5 e5 | 9a | Ta | 4c 17 | b1 | 39 | 05
ad | 68 | 6b | 02 49 | 45 | 71£ | 77 49 | 45 | 7€ | 77 58 | 1b [ db | 1b £2 | 7Ta | 59 | 73
9¢ | 9f | Sb | 6a de | db | 39 | 02 db | 39 | 02 | de 4d | 4b | e7 | €b c2 | 96 | 35 | 59
2 L] =
T£ | 35 | ea | 50 d2 | 96 | 87 | 53 87 | 53 | d2 | 96 ca | 5a | ca | bO 95 | b9 | 80 | £6
£2 | 2b | 43 | 49 89 | f1 | 1a | 3b 3b | 89| £1 | la £1 | ac | a8 | @5 £2 | 43 | Ta | 7£
aa | 61 | 82 | 68 ac | ef | 13 | 45 ac | ef | 13 | 45 75 | 20 | 53 | bb 3d | 47 | 1le | 6d
8f | dd | 42 | 32 73 | el | bS | 23 el | b5 | 23 | 73 ec | Ob | c0 | 25 B0 | 16 | 23 | Ta
3 @ =
5f | @3 | 4a | 46 cf | 11 | dé | 5a d6 | 5a | ef | 11 09 | 63 | cf | dO 47 | fe | 7e | 88
03 | ef | d2 | 9a Tb | df | b5 | b8 b8 | 7b | Af | b5 93 | 33 | Te | de 7d | 3¢ | 44 | 3b
4 48 | 67 | 44 | d6 52 | 85 | @3 | f6 52 | 85 | e3 | £6 0Of | 60 | 6f | Se ef | a8 | b6 | db | =
6c | 1d | @3 | 5¢£ 50 | a4 | 11 | cf ad | 11 | c£ | 50 dé | 31 | ¢0 | b3 44 |52 71 | Ob
@
4e | 9d | bl | 58 2f | 5@ | cB | 6a c8 | 6a | 2f | Se da | 38 | 10 | 13 a5 | 5b | 25 | ad
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r-.[ndl33[e?lI28|d7}07‘9«||l94|23|d7|0‘?|lanb!le]Ol[’41[7£|3b|00|
el | B8 | d9 | 85 el | @8 | 35 | 97 el | eB | 35 | 97 25 | bd | b6 | dc df | 7¢ | ca | 11
92 | 63 | bl | b8 4f | fb | cB | 6c fb | cB | 6c | 4f dl | 11 | 3a | 4e dl | 83 | £2 | £9
s 7£ | 63 | 35 | be d2 | fb | 96 | ae 96 | ae | d2 | fb a9 | dl | 33 | e0 = c6 | 9d | b8 | 15 B
a8 | c0O | 50 | 01 9> | ba | 53 | 7¢ 7Je | 9b | ba | 53 ad | 68 | 8e | bO £8 | 87 | be | be
£l | el | 7¢ | 54 al | 78 | 10 | 4ec al | 78 | 10 | 4c 4b | 2¢ | 33 | 37 6d | 11 | db | ca
00 | 92 | c8 | bS 63 | 4f | e8 | dS 4f | eB | d5 | 63 86 | 4a | 9d | d2 88 |0b £9 | 00
: 6f | 4c | 8b | A5 a8 | 29 | 3d | 03 3d | 03| a8 | 29 8d | 89 | £4 | 18 o al | 3e | 86 | 93 #
55 | ef | 32 | Oc fc | df | 23 | fe fe | fc | df | 23 6d | 80 | @B | d8B Ta | £d | 41 | £4
26 | 3d | eB | £d £7 | 27 | 9b | 54 £7 |27 | 9 | 54 14 | 46 | 27 | 34 de | 5f | 84 | de
Oe | 41 | 64 | 42 ab | 83 | 43 | b5 83 | 43 | b5 | ab 15 | 16 | 46 | 2a 54 | 5£ | a6 | a6
’ 2e | b7 | 72 | 8b 31 | a9 | 40 | 3d 40 | 34 | 31 | a9 b5 | 15 | 56 | d8 e £7 | c9 | 4f | de N
17 | 7d | a9 | 25 £0 | ££f | 43 | 3f 3f | £0 | ££f | 43 bf | ec | A7 | 43 Oa | £3 | b2 | 4f
Sa |19 | a3 | 7a be | d4 | 0a | da be | d4 | 0a | da 00 | b1 | 54 | fa ea | b5 | 31 | 7f£
41 | 49 | @0 | Bc 83 | 3b | el | 64 3b | el | 64 | 83 51 | ¢8| 76 | 1b d2 | 8d | 2b | Bd
s 42 | de | 19 | 04 2c | B6 | d4 | £2 d4 | £2 | 2c | 86 2f | B9 | 6d | 99 " 73 | ba | £5 | 29 B
bl | 1£ | €5 | Oc cB | c0 | 4d | fe fa | cB | c0 | 4d dl | ff | cd | ea 21 | d2 | 60 | 2f
ea | 04 | 65 | B5 87 | £2 | 4d | 97 87 | £2 | 44 | 97 47 | 40 | a3 | de ac | 19 | 28 | 57
83 | 45 | 54 | 96 ec | 6e | dc | 90 6a | dc | 90 | ec 37 | d4 | 70 | 9£ 77 | fa | d1 | 5e
¢ S5¢c | 33 | 98 | bO da | c3 | 46 | e7 46 | 7 | 4a | 3 94 | ed | 3a | 42 b 66 | dc | 29 | 00 "
£0 | 2d | ad | €5 8c | d8 | 95 | a6 a6 | 8c | d8 | 95 ed | a5 | a6 | be £3 | 21 | 41 | 6e
eb | 59 | 8b | 1b e9 | cb | 3d | af @9 | cb | 3d | af d0 | c9 | el | b6
40 | 2e¢ | al | 3 09 | 31 | 32 | 2e 31 | 32 | 2e | 09 14 | ee | 3f | 63
5 £2 | 38 | 13 | 42 89 | 07 | 7d | 2¢ 7d | 2¢ | 89 | 07 . £9 | 25 | O0c | Oc 8
le | 84 | @7 | A2 72 | 5£ | 94 | b5 b5 | 72 | S£ | 94 aB | B9 | cB | a6
39 | 02 | de | 19
25 | de | 11 | 6a
out
84 [ 09 | 85 | Ob
id | £fb | 97 | 32
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Phuluc C
(tham khao)

Cac Véc-to vi du

Phuy luc ndy trinh bay cac véc-to vi du (chira cac gia tri trung gian) déi v&i ca ba tredng hop d§ dai khéa (Nk
=4,6 va 8) cho Phép ma hoa, Phép gidi ma va Phép gidi ma twong dwong nhu da mo ta & diéu 5.1, 5.3 va
5.3.5. C6 thé xem thém c4c tai liéu tham khao thém [1] va [5].

TAt ca véc-to déu & dang thép luc phan, mdi cap ky ty mang gié tri clia mét byte trong d6 ky t bén tréi 1a gia
tri clia 4 bit cao, con ky tw bén phai mang gia tri ctia 4 bit thip nhw da dé c4p & d 3.2. Chi s6 mang clia tat ca
cac byte (gdm hai sb thap luc phan) trong véc-to kidm tra nay bét dAu tir gia tri khdng va tang dan tir tréi qua

phai.

Ky hiéu ding trong PHEP MA HOA (S6 véng r = 0 dén 10, 12 hodc 14):

input:
start:
s_box:
S_row:
m_col:
k_sch:
output:

diu vao Phép mad héa

trang thai bdt ddu cba round[r]

trang thai sau tac déng cia SubBytes ()
trang thai sau tac déng cua ShiftRows()
trang thai sau tdc déng cia MixColumns ()
gia tri luge dd khéa cho round[r]

diu ra Phép ma héa

Ky hiéu ding trong PHEP GIAI MA (S6 vong r = 0 dén 10, 12 hodc 14):

iinput:
istart:
is_box:
is_row:
ik_sch:
ik_add:
ioutput:

ddu vdo cua Phép giai mid

trang thai tai diém bdt diu cua round[r]
trang thai sau tac déng cia InvSubBytes()
trang thai sau tac déng cua InvShiftRows()
gid tri lugc 48 khéa cho round[r]

trang thai sau tdc déng cia AddRoundKey ()
diu ra Phép giai mi

Ky hiéu dung trong PHEP GIAI MA TUONG DUONG (GIAI MA) (Sé vong r = 0 dén 10, 12

hodc 14):

iinput:
istart:
is_box:
is_row:
im col:
ik_sch:
ioutput:
round:
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didu vao Phép giai ma

trang thai tai diém bit didu cua round[r]
trang thai sau tac déng cia InvSubBytes()
trang thai sau tac déng cua InvShiftRows ()
trang thai sau tac déng cua InvMixColumns ()
gia tri luge dd tao khéa cia round(r]

ddu ra mi nghich

biéu dién thua ty vong



C.1  AES-128 (Nk=4, Nr=10)

BAN RO:
KHOA:

MA THUAN (MA HOA) :

round [
round [
round [
round [
round [
round [
round [
round [
round [
round [
round [
round [
round [
round [
round [
round [
round [
round [
round [
round [
round [
round [
round [
round [
round [
round [
round [
round [
round [
round [
round[
round [
round [
round [
round [
round(
round [
round [
round |
round [

0]
0]
1]
1]
1]
1]
1]
2]
2]
2]
2]
2]
3]
3]
3]
3]
3]
4]
4]
4]
4]
4]
5]
5]
5]
5]
5]
6]
6]
6]
6]
6]
7]
7]
7]
71
7]
8]
8]
8]

.input
.k_sch
.start
.s_box
.S_row
.m_col
.k_sch
.start
.s_box
.S_row
.m_col
.k_sch
.start
.s_box
.S_row
.m_col
.k_sch
.start
.s_box
.5_row
.m_col
.k_sch
.start
.s_box
.S_row
.m_col
.k_sch
.start
.8_box
.S_row
.m_col
.k_sch
.start
.s_box
.S_row
.m_col
.k_sch
.start
.8_box

.S_row

00112233445566778899%aabbccddeeff
000102030405060708090a0b0c0d0e0f

0011223344556677889%aabbccddeeff
000102030405060708090a0b0c0d0e0f
00102030405060708090a0b0c0d0e0£0
63cab7040953d051cd60ele7ba70el8c
6353e08c0960e104cd70b751bacadle?
5£72641557£5bc92£f7be3b291db9f91a
d6éaa74fdd2af72fadaa678f1d6ab76fe
89d810e8855ace682d1843d8cbl28fed
a761cadb97beB8b45dB8adla6llfc97369
a7bela6997ad739bd8c9cad451£618b61
££87968431d86a51645151fa773ad009
b692c£f0b643dbdf1be9bc5006830b3fe
4915598f55e5d7a0daca%4falf0as3£f7
3b59cb73fcd90ee05774222dc067£b68
3bd92268£cT4£b735767cbe0c0590e2d
4c9cleb6£771£0762c3£868e534d£256
b6ff744ed2¢c2c9bf6c590chbf0469bf4l
£fa636a2825b339c940668a3157244d17
2dfb02343£6d12dd09337ec75b36e3£0
2d6d7e£f03£33e334093602dd5bfbl2c7
6385b79££c538d£997bed78e7547d691
47£7£7bc95353e03£96c32bcfd058dfd
247240236966b3fa6ed2753288425b6c
36400926£9336d2d9£fb59d23¢c42c3950
36339d50£9b539269£2c092dc4406d423
£4bcd45432e554d075£1d6c51dd03b3e
3caaa3eBa99f9deb50£3af57adf622aa
c81677bc9b7ac93b25027992b0261996
eB847£56514dadde23£f77b64£fe7£7d490
e8dab6901477d4653££7f5e2e747dd4f
9816ea7400£87£556b2c049c8e5ad036
5e390£7d£7a69296a7553dc10aa31£f6b
c62fel09£75eedc3cc79395d84£9¢c£5d
b415£8016858552e4bb6124c5£998adc
b458124c68b68a014b99£f82e5£15554¢
c57elel59a9bd286£05£4be098c63439
14£9701ae35fe28c440adf4ddeadcl26
dl1876c0£79c4300ab45594add66££41£
3el175076b61c04678dfc2295f6a8bfcl
3el1c22c0b6£cbf768daB5067£6170495
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round [
round [
round [
round [
round [
round [
round [

8]
8]
9]
9]
9]
9]
9]

round[10]
round[10]
round[10]
round[10]
round[10]

MA NGHICH

round|[
round [
round [
round [
round [
round [
round|[
round [
round [
round|[
round|[
round [
round [
round|[
round [
round [
round |
round|[
round [
round [
round[
round [
round[
round(
round[
round [
round [
round[
round [
round [
round [
round [
round [
round [
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0]
0]
1]
1]
1]
1]
1]

2].

2]
2]
2]
2]
3]
3]
3]
3]
3]
4]
4]
1]
4]
4]
5]
5]
5]
5]
5]
6]
6]
6]
6]
6]
7
7]

-m_col
.k_sch
.start
-s_box
.S_row
.m_col
.k_sch
.start
.8_box
-S_row
-k_sch
.output

baa03de7alf9b56ed5512cba5£414423
47438735a41c65b9%016bafdaebf7ad2
fde3bad205e5d0d735479%64eflfe37£f1
5411£4b56bd9700e96a0902falbb%aal
54d990al6ba09ab596bbf40ealll702f
e9£f74eec023020£61bf2ccf2353c21c7
549932d1£08557681093ed9%cbe2c974e
bd6e7c3df2b5779e0b61216e8b10b68Y
7a9£102789d5£f50b2beffd9f3dcadea’
Tad5fda789%ef4e272bcal00b3d9££59f
13111d7fe3944a17£307a78b4d2b30c5
69c4e0d86a7b0430d8cdb78070b4c55a

(GIAI MA):

.iinput
.ik_sch
.istart
.is_row
.is_box
.ik_sch
.ik_add
istart
.is_row
-is_box
-ik_sch
.ik_add
.istart
.is_row
.is_box
.ik_sch
-ik_add
.istart
.is_row
.is_box
-ik_sch
-ik_add
.istart
.is_row
.is_box
.ik_sch
.ik_add
.istart
.is_row
.is_box
.ik_sch
.ik_add
.istart

.is row

69c4e0dB86a7b0430d8cdb78070b4c55a
13111d7fe3944a17£307a78b4d2b30c5
Tad5fda789%ef4e272bcal00b3d9££59f
T7a9£102789d5£50b2beffd9f3dcadea’7
bd6e7c3df2b5779e0b61216e8b10b68Y
549932d1£08557681093ed9%cbe2c974e
e9f74eec023020£61bf2ccf2353c21c?
54d990al6ba0%ab596bbf40ealll702f
5411£4b56bd9700e96a0902falbb%aal
fde3bad205e5d0d73547964eflfel37f1
47438735a41c65b%0l16bafd4aebf7ad2
baa03de7alf9b56ed5512cba5f414d423
3elc22c0b6£fcbf768daB85067£6170495
3el75076b61c04678dfc2295f6a8bfcO
d1876c0£79c4300ab45594add66££41f
14£9701lae35fe28c440adf4ddeal’c026
c57elcl59a9%bd286£05£f4be098c63439
b458124c68b68a014b99fB2e5f15554¢
b415£8016858552e4bb6124c5£998a4dc
c62fel09£75eedc3cc79395d84£9¢c£5d
5e390£7df7a69296a7553dcl10aa31£6b
9816ee7400£87£556b2c049cB8e5ad036
e8dab6901477d4653f£f7f5e2e747dd4f
e847£56514dadde23£f77b64fe7£7d490
c81677bc9bp7ac93b25027992b0261996
3caaa3eBa99f9deb50f3af57adf622aa
f4bcd45432e554d075£1d6c51dd03b3c
36339d50£9b539269£f2c092dc4406d23
36400926£9336d2d9fb59d23c42¢c3950
247240236966b3fa6ed2753288425b6c
47£7£7bc95353e03£96c32bcfd058d£Ed
6385b79££c538df997be478e7547d691
2d6d7ef03f33e334093602dd5bfbl2c?
2dfb02343£6d12dd09337ec75b36e3£0



round|
round|
round [
round [
round [
round [
round [
round [
round [
round [
round [
round [
round [

7]
7]
7]
8]
8]
8]
8]
8]

9]

9]
9]

round[10]
round[10]
round[10]
round[10]
round[10]

.is_box
.ik_sch
.ik_add
.istart

.is_row

.is_box
.ik_sch
.ik_add
9].

istart

.is_row
9].

is_box

.ik_sch
.ik_add
.istart

.is_row

.is_box
.ik_sch
.ioutput

fa636a2825b339¢c940668a3157244d17
b6ff744ed2c2c9bf6c590cbf0469bf4l
4c9cle66£771£0762¢3£868e534d£256
3bd92268£c74fb735767cbelc0590e2d
3b59cb73£fcd90ee05774222dc067£fb68
4915598£55e5d7a0daca94falf0a63£f7
b692cf0b643dbdf1lbedbc5006830b3fe
££87968431d86a51645151£a773ad009
a7bela6997ad739bd8c9cad51£618b61
a76lca9%b97be8bd5d8adla6ll1£c97369
89d810eB855ace682d1843d8cbl28fed
d6aa74fdd2af72fadaa678f1d6ab76fe
5£72641557£5bc92£7be3b291db9f91a
6353e08c0960e104cd70b751bacadle?
63cab7040953d051cd60ele7ba70el8e
00102030405060708090a0b0c0d0e0£0
000102030405060708090a0b0c0d0e0f
00112233445566778899%aabbccddeeff

GIAI MA TUONG DUONG:

round [
round [
round [
round [
round [
round [
round [
round [
round [
round [
round [
round [
round [
round [
round [
round [
round[
round [
round [
round |
round [
round [
round [
round [
round [
round [
round |

round [

0]
0]
1]
1]

1]
1]
2]
2]
2]
2]
2]
3]
3]
3]
3]
3]
4]
1]
4]
4]
4]
5]
5]
5]
5]
5]
6]

.iinput
.ik_sch
.istart

.is_box
1].

is_row

.im_col
.ik_sch
.istart

.is_box

.is_row

im_col

.ik_sch
.istart
.is_box

.is_row

.im_col

.ik_sch
.istart
.is_box

is_row

.im_col

.ik_sch

.istart

.is box

.is row

.im_col

.ik_sch
.istart

69c4e0d86a7b0430d8cdb78070b4c55a
13111d7£e3944a17£307a78b4d2b30c5
TadSfda789ef4e272bcal00b3d9££59f
bdb52189£f261b63d0bl07c9%e8b6e776e
bd6e7c3df2b5779%e0b61216e8b10b689
4773b91££72£354361cb018ealebcf2c
13aa29be9cB8faff6£770£58000£7b£03
54d990al6ba09ab596bbf40ealll702f
fde596£1054737d235febad7fle3d04e
fde3bad205e5d0d73547964eflfe37£1
2d7eB6a339d9393ee6570a1101904el6
1362a4638£2586486bff5a76£7874a83
3elc22c0b6fchbf768daB85067£6170495
dlc4941£7955£40fb46£6c0ad68730ad
d1876c0£79c4300ab45594adde6££41f
39daee38f4f1a82aaf432410c36d45b9
8d82£fc749c47222beddadc3e9c7810£5
b458124c68b68a014b99£82e5£15554¢
c65e395d£779c£f09ccf9elc3842fed5d
c62fel09£f75eedc3cc79395d84£9c£5d
9a39b£f1d05b20a3a476a0bf79fe51184
72e3098d11c5de5£789dfel578a2ccch
e8dab6901477d4653£f£7f5e2e747dd4f
c87a79969b0219bc2526773bb016c992
c81677bc9%b7ac93b25027992b0261996
18£78d779a93eefd£6742967c47£5£fd
2ec410276326d7d26958204a003£32de
36339d50£9b539269£2c092dc4406d23
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round[ 6].is_box 2466756c69d25b236e4240£a8872b332
round|[ 6].is_row 247240236966b3fa6ed2753288425béc
round[ 6].im col 85cf8b£f472d124c10348£545329¢0053
round[ 6].ik_sch aBa2f5044de2c7£50a7e£79869671294
round[ 7].istart 2d6d7e£03£33e334093602dd5bfbl2c7
round[ 7].is_box fab38al725664d2840246ac957633931
round[ 7].is_row fa636a2825b339¢c940668a3157244d17
round[ 7].im _col fclfcl£91934c98210fbfbB8da340eb2l
round[ 7].ik_sch c7c6e391e54032£1479¢306d6319e50c
round[ 8].istart 3bd92268£c74£fb735767cbelc0590e2d
round[ 8].is_box 49e594£755ca638£fda0a59a01£f15d7fa
round[ B].is_row 4915598£f55e5d7a0daca94falf0a63£f7
round[ 8].im_col 076518£0b52ba2fb7al5¢c8d93bed5e00
round[ 8].ik_sch a0db02992286d160a2dc029c2485d561
round[ 9].istart a7bela6997ad739bd8c9cad51£618b61
round[ 9].is_box 895a43e485188feB82d121068cbd8ceds
round[ 9].is_row 89d8l0e8855ace682d1843d8cbl28fed
round[ 9].im_col ef053£f7c8b3d32fd4d2a64ad3c93071a
round[ 9].ik_sch 8c56df£0825dd3£9805ad3£fc8659d7£d
round([10] .istart 6353e08c0960e104cd70b751bacadle?
round[10] .is_box 0050a0£04090e03080d02070c01060b0
round[10] .is_row 00102030405060708090a0b0c0d0e0£0
round[10].ik_sch 000102030405060708090a0b0c0d0el£f
round[10] .ioutput 0011223344556677889%aabbccddeeff

C.2 AES-192 (Nk=6, Nr=12)

BAN RO: 00112233445566778899%aabbcceddeeff
KHOA: 000102030405060708090a0b0c0d0e0£1011121314151617

MA THUAN (MA HOA):

round[ 0].input 00112233445566778899%aabbccddeeff
round[ 0].k_sch 000102030405060708090a0b0c0d0e0f
round[ 1].start 00102030405060708090a0b0c0d0e0£0
round[ 1].s_box 63cab7040953d051cdé60ele7ba70el8e
round[ 1].s_row 6353e08c0960e104cd70b751bacadle?
round[ 1].m col 5£72641557£5bc92£7be3b291db9£9%1a
round[ 1].k_sch 10111213141516175846£2£95¢c43£f4fe
round[ 2].start 4£63760643e0aaB5af£8c9d041£falded
round[ 2].s_box 84fb386£flaelac977941d4d70832dd769
round[ 2].s_row 84eldd691adl1d76£792d389783fbac70
round[ 2].m_col 9£f487£794£955£662afc86abd7£f1ab29
round[ 2].k_sch 544afef55847£f0fad856e2e95¢c43f4fe
round[ 3].start cb02818c17d2af9¢c62aa64428bb25£d7
round[ 3].s_box 1£770c64£0b579deaaac432c3d37cfle
round[ 3].s_row 1fb5430ef0accf64aa370cde3d77792¢c
round[ 3].m_col b7a53ecbbf9d75a0c40efc79b674ccll

40



round|[
round [
round [
round|[
round|[
round [
round [
round|[
round|[
round [
round [
round|[
round|[
round [
round[
round [
round [
round [
round [
round [
round [
round [
round [
round [
round [
round[
round[
round|[
round [
round [
round [

3]
1]
4]
4]
4]
4]
5]
5]
5]
51
5]
6]
6]
6]
6]
6]
7]
7]
7]
7]
7]
8]
8]
8]
8]
8]
9]
9]
9]
9]
9]

round[10]
round[10]
round[10]
round([10]
round([10]
round[11]
round[11]
round[11]
round[11]
round[11]
round[12]
round[12]
round[12]
round[12]
round[12]

-k_sch
.start
.5_box
.S_row
.m_col
.k_sch
.start
.s_box
.S_row
.m_col
.k_sch
.start
.s_box
.S_row
.m_col
.k_sch
.start
.s_box
.S_row
.m_col
-k_sch
.start
.8_box
. 8_row
.m_col
.k_sch
.start
.s_box
.S_row
.m_col
.k_sch
.start
.8_box
.8S_row
.m_col
-k_sch
.start
.s_box
.S_row
.m_col
.k_sch
.start
.s_box
-S_Tow
.k_sch
.output

40£949b31cbabd4d48£043b810b7b342
£75c7778a327cBedBcfebfclabe37£53
684af5bclacce85564bb0878242ed2ed
68cc0B8ed0abbd2bc642ef555244ae878
7ale98bdacb6dl141a6944dd06eb2d3e
58el51ab04a2a5557ef£fb5416245080¢c
22f£fc916a81474416496£19c64ae2532
9316dd47c2fa92834390alded3e43£23
93faal23c2903f4743e4dd83431692de
aaa755b34cffe57cef6£98elf01cl3eb
2ab54bb43a02f8f662e3a95d66410c08
80121e0776£fd1dB8aB8d8c31bc965dlfee
cde972c53854a47e5d64c765904¢cc028
cd54c7283864c0c55d4c727e90c9a465
921£748£d96e937d622d7725bas8ba50¢c
£501857297448d7ebdflc6ca87£33e3c
67leflfd4e2ale03dfdcblef3d789b30
8572al1542fe5727b9%e86cB8df27bcl404
85e5c8042£8614549ebcal7b2772724df
e913e7b18£507d4b227e£652758acbcce
e510976183519b6934157c%ea351£f1e0
0c0370d00c0le622166b8accd6édb3a2ce
fe7b5170fe7c8e93477£7e4b£f6b98071
fe7lc7e71£fe7£807047b95193£f67b8edb
6cf5edf996eblalé9cief2lchbfc25762
1ea0372a995309167c439e77££12051e
7255dad30£b80310e00d6c6b40d0527¢
40£c5766766c7bcaeld7507£09700010
406c501076d70066e17057ca09£fc7b7£
7478bcdceBa50b81d4327a9009188262
dd7e0e887e2f£f£68608fc842f9dccl54
a906b254968af4e9b4dbdb2d2£f0c44336
d36£3720907ebfle8d7a37b58clclals
d37e3705907ala208d1c371e8c6£fbfb5
0d73cc2d8f6abeBb0cf2dd9bb83d422e
859£5£237a8d5a3dc0c02952beefd63a
88ec930efSe7edbb6cc32£4c906d29414
cdcedcabe694694e4b23bfdd6fb522fa
c494bffae62322abdbb5dcdebfcebddd
71d720933b6d677dc00bB8£28238e0£fb7
de601e7827bcdf2ca223800£d8aeda32
afb73eeblcdlb85162280£27fb20d585
79a9b2e99c3ebcdlaa3476cc0£b70397
793e76979c3403e9%9aab7b2d10£fa%6ccc
ad4970a331a78dc09c418c271e3a41d5d
dda97cad4864cdfel6eaf70alec0d7191
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MA NGHICH (GIAI MA):

round [
round [
round [
round [
round [
round|[
round [
round [
round |
round [
round [
round [
round|[
round[
round [
round [
round [
round [
round [
round [
round [
round [
round|[
round [
round [
round|
round [
round [
round[
round|[
round [
round [
round [
round [
round [
round [
round [
round|[
round [
round [
round [
round [
round [
round [
round [
round [

round [

42

0]
0]
1]
1]
1]
1]
1]
2]
2]
2]
2]
2]
3]
3]
3]
3]
3]
4]
1]
4]
4]
4]
5]
s]
5]
5]
5]
€]
6]
6]
6]
6]
7]
7]
7]
7]
7]
8]
8]
8]
8]
8]
9]
9]
9]
9]
9]

.iinput
.ik_sch
.istart
.is_row
.is_box
.ik_sch
.ik_add
.istart
.is_row
.is_box
.ik_sch
.ik_add
.istart
.is_row
.is_box
.ik_sch
.ik_add
.istart
.is_row
.is_box
.ik_sch
.ik_add
.istart
.is_row
.is_box
.ik_sch
.ik_add
.istart
.is_row
.is_box
.ik_sch
.ik_add
.istart
.is_row
-is_box
.ik_sch
.ik_add
.istart
.is_row
.is_box
.ik_sch
.ik_add
.istart
.is_row
.is_box
.ik_sch
.ik_add

dda97ca4864cdfel6eaf70alec0d7191
a4970a331a78dc09c418c271e3ad41d5d
793e76979c3403e9aab7b2d10£fa%6ccc
79a9b2e99c3ebcdlaa3476cc0£fb70397
afb73eeblcdl1b85162280£27£fb20d585
de601e7827bcdf2ca223800fdBaeda32
71d720933b6d677dc00bB8£28238e0£fb7
c494bffae62322ab4bb5dcdebfce69dd
cd4cedcabe694694e4b23bfdd6fb522fa
8Bec930efSe7edbb6cc32f4c906d429414
859f5f237a8d5a3dc0c02952beefdb3a
0d73cc2d8f6abe8b0cf2dd9bb83d422e
d37e3705907al1a208d1c371e8c6fbfb5
d36£3720907ebfle8d7a37b58clclalds
a906b254968afde%4bdb2d2f0cd4336
dd7e0eB87e2f££68608fcB42f9dccl54
7478bcdce8a50bB81d4327a9009188262
406c501076d70066e17057cal09£fc7b7£
40£c5766766c7bcaeld7507£09700010
7255dad30£fb80310e00d6c6b40d0527¢
1ea0372a995309167c439%9e77££12051e
6cf5edf996eb0al69cdef21cbfc25762
fe7c7e71£e7£807047b95193£f67bBedb
fe7b5170fe7c8e93477£7e4dbf6b98071
0c0370d00c0le622166bBaccdédb3a2e
e510976183519b6934157c9%ea351flel
e913e7b18£507d4b227e£f652758acbce
85e5c8042£8614549ebcal7b277272df
8572a1542fe5727b%86c8df27bc1404
67leflfd4e2ale03dfdcblef3d789b30
£501857297448d7ebdflc6caB87f33e3c
921£f748£d96e937d622d7725ba8baS0c
cd54c7283864c0c55d4c727e90c9a465
cdc972c53854a47e5d64c765904¢cc028
80121e0776£fd1d8aB8d8c31bc965d1lfee
2ab54bb43a02£8£f662e3a95d66410c08
aaa755b34cffe57cef6£f98elf01lclleb
93faal23c2903£4743e4dd83431692de
9316dd47c2fa92834390alded3ed3£23
22f£fc916aB81474416496£f19c64ae2532
58elS5lab04a2a5557ef£fb5416245080¢
Tale98bdacb6dl141a6944dd06eb2d3e
68cc08edl0abbd2bc642e£f555244ae878
684af5bclacce85564bb0878242ed2ed
£75¢7778a327cB8ed8cfebfclabe37£53
40£949b31cbabd4d48£f043b810b7b342
b7a53ecbbf9d75a0c40efc79b674ccll



round[10]
round[10]
round([10]
round[10]
round[10]
round(11]
round[11]
round[11]
round[11]
round[11]
round[12]
round[12]
round[12]
round[12]
round[12]

.istart
.is_row
.is_box
.ik_sch
-ik_add
.istart
.is_row
.is_box
.ik_sch
.ik_add
.istart
.is_row
.is_box
.ik_sch
.doutput

1fb5430ef0accf64aa370cde3d77792¢c
1£770c64£0b579deaaac432c3d37cf0e
cb02818cl7d2af9c62aa64428bb25£d7
S544afef55847f0fadB856e2e95¢c43fdfe
9£f487£794£955f662afcB86abd7£f1ab29
84e1dd691a41d76£792d389783fbac70
84fb3B86flaelac977941dd70832dd769
4£63760643e0aaB5aff8c9d041falded
10111213141516175846£2f95c43f4fe
5£72641557£5bc92f7be3b291db9£f91a
6353e08c0960e104cd70b751bacadle?
63cab7040953d051cd60ele7ba70el8c
00102030405060708090a0b0c0d0e0£0
000102030405060708090a0b0c0d0e0f
0011223344556677889%aabbccddeeff

GIAI MA TUONG DPUONG:

round [
round [
round [
round [
round [
round [
round [
round [
round [
round [
round [
round [
round [
round [
round [
round[
round [
round [
round [
round [
round [
round|
round [
round|[
round [
round [
round [
round [
round [
round [
round [

0]
0]
1]
1]
1]
1]
1]
2]

2].

2]
2]
2]
3]
3]
3]
3]
3]
4]
4]
4]
4]
4]
5]
5]
5]
5]
5]
€]
6]
6]
6]

.iinput
.ik_sch
.istart

.is_box

.is_row

.im_col
.ik_sch
.istart
is_box
.is_row
.im_col

-ik_sch

.istart
.is_box

.is_row

.im_col
.ik_sch
.istart
.is_box
.is_row

.im col

.ik_sch
.istart

.is_box

.is_row
.im_col
.ik_sch
.istart
.is_box
.is_row

.im_col

dda97ca4864cdfel6eaf70alec0d7191
a4970a331a78dc09¢c418c271e3a41d5d
793e76979c3403e9%9aab7b2d10£fa%6cce
afd10£851c28d5eb62203e51fbb7b827
afb73eeblcdlb85162280£27£b20d585
122a02£7242acBe20605afce51cc7264
débebd0dc209ea494db073803e021bb9
cd494bffaeb2322ab4bb5dcdebfce69dd
88e7£414£532940eccd293b606ecedc?
88ec930efS5e7ed4b6cc32£4c906d29414
S5ccTaecce3cB872194ae5e£8309a933¢c7
8£fb999¢973b26839c7£9d89d85¢c68c72
d37e3705907a1a208d1c371e8c6fbfbS
a9%98ab23696bd4354b4cd4b2e3£006£4d2
a906b254968af4e%b4bdb2d2£0cd4336
b7113ed134e85489b20866b51d4b2ec3b
£77d6ecl1423£54e£5378317£14b75744
406c501076d70066e17057ca09£c7b7£
72b86c7c0£0d52d3e0d0da104055036b
7255dad30£fb80310e00d6c6b40d0527¢
ef3blbelb9b0e64bdcb79£1e0a707£fbb
1147659047c£663b9%b0ece8dfcObfl£0
fe7c7e71£fe7£807047b95193£f67bBedb
0c018a2¢c0c6b3ad016db7022d603ebece
0c0370d00c01e622166bBaccdédb3a2e
592460b248832b2952e0b831923048€1
dcclaBb667053f7dcc5cl94ab5423a2e
85e5c8042£8614549ebcal7b277272df
672abl304edc9bfddf78£f1033dleleef
671eflfdd4e2ale03dfdcblef3d789b30
0b8a7783417ae3al£9492dc0c64la7ce
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round[ 6].ik_sch c6deb0ab791e2364a4055fbe568803ab
round| 7] .istart cd54c7283864c0c55d4c727e90c9a465
round[ 7].is_box 80fd3lee768cl£078d5d1leBa%96121dbe
round[ 7].is_row 80121e0776£d1d8a8d8c31bc965dlfee
round[ 7].im_col 4eelddf9301d6352c%ad769%9e£8d20515
round[ 7].ik_sch ddlb7cdaf28d5¢c158a49abldbbec497chb
round[ 8].istart 93faal23c2903£4743e4ddB83431692de
round[ 8].is_box 2214£132a896251664aec94164££749¢c
round|[ 8].is_row 22f£fc916a81474416496f19c64ae2532
round[ 8].im _col 1008ffe53b36ee6af27b42549b8a7bb7
round[ 8] .ik_sch 78c4£708318d3cd69655b701bfc093cE
round[ 9].istart 68cc08edlabbd2bcb42e£f555244ae878
round[ 9].is_box £727bf53a3fe7£788cc377edabéScclel
round[ 9] .is_row £75¢c7778a327cB8ed8cfebfclabec37£53
round[ 9].im col 7£f69acled939%ebaacBece3cbl2el5%e3
round[ 9].ik_sch 60dcefl10299524ce62dbefl152£9620cEf
round[10] .istart 1fb5430ef0accf64aa370cde3d77792¢c
round[10] .is_box cbd264d717aa5£8¢c62b2819c8b02af42
round[10] .is_row cb02818cl17d2af9c62aa64428bb25£d7
round[10] .im_col cfafl6b2570cl8b52e7fef50cab267ae
round[10] .ik_sch 4bdecbdbddddcfda5752d7¢c74949cbde
round[1l1l] .istart 84e1dd691a41d76£792d389783fbac70
round[11l].is_box 4fe0c9ed443£80d06affa76854163aad0
round[11] .is_row 4£63760643e0aaB5af£f8c9d041£falded
round[11].im col 794c£891177b£d1d8a327086£3831b39
round([11] .ik_sch 1a1£f181dlelblcl94742c7d74949¢cbde
round[12] .istart 6353e08c0960el04cd70b751bacadle?
round[12] .is_box 0050a0£04090e03080d02070c01060b0
round[12] .is_row 00102030405060708090a0b0c0d0e0£0
round[12] .ik_sch 000102030405060708090a0b0c0d0e0f
round[12] .ioutput 0011223344556677889%aabbccddeeff

C.3 AES-256 (Nk=8, Nr=14)

BAN RO: 00112233445566778899%aabbceddeeff
KHOA : 000102030405060708090a0b0c0d0e0£101112131415161718191alblcldlelf

MA THUAN (MA HOA):

round[ 0] .input 00112233445566778899aabbccddeeff
round[ 0].k_sch 000102030405060708090a0b0c0d0e0£f
round[ 1].start 00102030405060708090a0b0c0d0e0£0
round[ 1].s_box 63cab7040953d051cd60eleTba70el8c
round[ 1].s_row 6353e08c0960e104cd70b751bacadle?
round[ 1].m_col 5£72641557£5bc92£7be3b291db9£f91a
round[ 1].k_sch 101112131415161718191alblcldlelf
round[ 2].start 4£63760643e0aa85efa7213201a4e705
round[ 2].s_box 84fb386flaelac97dE5c£d237¢c49946b
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round [
round [
round [
round [
round|[
round [
round[
round [
round [
round [
round [
round [
round [
round[
round [
round [
round [
round[
round [
round [
round [
round [
round [
round [
round [
round [
round [
round [
round [
round [
round [
round [
round [
round [
round [
round [
round [

round [

round[10].

2]
2]
2]
3]
3]
3]
3]
3]
4]
4]
4]
4]
4]

5].

5]
5]
5]
5]
6]
6]
€]
6]
6]
7]
7]
7]
7]
7]
8]
8]
8]
8]
8]
9]
9]
9]
9]
9]

round[10]
round[10]
round[10]
round[10]
round[11]
round[1l1]
round[11]
round[11]
round[11]

.S_row
.m_col
.k_sch
.start
.s_box
. S_IOH
.m_col
-k_sch
.start
.s_box
.S_row
.m_col
.k_sch
start
.s_box
.8_row
.m_col
.k_sch
.start
.s_box
.8_row
.m_col
-k_sch
.start
.s_box
.S_row
.m_col
-k_sch
.start
.8_box
.s_row
.m_col
-k_sch
.start
.s_box
.S_row
.m_col
.k_sch
start
.8_box
.5_row
.m_col
.k_sch
.start
.s_box
.s_row
.m_col
.k_sch

84elfd6bla5c946£df4938977cfbac23
bd2a395d2b6ac438d192443e615dal95
a573¢c29fal76c498a97£fce93a572¢09¢
1859fbc28alc00a078edB8aadc42£6109
adcb0£257e9c63e0bc557e951cl5ef01
ad9¢c7e017e55e£25bcl50fe0lcchbb395
810dcelcc9db8172b3678cle8BalbSbd
1651a8cd0244bedalaSdadcl10640bade
975c66clcb9f3faBa93a28dfBeel0f63
884a33781£fdb75c2d380349%e19£876fb
88db34fb1£807678d3£833c2194a75%
b2822d8labe6fb275£a£103a078¢c0033
aeB7dff00£f11b68a68ed5fb03£fcl1567
1c05£271a417e04££921c5c104701554
9c6b89a349f0e18499£fda678£2515920
9cf0a62049£fd59a399518984£f26bel78
aeb65ba974e0£822d73£567bdb64c877
6delfl486£fa54£9275£8eb5373b8518d
c357aaellb4d5b7b0a2c7bd28a8dc99fa
2e5bacf8af6ea%e73ac67a34c286ee2d
2e6e7a2dafcbeef83aB6ace7c25ba934
b951c33c02e9bd29ae25cdblefal8cc?
c656827£c9a799176£294cec6cd5598b
7£074143cbd4e243ecl0c815d8375d54¢
d2c5831al£f2£36b278felcd4cecdd0329
d22f0c291ffe031a789d83b2ecc5364c
ebbl%elc3ee7c9e87d7535e9%ed6b9144
3de23a75524775e727b£f9%eb45407c£39
d653a4696calbc0f5acaab5db96c5e7d
£f6ed49£950e06576be74624c565058£€
£f6e062££507458£9be50497656ed654¢c
5174c8669da98435a8b3e62ca974a5ea
0bdc905£c27b0948ad5245a4c1871c2f
52a858395£d28d7d05e1a38868£3b9%c5
bec26al2cfb55dff6bf80acd450d56a6
beb50aa6cff856126b0d6aff45c25dcd
0£77ee31d2ccadc05430a83£f4ef96ac3
45£5a66017b2d387300d4d33640a820a
4a824851c57e7e47643de50c2af3e8c9
d61352d1a6£3£3a04327d9fee50d9bdd
d6£3d9dda6279bd1430d52a0e513£3fe
bdB6£f0ea748£c4£4630£f11cle9331233
Tccff7lcbebdfe5413e6bbf0d261a7dEf
cl4907f6ca3b3aal70e9aa3l3b52b5ec
783bc54274e280e0511eacc7e200d5¢ce
78e2acce741ed5425100c5e0e23b80c7
af8690415d6eldd387e5fbedd5¢c89013
f0lafafee7a82979d7a5644ab3afe640
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round[12]
round[12]
round[12]
round[12]
round([12]

round[13]
round[13]
round[13]
round[13]
round[14]
round[14]
round[14]
round[14]
round[14]

MA NGHICH

round [
round[
round [
round|[
round[
round [
round|[
round [
round [
round [
round [
round [
round [
round[
round [
round [
round [
round|[
round [
round [
round[
round [
round[
round [
round [
round [
round [
round [
round [
round [

round [

46

0]
0]
1]
1]
1]
1]
1]
2]
2]
2]
2]
2]
3]
3]
3]
3]
3]
4]
4]
4]
4]
4]
5]
51
5]
5]
5]
6]
6]
6]
6]

.start
.5_box
.S_row
.m_col
.k_sch
round[13].

start

.8_box
.S_row
.m_col
.k_sch
.start
.s_box
.8_row
.k_sch
.output

5f9c6abfbac634aa50409£fa766677653
cfde0208£4b41Bac5309db5c338538ed
cfbddbedf4093808538502ac33del85¢c
7427faed4dB8ab95269ceB83d315be0392b
2541£fe719b£500258813bbd55a721c0a
516604954353950314fb86e401922521
dl33f22alaed2a7bfa0f44697c4£3££fd
dledd44fdla0f3f2afadf£27b7c332a69
2c21a820306£f154ab712c75eeeldaldf
4e5a6699a9f24fe07e572baacdf8cdea
627bceb9999d5aaac945ecf423£56das
aa2l8b56eeS5ebeacddéecebf26e63c06
aaSecel6eebe3lc56dde68bac2621bebf
24£c79¢ccb£f0979e9371ac23c6d68de36
8ea2b7ca516745bfeafc49904b496089

(GIAI MA):

.iinput
.ik_sch
.istart
.is_row
.is_box
.ik_sch
.ik_add
.istart
.is_row
.is_box
.ik_sch
-ik_add
.istart
.is_row
.is_box
-ik_sch
.ik_add
.istart
-is_row
.is_box
.ik_sch
.ik_add
.istart
.is_row
.is_box
.ik_sch
-ik_add
.istart
-is_row
-is_box
.ik_sch

8ea2b7ca516745bfeafc49904b496089
24£c79ccbf0979e9371ac23c6d68de36
aaS5ecel6eebe3c56dde68bac2621bebf
aa2l8b56eeSebeacddéecebf26e63c06
627bceb9999d5aaac945ecf423£56das
4e5a6699a9f24fe07e572baacdf8cdea
2c21a820306f154ab712¢c75eee0daldf
dled44fdlal0f3f2afaq4ff27b7c332a69
dl33f22alaed2a7bfa0f44697c4£3£ffd
516604954353950314fb86e401922521
2541fe719b£500258813bbd55a721cla
7427faeddBa695269ce83d315be0392b
cfbddbed£f4093808538502ac33del85c
cfde0208£4b418ac5309db5c338538ed
5f9c6abfbac634aa50409fa766677653
f0lafafee7a82979d7a5644ab3afe640
af8690415d6eldd387e5fbedd5¢89013
78e2acce741ed5425100c5e0e23b80c7
783bc54274e280e0511eacc7e200d5¢ce
cl4907f6ca3b3aal70e%9aa313b52b5Sec
Tcecff7lcbeb4fe5413e6bbf0d261a7df
bd86£f0ea748£fc4£4630f11cle9331233
d6£3d9dda6279bd1430d52a0e513f3fe
d61352d1a6£3£3a04327d9fee50d9bdd
4a824851c57e7ed47643de50c2af3e8c9
45£5a266017b2d387300d4d33640a820a
0£f77ee31d2ccadc05430a83f4ef96ac3
beb50aa6cff856126b0d6aff45c25dcd
bec26al2cfb55dff6bf80ac4450d56a6
5a2aB858395£d28d7d05e1a38868£3b9c5
Obdc905£c27b0948ad5245a4c1871c2f



round[
round [
round [
round [
round [
round [
round [
round [
round [
round [
round [
round|[
round [
round [
round [
round [

6]
7]
7]
7]
7]
7]
8]
8]
8]
8]
8]
9]
9]
9]
9]
9]

round[10]
round[10]
round[10]
round[10]
round[10]
round[11]
round(11]
round[11]
round[11]
round[11]
round[12]
round[12]
round[12]
round[12]
round[12]
round([13]
round[13]
round[13]
round[13]
round[13]
round[14]
round[14]
round[14]
round[14]
round[14]

.ik_add
.istart
.is_row
.is_box
.ik_sch
.ik_add
.istart
.is_row
.is_box
.ik_sch
.ik_add
.istart
.is_row
-is_box
.ik_sch
.ik_add
.istart
.is_row
.is_box
.ik_sch
.ik_add
.istart
.is_row
.is_box
.ik_sch
.ik_add
.istart
.is_row
.is_box
.ik_sch
.ik_add
.istart
.is_row
.is_box
.ik_sch
.ik_add
.istart
.is_row
-is_box
-ik_sch
.ioutput

5174c8669dad8435a8b3eb62ca974abea
f6e062££507458f9be50497656ed654c
f6ed49£950e06576be74624c565058£fF
d653a4696calbc0f5acaab5db96cSe7d
3de23a75524775e727b£f%b45407c£39
ebbl9%elc3ee7c9e87d7535e9ed6b9144
d22f0c291ffe031a789d83b2ecc5364c
d2c5831al£2£36b278fe0cdcec9d0329
7£074143cb4e243ecl0c815d8375d54¢
c656827£c9a799176£294cec6cd5598b
b951¢c33c02e9bd29%9ae25cdblefalBec?
2e6eT7a2dafcbeefB3aBbaceT7c25ba934
2e5bacf8af6ea%e73ac67a34c286ee2d
c357aaellb45b7b0a2c7bd28a8dc99fa
6delf1486£fa54£9275f8eb5373b8518d
aeb65ba974e0£822d73£567bdb64c877
9¢f0a62049£d59a399518984£26bel78
9c6bB9a349f0el18499£da678£2515920
1c05£271a417e04££921c5c104701554
aeB87df£f00££11b68Ba68edSfb03£cl567
b2822d8labe6fb275faf103a078c0033
88db34fbl1£807678d3£833c2194a759%e
884a33781£db75c2d380349e19£876fb
975c66clcb9f3faBa%93a28df8eel£f63
1651a8cd0244bedalaSdad4cl0640bade
810dcelcc9db8172b3678cle88albSbd
ad9c7e017e55ef25bcl150fe0lccb6395
adcb0£f257e9c63e0bc557e951cl5e£01
1859fbc28alc00al78edB8aadc42£6109
a573c29fal76c498a97fce93a572c09%c
bd2a395d2b6ac438d192443e615dal95
84elfd6bla5¢c946£df4938977cfbac23
84fb386flaelac97df5c£d237c49946b
4f63760643e0aaB85e£fa7213201a4e705
101112131415161718191alblcldlelf
5£72641557£5bc92£f7be3b291db9£91a
6353e08c0960e104cd70b751bacadle’
63cab7040953d051cd60ele7ba70el8c
00102030405060708090a0b0c0d0e0£0
000102030405060708090a0b0c0d0e0f
00112233445566778899%aabbccddeeff

GIAI MA TUONG DUONG:

round [
round [
round [
round [

round [

0]
0]
1]
1]
1]

.iinput
.ik_sch
.istart
.is_box

.is_row

8ea2b7ca516745bfeafcd49904b496089
24£fc79ccbf0979e9371ac23c6d68de3b
aaSecel6eefe3c56ddebBbac262lbebf
629deca599456db9c9f5ceaa237b5af4
627bceb9999d5aaac945ecf423£56das

TCVN 7816 : 2007

47



TCVN 7816 : 2007

round [
round [
round [
round [
round[
round [
round [
round [
round [
round [
round [
round [
round |
round|
round [
round [
round [
round [
round|[
round|
round|
round [
round [
round [
round [
round [
round|
round [
round [
round [
round [
round [
round [
round [
round [
round [
round [
round [
round [
round|
round [

round [

1]
1]

2].

2]
2]
2]
2]

3].

3]
3]
3]
3]
4]
4]
4]
4]
4]
5]
5]
5]
5]
5]
6]
6]
6]
6]
6]
7]
7]
7]
71
7]
8]
8]
8]
8]
8]
91
9]
9]
9]
9]

round[10]
round[10]
round[10]
round[10]
round[10]
round[11]

48

.im_col
.ik_sch
istart
.is_box
.is_row
.im_col
.ik_sch
istart
.is_box
.is_row
.im_col
.ik_sch
.istart
.is_box
.is_row
.im col
.ik_sch
.istart
.is_box
.is_row
-im_col
.ik_sch
.istart
.is_box
.is_row
.im_ceol
.ik_sch
.istart
.is_box
.is_row
.im_col
.ik_sch
.istart
.is_box
.is_row
.im_col
.ik_sch
.istart
.is_box
.is_row
.im_col
.ik_sch
.istart
.is_box
.is_row
.im_col
-ik_sch
.istart

@51¢9502a5¢c1950506a61024596b2b07
34fldlffbfceaa2ffce9%e25£2558016e
dled44fdla0f3f2afadff27b7c332a69
5153862143fb259514920403016695e4
516604954353950314fb86e401922521
91a29306cc450d0226£4b5eaefSefeds
Sel648eb384c350a7571b746dc80e684
cfb4dbedf4093808538502ac33del85¢c
5fc69£53ba4076bf50676aaa669c34a7
Sf9c6abfbac634aa50409£a766677653
b04la94eff21ae9212278d903b8a63£f6
c8a305808b3£f7bd043274870d%b1e331
78e2acce741ed5425100c5e0e23b80c7
cl3baaeccae9b5£6705207a03b493a3l
cl14907£f6ca3b3aal70e%aa313b52b5Sec
638357cec07de6300e30d0ec4ce2a23c
b5708el3665a7deldd3d824ca9f151c2
d6£3d9dda6279bd1430d52a0e513£f3fe
4a7ee5c9c53deBS164£348472a827e0c
4a824B51c57e7e47643de50c2af3e8c9
ca6£71058c642842a315595£d£54£685
74da7ba3439c7e50c81833a09a96ab4l
beb50aa6cff856126b0d6aff45¢c25dcd
5ad2a3c55felb93905£3587d68a88d88
5aa858395£d28d7d05e1a38868£3b9%c5
ca46£f5ea835eab0b9537b6dbb221b6c2
3ca69715d32a£3£22b67ffadedccdls8e
f6e062££507458£9be50497656ed654c
d6alab7décca5e695a6cad0£fb953bcSd
d653a4696calObc0f5acaab5db96c5e7d
2a70cBda28b806e9£f319ced2bedbaecad
£f85fc4£3374605£38b844df0528e98el
d22£f0c291£ffe031a789d83b2ecc5364c
7f4eBl4ccb0cd543c175413e8307245d
7£074143cbd4e243ecl0cB815d48375d54¢c
£0073ab7404a8alfc2cbalbB0d£08517
de69409%aef8c64e7£84d0c5fcfab2c23
2ebeTa2dafcbeefB83aB6ace7c25ba934
c345bdfalbc799ela2dcaab0aB57b728
c357aaellb45b7b0a2c7bd28a8dc99fa
3225fe3686e498a32593¢c1872b613469
aed55816c£19cl100becc24803d90adsll
9¢c£f0a62049£d59a399518984£26bel78
1c17c554a4211571£970£24£0405e0c1
1c05£271a417e04££921c5¢c104701554
9d1d5c462e655205c4395b7a2eac55e2
15¢c668bd31e5247d17cl168b837e6207c
88db34fbl£fB807678d3£f833c2194a759%e



round[11]
round[11]
round[11]
round[11]
round[12]
round[12]
round[12]
round[12]
round[12]
round[13]
round[13]
round[13]
round[13]
round[13]
round[14]
round[14]
round[14]
round[14]
round[14]

.is_box
.is_row
.im_col
.ik_sch
.istart
.is_box
.is_row
.im col
.ik_sch
.istart
.is_box
.is_row
.im col
.ik_sch
.istart
.is_box
.is_row
.ik_sch

.ioutput

979f2863cb3alfcla%l66a8B8e5c3fdf
975c66clcb9f3faBa93a28dfBeellf63
d24bfb0el£997633cfceB86e37903fe87
7£47850£61¢cc991673db890365c89d12
ad9c7e017e55e£f25bcl50fe0lccb6395
181c8a098aed6lc2782ffbal0c45900ad
1859fbc28alc00a078ed8aadc42£6109
aec9bda23e7£fdB8af£96d74525cdcede”?
2a2840c924234cc026244cc5202748c4
84el1fd6bla5c946£d£f4938977cfbac23
4fe0210543a7e706efad76850163aa32
4£63760643e0aaB5e£fa7213201a4e705
794c£891177bfdlddf67a744acd9c4f6
1alf181dlelblecl191217101516131411
6353e08c0960e104cd70b751bacadle?
0050a0£04090e03080d402070c01060b0
00102030405060708090a0b0c0d0e0£0
000102030405060708090a0b0c0d0e0f
00112233445566778899%aabbeccddeeff

TCVN 7816 : 2007

49



TCVN 7816 : 2007

Tai liéu tham khao
1] Trang théng tin v& AES ctia NIST http://www.nist.gov/CryptoToolkit.*

[2] Danh muc vé cac déi twong an toan may tinh (CSOR - Computer Security Objects Register) tai dia chi
clia NIST: http://csrc.nist.gov/csor/.

[3] J. Daemen va V. Rijmen, AES Proposal: Riindael, AES Algorithm Submission (Pé xuét thugt todn
AES, Ban dé trinh v& thuat toan AES), 03/12/1999 cé thé xem tai [1].

[4] J. Daemen and V. Rijmen, The block cipher Rijdael, Smart Card research and Applications (Hé méa
khéi Rijndael, Nghién ciru va mg dung béng Thé thdng minh), LNCS 1820, Springer-Verlag, trang 288-296.

[5] Trang web lién quan dén AES clia B. Gladman http://fp.gladman.plus.com/cryptography_technology/.

[6] A. Lee, NIST Special Publication 800-21, Guideline for Implementing Cryptography in the Federal
Government, National Institute if Standard and Technology (Ban céng bd d3c ta ctia NIST 800-21, Chi dén
thue thi mat ma déi voi co quan Chinh phu Lién bang, Vién Tiéu chudn va Cong nghé quéc gia Hoa Ky),
1999.

[7] A. Menezes, P. van Oorschot, va S. Vanstone, Handbook of Applied Cryptography (Sé tay tng dung
méat méa), CRC Press, New York, 1997, trang 81-83.

[8] J. Nechvatal, et. al., Report on the Development of the Advanced Encryption Standard (AES), National
Institute if Standard and Technology (Béo cdo vé viéc Phét trién Chuén méa héa tién tién (AES), Vién tiéu
chuén va cdng nghé quéc gia Hoa Ky), 02/10/2000, cb tai [1].

“ M&t tap hoan chinh tai lidu vé cac nd Iyc phat tridn AES - bao gbm cac thdng bao, y kién cdng khai, bai bao phan tich, hdi
nghi,... ¢6 tai web - site nay.
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