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L&t néi ddu

TCVN 11495-2:2016 hoan toan trong dueong véi ISO/IEC 9797-2:2011.
TCVN 11495-2:2016 do Tidu ban ky thuat tiéu chudn quéc gia TCVN/
JTC1/ SC 27 Ky thuét an ninh bién soan, Tdng cyc Tiéu chudn Bo ludng
Chét lgng @8 nghi, B Khoa hoc va Coing ngh& cdng bé.

B9 tidu chudn TCVN 11495 (ISO/IEC 9797) Cong nghé théng tin — Céc
ky thuéit an toan — M4 xéc thye thdng diép (MAC) gdm céc tiéu chudn
sau:

— Phan 1: Co ché s¥ dyng ma khoi;

- -Phan 2: Co ché slr dyng ham bam chuyén duyng;

~ Phan 3: Co ché sl dyng ham bam phd bién;
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Cong nghé thong tin - Cac ky thuat an toan -
Ma xac thwc théng diép (MAC) -
Phan 2: Co ché str ham bam chuyén dung

information technology - Security techniques - Message Authentication Codes (MACS) -
Part 2: Mechanisms using a dedicated hash-function

1 Pham vi &p dung -
Tiéu chudn nay quy djnh ba thuat to4n MAC.ma slr dung mdt khéa bl mét va mét ham bam (hoc ham
vong clia né) cling v&i mét két qua n-bit dé tinh ra MAC c6 m-bit. Céc co ché nay c6 thé dwgc sir dung
nhu cac co ché toan ven de ligu @& xac minh ring de li¢u d& khong bj thay d8i theo mdt cach trai phép.
Chuing cling cé thé dugc str dung nhw cac co ché x4c thire thong digp dé dam bao ring mot thdng diép
a5 dugce khdi tao bdi mot thye thd cé ndm gitr khéa bl mét. D6 manh cla céc co ché todn ven di liéu
va xac the théng diép phy thuéc vao entropy va do bi méat clia khéa, vao d9 dai (tinh theo bit) n clia mé
bam dwgc tao ra bdi ham b&m, vao d6 manh cia ham b3m, vao d$ dai (tinh theo bit) m clia MAC va vao
co ché cy thd. _ ;
Ba co ché duwgc quy dinh trong tiéu chuén nay dya trén cac ham bam chuyén dyng dwgc quy dinh trong
ISO/IEC 10118-3. Corché th nhét dwoc biét dén 1a MDx-MAC. N6 gol ham bam mét I&n, nhung thye
hién mot stra d8i nhd dbi véi ham véng trong ham bam bing c4ch cdng mét khéa vao cac hing sé cong
tinh trong ham vong. Co ché the hai dugc biét d@én 1a HMAC. N6 goi ham bam hai l&n. Co ché ther ba 12
“mdt bién thé clia MDx-MAC, nhan d4u vao chi Ia cac chudi ngén (nhidu nhit 256 bit). Co ché nay cho
hiéu nang-cao.hon déi v&i céc (eng dung chl lam viéc véi chudi dir ligu dAu vao ngén. '
Tiéu chudn nay c6 thé dugc ap dyng cho céc dich vy an toan clia kién tréc, quy trinh, teng dyng an toan
bétky. . ' ’
CHU THICH Khung co cdu chung dé cung cdp céc dich vy todn ven dugc chi ra trong ISO/IEC 10181-6 [5].

2 Tal liéu vién din

Céc tai lidu vién din sau day rét cAn thiét cho viéc &p dung tiéu chudn nay. D&i v&i cac tai ligu ghi ndm
cong bd thl 4p dyng phién ban dugc néu. B6i véi cac tai liéu khong ghi ndm cdng bb thl 4p dyng phién
ban m&i nhét, bao gdm ca cac sira ddi, bd sung (nu cb).

ISO/IEC 10118-3:2004, Information technology — Security techniques — Hash-functions — Part 3:
Dedicated hash-functions (Céng nghé théng tin — Céc ky thuét an toan —Ham bam — Phan 3: Hém b&m
chuyén dyng).
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ISONEC 10118-3:2004/Amd.1:20086, Information technology — Security techniques — Hash-functions ~
Part 3: Dedicated hash-functions — Amendment 1: Dedicated Hash-Function 8 (SHA-224) (Céng nghé
théng tin — Céc k¢ thuét an toan — Ham bam — Phan 3: Ham bam chuyén dung ~ Stra dbi 1: Ham bém.
chuyén dung 8 (SHA-224)). -

3 Thuét ngir va dinh nghia
Tiéu chudn nay ap dung céc thuét nglr va dinh nghfa sau day.

3.1

khéi (block)

chubi bit ¢6 a8 dai Ly, tirc 12 d6 dai clia dAu vao thi nhéat clia ham vong.
[ISO/IEC 10118-3]

3.2

ham bam khang va cham (collision-resistant hash-function)

ham bam thdéa man tinh chét sau:

- v& méttinh toan khong thd tim dwoc bét ky hai GAu vao khéc nhau ma &nh xa dén cing mét dAu ra.
(ISONEC 10118-3]

3.3

entropy (entropy)

tdng lrgng théng tin dugc cung cp béi mét tap cac bit, dai dién clia nd lec cng viéc can c6 cho ké thi
dich dii 6 c6 thé tai tao cling tap cac bit d6.

[ISO/IEC 18032)

34
chudi di¥ liéu diu vao (input data string)
chudi cac bit 1dm dAu vao cho ham bam.

3.5

md bam (hash-code)

chudi céc bit 1a dlu ra clla ham bam.
[ISO/IEC 10118-1]

3.6

ham bam (hash-function)

ham anh xa cac chudl bit @Au vao dén cac chudi bit du ra cé dd dai cé dinh, thda man hai tinh chét sau:

- @6i v6i mot dAu ra cho trwére, vd mat tinh toan khong thé tim dwoc mdt ddu vao anh xa téi dau ra 66;

- @bi véi mot dAu vao cho truéce, vd mit tinh todn khang thd tim dwgc mat diu vao thie hal ma anh xa
té1 cling dAu ra.

[ISO/IEC 10118-1]

8
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3.7

gia tr] khol tao (initializing value)

gié trj dwgc sir dyung @& xéac dinh didm khdi d4u clia ham bam.
[ISO/IEC 10118-1]

3.8

khéa thuét toan MAC (MAC algorithm key)

khéa diing dé didu khién hoat dgng clia mot thuét toan MAC.
[TCVN 11495-1(ISO/IEC 9797-1)]

3.9

Ma Xac thyre Thong digp (Message Authentication Code)

MAC

chudi cac bit 14 dAu ra clia mét thuat todn MAC.

CHU THICH Mot ma MAC adi khi duge gol 14 mdt gid trj kidm tra m4t ma (xem vi dy 1SO 7498-2 [1]).
[TCVN 11495-1(ISO/EC 9797-1)]

3.10

thudt todn Ma Xéc thye Théng diép (Message Authentication Code algorithm)

thudttoan MAC (MAC algorithm)

thuat toan d8 tinh ra mot ham anh xa cac chudl bit va mét khéa b méat thanh cac chudi bit co chidu dai

cb dinh, thda mén hai tinh chét sau: - |

- dbivei Kkhoa bét ky va chudi dau vao bat ky, ham c6 thé tinh dwge mdt cach higu qua;

- dbi véi khéa cb dinh bat ky, khi khéng cho biét thong tin v& khéa tredc v& mét tinh to&n 12 khong thé
tinh ra gi4 trj clia ham trén bt ky chudi dAu véo méi nao, tham chi khi @4 biét thong tin v& tap chudi
dAu vaio va céc gié trj ham trong (ng, trong 6 gla trf cla chudi dAu vao thir / c6 thé dwgc chon sau
khi quan sét -1 gla tri ham dAu tién (a6l v&i s nguyén i >1).

CHU THICH -1 Thuat toan MAC dal khi dugc gol 1 ham kiém tra mat ma (xem v dy trong ISO/IEC 7498-2 [1]).

CHUTHICH 2 Kha ning tinh todn phy thudc vao cac yéu cdu va mdi treémg an toan do nguéi diing quy dinh.

[TCVN 11485-1(ISO/EC 9797-1)]

311

bién aéi diu ra (output transformation)

ham dugc ap dung tai didm cubi thuéttodn MAC, truée phép toan cét ngén.
[TCVN 11495-1(ISONEC 9797-1)] . :

3.12

dém (padding)

thém céc bit bd sung vao mdt chudi de liéu.
{ISO/IEC 10118-1]
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3.13
ham véng (round-function)
ham bién ddi hai chudi nhj phan c6 @9 dai Ly va Lz thanh mét chudi nhj phan cé d§ dai La.

CHUTHICH 1 Ham ndy dwoc st dyng 13p nhir mét phin cia ham bam, trong d6 két hop mdt chudi do ligu c6 d4 dai Ly véi
dAu ra trudre d6 ¢ 60 dai La.

[ISO/IEC 10118-1)
CHUTHICH 2 Ham nay cling duoc tham chiéu nhtr ham nén trong mdt bdn md t& ham bam cy thé.

3.14

d% manh an toan (security strength)

con s6 twong (ng véi lgng c8ng vide (tire 14 sé Ivgng phép toan) cAn c6 d& pha ve mat thust todn hoc
hé théng mat ma.

CHU THICH D& manh an toan dugc quy dinh theo bit, va 1a mdt gia tr cy thd tir tap (80, 112, 128, 192, 256). DY manh an
toan bing b bit ¢4 nghta 1a khoang 2° phép toan cin ¢b dé pha v& hé théng,

3.15

tip (word)

chudi c6 32 bit @wgce siF dyung trong cAc Ham bam Chuyan dung 1, 2, 3, 4 va 8, hogic chudi ¢6 64 bit dugc
str dyng trong c4c Ham bam Chuyén dyng 5 va 6 clia ISO/IEC 10118-3.

[ISO/IEC 10118-3]

4 Ky hiéu va giai thich
Tigu chudn nay st dung c4c ky higu va gidi thich d& dinh nghta trong TCVN 11495-1(ISO/IEC 9797-1)
(3

D Chudi d@ liéu dAu vao, tivc 1a chudl d@ lidu 14 dAu vao cho thuét todn MAC.
m D% dal (theo bit) ctia MAC.

q 86 céc khéi trong chudi dir liéu G4u vao D sau qué trinh dém va phan tach
j~X Chubi nhan duge tir chudi X bing cach 14y / bit bén tral nhét clia X.

X®Y Phép XOR ciia c4c chui bit X va Y.

XY Phép ghép néi chudi bit X va Y (theo ther tir nay).

= Ky hiéu djnh nghTa phép toan “d4t bang véi” dwgce sir dung trong cac dic ta thi tyc clia
céc thuét toan MAC, trong @6 chi ra gi4 tri clia chudi & bén tréi clia ky hiéu s& duwgc lam
bang v6i gia trj clia bidu thirc & b&n phai clia ky higu

Déi v6i myc dich clia tiéu chudn nay, céc ky hiéu va gidi thich sau dugc &p dyng:

b Chudi di¥ liéu 45 dwoc Gém

h Ham bam

h’ Ham bam h c6 cac héing sb da stra ddi va gia trj /V a4 sira ddi.

h Ham bam h dugc don gidn héa khéng c6 phép G8m va gén thdm d§ dal, khong cét

.ngén d4u ra ham véng (Lz bit) v& Ly bit bén tral nhAt.

10
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CHUTHICH 1 K Chi dugc &p dyng cho céc chudi dAu vao cb 60 dal 14 bdi nguyén duong cla L1,

CHU THICH 2 BAu racla k Phai 12 L2 bit thay cho Ly bit; dc bidt, trong c4c Ham bim Chuyén dung 6
va 8 dugc dinh nghta trong ISONIEC 101183, Ly [udn nhé hon Lo,

Céc chudi c6 L. bit dwge sl dyng trong tinh toan thuét todn MAC d8 Iwu triv két qua
trung glan.

Céc gié tr] khoi dau.

D9 dal (tinh theo bit) clia khéa clia thuét toan MAC.

Khéa bl méat clia thuat toan MAC.

K. ko, ki, k2, K, K1, K2 Céc khoa bi mat dwoc dén xuét clia thuét toan mac .

KT

L
OPAD, IPAD
R, So, 81, S2

To. Ts, T2

Uo! U1-| U‘l

¢
Kill

Chudi @&u vao thir nhét clia ham ¢ durgc st dyng trong buéc bién déi ddu ra clia Thuat
toan MAC 1,

Chuai bit m& héa dd dai thdng diép trong Thuét todn MAC 3.

Céc chudi hiing s6 dugc st dung trong Thudt toAn MAC 2.

Céc chudi hang sé dugc sr dung trong tinh todn céc hing sé cho Thut toan MAC 1
va Thuat to4n MAC 3.

Céc chudi héng sé dwoc sir duhg trong din xuét khéa cho Thuat todn MAC 1 va Thuét
todn MAC 3.

Céc chudi hiing sb dugc sir dung trong din xuét khéa cho Thuét toan MAC 1 va Thuét
todn MAC 3.

Ham vdng cling véi cac hang sb dugc sira ddi.

Tir thiv i ctia chudi K, tir 1a Ky = Ki[0] || Ka[1] || K4[2] || Ki[3]

Tiéu chudn ndy sl dyng céc ky hiéu va giai thich sau da duwgc dinh nghta trong ISO/IEC 10118-1.

H
v
Lx

Ma bam
Gia trj khél dAu
D9 dai (tinh theo bit) ctia chudi bit X

Tiéu chuén nay str dyng cac ky higu va glai thich sau da dugc quy dinh trong ISO/NEC 10118-3.

Gl
Ly

L2

Céc tir 12 hang sb dwgc sir dung trong c&c ham vong

D dai (tinh theo bit) clia chudi déu vao thir nhét trong sb hai chudi dau vao cho ham
vang ¢ |

D9 dai (tinh theo bit) clia chudi ddu vao thir hal trong sé hai chudi ddu vao cho ham
vong ¢, clia chudi dAu ra tir ham vong ¢ va clia IV.

D) dai (tinh theo bit) clia mjt tlr; w la 32 khi sle dyng cac Ham badm Chuyén dyng 1, 2,
3,4 va 8 clia ISO/IEC 10118-3, va w béng 64 khi sir dung cac Ham bam Chuyén dyng
5 va 6 cla ISO/IEC 10118-3.

Ham véng, tre 13, néu X va Y 1a cac chudl bit ¢6 cac dd dal twong (rng Ls va Lz, thi ¢(X;
Y) 1a chudi nhan dwoc béing cach ap dung gvao Xva Y.

Phép toan cdng modulo 2%, trong d6 w 14 s8 céc bit trong mét tir. Cho nén, néu A va B
1a cac tlr, thl AW B 1a tir nhan duge bdng cach x Iy A va B nhuw céc bidu dién nhj phan

11
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ctia cac s6 nguyén va tinh tdng cla chiing theo modulo 2%, va két qua dwgc rang buje
ndm gitra O va 2" - 1 bao gdm cac dAu mat. Gi4 trj clia w |a 32 trong c4c Ham bam
Chuyén dung 1, 2, 3, 4 va 8 va béng 64 trong cac Ham bam Chuyén dyng 5 va 6.

5 Céc yéu ciu

Ngudi diing mudn ap dyung mét thuat todn MAC trong tiéu chudn nay phai lya chon:

— ‘M@t thuat todn MAC trong sé cac thuat toan da dwoc quy dinh trong céc Pidub, 7vas;

— Mot ham bam chuyén dung tlr cAc ham da dugc chi ra trong ISO/IEC 10118-3;

— D09 dai (tinh theo bit) m clia MAC.

CHU THICH 1 Viéc sir dyng clia céc Thuit todn MAC 1 va 3 cling véi Ham bam Chuyén dyng 7 cla ISO/IEC 10118-3 khbng
duoc chi ra trong tidu chudn nay.

Thoa thuan trén cac lwa chon ndy trong sé nhirng ngudi diing 14 cAn thiét cho viéc stz dung co ché toan
ven di liéu,

Khéa K duge sir dung trong thuét todn MAC phai ¢6 entropy théa man hoac vt quéa d manh an toan
dwoc cung cAp bdi thuét toan MAC.

CHU THICH 2 Trong mgi trudmg hqp.khbaKcﬁaﬂmaHoan MAC phal dwge chon sao cho mel khéa cb thé 14 khéa duoc
chon mdt céch x4p xi bdng nhau.

Pbi v6i cac Thuét toAn MAC 1 va 2, 3 dai m ctia MAC phal 1 mot 88 nguy8h duong nhd hon ho4c béng
voi d6 dai clla ma bam L. D8I v&i Thudt toan MAC 3, d6 dai m clia MAC s 1a mét sé nguyén duwong
nhd hon hogic bing véi mt niba A9 dai clia ma bam, ttec 13, m < L2,

DAi v6i cac Thuat toan MAC 1 va 2, @8 dai tinh theo bit clia chubi de ligu dAu vao D nhidu nhAt 1 2% —
1 khi st dung cac Ham bam Chuyén dyng 1, 2, 3, 4 va 8, va nhidu nhét I3 2'28 — 1 khi st dung cac Ham
bam Chuy&n dung 5 va 6. DI v&l Thuat todn MAC 2, né nhidu nhét béng 22% - 1 khi sir dung Ham bam
Chuyén dung 7. D6i v&i Thuat toan MAC 3, né nhidu nhét I& 256.

Viéc lya chon mot thuat todn MAC cy thd, ham bam chuyén dyng va gié tri cho m [a ndm ngoai pham vi
‘clia tiéu chuén nay. -

CHUTHICH 3 Céclya chyn ndy dnh hudng mirc an todn cla thugt toan MAC. Xem thém thdng tin chi tiét tai Phy lye C.
Khéa duwoc sir dyng dé tinh va xac minh MAC cAn phai giéng nhau. Néu chudi di liéu dau vao cling

duoc ma héa, thl khéa dugc sir dyng d8 tinh MAC phal khéc véi khéa 64 dugc siv dung d& m4 héa.
CHU THICH 4 Bugc col 1a thyc hanh mat ma tbt phal cb cac khéa déc 14p cho tinh bdo mat va tinh toan ven di ligu.

6 Thuét todn MAC 1

CHUTHICH 1 Bidu ndy md t vd MDx-MAC [9) cling v&i cAc Ham bam Chuyén dyng 1-6 va 8. Bang 1 chi ra céc tén
thudng duge bidt dén cila MDx-MAC cling vél tirng ham bam chuy@n dyng riéng rd.

12
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Bang 1 — Thut todn MDx-MAC cling v&i cac Ham bam Chuyén dung khéc nhau.

Ham bdm Chuyén dung Thudt todn MDx-MAC cling dwoc biét dén nhw
Ham b&m Chuyaén dyng 1 RIPEMD-160-MAC

Ham bam Chuyén dyng 2 . RIPEMD-128-MAC

Ham bam Chuyén dyng 3 . SHA-1-MAC

Ham b&m Chuyén dung 4 SHA-256-MAC

Ham b&m Chuyén dyng 5 SHA-512-MAC

Ham bam Chuyén dyng 6 SHA-384-MAC

Ham bam Chuyén dyng 8 SHA-224-MAC

CHUTHICH 2 Viéc s dung Thuft todn MAC 1 cing Ham bam-Chuyén dung 7 cia ISO/IEC 10118-3 khdng dugrc quy dinh
trong tidu chudn nay.

Thuét todn MAC 1 doi hdi mét 14n &p dung clia ham bém dé tinh gia tri MAC, nhung yéu cau cac héng
sé trong ham vong trong (ng dwgc stra dol.
Ham bam phai dwgc chon tir cdc Ham bam Chuyén dyng 1 - 6 trong ISO/IEC 10118-3:2004, va Ham
bam Chuyén dyng 8 trong ISO/IEC 10118-3:2004/Amd.1:2006.
D6 dai theo bit clia khéa k nhidu nhét 1a 128 bit.
6.1 M6 ta cta Thugt toan MAC 1
Thuét toan MAC 1 bao gdm 5 bwéc sau; mé rdng khda, sira ddi cac hding sb va 1V, phép bam, bién abi
d&u ra va cét ngén.
6.1.1 Bwdc 1 (mé rong khéa)
Néu K ngén hon 128 bit, nél K vao chinh né[128/k11An va chon 128 bit bén tréi nhét clia két qué dé tao
thanh khéa 128-bit K' (néu do dai (tinh theo bit) cia K béng 128 thi K := K):

K =128 ~ (K| K] ...|l K).
Tinh céc khéa con Ko, K1 va Kz nhu sau:

Ko:=h (K| Uo |l K);

Ki =128~k (K || Us || K), khi sir dyng céc Ham bém Chuyén dung 1, 2va 3; -

Ki := 256 ~ b (K' || Us || K), khi st dung c&c Ham bam Chuyén dyng 4, 5, 6 va 8;

K2:=128~h (K || Uz ]| K).
Tai day Uo, Us, va Uz 1A céc hding sb 768 bit ma dwoc dinh nghia trong Bidu 6.3, va h ky hiéu ham bam
h @a don giadn héa, 1tc la khdng c6 phép dém va gén thém do dai va khong cét ngén ddu ra clia ham
vong (L2 bit) v& Ly bit bén trél nhét.
CHUTHICH 1 Buéc dém va gén thém do dal duge bd qua bdi vi trong trerémg herp ndy d§ dat cla chudi diu vao holic 13 L1
bit hogic 14 2L+ bit.
CHUTHICH 2 Vidc cit ngéin dugce bd qua v trong tredng hep ndy 49 dal cdia Ko ludn 1 Lz bit, It nhét né bing L.
Kni str dung cac Ham b&m Chuyén dung 1,2, 3, 5 va 6, khda din xuét Ki dugc phan tach thanh 4 tir

dugc ky higu bol K] (0 s i< 3), the la:
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Ki = Ki[0] || Ks[1] Il K1[2] ]| Ks[3].
Khi st dﬁng cac Ham bam Chuyén dung 4 va 8, khoda dan xuét K1 dugce tach thanh 8 tir dwoc ky hiéu
boi Ki[f] (0 <1<7), tlre 1a:
Ky = Ki[03 [} Ka[1] 1| Ka[2] || Ka[3] | Kaf4] Il KaS) || Ksf6) |1 Kal7).
D& chuyén d8i mét chudi thanh cac tir cAn c6 mot quy woc thir ty byte."Quy wéc thez tyr byte cho viéc
chuyén déi ndy dugc dinh nghfa cho ham bam chuyén dyng da chon ¢6 trong ISO/IEC 10118-3.
6.1.2 Bwéc 2 (siva ddi cac hdng sb va IV)
Khi st¥ dung cac Ham bam Chuyén dyng 1, 2, 3, 4, 5 va 8, cac héng sbé cdng tinh d4 st dung trong ham
vong dwoc stra ddi bdng cach cdng mod 2" véi mot tir clia Ki, vi dy:
Co:= Co ¥ K1[O].
Diéu 6.3 chira tir ndo clia Ky duge cdng vao tirng hing sé.
Gia trf khoi dAu IV clia ham bim dugc thay thé bdi IV := Ko, Ham thu dugc tir cac thay ddi trong buéc
nay dwgc ky hiéu b&i h', va ham vdng ctia n6é dwgc ky higu bél ¢.
6:1.3 Bwéc 3 (phép bam)
Chubi d4u vao cho ham ham da stva 31 h’ 1a bang vé&i chudi de liéu ddu vao D, tirc Ia:
H = h'(D).
6.1.4 Bwéc 4 (bién ddi du ra)
Ham véng da siva d81 ¢ dugc 4p dung thém mdt IAn nlra, véi ddu vao thir nhét 14 chubi KT (dwec dinh
nghta dwéi day) va du vao the hai la chudi H' (két qua clia Budc 3), tirc 1a:
H = §(KT, H).
Déi véi cac Ham bam Chuyén dung 1, 2, 3, 4 va 8,
KT=K || (K2® To) || (K2 ® T1) || (K2 @ To).
Déi véi cac Ham bam Chuyén dung 5 va 6,
KT=Ke|| (Ka® To} || (K2 @ Th) || (K2 @ T2) || Kz (K2 ® To) || (K2 @ T) || (K2 @ T2).
& day To, Ty va T2 14 c4c chudi 128-bit dwgc dinh nghfa trong Pidu 6.3 cho m&i ham bam chuyén dung.

CHU THICH Bién d8i d4u ra trong (g v&i vide xir Iy khéi de ligu thém duge diin xult tir Kz sau khl d8m va gén thém tnrémng
a6 dal,

6.1.5 Buwdc 5 (cit ngin)
MAC gdm m bit dwgc nhan dugc bang cach 14y m bit bén tréi nhét clia chudi A7, tire 12

MAC:=m~H".
6.2 Hiéu suét
Néu chudi de lieu da dwoc dém (trong d6 thuat toan dém phy thudc vao ham bam da chon) chira g khél,
thi Thuét todn MAC 1 y&u cAu g + 7 1An 4p dung ham vong.
Vigc nay 6 thé duoe rat gon vé g + 1 1An 4p dung ham vdng bing céch tinh tredre cac gid tr] Ko, K va
Kz, va béing c4ch thay thé gi4 tr| khdt dAu /V biing gié tr] 1V trong khi 4p dung ham vong. Khuyén céo
thire hign stra ddi nay véi mé& [énh clia ham bam cling véi siva ddi bét budc durgc yéu cAu cho Budrc 2.
Béi véi cac chudi dAu vao dai, Thust toan MAC 1 ¢ hidu suét 1a so sanh durgc v6i hidu ning clia ham
bam da dwoc sl dung.

14
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6.3 Tinh toan hing sé
Céac héng s mb ta trong myc ndy dwgc sir dyng trong cac Thuét todn MAC 1 va 3. Thuat todn MAC 3
dwoc chi ra trong Didu 8.
Céc chudi Tiva U, (0 S i < 2) 1a cac phan tir c¢b djnh trong mé ta cla thujt todn MAC. Chiing dwoc tinh
_(chl mot 14n) khi ding ham b&m; chiing khac nhau cho m8l mét trong s6 bay ham bam.
Céc héing s6 128-bit Tj va cac héing sé 768-bit Uj dugc dinh nghfa nhw sau. Bjnh nghta clia T; bao gdm
héng s6 496-bit R = ‘ab...yzAB...YZ1...89" va cAc hding 88 16-bit Sy, Sy, S trong d6 S; 1 chudi 16-bit dwoc
tao nén bang céch I3p lai 2 1An bidu didn 8-bit clia / (vI dy bidu dién hexa clia Sy 1a 3131). Trong ca hai
treong hop ma ghl dang ASCII dwgc sir dung; twong dwong véi ma ghi khi sir dyung ISO/IEC 646:1991.
Fori=0to2
Ti:= 128 ~ ki (S]] R) cho Ham bam Chuy&n dung 1, 2, 3,4 va 8,
Ti:= 128 ~ L (S/]| R || 05'2) cho Ham b&m Chuyén dyng 5 va 6, trong d6 0%*2 1a 512 bit ‘0",
Fori=0to2
Usz=TiJ} To || Tz || il Tios || Tioz
trong d6 chi sb duwdi trong T; dugc Iy theo modulo 3.
Trong cac Ham bam Chuy&n dung 1, 2, 3, 4, 5, 6 va 8, d8i v6i tét ca c4c héng sb C;, Cf va tét ca céc tir
Kiil, bit cb nghta I6n nht twong mg véi bit bén tréi nhét. Cac hing sé C; va C{ dugc trinh bay béng
bidu dién hexa.
6.3.1 Ham bidm Chuyén dyng 1 (RIPEMD-160)
Céc chudi hiing sé 128-bit T; cho Ham bam Chuyén dung 1 dwgc dinh nghla nhu sau (trong biéu dién
hexa): _
1CC7086A046AFA22353AE88F3D3DACEB

To =
"= E3FA02710E491D851151CC34E4718D41
T; = 93987557C07B8102BA592949EB638F37

Hai day c4c tir 13 hdng s& G, Gi, ... Go V& C§, T, ..., Cj9 Auge sie dyng trong ham vong clia Ham bém
Chuyén dyng 1. Chang dugc dinh nghta nhu sau:
Gi=Ki[0] ¥ 00000000, (0 < i<15),
Cr=Ki[1] ¥ 52827999, (16 < /<31),
C= Ki[2) ¥ 6ED9EBAL, (32<i<47),
Gi= Ki[3] ¥ 8F1BBCDC, (48 < /< 63),
Ci= Ki[0] ¥ R953FD4E, (64 < /579),
C{= Ki[1] ¥ 50A28BE6, (0< /< 15),
C; = Ki[2] ¥ 5C4DD124, (16 < /< 31),
C{ = Ki[3] ¥ 6D703EF3, (32 £ /<47),
C! = Ki[0) ¥ 7TA6DT6E9, (48 < /< 63),
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C! = Ki[1] ¥ 00000000, (64 < i< 79).
6.3.2 Ham bam Chuyén dung 2 (RIPEMD- 128)
Céc chudi hang sé 128-bit T cho Ham bam Chuyén dung 2 duge dinh nghia nhur sau (trong bidu dién
hexa):

To = FD7EC18964C36D53FC18C31B72112AAC
T» = 2538B78ECOE273949EE4C4457A77525C
T, = F5C93ED85BD65F609ATER182A85BA181

Hal day cac tiz 12 hdng s Co, Cy, ..., Cs3va C}, Ci, ..., Cis Gurge st dyng trong ham véng clia Ham bam
Chuyén dung 2. Ching dugrc dinh nghfa nhu sau:

= Ki[0) ¥ 00000000, (0 < /< 15),

= Ki[1] ¥ 5A827999, (16 < i< 31),

= Ki[2] ¥ 6ED9EBAL, (32 < /< 47),

= Ki[3] ¥ 8F1BBCDC, (48 < /< 63),

C! = Ki[0] ¥ 50A28BES6, (0 < /< 15),

C! = Ki[1] ¥ 5C4DD124, (16 < /< 31),

C} = Ki[2] ¥ 6D703EF3, (32 < /< 47),

C{ = Ki[3] '¥ 00000000, (48 < /< 63).
6.3.3 Ham bam Chuyén dyng 3 (SHA-1)

Céc chubi hdng sb 128-bit 7; cho Ham bam Chuyén dung 3 dwgc dinh nghTa nhir sau (trong biéu di&n
hexa):

To = 1DACA39FA40417E2AE5A77B49067BBCC
N o= 9318AFEF505A5846EE‘CASBE‘.COE138940
T, = 4544209656E14F97005DAC76868E97A3

Hai day céc tir 1a héng s6 Co, Cy, ..., Cro dugre st dyung trong ham vong clia Ham bam Chuyén duyng 3.
Chtng dwgc dinh nghTa nhw sau:

= Ki[0) ¥ 53827999, (0 < /< 19),
Ci= Ki[1] ¥ 6EDIEBAL, (20 < /< 39),
Ci= Ki[2] ¥ 8F1BBCDC, (40 < /£ 59),
Gi= Ki[3] ¥ CA62C1D6, (60 < /< 79).
6.3.4 Ham bam Chuyén dung 4 (SHA-256)
- Céc chudi hang sb 128-bit T; cho Ham bam Chuyan dung 4 dugrc tinh nhw sau (trong d6 & 1a phién ban
dwgc don gidn héa clia Ham bam Chuyén dyng 4 dugc dinh nghta trong Bidu 6.1.1):
To=128~ h (Sl R),
Ti=128~ h (é.|| R),
T2= 128~ R (S| R).
16
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Day céc tir 18 hdng sb G, G, ..., Ge3 dwge sl dung trong ham véng clia Ham bam Chuyén dyng 4. Ching
dugc dinh nghTa nhu sau:

Cr= Ki[imod 8] ¥ C; (0</<63),
trong @6 day Cy, Cy, ..., Ces & bidu didn hexa (bit c6 nghta Ién nhét teong teng véi bit bén trai nhat) duoc
dinh nghTa nhu sau, céc tir dwoc liét ké theo thez ty C, Cy, ..., Cea-

428a2£98
d807aa%8
e49b69cl
983e5152
27b70a85
a2bfeBal
19adclle
748f82ee

71374491
12835b01
efbed786
aB831c66d
2elb2138
aB8la664b
le376c08
78a5636f

bS5cO0fbecf
243185be
0fcl9dcé
b00327c8
4d2c6dfc
c24b8b70
2748774c
84c87814

3956c25b
72be5d74
2de92c6£
c6e00b£3
65027354
d192e819
391c0cb3
90befffa

59f111€1
80deblfe
4a7484aa
d5a79147
766al0abb
d6990624
4ed8aada
a4506ceb

923f82a4
Sbdc06a7
Scb0aldc
06ca6351
81c2c92e
£40e3585
Sb9ccadf
bef9a3f7

ablcbed5
cl8bfl74
76£988da
14292967
§2722c85
106aa070
682e6f£f3
c67178£2

e9b5dbad

550c7dc3
240calcc
b£597£fc7
53380d13
c76c51a3
34b0bcb5
8cc70208

CHU THICH Céc gl4 tri ndy I3 32 bit dAu tién cla phn thdp phan cilia c4c can bac 3 clia 64 sb nguyén td ddu tién. Ching 13
day hing s dugc sir dyng trong SHA-256.
6.3.5 Ham bdm Chuyén dyng 5 (SHA-512)
Céc chudi hing sé 128-bit T cho Ham bam Chuyén dung 5 duge tinh nhw sau (trong d6 / 14 phién ban
dwgc don gidn hda cla Ham bam Chuyén dung 6 du*(.yc dinh nghta trong Diéu 6.1.1):
- ..Tp = 85f6e8b28balldedl1d076ead90412a5
_T1 = 33a6da6c7aaaf2149104£fe4183152828
_"Fb = 7682094a7e45c£6b£27d19¢c2¢c7d6cE77
Déy céc tir 13 hing sb Gy, C, ..., C79 dugc stz dung trong ham vong clia Ham bdm Chuyén dung 5. N6
dwgc djnh nghta nhw sau:
C= K;[imod 4]¥C (05i579),
trong d6 day Cy, Ci, ..., Cyo & bidu didn hexa (bit c6 nghta 1én nhét twong (ng véi bit bén trai nhat) dugc

dinh nghfa nhw sau, cac tiv.dugc ligt ké theo thi ty Cy, Cy, ..., C7q.
428a2f98d728ae22 7137449123ef65cd bS5cOfbcfecdd3b2f e9b5dba58189dbbc
3956¢c25b£348b538 59f111£f1b6054019 923£82a4afl94£%b ablc5ed5da6d8l18
d807aa98a3030242 12835b0145706fbe 243185bedeedb28c 550c7dc3d5ffbde2
72be5d74£27b896 £ 80deblfe3bl696bl 9bdc06a725¢c71235 cl9bf1l74c£692694
e49b69clSefldad2 efbe4786384£25e3 0£cl9dc68b8cd5bS 240calcc77ac9c65
2de92c6£592b0275 4a7484aab6eabedB83 5cb0a9dcbddlfbd4 76£988da831153b5
983e5152eeb6dfab aB831c66d2db43210 Db00327c898£b213f p£597fc7beefleed
c6e00bf33da88fc2 d5a79147930aa725 06ca6351e003826f£ 142929670a0ebe70
27b70a8546d22ffc 2e1b21385c26c926 4d2c6dfcSac42aed 53380d139d95b3d£
650a73548baf63de 766a0abb3c77b2a8 8lc2c92e47edaeeb 92722c¢851482353b
a2bfeB8aldcf10364 a8la664bbc423001 c24b8b7040£89791 c76c51a30654be30
d192e819d6e£f5218 d69906245565a910 £40e35855771202a 106aa07032bbd1b8
19a4c116b8d2d0c8 1e376c085141ab53 2748774cdf8eebd9 34b0bcb5e19b48a8
391¢c0cb3c5¢c95a63 4edB8aadae34lBacb 5b9ccadf7763e373 682e6ff3d6b2b8al
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748f82ee5defb2fc 78a5636£43172£60 84c87814alf0ab72 8cc702081la643%c
90befffa2363le28 a4506cebde82bde9 bef9a3f7b2c67915 c67178£2e372532b
ca273eceea26619c  d186b8c721c0c207 eada;?ddﬁcdeoeblc £57d4£f7feebedl 8
06£f067aa72176fba 0a637dc5a2c898a6 113f9804bef90dae 1b710b35131c471b
28db77£523047d84 32caab7b40c72493 - 3c9ebelalScObebe  431d67c49c100d4c
4ccSd4becb3e42b6 597£299cfc657e2a 5fcb6fab3ad6faec 6c44198c4a475817

CHU THICH Céc gia tri ndy 13 64 bit @Au tién clia phAn thap phan cda c4c cin béc 3 cia 80 sb nguyén 16 du tién. Chang 14
day hing s6 dugc sir dung trong SHA-512,
6.3.6 Ham bam Chuyén dung 6 (SHA-384)

Cac chui hang sb 128-bit 7; cho Ham bam Chuyén dung 6 dwoc tinh nhur sau (trong dé & 1a phién ban
dwoc don gian héa ctia Ham bam Chuyén dung 8 dwgc dinh nghfa trong Didu 6.1 A)
To. = 33bfc7a7db2d833clfal20£f248ealc68 '
Ty = 0£53e26170ddedf%0aab66a58acciBcd
T2 = £9371£fddd155caefbd989%e1270066c7¢c
Day cActir 1A héng sb Co, Cy, ..., C79 Gwgre str dyng trong ham véng clia Hém bam Chuyén dyng 6. Ching
dwoc dinh nghfa nhw sau:
Ci=Ki[imod 4] ¥ C; (0< 7 £79).
trong dé day Cy, Cy, -... C7o chinh 13 day cho Ham bam Chuyén dung 6 ctia Didu 6.3.5.
6.3.7 Ham bdm Chuyén dung 8 (SHA-224) .
Céc chubi hing sé 128-bit T; cho Ham bim Chuyén dung 8 dwoc tinh nhw sau (frong d6 & la phién ban
dwoc don gian héa cila Ham bam Chuyén dung 8 dugc dinh nghTa trong Didu 6.1.1):
To=128~ R (S| R): |
Ti=128~ h (S|l R);
T2=128 ~ h (S:| R).
Day cac tir 1a héng_sé G, G, .y Go3 duQec str ﬁung trong ham vong cia Ham bam Chuyén dung 8. Chiing
duwgc djnh nghta nhu* sau:
Cr= Ki[imod 8] ¥ C; (0% i<63).
trong d6 déyCy, Cj, ..., Cez chinh 1a ddy cho Ham bam Chuyén dung 4 ctia Didu 6.3.4.

7 Thudt toan MAC 2
CHU THICH 1 Muyc nay chira mé 1a clia HMAC [7).
Thuét todn MAC 2 y&u cAu hai 1an 4p dung clia mét ham bam @& tinh mdt gia trj MAC.

Ham bam dwoc chon tir ISO/IEC 10118-3, véi yéu cAu ring Ls 12 bdi sé duong clia 8 va Lz < L.

CHU THICH 2 Cac Ham b&m Chuyén dung 1 - 7 trong ISO/IEC 10118-3:2004 v& Ham b&m Chuy8n dyng 8 trong ISO/IEC
10118-3/Amd1:2006 thda man cac didu kién nay.

Kich thuée khoba k tinh theo bit cAn It nhat bang Lo, trong d6 L2 [a kich thwéc clia m& bam tinh theo bit,
va nhiéu nhét 1a L, bit, trong d6 Ly 12 kich thuéc cla d4u vao dt lidu clia ham véng tinh theo bit, tirc 13,
Laos k<L,
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7.1 M5 ta ctia Thudt toan MAC 2

Thuét todn MAC 2 y8u clu 4 budc sau: md rdng khda, phép todn bam, blén 6di diu ra va cét ngén.
7.1.1 Bwéc 1 (mé rdng khéda)

Gé&n thém (Ls — k) bit 0 vao bén phai clia khéa K; chudi thu dugc c6 dd dai Ly dugc ky hidu bdi K.
Khoa K dugc mé rdng d& tao ra hal khéa con K, va K;:

¢ Dinh nghia chudi IPAD nhuw ghép néi clia L1/8 ban sao cua gi4 trj hexa '36' (hay gia tri nhj phan
'00110110"). Sau @6 tinh gié tr| K; nhe XOR ctia K va chudi IPAD, tirc 1a:
K, =K & IPAD.

¢ Djnh nghta chudi OPAD nhu ghép néi clia L1/8 ban sao clia gia trj hexa '5C' (hay gi4 tr] nh| phan
'01011100'). Sau dé tinh gia tr| K, nhu XOR ctia K va chudi OPAD, tirc 1a:
K, := K ® OPAD.
7.1.2 Bwoc 2 (phép todn bam)
Chubi d4u vao ctia ham bam biing v&i ghép ndi clia K va D, tirc 1a:
H = h(R, || D).
7.4.3 Bwéc 3 (bién ddi ddu ra)
Chubi d3u vao clia ham bam bing vé&i ghép néi clia K, va H', trc 1a:
_ H =R N H).

7.1.4 Bwoc 4 (cit ngan)
MAC ¢6 m bit dwor riit ra bing c4ch I&y m bit tréi nhét ctia chudi H', tirc 1a:

MAC =m=~ H'.
7.2 Higu suét
Néu chudi dir liéu da dugc dém (trong d6 thuat to&n dém 1a dc thi abi véi ham bam dugc chon) chira
q khéi, thi Thuat todn MAC 2 yéu cdu g + 3 1An 4p dung ham vong.
NG c6 théd dwoe rit gon v8 g + 1 14n 4p dyng ham vang baing c4ch stra d8i mé 1&énh clia ham vong. Ngudi
ta c6 thé tinh trwdrc cac gid tr Vs = ¢ (Ky . IV) va IV := ¢ (K; ,.IV).va thay thé gia tri khoi GAu IV béi 1V
trong 14n &p dyng thtr nh4t clia ham bdm, va bdi /V; trong blén @3i dau ra (1an ap dung the hai clia ham
bam). N6 cling yéu ciu mét sira ddi clia phrrong phéap dém: thye ra, dAu vao thyre sy clia ham bam bay
gid [a Ly bit ngén hon; didu @6 c6 nghTa rdng gi4 trj Ly phai dugc thém vao gié tr] Lo.
Pbi vl chc chudi dAu vao dal, Thuat toan MAC 2 cb hidu néng so sanh dugc véi-hidu ndng cla ham
bam dugc sty dung. -

8 Thuat toan MAC 3

CHU THICH Didu nay chira mt bl@n thd ciia Thuat toan MAC 1, nd duoc téi wu héa cho céc dAu vao ngdn (nhidu nhét 256
bit). .

Thuét toan MAC 3 yéu cAu bay 1an &p dung cho ham vdng don gidn héa dé tinh toan mét gié trf MAC,
nhung viéc ndy ¢6 thé dwgc giam vé mot 13n 4p dung clia ham vong nay bang cach thirc hign cac tinh
toan treéc nhét djnh.
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Ham bam phai dwgc la chon tlr cdc Ham bam chuyén dyng 1 - 6 tir ISO/IEC 10118-3:2004 va Ham
bam Chuyén dyng 8 tir ISO/IEC 10118-3/Amd1:2006.
Kich c& khéa k tinh bang bit I&n nhét bing 128 bit va dd dai MAC theo bit [ m 16n nhéat bing Li/2.
8.1 Mo ta clia Thuat toan MAC 3
Thuét todn MAC 3 y&u cAu nam buéc sau: mé rdng khoa, sira d8i cac héng sé clia ham vong, dém, 4p
dung ham vdng va cét ngén.
8.1.1 Bwdc 1 (md réng khéa)
Néu K ngén hon 128 bit, ghép néi K vao chinh né mdt sé dti 1An va chon 128 bit bén tréai nhit & tao ra
khéa 128-bit K' (néu a9 dai (tinh theo bit) clia K blng véi 128 thi K := K):

K =128 ~(K{| K|l ... || K.
Tinh cac khéa con Kp, K1, va Kz nhw sau:

Ko:=h (K || o l| K);

Ki:=128~h (K || Us || K'), khi str dyng cadc Ham bam Chuyén dung 1, 2 va 3;

Ky := 256 ~ h (K' || Us || K), khi si¥ dyng cac Ham bam Chuyén dyng 4, 5, 6 va8;

K2 :=128~h (K || U2 || K).
O day Us, Us va U, 14 céc hdng sb 768-bit ma dwoc dinh nghia trong Bidu 6.3, va k ky higu ham bam h
ma khdng c6 phép dém va gén thém dd dai, va khong cét ngén ddu ra ham vong (L2 bit) thanh Ly bit bén
trai nhét,

CHU THICH 1 Phép dém va gén thém d§ dai dugc bd qua bl Vi trong trdmg hop ndy 46 dal clia chull dAu vao hosic 18 Ly
bit ho#c |4 2L+ bit.

CHUTHICH 2 Phép cét ngén dugc bd qua b vi trong trrdng hop ndy dd dal clia Ko ludn 12 Lz bit, né 12 > L.
Khi st dyng cac Ham bam Chuyén dung 1, 2, 3, 5 va 6, khéa din xuét K; dugc phan tach thanh 4 tir
duwoc ky higu bdi Ki[f] (0 <1< 3), tire 1a:

K = Ka[0] || Ka[1] || K+[2] || Ka[3].
Khi st dung cadc Ham bam Chuy&n dyng 4 va 8, khéa dén xuét Ki dugc phan tach thanh 8 tir dugc ky
hiéu:

Ks = Ki[0] [l Ka[1] I} Ksl2] || K+f3] I} Kaf4] || Ks[5) || Ki[6) || Ka[7]).
D& chuyén adi mot chudi bit thanh cac tir, mot quy wée thiz ty byte dwgc yéu clu. Quy wéc thir ty byte
cho chuyén @i 1a quy véc ma dugc dinh nghta cho m8i ham bam chuyan dung trong ISO/IEC 10118-3.
8.1.2 Buwéc 2 (siva dbi cac hing s6 va IV)
Khi str dung cac Ham bam Chuyén dyng 1, 2, 3, 4, 5, 6 va 8, c4c hang sb dung @& cong dugc sir dung
trong ham véng dwgc sira G bdi phép cong mod 2” véi mt tlr clia Ks, vi du:

G:=6'Y K[0). |

Didu 6.3 chi ra tir ndo clia Ky dwge cdng vao tirng hang sé.
Gié tr] khdi dAu IV clia hdm bam dugc thay thé bdi IV := Ko, Ham vdng két qua duge ky hidu bdl 4.
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8.1.3 Buwdc 3 (dém)
Céc bit @ém duwrgc thém vao chudl d ligu ban d&u chi dwgce sl dung dé tinh MAC. Do vay, céc bit dém
ndy (néu c6) khéng cin phai lwu trlr hodic truydn di cling v&i d( lidu. Ngudi kidm tra phai biét du cac bit
dém cb dwgc lwu trlr hodic truydn di hay khéng.
Chudi dw liéu D Ia dAu véo cho thudt todn MAC can phai dugc dém vé phia bén phai cling véi s6 it nhét
céc bit'0' (c6 thé khdng c6) nhw can thiét & nhan duwgc chudl d lIgu D c6 @6 dai 256 bit.
CHU THICH Néu chubi dtr lidu diu vao 12 tréng, thi chubi do lidu 64 dugc dém D chira 256 bit 0",
8.1.4 Buwéc 4 (4p dung ham vong)
Chudi bit L dwgce tinh nhw bidu di&n nhj phan clia dd dai (tinh theo bit) Lp clia chudi de lidu D, nd dugc
d@@m v& phia ban tral bdi s6 it nhét cac bit '0’ nhur can thiét d& nhan dugc mot chudi 128-bit. Bit bén phai
nhét clia chudi bit L twong (ng véi bit c6 nghta nhé nhét clia bidu dién nhj phan clia Lo.
Chudi dAu vao clia ham vdng ¢ (cling v&i cac hing sé dugce stra ddi) bang véi ghép néi clia Kz, D va
két qua XOR clia K2 va L.
Déi v6i cac Ham bam Chuyén dung 1, 2, 3,4 va 8

H:= #(K:||D|| (2 ® L), IV).
Péi vé&i cdc Ham b&m Chuyén dyng 5 va 6:

H:= ¢(&||D|| (a® L) || k|| D || (e ® L), 1V).
8.1.5. Buwoc 5 (cat ngan)
MAC ¢6 m bit dugc it ra bang cach Iy m bit trai nhét clia chubi H, tirc 1a:

MAC:=m~H.
8.2 Hidu suit
Thuét todn MAC 3 y&u ciu 7 13n &p dung ham vong.
Thuét todn cé thd duge rit gon v& mot 1an &p dung duy nhét clia ham véng béing cach tinh tredc cac gia
trj Ko, Ki va K.
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Phy luc A
(quy @inh)
M6 dun ASN.1
Phu lyc nay chi ra module ASN.1 c6 lién quan téi c4c co ché MAC da quy dinh trong tidu chudn nay.

MechanismsUsingADedicatedHashFunction {
iso(1l) standard(0) message-authentication-codes (9797)
part(2)asnl-module (0) mechanisms-using-a-dedicated-hash-function (0)
version2(2).}
DEFINITIONS AUTOMATIC TAGS ::= BEGIN
EXPORTS ALL;
IMPORTS
OID, ALGORITHM, HashFunction, HashFunctionAlgs
FROM DedicatedHashFunction {iso(l) standard(0)
hash-functions (10118) part(3)
asnl-module (1) dedicated-hash-functions(0)};
-- gan 0ID

is9797-2 OID ::= {iso standard message-authentication-
codes (9797) part(2)}

{1s89797-2 macAlgorithm—l(li}
{i89797-2 macAlgorithm-2(2))
{189797-2 macAlgorithm-3(3)}

id-mac-1 OID ::
id-mac-2 0ID ::
id-mac-1 OID ::

~- kiéu dinh danh thudt toan MAC va tdp céc thuat tdan MAC dai nhén-dién

AlgorithmIdentifier {ALGORITHM:IOSet} ::= SEQUENCE {
Algorithm ALGORITHM.&id ({IOSet}), .
Parameters ALGORITHM.&Type ({IOSer}{@algorithm)}) OPTIONAL

}
MessageAuthenticationCode ::=
AlgorithmIdentifier{{MacAlgorithms)}

MacAlgorithms. ALGORITHM ::= {

{ OID id-mac-1 PARMS MacParameters} |
{ OID id-mac-2 PARMS MacParameters) |
{ OID id~mac-3 PARMS MacParameters} ,
-+. = cé&c thudt toan bd sung mong dgi --
}

-- dinh nghia c&c kidu tham sé MAC

—— ==

-= Cac tham sé tuy chon cé th& dugc thda thuin theo cac cach khac

MacParameters ::= SEQUENCE {
dhfAlgc HashFunctions OPTIONAL
m INTEGER (1..MAX)

}

END -- MechanismsUsingADedicatedHashFunction --
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Phuluyc B
(tham khao)
Cac vidy

B.1 Téng quan
Phy lyc nay dwa ra cac vi dy cho viéc tinh céc Thuét todn MAC 1, 2, va 3. Céc vi dy clia Thuét toan MAC
1 va 3 str dyung cac Ham bam Chuyén dyng 1-6 va 8. Céc vi dy clia Thugt todn MAC 2 st dung cac Ham
bam Chuyén dyng 1-8. C4c Ham bam Chuyén dyng 1-7 dwgc chi ra trong ISO/IEC 10118-3:2004 va
Ham b&m Chuyén dung 8 dugc chi ra trong ISO/IEC 10118-3/Amd1:2006. Chin vi dy clia viéc tinh ma
bam dwgc dua ra cho cic Thuat todn MAC 1 va 2. Céc chudl dAu vao duwoc danh sb tir 1 t6i 9 dugc

chiva trong Bang B.1. Chl ¢6 5 vi dy du trong bang dwgc &p dung cho Thuét todn MAC 3.

Trong toan b$ phy lyc ndy ching ta @& c4p ¢ ma ASCII ciia cac chudi di lidu; né 12 twong dwong vél
mé khi str dyng ISO/IEC 646.

Bang B.1- Cac chudl ddu vao cho cac gi4 tr] kidm tra

TT Chubi ddu vao

1 | " (chubi réng)

2 |‘a"

3 | “abc”

4 | “message digest’

5 'abcdefghijklmnopdrstuvwxyz" _

6 'abodbédecdafdefgefghfghEghljhijkijliljldmklmnnlmnomnopnopq"

7 | “ABCDEFGHIJKLMNOPQRSTUVWXYZ abcdefghljklmnopqrstuvw
xyz0123456789"

8 | *1234567890" duoc I3p lai 8 12n a& dwa ra 80 ky ty

‘9 “a" dugc Kip lal 1,000,000 [&n dé dua ra 1 trigu ky ty

Hai gia trj khdéa dugc sir dung Ia céc chudi 128-bit sau:
key1=00112233445566778899AABBCCDDEEFF va
key2=0123456789ABCDEFFEDCBA9876543210

B.2 Thudt toan MAC 1
Déi véi cac vi dy trong muc n._i.sy. gidtrim= Lo/2 dwee chon, tre 13, m = 80 cho Ham bam Chuyén dung
1va 3, va m = 84 cho Ham bam Chuyén dyng 2.
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B.2.1 Ham bam Chuyén dung 1 (RIPEMD-160)

24

key 1:

00112233445566778899AABBCCDDEEFF

TT

Két qua MAC 80-bit: 80 bit bén trai nhét clia

—

B7F4508111EB8C3B5229C6AED406DEJECA640133

BC78F55933BCEB1EE85A906F9E18374F23E310F9

6300DC20E97A5AA29DBOC7D607D23D126FA36863

3A2AC89B78EEAB8759F5112BCAD4CD40SEEB5SD3S

16DC174925BBC27E0C93D426C346846F97F8BC69

EO622103A5C9C94737BF3§6E85£355664FBD1D4E

9B462D5CBDAE1485FFE10BCO01EFSE3AF6D128B5

88E73A01A1DE36C92D6F9E41F7278D407B4A4CCD

0|l o | N ] WM

'E7B128E4A1842B750F1E61A486C867C4887A4B21

key 2:

0123456789ABCDEFEDCBA9316525210

Két qua MAC 80-bit: 80 bit bén trai nhét cla

B45D6CA84CFB9020EODSABA2A760933081F3F5?F

8844375992037D1BCDOD118EE548D70C3F19CBBB

917C59B8ACTFC19DC25BEF82766412FA1 6BBC6AT

EQ0737CC7976D8F424390CB8798D623D751AFE15A

DS7FAE836870718EFA4BD4ASF2F322A179A8735E

42B20D4C8FD5E8672760CF83C0478D7BF8021404

42B20D4C8FDSE8672760CF83C0478D7BF8021404

10441DF4F68CE8815818DCOFB370ABF87BCA4464

O | 0| N ;| | W]N

EQ6AD21D2AF04DD4217AB03B1A578F036997D01A




B.2.2 Ham bim Chuyén dyng 2 (RIPEMD-128)
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key 1:

00112233445566778899AABBCCODEEFF

T

Két qua MAC 64-bit: 64 bit bén trai nhit clia

—

A47A64E9EDE0741B3FDDE33ES5C1C6D78

51355051852FDC79FB228EAC905633AD

D83940DAFFBD4CBBE6BA30AGFIEG3FSF

1A7CFE2BB26E973E213C1CB96FA4C2EF

798AEAC6046B31907C197BD68ES9D376

OB8E1D4AST71F32657189E22A1F2F4A53

B814730F482300C6E474FD255A66D680

S9060A30758EBE3368D939AC168F1A9FD

Wl I N]|]OD| | ] ON

20763FDEDFOLES6FF5756954302C7DEQ

key 2:

012345678 9ABCDEFEDCBA9876543210

K&t qua MAC 64-bit: 64 bit bén trai nhit clia

35FA3AC39F50F2RA4E3FFCTAFS5776B4ER

AB9E25E6796747B630A2A00B802EAS3E

66339027A36608EBD332DD551616E7B2

.| 1F8779BAD84B50373931211A2761EAD3

31BFSSSB?ABACZSGTDCOEOZFICBAZSD?

B5B8BA3BSEA895FBC83CB7588FBD2656

8D27BBEC257C848D5CF375EBSEDA4CCT

B40BSBF6727DES0B26F770850F059C88

Wl o | Nl &|w] N

76C7BC831BOBCE593DFD44EBEQS4A373
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B.2.3 Ham bam Chuyén dung 3 (SHA-1)

26

key 1:

00112233445566778899AABBCCDDEEFF

g

Két qua MAC 80-bit: 80 bit bén trai nhét clia

-

CB8AB8B3C75E6CE7C6C4F79CC19853CCD54ABCBO79

8DDIAE643BF10BBB7B978EF13EE6COF480618FB0

A738B26A8BD318184E76707A99CAE14C670B9711

1EBFE413E55D6B288A2BD01D2%4A21FDBD4B20BF

OCE7BF40A73D977AB4999CF3A9BD1C5BEDC442ES

12A6823CC181294F95109073A6AA0C8961B14386

936SEE4A043AF1CAGE078D0OBSASCESC1545440BA

BOOD37D70A84B762FCOAS8AOBC1B15FOES17BSEDF

Ll o|iN]|l|O| R W N

DDDF44613E8559D12C150D022D5FE33F9EOFBACE

:0123456789ABCDEFEDCBA9876543210 ..

Két qua MAC 80-bit: 80 bit bén trai nhét clia

C3A5ECD1E715C7272CFE78BC278086587B040422

DSDSOFFA?EFDFlBl7E96E2EC14DBC4412F?B?71F

01BFDDS68008D412158F5B0C90AE2730DCFB77FB

9%82EOEE91DB89AE7E7618AD1D649BA43406DBDD

ACDO4E1004FCES53DECA9EE7ABOSDAF97B7C44AA8

FADF62DCE789E86E60756AA819EF62C3ES5C25E94

46DB9A49FB4976D007B14B1574843D019CA99445

4EF5BED3E816C530B23F491583C038596BB76FDR

=
ol N|lo|lan|lsr|lw|nw] = j K
]

BAC6BE6BE6153FECE2891F9DA03824D D4D535D19
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B.2.4 Ham bam Chuyén dyng 4 (SHA-256)

key 1: 0011223344556 6778899AABBCCDDEEFF
TT | Két qua MAC 80-bit: 80 bit bén trai nhat clia
76D91CA2337FF25EF66DF2AE7172626C5544428822B9E1B9C94121D384489C09

—

479DA7965233CB2133C6B949AD82CBCSB29F528DBO90FF04A1496323D77D15FFD

BEG6E923798F594BC529C87DF5A42333EE18BESSFEDI84BOEFEQ092BF31D570FAE

664AA91CFF68C786E943FEBOE6BB465213FFC57AFSC8F973827DF67956FC21D6
D7A7TA1D1007CB2D3DCS78BB4FDA4ASB1B2EBF7B27C9CC43BDF7A382851DF91AB

BC9853B4E7AES574B3DCF4728BF44FC27A3C04C5AB90EAL189DD1 75B6FSECB4335

66F3238A2C2BGA3ABB603QB9DF33BA6420F7E66F5D86856DTQCCA908DFE57BFE

B1AS9EOSOSF8EEIACFS5C77E67883C8C3CAL0DA96SBE31F75A47AD85015CD478B

ol Nl ]I N

15FCO9FABB62AADEES831B9988E2DE2F41A3C685D28E4C06720ED6ES8493CDO60A

key 2: 012345678 9ABCDEFEDCBA9876543210
Két qua MAC 80-bit: 80 bit bén trél.nhit clia
FO400A79DD136B4E83EB507E23F98C1AS4E7DCA33A38C75902008F90B003C37A

-

| 407FA9A8170113C1COBO6B8FDC32AB5914343D0CBEBEESB1C84008182794CD8C

7E02C2AB8B8115B446E80C70CE4A0126E83E0208420E39965272D64 97EEL 6B86

. BEFCOSEQSOBF]CDGBGBAOOZ68910328ACF45551DB93180099D089308415314F1
00019D3C8D5D563A9A24462029171C6D4CF29BCF8CC6D60BF76584A6B4F696ED
383F7B8050D7B08SDEAEEB3B5B04496669815277968D5A2ACDEF04D37C596E2E7

FFEE6E137909EF2140A87619B51CF6C7TFBAFC6EF5B8388C8ACFOF7DESARBETBB

511855ADB1BSFE79C1C04B565CD40359B5DFA474AC52BE7F4CB2753285B90D0C

ol |N|lo|la|s|wln]| s

8F6D5B1C7CC360DC4E4320755684B24726B8C4312A12B329ADC8C2550C3FEBO8
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B.2.5 Ham bam Chuyén dyng 5 (SHA-512)

key 1: 00112233445566778899AABBCCDDEEFF

T

Két qua MAC 80-bit: 80 bit bén tral nhét clia’

1

A4D628912D3CDAB7D92F4597B7385E9BEB6161A2C12D412E3EAATB4FD1003ABE
D6EBE9C7418D60905267A84F0A2B22865D8E21F1E48DAE105F6C3A653D5C63E2

DBBD9316AAE10399C742C212365A529B7EESF9BBDBI6BASA14A078010AF81806
AF4635AADA77595FE21B7B5C552038AAE38CF32C4D4E480855560E98AC25297F

C9598B319F5DA537044289553FB7BOFACISB51569BD08DB4A45995CB75A344FE
88ABF5001694497ED71B5CAB3C5D4212E937E50712CCFAFFSC8B3D4C23EABDFS

B22A1CD30D3AF351931E746542BEFAD2985BD6838831BDBCFEE3BODA48AA8996 :
76C4ADF4278D79D45A6C6E4AEA613BSF3FDE4E6F4FE06854BS736B9355EE0A6B

EC807431CE07B43F95E001B562525B0F49EC6BD5B91055C030D79D5SE462008A8
BO9D862ABD3EBS517D59FE3F3E60424EFC1327D67D53A04F4871076999619D4327

176422D10271BD8A22AFA4164F62439DEFAFOB4901AF4F8FD366C79055280635
175B8DS20574AC85B493FBALEFFDD46233C54BAEC783FF3030BADF6FB37413AD

22EBA8624F3982CA3A7B18635E4029FB6CD3B771EAFF7BADSA00C064C1099B99
7TBCF7FA529D5864BEA94DATEB5367D8C27763B7303FAD4FS517D598ACT7453A60A

17A2D95A4935C88234EEBFBA29140B57ACECA329E513AA7BD7110283759FA6E6
D9457D4B58C7DE765A495703B04AA476E5412DDES2E799C841EAF37925A37CB3

'F807A843A14B94B977259556B656A7A401C3D026BSFDCI93BCIE6A2EOESACTEC

7CAA611C9EB3F4609E7699F43A305BDC4818B823B219BE7AB5C54A4AC01FSE4B

:0123456789ABCDEFEDCBA9876543210

Két qua MAC 80-bit: 80 bit ban tral nhat clia

14D4BDDF705DEFA?56AE8154FAO9792DlDBGEF52A88E8552CA4DBS6420F63D08
OD3114F626BS0B59EA1IDOC7E4187678E22C263FE94D074D70477252CDDA86C04

C340C2B6F8C606AD499747EC6239DF94D5365047061EB4A26789EB83177B002A
2FBC1F5B866A23389CAE742A057C4ECBDC7F7C20266BC99625A974DC345B0EED

AE0343C78F41BB04026B8BC36C7D09BDB7E6CB450FE340A7223274C5F61DBAL14
5C776D694C3BOSESBEBB1A494607A00E363E21B3BCC7ADBSFAES2F20D4F2B210

F98F5BC4C?4QBFI?A?OFBSASGCAOP2AEBGDA993318CF038A801639A6DC7B3DB7
C57B975EA6347B55D68C6ESB34C185CB06972370B15EADBBAF35C8277AFB7D79

7B073E2F13EB203BF937567D6A42F4F80A7TBBD47E120226B2B1171C8F62BCC53
CCODA4F0DD78C5534C1370E3DAEA81DD2EA6DF7EDD7BEE7334065A6A2B0A0FBS

641BBAA2591C17B1D73435DE640A22FAC1A2C38D11BC025F6991ACF667096011
D6E48F27826F06BB006425DC4EBBESEE7CDE3CF1C3A9592C674CCEEDAOF10BE4

B0025F9B04BDD64D15AA61DOASCF8CESC1IFCOA55830CF81FEABLIA3854D5SD3E41
F111918913E9638292B9BF752C6B6F0626A322FC89C28E03C80816F5115C7753

5E9A6219308123921A527502526DA57957E0C2C00601CA5224769DD925FC43F4
7FEAC4163B0D62CBCC7E4537859792DF8E4CCFEA4EBE3D387014A514F42B6CA3

CDB9961RA62447DAAEA3046E59517DFBAASCTES1C7B45A4561918B8B5CFD3EFS9
96B36921490049A70AA19CFAF88F017BDCO3FC1CE419BAB718642186C17502FC

28




TCVN 11495-2:2016

B.2.6 Ham bam Chuyén dyng 6 (SHA-384)

key 1: 00112233445566778899AABBCCDDEEFF °

TT | Két qua MAC 80-bit: 80 bit bén trai nhét cla

1 | 3148BD96B4CAB64EES5C6444EAE00S3E783AC28949FE05D0
52A1FCCE7DB8A619A1D0OBC858FAF013E53BD2A24AAEAQ3ES
2 735E4ED128DDF2EEC1FDF0370BF32517DF63E836FCOCBRBEY
A1C5CEFEC32CFB5586E2AA3A85ABD08FC6EBSEBIET77CBS2
3 | 15B7AF6E28E6AC436DB405B706078ED8SFOFID292C4C1A4A.
SEF1FAFOBA315683439D0DFE325283C1C83DE846C23DA890
4 | F49C22A8E48D0B4C145EEFDDES1027248A2BCD341FE43504
4DC980C38333D5F197CE08BF26354C545690C805D6AB1EIF
5 | 9DB498C5971A668857AD56C7T24F82104C2CC78D90701A29A
E97D9D269180FC64E35E058CE8898927001D20BBFF3B472A
6 |3D782A279E1D683623EE34D9935D43D9627CF5D045DBEB7D
FFF8C29CB3916A4FOFF00C012CE125956655873A3D883812
7 3A9AFFFEBF68E5660606797A5BAFDEC2B47DE1DEDA40AC4 8
0F535583D9544A63210ACE4DA24F397786C2F80367FA5284
8 | 0309E1B60798568E00522AC145ABB39AA19C5066549E07AA
5D6ADDEED34B4F2F3DF166C9C3915F44F92D79A049E7B753
9 343CC7791B07C4D26E5735224B302C4 9599CB2A92EA2’?BDB
2A96487C9CB3EC09D75CIE0179F73180E24D78000D45D8FD

key 2: 012345678 9ABCDEFEDCBA9876543210
[ TT_| Két qua MAC 80-bit: 80 bit bén tréi nhét cla

-1 | FELOF454ADOEAA717123E77AF83760DA2B5F27AAB2BBE4D3
5C4AE1352D54CA36554EA206475F1BC5D24060CAF17E7432
2 | BCE4739807A7BD64F709605SDBE1A2B572D963CFFSCAFS557F
194F18CB924A6B90B2A54E3844701A77D459A64AB3142A1C
3 | 86CD24861B303510FA374D2AASE2CA78F329138D5BIC2E04
3COFFCSEOAB37342B7859AE8B7CD8D6F381833F81628CASE
4 |BO3FC36C1FA2C72EF1EC1C9B8E9E322EA23C1AOF6CSACSES
AB2BA60D560D7156385D8D2DBOB117C71340E0S3DE4AOSEA
5 | 3B923573C9598ESF78EEDO6EADFCD6DAE2F8CT 62A8BBDFDE
8F0986934F5DD4A212B3493DD190E723A17B51D4F4F351AA
6 |0188E2DDA587AD67E91DD38C247051E1446CEDA3SEDF33B0
DD9BFC4310BAFE41887638216955F6E31E683420D858D16B
7 | 269010C8844FECCFO0F3EC33E600DD6F1BAS6DA91F1F1257
575BDSC5EBE6931F212CC8FDF81EA70COCDCFBF20D06E84C
8 | 92CcF0571CD8AD78C1CD43E847837A84 9EC8B92CEAAEEDSE?
541E23B14C4FF713A40C94D6A34E731543E1D3EC52B69BEA
9 | 95FA93E72585717CA74701D46EFIE25A9E2FD10FE015CDSF

"1 04427323315A60B074E1AL1134F18B2154644658C24EB3D36
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B.2.7 Ham bam Chuyén dung 8 (SHA-224)

30

key 1:

00112233445566778899AABBCCDDEEFF

T

Két qua MAC 80-bit: 80 bit b&n trai nhit clia

—t

065BR86EDEESSE12C4D83C7AD1500EBACD313DC3AA2147A12F39B7AFE

73D5627C9DBDE736841766FES43B7954D59AEE1F5C6823BCETE77351

A4F4ERA69DF69D9705D71305817B38AFE1IEF6ECF724C3F6743B26A9D2

E8E14D49D6C2A88D4A717A276693FF3D03444AC43FE02C99B6919A23

38CB47CBOOB57B858A0ABB864F0SBSES3EE4A250A5794740796FARDS

64ACE1CD852195AC765764DBA813749BDECB15498C30FB6CA73EQFT1

570E89F76E8435B945CF47AF5B054262C654636AEBI55FD951076B91

CCC8BDEED3869F5D8E2013EDFCE22A36185C5403103F04E586F987C5

Ol | Nl ] w| N

EOBEA67230DA03039540FA70CBOFBD69464E9DEE3C3FFB80CDS5D76646

key 2:

012345678 9ABCDEFEDCBA9876543210 | Fy
Két qua MAC 80-bit: 80 bit ban trai nhAtclia

-

FDSBBA?CDQ4B62?308F4DE82D?E20?0135E29FAEB}E66933D54BFF63

| E70AB63A4DO2C3B2A6975BB24B9380B5320D7E510107D27CC97F0086

36019058?5?13843544424A085EB5E822AF4BD?F3ZB?AD190B5CABBB

DC53898B38F96269AAF0890A3A4D7EOOBO3B931C3AF7C80C8BBCF6EC

446B9988D8C5B35A20DD6B71B5F1E3E048144CD082C801449B5497EA

48E72CO0EDC3ES52370EF2DAE859A5462D60C735DA3F0B7494AFBOD5SAB

3E048D2F615BC681D1B2FD59A37F7D8972AE7C8096603B859F771223

E2CC9DFDOA2945F8F2C3003ADD8AAA493BBOC72BFAA82B7CABB1F289

|| N| || WM

552A67693AB02EC7DOAF18075DA9875B8B5D1DB89F6CFC73EA7151DE




TCVN 11495-2:2016

B.3 Thuattoan MAC 2
Déi véi cac vi dy trong didu nay, gia tr m = 80 duwgc lya chon.
B.3.1 Ham bdm Chuyén dyng 1 (RIPEMD-160)

key 1: 00112233445566778899AABBCCDDEEFF
TT | Két qua MAC 80-bit: 80 bit bé&n trai nhit clia -
9EBEA41FBC24CD80BF2ECFDSB8CSCCS181D3FCAE

-

75CB722C50024C0E8A7AODBA7DS5C36B86D9D1DDS

5B48C1749DDED71EDFEOADE2B944E808E4A65820
F9033064567F541235C3944EE95CB476055985D1
53?885405871E025AF003574021A562A62733628

'5C64295982C8054B5B3348AOD7D2CE24D7032BC1

BOA4A451D0926855E52428E16D1FEAA241C4DDYB

1CCEEC5122F08A76EBCD8BE3DE88610D942D8BASF6

Qoo | N A~]WN

45D61908BFF603956Dﬁ3C0§7FDCE6191F19F6410

key 2: 0123456789ABCDEFEDCBA9876543210 -
TT | Két qua MAC 80-bit: 80 bit bén trai nhét clia
1 | 2FDE5SDAF7050D14E6D7ACD2254D17FA3A8CBFCDD

239C4020610429A8662BF81A2CAAEA47FBEAOA44

89EFFBIFSA6BCEAE3C65D0C803F3464ESEOE349

F5FC87FD5702F5D4E7BB634DA4CB4B41CD505B6C
5686C00F69E6CB868732C67402AA107CEABS513439 |
525EC4893A221EFDYB6DD351059B40C05B4CE2D3

B975ED3893FC8D535376EF49211E2E6B1BB30BS0

BC201FFA581357C271DAE25104167F3DCCY7BADC

Ol Nl &A]wI'N

95A875A1D64DS5E677DE8E4455E1445ETE940F758
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TCVN 11495-2:2016

B.3.2 Ham bdm Chuyén dung 2 (RIPEMD-128)

32

Key 1: 00112233445566778899AABBCCDDEEFF

T

Két qua MAC 80-bit: 80 bit bén tral nhat clia

—

ADSDB2C1E22AF9AB5CA9DBESA86F67DC

3BF448C762DEOOBCFA0310B11COBDE4C

F34EC0945F02B70B8603F89E1CE4C78C

E8503A8AEC2289D82AA0D8D445A06BDD

EE880B735CE3126065DE1699CC136189

794DAF2E3BDEEA2538638A5CED154434

3A06EEF165B23625247800BE23E232B6

9A4F0159C0952DA43A8D466D46BOAFSS

Wl | N||O| & WIN

19B1B3AF333B894DD86D09427116D0OAD

Key 2: 0123456 789ABCDEFEDCBA9876543210

i)

Két qua MAC 80-bit: 80 bit bén trai nhét ctia

=

8931EEEES56A6B257FD1AB5418183D826

DBBCF169EAT7419D5BATBD8EB3673FF2D

2C4CD07D3162D6A0E338004D6B6FBCOA

75BFB25888F4BB77C77AE83AD0817447

B1B5DCOFCB7258758855DD1840FCDCE4

670D0F7A697B18F1A8AB7D2A2A00DECL

S4E315FDB34A61C0475392E5C7852998

ADO4354D8AA2A623E72E3594EE3535C0

Ol o | N ||| ] W N

6F9B1COFC06753618D6DB4B007733795




TCVN 11495-2:2016

B.3.3 Ham bam Chuyén dung 3 (SHA-1)

key 1: 00112233445566778899AABBCCDDEEFF
TT | Két qua MAC 80-bit: 80 bit bén trai nhat cla
86C2962E58B3498A2608935AF7726311F2BFB538

0497FF21DAE3251DA0ED2F47F5A3B74ABA6B2560
6EE2A25F943E3F3EC05225FBB86BAT3E2ES5D51D2

CD4COD1328DC4A8DC28010018129AEFC6E0?F9CE

89ECE303FAD1E4313950CC3B008CB239B5B85844

9DF741057D075D3C4E1533E38A5FF469647194B4

188A58390A6EF982703538lCDF135069211FOEE5

98A98D6A81FD361030856D2C19742ADBDBC468E7
D2986310BA18A78786534882F9C6BCBFO6CCEQE3

O |l | N, | AW N -

key 2: 0123456789ABCDEFEDCBA9876543210
TT | Két qua MAC 80-bit: 80 bit bén trai nhét cla
1 | 2739B6BE63F539EB70FE250346F6382A2DFA345F

AQC2711A6B1DA4CD8F85SEF1E6FF7BF70B412B477

18F570E864FF903D2773D53C2E114E1A62152953

.| ABOB45A89BA15E941A2457084BC431F3E47759E1

14143EA1057502D20C0157216190A006E3bF3041

DAB4B41BA639B4715889406FE18EQC037017E063

AEAEA5415B4F266CB15CBEB844E56AEC2DABADGD

3DBA11471EB4FCCF21BAEBOBFF7E20150132C6CF

olemiN|lo|lals]|lw|n

3BBY17B8BD8560E8IFFI054FBEO96CBACALOIDSF |
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B.3.4 Ham bam Chuyén dung 4 (SHA-256)

key 1: 00112233445566778899AABBCCDDEEFF

L

Két qua MAC 80-bit: 80 bit bén trai nhét cia

—

ESAD6537F69GCCF1A3C425A56CEA0540?204A8DBG7BDZBCFBOZFBEAFB&BBSFGC

DDABFDF46CE93311868B7275E05730AD3E23192A575CC291AE3785289B94A2F3

02581EA39A6CF2D752793FD782CFBICF965BE72B32B322C9551D03510645FB31

1F12288F42F42661349E5DB741CE19F3B8C3AB149FDAB8981237FA200FEBL0AF

EA4A04E76EEC57D6906098AFA7AE0264072C09F0DB34269B117C68C3EDIBICSE

6EB683218305A862A1C1EFBAO4A2A62DC4EC27886D3C79AFF7C493C2D6DFBO8BO

6DC64ACSC5F197ER5463474AA6R329DA9DSB3C6A3324B147469E06F21EB53C41

8F4B417527DA9533408D95951ED6504525C9683B45637B24 6CE25C99ACC64698

| e | N || AW N

5E2E0579A26517B06D2933CF62DEA20347A0A8DF9D7C3D200FASES 94EDICSEDF

key 2:

0123456789ABCDEFEDCBA9876543210 o TEWE

Két qua MAC 80-bit: 80 bit bén trai nhét clia -

DCC3C81236AAD92043DI4?8DF?92SE?8205F7BBDOC30018542?908?261A09?4?

AEE154DCF83568248DC228C8C3513E9BEEA268B4979FF17CDESBE484F491 9DDA

C3B53B9897D72197B240F08715E5C830886FE2F2EFC2ESABACDID5405098863B

60CD78CAED2CCIBD3F5BDAGAAAS1596B55556660B19A2DF2FF6C48F89C52CDTE

6283D8BA031EES52E2D7EBA96287025F161A521 9EF1FB59CEBE6133007B35A146

3BB625768D0900710F0EF7E854990BBBA35AA9B7BD4B0133656D290992A9BF79

98?F69D0b4BF5552843CBBDSDCGBGEBZFECS600D664A464F7888F7289CC41A78

5893F4AD6CEBB85BBO0CD4107BF85EEEBAB621C6EEB4EC487780A45DEDOOF5B2

ol Nl |~ WIN

781BFEC8396C6268E5413D76EDAEOCO0E6592B624BB4EOFB6137F4DF33FBI1D1
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TCVN 11495-2:2016

B.3.5 Hdm bdam Chuyén dung 5 (SHA-512)

key 1:

00112233445566778899AABBCCDDEEFF

1T

Két qua MAC 80-bit: 80 bit bén trai nhét ctia

1

EEB2E7DC1EA7C75966552A7F45C9F30E3FBOATEA1362BA6D7324DD7DEF461F88
B2B5E433CD7CA25A08554605B0B020C3A865434BABFC140DESDS55C8A94C7FDCE

2

8A507C281F9155A086C97E3BDB14B658F6C901B1948674139389853F55B453C4
83DF9AB807269B286AFD6FBDB6ASIE3CF190BB61951D8A8IBBOF3D611DC012DC

F5B41F81B56D9CEF4ABFFFBDD659470CA9DE7348A23DAC136790B028986D13E7D
74DC59759FAEAR253D5342ABDS6CF6F5859145AD54BCA62E0C45245BTE4FASCS3

2EEC2ES512FFDAC27444A563B40BFESEAF594D0C83947A374AC82797DA811466F
8DF8380836446B4B392E4E815B8E84695DB8253230635C18CFEB19CBELICF012B

DCD40B28C684428F83D1IE7D457A906DFCAB55C2298B7A242C4F208F205E948A1
BAO81A39C6DF60E2279DE4C3D6F82A4490ACCD667 SAAF7FEA9ODE4ABAEO6F2C32

E78F92E31D7410DD16EC830B477FE703B79925811758F0D3A11F3E4F48DA0C26
87A797EB2E3D7E20026936A87E6903F9D8CI3EF3ESFECF2CB2A42A720F301821

49BCFESTFA600FDF68562B91E68 6B02DE81DE25CF4466C707298538980880BFD

339264B48F2BD712127A1C66D97D1B367DDD8656B996CBD8D5SB7EDDS561328CD5

C4979A98F32B6DCAC7718B6089694DBFC6E6ACDF82724F1EFFB277593B716389
ECEA6F4C40EA524C84A1324C6AFABB78COFEORAQQ8CLEA3427AF179540FDFBF3

376DD55BA616ES9FCD6249267577608563C168CBF82CC6A89B83BC9224641B28
CC944C6DFEEDESCCFTFC6F61FF0D322B3183449677330B6EBD83BDD7BS57FB846

:0123456789ABCDEFEDCBA9876543210

‘K&t qua MAC 80-bit: 80 bit bén trai nhét clia

42A0B3DC6AF1D40CF4D58E2E35832C5824AA7T7E6B685B3E3BBBEGSA82C726DD8
B46C861BBEODADFA359207426187A1675A054CE82905F5A2FCES495D6BBB6957

DAED898D6AB6AFD1C622C96D33521175690365330EAOCEEEDB85292F8BBADFDS
67A7C1327356DFD75FAOC38B099BD229C39CF7CF07F479308F52A5C29CD284DA

41A98A3AD2B5BF46C000DEB754D93C2D41C4EFBE272163346E8D78A1FA222BD8
046551CAFFE81ESBAOAODBD746A25066DBFAE79B4040DS64D8F2DE181E71212D

1296CD85141D1D3BAA6C52ED6AL1569925112AAB7820883B3369D278A5711C62C
F483045B5F4172841BCO17BF92D45EAFC448D975FCAFS8DI5E8ES9AFD127BB7A6

CO941AAEA51B8539592403C1CCBBY8736F470F5F07C2FBB2374CEFDDE6BFOA34
EAAR164B430B59E6921422D6E0CSBEAS69FBIF6AT381ACIABEQL07D5SEBDDLIE3A

B87B9328C0041DC4492C5FOAAG613EBDCIELIDOL156E4E0628705A27B3DCB6EEEC
20E862DA7971DC2B999B6C6952ADB7D8615E68384289076C4B752D0DF393F2E3

CB102567BDBAANRB8833419ED3BBO95F1875488439B5416FDD466B79CC73BD26E0
9690A3E94CF611D7532128224E225C671BS0FC2BED4934516A4955931774B30E

41B7CD308733F10CCCCOAESCADBAFIEQ740317A0EE874489872EC640CCOCBL6F
101A12E446F55585555E7AB5128B8D370C006FFA151C7FA35EE10144E1FDD16B

2FFE4FEF445D76A2A41E5EDB715170D02ACAC44A580144C17ED65434A876CC99
S6B8E39E97CE78E5325EE376B113C6D7C5247D96AA0DCLIDS1A0932C81B58DISEF

35



TCVN 11495-2:2016

B.3.6 Ham bam Chuyén dung 6 (SHA-384)

36

key 1: 00112233445566778899AABBCCDDEEFF
TT | Két qua MAC 80-bit: 80 bit bén trai nhét clia
1 | 7BEE4557700A1D8ECEO45E8A6FCI80F456D2FF4F5AA7 7BEA
3147F54DC77EBF6A2FA016EOBAA4E105D53B4631CEO88CBE
2 | 33B764BFCTE4A95BB432BD7766C3EBOFOAB686CACSFD40CD
AS3A0BOD623D48373F36B321412C4D01E4AAFS8BA53C77751
3 | 67BFA7CDAB410564245D335985B5DD404D085E2DB88F2A35
B0782C7FA4AEF3407D489D66EABI14E74752CD1913963139
4 [ 1522B5D65022C1CEBF2425EC914320CCDBE198251CFEATOF
499179A2025185B5CE6241E84A6FFOFIC83820FAB83597E62
5 | 98E3EA52031575D96489C7DB7AE3B4A4AETDS0OET789958CE7
99350E2E07D7B852FC8BB3EFF3F2954A2C15 SBC3CI70EBED1
6 | 34B80B9F2775DABB019819277302ADAEECOCA6F0963B2979
314A44724B6318D9213DDFFA2E04B175E1E7D6778FCBABAS
7 | SBF44F677E77FBEBE31516D80CEDO14DCOIETFS51ACACCA1F
6401292990E3668319B137C2F1626C67BBI2A1CED7BE1SAR
8 | 7A8610621AB18CAOC87AD25A984C333D3B4BE1 2E85DEBSES3
88E4656133115FD4710DFAB81D0AS26ES56553C25E6279131
9 | 63490CBECD7350ACD6DIDSF485D323440A271555CC3C1ESL. |
F245E0FE4D8DFE6340C6146D2EEB46DFFI0A0D1970A30C52
key 2: 012345678 9ABCDEFEDCBA9876543210
TT | Két qua MAC 80-bit: 80 bit bén trai nhét cla _
1 | 6760086DFFB66B3AA619569BF567D6ACEFD52E2F3D90CC40
103346CB1EEOA493E159785876F8C310B44BF05B64E6B2FF
2 | 6575DCOAF2E0A9D32D619465CO5FED1FF5B1D3E65A2EADY3
405BD2DA82896EE3F9ID336B374E5D015594EC44872EBF8C2
3 | A6685B72C7545F84405CF20CF17CB67B246FA914CS59F335E
7F95B5B11963072777FA3B635AABF86D0D75B83D6365211D
4 | 0D52B84209956EFDOF39DE27821D328CBOB3FCDEFCF64B99
ED2B65C4DE7A753BCA2361CBB26043649FDFCD8CTSTET00C
5 | 9A50FF272D08AB3AD03911B4FBO42E0CB8080C18F5938F0C
93340DA508722DBB799C72EA1274B67AD30EAE22E86213B3
8 | 21BC7FA9F9E23536084CB65EE28727DDD378A1FD6D316D29 |
BFC3C8A39851EDES17A392D460A628E79A018989249A0CCO
7 | F291C145D2F9A10C76C5E40CDAC4027E2688799CISFEACAS
3042DED3EEE4C4331CDCS5F571B8642C615DA2A1A854C6EAL
8 | 23A9161DE7B21284446B49D5038F0D2823A0F05619B243F3
DOE114E3AA9ACS05C506A954 6E9EEB41F1DD1ABCESF43B71
9 | D056C9491A84401387A18E6953C7157E86C3AD4D3E2B0971
SE91B486EE89C7FE17CE40A10C78EF819433F006F7779443




B.3.7 Ham bim Chuyén dung 7 (WHIRPOOL)

TCVN 11495-2:2016

key 1: 00112233445566778899AABBCCDDEEFF
TT | Két qua MAC 80-bit: 80 bit bén trai nhét clia
1 | SA77B599D2DB9B6B 8CBES5112DDSFOB88 719D60A4866688C2 DFF624A6EA4ADRS2
47556ATEC5191745 4AAD7C63FSFOATAS 439C7887DDD47DBF E45BOA6SABE62A40
2 | 177B98F9F215046E 640BSEFE3E723C4E 7233CSE745B72DES 381D6A3F47E30F95
CCE9FDDCD3853303 'B84821F0B070296C EC039B7C86432B34 90520D5FB2585A19
3 | F92ECFIFB82E39EC B2D3EC8CFEF76317 ABC4E6F835BD4994 D4D156B68F640D37
61D32FA9CIIDCBCY A7FF32E7643F6B00 8B8D1510FB2A95D9 AlAEC1CC15508634
4 | 078067C14C1E3930 11BFES8E1E94F03F 9062DA01378760A6 SF7BE1FF041B8087
ECB7BA5D3225B39D EE3B63A616368829 02EB3B4999CB227B 60F1613C174DBBD3
5 | 05411A95D2ASCDAO CB4A7339A70E62FF 790D945F25963F15 95E39486BADSSB2F
C37973EOFEOEFCB1 SF68EB1E06AA4E3C F15DEFA7E2A4A129 B18F4C5C8B300B63
6 | BE2AB8CLSE9611E57 SBF67165B38B0425 9A30C8C15F9DE729 97391B32575D9C78
653C4CASCDEFC863 EGAGEOCFDADIFS5B7 60E657B5365ADA57 04BA92ED92277DDF
7 | 9A7D93D28BA451CD ES57570C1CC41E943 D288F3FD112C7E32 22185F2163AE9328
C2528ABA3661909A 91044C6C1C8EA914 2F1FCFBO7CE394a9 COF31862B5A2328B
8 | A3676A07DSE79CAB DAA1DAGEAB3FBADL 28114F4D7E00050A B7167400203585B6
DO8E538430F7A050 2E3504C51A5B2449 2BE90403BA08B1A3 D7ClE9E8B70BSOES
9 | 521EA57548F1068E C0364330ABEEAC85 9E008D976323BLBA 13ECFB405E0909EB
B6D4A01127D67966 157DEC38F1D77A35 361BACDA62E506C4- S59DE28298AECICCE
key 2: 012345678 9ABCDEFEDCBA9876543210
TT.| Két qua MAC 80-bit: 80 bit bén trai nhét clia ;
1 | FDB6120AFEDAEB87 A4DDC952FE02CIEC B17DDD6647DOFAB6  7194CAASO6EED1DB
C29A8B3524BA23F3. 512765C83734D2A2 6D65139B49FESAOD B8682E868353DA04B
2 | 8B738011A43BD813 63C38B941E81975B C2562EC9185B70BS 503D34FEA89BOE3B
66D15236D52CSFF7 35CAA4OEDS5A49561 DS57ASFB202386A21 E226335C78928E0D
3 | C97109474261CEDB 4FE524CE8319BD1E 4FAD2DCA54348400 30238EB26812644D
16D1F15A20C9844E .AEAE04EBA11D6D67 F1405C58A1779CSC OEAC2D6C42E7252A
4 | A320497D440E9452 846BBOEFD4578628 ACDI69D64A6EC42E F350F05BE6F604ES
FCE87CB6215ESADD 711D76EF1C0573CD .DS5C6E1F133F31472 776D37CE86EIB369
5 | EIC734A8E6301FD2 70655F5E6DACCES1 15083D3DA974D411 82C219F74F357E48
1B29C21F864E60AB 49FAB8143BE4CFOF0 F12622BA4C6E2325 DO9BDATF634518B3
6 | 66E060BF156AEC45 4058E4D4A88AODAS 8FAD6D118D5B7310 60FAQBB68B673DDB
236D7C34E465105D 5AD7C6D7206801CE CC20CB08109486F6 OE6B48FEAC3D5B77
7 | 608FB970FD10D1BB CEAEE1FAO2E44C06 2F1711A214E2594B E57A71FCC419042F
DC7313D3D2C5FECO 32A3DCA366CF7FBF BOEBE2504F2C749C DBSE914D87292F11
8 | D3B314AD10D07CC4 5708D35526B165A8 9BSAE596D24ABEAC FCD3COEF2DCCF196
CBB66497472C2E50 - A91EE7705695D1AC 0750F2237CD78E8C DO01C9891429CAS01
9 | 024F0B3B7A403417 B8191F8383DFFESS F23FSB1A29E3FC24 BB29097E294FE798
1BOFBAFBC605AD78 3F5BE4F1D2B19C51 CEA40F91A5239870 4A65ABF1DB0OS4FCY

37



TCVN 11495-2:2016

B.3.8 Ham bam Chuyén dung 8 (SHA-224)

38

key 1:

00112233445566778899AABBCCDDEEFE

T

| Két qua MAC 80-bit: 80 bit bén trai nhét cia

—

B5BC4C46AESF4E335792CES51304F986D3DD6EAB862333AB3EE7DBSDY

6303DBB305A361388FCS2CF4567521303ADA68031A6FA0638113D594

B176AB2549522FDOB93EE32B99BD43C00388DF17FE2B827CES1FD603

CD676B859E48A06ECS 9AE4BF8F341997D9EOFDBA4 922ABCI83D787A1

4CR41164F2AC8F994CA036C8FF516142EED491D82FA6ASCS1B44F817

3BC5924DA588B993389429D0146FCCD64320CB69EL057C16CDASTAEL

184AD4D6COB1CSBCBFE7D4184C20F724E66C4F158DB41E3025B022D2

39FC2867E4979919B1EES5A03D1B15571D69BABA4FED9891DIFS7FBF1

|| ~N|o|O| & W] N

63859486E22F8C2E90ESFSBF510E732543414F6FB731B0ABES807249

key 2:

0123456789ABCDEFEDCBA9876543210

Két qua MAC 80-bit: 80 bit bén trai nhét clia

13247FB84F204?lBEC77D77?E9548D2C2C4C7ETE132?82FC301262A4_

FO??13FCB295F3C9997E823B63DOCGBZ170D7A6EF533E6F930?6D235

6F0?2241CED9E423F04B10F89D6560E36AC?AAGDZ7CBZ2AGEI216A42

9582A2C75DECBCD7E5378D583559B33F74AC61A4A3CFS5AR25CDEE3AD

47CA643A560DDOA7D06EB6218ATES0256CA87FE6A29CCD2081F40ECY

02358052E6DF1510771267593C2682814A8E4362E6DF0BDEB59D4DDD

.| BOSBCB38E974C3972451DA9805C977DF001CEA225FE3DSEAL05938AE

EB50337CE04D4131ABF837780BBBD9674473EA029A08E774F1DC6876

olo|~N|[olo|sa]|w] N

67?4049ADA46BCCGADGBCAE615404A2270488530627F13DD74D2F8DA
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B.4 Thuat toan MAC 3

Déi véi céc vi dy trong myc ndy, gla trj m = Lo/2 dwge chon, tirc 14, m = 80 cho Ham bam Chuyén dung
1 va 3, va m = 64 cho Ham bdm Chuyén dyng 2.

B.4.1 Ham bam Chuyén dung 1 (RIPEMD-160)

key 1: 00112233445566778899AABBCCDDEEFF
TT | K&t qua MAC 80-bit: 80 bit bén tréi nhét clia
1 | 6606EF2D3BBD010F516C65372C3CFOACF111B3F7

FDBCOCBl3U?El?A?1F4C40AEOB2AC39FCBZ3CEI2

2

3 | 7720FD23925B854F963E8812573CD86EBAGLER66
4 | 2683D6CE053BA0420E76130EARE2367734B7D2D53
5

DE532D156CBE12464BB6147E99470C471D91F1C6

key 2: 012345678 SABCDEFEDCBA9876543210
TT | Két qua MAC 80-bit: 80 bit bén trai nhét clia
1 | 4BD390E9EC460AD4866CCB32D091AFBF73E5B6DA

CD2847BAB4636CIBCEADCF3D187122A9199DA670

15C3910C42638ES5EE6DEBDS06BDSC4DB94713A3A |,

04 14SDCB47728E3E5?BS’3éA66043D5145879796E

|| N

829A24010704DBDOEE34A6D607F7B34829E04E95

39



TCVN 11495-2:2016.

B.4.2 Ham bam Chuyén dyng 2 (RIPEMD-128)

key1:00112233445566778893AABBCCDDEEFF
{ TT | Két qua MAC 64-bit: 64 bit bén trai nhét clia

aeb2c45£13c0c6£5£10be2fle3e9c322
16874d0el7e4£1¢c290dd749ccef£7834
a289%aal6aeb8£c99b989c377baaddod4
0d80db68bb£99442dc3d6b83d038def3
11dc4a6bd375¢c64£78bb78ad265ed7cd

NI WIN|=-

key 2: 012345678 9ABCDEFEDCBA9876543210
TT | K&t qua MAC 64-bit: 64 bit bén trai nhét clia
7248481816b8d3af29f5c002ff769%eas
dfele36ce9792476e0889f1becef18a9
9b4£1d21320£4a327£023947554bfc3b
3d2d658d0196e4339f42ada50dfcfab6f
0a34452d9da70c70183dffddb8eec056

glalWIN|=

B.4.3 Ham bam Chuyén dyng 3 (SHA-1)

key 1: 00112233445566778899AABBCCDDEEFF

TT | Két qua MAC 80-bit: 80 bit bén trai nhét clia

708F4A226CDE708820643CBEEFDCBE6CB36FB269

EAB87BE709D1E5CB62C7489C2B1407130B772760

C1BD6F9C908132FEF5187CBE681B42A8C785FBF6

F34DEB241D46C6448D67ACE6B8CD4DF00DA23EBC

W=

669DED2BD6A1AEOBCFF7D3B74494C1D8161FAODS

key 2: 0123456789ABCDEFEDCBAS876543210

TT | Két qua MAC 80-bit: 80 bit b&n tral nhét clia

EAF6F9DDBAFD299320FFOFC8E02E2BE62879F341

2AAE9DEOAS555E7CD7383C27506A467B8DF4E3A33

FE6031710329D12090F73F55CFFCC6215F9BEAEY

O0CCDDODAB6B0126800ECLCCTAO02656E12EDER42C

s |WIN|=

ABDBCBAAAE4A8CE734432188740A149BDF2D215F
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B.4.4 Hdm bam Chuyén dung 4 (SHA-256)

key 1: 00112233445566778899AABBCCDDEEFF

T

Két qua MAC 80-bit: 80 bit bén trai nhét cla

BSFA90A26AC41FF4260BC38142032D5745C2635AEE274846DDAAAAB27EDIE77D

3859B97FEF3BAFFF77813AA8ES310BFBBSA0L5D03564557EFAF3AAFA2888E830

B800151E003F4956B4‘§‘35186258?FCC40DF84D3£‘.C691459DA9E6A3E55E8C3F60

5708BD75C1B763B6ACE40E91E1B165C33ECB3EEA3D63BISFD31D895FBF6D46ES

| ]Ww N =

3865FB4EE189730BB4FC387D42F8A86281DBE3687341C83BB7ASED362D80%4FE

key 2: 012345678 9ABCDEFEDCBA9876543210

1T

Két qua MAC 80-bit: 80 bit bén tréi nhit ciia

5977BDB720997D17297835A553017D478A7F514990215A73A661089A9CS5ABCT7D

E5C2A8C6328E749FABSE983FCC9D213CB368B2CBFC8634A28DE38C17336DE017

CBE66212BD2BF930C303399B2836C8A246FAFF28D34C2B389C6A16DD7F101A48

6F7CO08BASAB6BFC73C157B5SEEB892F11819B09915818F5B515E1486CB0167EQ

ol slwln

F519F9%962E848583855E2FAEFCS5D89238B53126719CD62792FE1BAO039C51B3D3
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B.4.5 Hdm bam Chuyén dung 5 (SHA-512)

‘key 1:

00112233445566778899AABBCCDDEEFF

TT

Két qua MAC 80-bit: 80 bit bén trai nhét cia

1

CElQAOFCCZQFlABéICZOQ973ACOBCF4AB1A044E187423DC57?401EBA4D87450A
62FABB4ADC2F6FABC37B1AF79D249967E89CDF9328312F3B077B9E408481DD06

BBOGA4991397163DC273E94FB?1BF4BSlElOOlEDQBEDDGEG282484464F7F60A6
FEAD67F105FFEC40AB367DB98DABAB72E3EFFACDESED61B64B2CAABB278D32A3

OFEA25FBC2C95D3D73EF4972FC2EE17D51F0CB354D367 7BBBE41DBA70B78DB32
F11BAABI1COA6BDFD22A60615929600C5594CC58798F379EEED931F21F4F6765D

B38B47605771DC1F34DF203239C111BC44BFCC182A338259BBD89D6A468458DA
AB551BFFC15F3681C3D3C3882669D441371427A1FF6BF25F08093AB399391F32

AC2171EBEBC170C7C7556FEA4E4786DE7DCD8FF80A3C8C701E7S52ACAORFDF478
C6ABF90C4D57275D97CF8E23F2F7BBC15847EB49666A63FDAF52B3EB9014FOAD

0123456789ABCDEFEDCBA9876543210

Két qua MAC 80-bit: 80 bit bén trai nhét clia

286800D1661857CE3DE713777E0302303A04C6DB6CASD8D88ODBAS5328B498CBC
2A0F3353AADA7AD6DF456DF5FB08C067819BB0A29CA 6EEF7BBI1ES6DD85217F0

758512264E54DD20394BSE90228FDD8BDC159D4FAF04B4AECC1CD51DCAS8DD62
4F364B98B031A4175E2D896D883E1F280A6A27E005A6F7CB764A37676C231A62 |

_ ADCC88C406F7118E6BC673FE38D7D16E42A7373892050044676BEDFAFA4CD23F

11B4253C6B4A1965EBB044E277962FE38A848CDE27CBARB4E2583A6F6A6CBEFB

A18E3AF76F7D24AE7220A3DC9616675301025C007753BBFB7E6785D107DE656B
62DDEASD58B03AF290C82E9C8429FB1DB45FE684D114ESDAFF1560B049500588

988DF21325F32F1F4BB9CIOF4DABDF9989CA976D5626C67FFEA7820060FFB3AE2
233R291F0E9AA99D82A41434CAB5A2B662D97353D22A12164A21A5492CCBD1C3A
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B.4.6 Ham bim Chuyén dyng 6 (SHA-384)

key 1:

00112233445566778899AABBCCDDEEFF

T

Két qua MAC 80-bit: 80 bit bén trai nhét cla

1

20425431D9A664F039928CAEF044869B0FA02BD8D19504BE
CE96A79318708202A92B4FB3ACF24BD0236EDFB7CE31C8FC

T5A2FB6690CA619F9A99704A1F94E7737ESBFESC0697AAC22
9DACCB5F651CE67324E64E22095EDOA6182D1FB147EDDS8E

89CDF73409FC87BEE998DDFEE1B87C0903F92313D950BB2C
B692CEDSDFAE48AA50D8B43454469D84AFCF3%EFFFC12669

ASBE64C72729F20E8AR429BD75002EE2B71769FAF8B114078
D2676002B04A8F04D4A4509A89EFALD54B38846C23037336

9ADE9EA42AD6C130931B1A56C771EAT6EEF2D0E8217E413D
26D1E2881C8E20494F48236DB922B500194E164EETD43376

key 2:

0123456789ABCDEFEDCBA9876543210

Két qua MAC 80-bit: 80 bit bén trai nhat clia

BE7105BE54B7317D28B2Fr42122B37AC16042AD2EC2154765

CAOBES5ABFC51CE4623B11CC77CAB72CD835D4772DA9TB6A

CD1E2677F344EABB86D6818BC3F6A2B4D91ED1I01510E7940

058A4434BFD62ETB2D2D44A4CEFC4850850B6E025FCTE224

|~ |w|N

AAAG?D?DD03B3IBFE45C76ACDS3DBO5DA?02CDFFF34B8E36
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B.4.7 Ham bam Chuyén dung 8 (SHA-224)

44

key 1:

00112233445566778899AABBCCDDEEFF

1T

Két qua MAC 80-bit: 80 bit bén tral nhét clia

1

2E47E46A24AB4E7DF363DCC7A418B27FODESDSFB63183AA2CACC34BB

BDE7A7F350661ABA5585F0B32C430874D12637E4AE7D2164AA112A6D

073B15C8448DF8D65A0BC23546BF02C3A527884297DD2519BA170791

18A89EC81098140110E97905BBCC072311929A19DD214118AB636702

2
3
4
5

E7D1F07468AEFE9DC2ESAD9549523213F25043845A3CEA3ESE6ALOCE

key 2:

0123456789ABCDEFEDCBA9876543210

Két qua MAC 80-bit: 80 bit bén trai nhét clia

-

559000BB6220FEF550B35EE119EA561CC4C393F03BB52E9267DE560D

3CFF9B831C517828ADDBFAB6228BE80AL346F905BE32D109E34110FA

73774106EA714A5CBD6682D83A6832E80C788E209174807F3273D8FS5

CF694641361IQBDGBOEBCOD703721dFlCD6lFAlEBBAF4BDFA4BDFAC3“

o | AWM

9517EEF881BQD989C402836D84AEDCF9303TE7OB6AEBECID4E31183?
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Phylyc C
(tham khao)
Phan tich 4§ an toan ctia cé4c thudt toan MAC

Phuy lyc nay @& cép v& mirc an todn clia c4c thuét toan MAC trong tiéu chuén nay. Muc tiéu 13 d& ha tro
ngtedi st dung tiéu chudn nay trong viéc lia chon mét trong nhing co ché va gia trj cac tham sé. -
Trong phu lyc ndy, MACk(D) ky hi&u MAC cho chudi D dwgc tinh khi diing khéa cuia thuét toan MAC 1a
K.

D& xac dinh mUrc an toan ctia mot thuat toan MAC, hai chién lugc tn cdng da dugc xem xét:

Tén céng gid mgo: Tén cdng nay bao gdm viéc dir doén gia trji clia MACk(D) cho chubi d Jiéu D ma
khong c6 hidu biét ban dau vé K. Néu dbi phuong ¢ thé 1am didu nay cho mot chudi di liéu duy nhét,
anh ta dugc goi 1a ¢ khd ndng gid mao. Céc tAn cong thyc hanh dugc thwdng yéu clu ring mot gia
mao la x4c minh duwgc, tirc ld MAC bj gid mao 4 tinh duge chuén x4c tr trwédc véi xac suét gan bang 1.
Hon ntra, trong nhidu (g dung chudl d liéu c6 mot khudn dang dac biét, tai 6 ap dat cac rang budc
thém 1&n chudi de ligu D; . '

Tén cdng khdi phuc khéa: T4n cdng nay bao gdm viéc tim ra ban than khéa K ciia thuat toan MAC tir
mdt sb cac cip chufi d liguw/MAC. Mot tn cdng nhu véy & manh hon so véi gid mao, vi né cho phép
cac gla mao tuy y. ' . o

Tinh kha thi clia mdt tAn cong phy thudc vao sb cac caip chudi d@ liBu/MAC da biét va sb cac cap chudi
d li8u/MAC lya chon dugc yéu cdu, va vao sb cac 1dn ma héa khong tryc tuyén.,

Céc.tAn cdng cb thé chéng lai cac thuat toan MAC dugc mé ta dudi ddy; khdng c6 dam bao ring danh
sach nay la day du toan bd. Hai tin cong dau Ia tbng quat, trc 14, ching &p dung dugc vao thuat toan -
MAC bét ky. T4n cbng tiép theo ap dung duwgc vao thuat toan MAC I3p bat ky (48 biét chi tiét hon hay
xem [9]).

DPoén MAC: D6 1a mdt gid mao ma khdng xac minh dwoc, va né cb xac suét thanh cdng bang max(1/2™,
1/2%). T4n ¢bng nay Ap dung duoc vao tat ca cac thuét todn MAC, va chl co thé bj ngén ngira béng lya
chon dang dén clia m va k.

Khéi phyc khéa vét can: T4n c8ng nay yéu c¢au v& trung binh 2% 14n tinh; viéc xac minh clia mot tAn
cdng nhu vay yéu ciu khodng k/m cép chudi di ligu/MAC. Mot 14n nira tAn cdng nay ap dung dwgc vao
tht ca cAc thuat toan MAC. Né cb thé bj ngén chin bing Iya chon dang clia gia trj k. Mot cach khac,
ngudl ta c6 thé ngin can ai d6 nhan dwgce kim ciip chudi dir li8u/MAC, d6 1a sé cin thiét d& nhan dang
khoa mot cach duy nht. VI dy, néu k = 128 va m = 64, xAp X1 2% khoa twong (g V61 mét cép chudl dv
ligu/MAC a4 cho; néu mot khéa khac Gwgrc sir dyng dé tinh m&i glé tri MAC, thi viéc khoi phyc khéa béng
céch vét can sé khong higu qua hon so v6i vigc doan gia tr] MAC.

Gia mao ngay sinh [9]: néu dbi phrrong biét mot sé dli cac cp chudi d liBu/MAC, anh ta hy vong tim
duoc hal chudi di ligu D va D' sao cho MACK(D) = MACK(D') va céc gié tri ddu vao cla bién ddi dau ra
trong ca hal tinh to4n Ia bng nhau; né dwgc goi 1a mdt va cham tronQ. Néu D va D' tao nén mdt va cham
trong, thi MACK(D||Y) = MACK(D'||Y) déi véi chudi Y bét ky. Viéc nay cho bhép mét gid mao sau mét
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chudi d lidu da dwgc chon, vi ké thi dich c6 thd dy dodn MAC cho D'||Y sau khi d& quan sat MAC
twong (g cho D||Y. Gia mao nay Ia trén céc chui d lidu cd c.Iang ddc biét, ma c6 thé khéng dwec quan
tam trong tét ca cac ng dyung, nhung cAn dugc nhan thy ring cac mé rong clia tin cong nay tdn tai
ma cho phép c6 tinh m&m d&o Ién hon trong cac chudi de lidu. Tén cong yéu ciu mét chudi dir ligu
dugc lya chon va xAp xi 2™ chubi de ligu da biét va 2™ chudi di¥ liéu dugc lya chon.
T4n cbng gia mao kidu ngay sinh c6 thé bj ngan ngiva biing cach thém mot khél vao phia trréc chudi dee
li6u ma chira mot sb seri va 1am cho viéc tinh MAC phy thuc trang thal. Bidu nay ¢6 nghla ring cai dat
phai dam bao ring méi s seri chi dwoc s dyng 1 12n aé tinh MAC trong thi gian séng clia khéa. Diédu
ndy khong san cb trong moi méi trwding.
Khéi phuc khéa dwéng tit: Mot sé thuat toan MAC tidm tang bj tdn thurong @bl véi cac tén cong khéi
phuc khéa dua trén va cham trong. Chua cb bao céo vé c6 tén cng dudng tht adi véi cac Thuét toan
MAC da dwgc md ta trong tiéu chudn nay.
Cac chirng minh d8 an toan
D3 chirng minh duwgc ring Thuat tosn-MAC 1 14 an toan néu céc gia thiét sau ddng [8]:

e Ham vdng ¢ dwoc nap khda bdi gia trj khél dAu JV va bdi hding sé dung @& cong 1a mot ham

gia ng&u nhién.

CHU THICH Mat ham gl& ngfu nhién cling véi khda bf méat ma ¢ hanh vi nhur mgt ham nglu r:hiﬁri (tlrc 12, Kkhé phén bidt voi
mot ham nghu nhién) 681 véi ngudi khodng bidt khéa bf mat.

D3 chirng minh dwgc ring Thuat toan MAC 2 14 an toan néu c4c gla thiét sau dang [6}:
e Ham vong ¢ dwoc nap khéa bdi gia tri khdi ddu IV 1& mdt thuat toan MAC manh (trc 13, déu
ra clia né 1a khé dy doéan dwgc).

D& an toan clia Thuét todn MAC 3 1a twong ty dbi voi cac gia thiét dugc 1Am trén ham vong ¢ @é chirng
minh d9 an toan clia cac thuét todn MAC 1 va 2,
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