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L&l néi diu

TCVN 11495-3:2016 hoan tean twong duwong vl ISO/IEC 9797-3:2011.
TCVN 11495-3:2016 do Tidu ban ky thuat tiéu chudn quéc gia
TCVNNTC1/SC 27 Ky tht‘!ar an ninh bién soan, Tdng cyc Tiéu chudn Do
lwdng Chét lgng d& nghi, B Khoa hoc va Céng nghé cang bé.

B tidu chuan TCVN 11495 (ISO/EC 9797) Céng nghé théng tin ~ C4c ki
thuét an toan — Méa xac thuc théng diép ‘(MAC) gdm céc tidu chuln sau:

~ Phan 1: Co ché st dyng ma khéi; '

~ Phan 2: Co ché st dung ham bam chuyén dung;

— Phan 3: Co ché st dyng ham bam phd bién;

TCVN 11495-3:2016
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L&i gi¢i thiéu

Trong méi trrdng céng nghé thdng tin, thurdng yéu céu ngudi ta c6 thé xac thye ring de ligu dién tir da
khéng bj thay dbi theo mdt cach trai phép va ngui ta c6 thé cung cAp dadm bao riing théng diép da duoc
khdi tao béi mot thire thd ma ndm gitr khda bi mat. Thuét toan M Xéac thire Théng diép (MAC — Message
Authentication Code) 12 mét co ché toan ven dir liéu thudng dugce s dyng ma c6 thé thda man nhing
yéu cau nay. _

Tiéu chudn nay chi ra 4 thuat todn MAC diing cac ham bim phd bién: UMAC, Badger, Poly1305-AES va
GMAC. _

Céc corché nay c6 thd dugc si¥ dung nhwr ca¢ ¢o ché toan ven di ligu @& xac minh ring de lidu nay
khéng bj thay dbi theo mét cach trai phép. Chung cling ¢6 thd dugc st dung nhw céc co ché xac thuc
thdng diép d& dam bao tin chic ring mot théng diép da dwoc khdi ngudn bdi mét thire thé ném gi® khoa
bi mét. D manh clia co ché todn ven dir lidu va co ché xac thyc théng diép phu thude vao dd dai (tinh
theo bit) va dd bi mat ctia khéa, vao Ao dai (tinh theo bit) clia m& badm dwgc tao ra bdi ham bam, vao df
manh.clia ham.bam, vao d¢ dai (tinh theo bit) clla MAC, va vao co ché oy thé.

CHU THICH Khung co ché chung a8 chi fa cac dich vy toan ven duge quy dinh ISO/IEC 10181-6 m.
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Coéng nghé théng tin - Cac ky thuat an toan -
Ma xac thwc thong diép (MAC) -
Phén 3: Co’ ché str dung ham bam phd bién

information technology - Security techniques - Message Authentication Codes (MACs) -

Part 3: Mechanisms using a universal hash-function

1 Pham vi ap dung

Tiéu chuén ndy quy djnh cac thuat toan MAC ma s dung mot khoa bl mat va mot ham bam phd bién
cling véi mot két qua n-bit @ tinh ra MAC c6 m-bit dya irén cac ma khéi da quy dinh trong ISO/IEC
18033-3 va cac ma dong da quy dinh trong ISO/IEC 18033-4.

a) UMAC;

b) -Badger,

c) Poly1305-AES;

d) GMAC.

2 Tai lidu vién din

Céc tai liéu vién din sau d4y rit can thiét cho viéc 4p dung tiéu chudn nay. DI véi céc tai ligu ghi nam
cdng bé thi ap dung phién ban dugc néu. Béi véi cac tai liéu khong ghi ndm cong b thi &p dyng phién
ban méi nhét, bao gém ca céc stra ddi, bd sung (néu cb).

TCVN 11495-1 (ISO/IEC 9797-1), Cdng-nghé théng tin —Céc ky thust an toan — Céc ma xéc thyc théng
digp (MAC) ~ Phén 1: Céc co ché si» dung ma khéi (Information technology — Security techniques —
Message Authentication Codes (MACs) — Part 1: Mechanisms using a block cipher);

ISO/IEC 18031, Information technology- Security techniques- Random bit generation (Céng nghé théng
tin — Céc ky thuét an toan — Sinh bit ngéu nhién);

TCVN 11367-3 (ISO/IEC 18033-3), Cong nghé thong tin — Cac k thuét an todn — Thudt todn mé héa —
Phén 3: Ma khéi (Information technology — Security fechm‘ques -~ Encryption algorithms — Part 3: Block
ciphers). ' ' _ :

TCVN 11367-4 (ISO/IEC 18033-4), Cdng nghé thong tin — Céc ky thuét an toan — Thuét todn méa héa -
Phén 4: Ma dong (Information technology- Security techniques- Encryption algorithms- Part 4: Stream
ciphers).
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3 Thuét ngi® va dinh nghia
Tiéu chuan ndy 4p dung c4c thut ngl va dinh nghia sau day.

3.1
chudi réng (empty string)
chudi gdm cac ky hiéu c6 chidu daila 0.

3.2
khéa (key)
déy cac ky tw ma @8 didu khién hoat dong clia mdt bién adi mat ma.

3.3
nonce (nonce)
sé duoc strdung'mot 1An.

3.4
sb nguyén té (prime number)
sb nguyén dwong I&n hon 1 ma khéng c6 cac wéc sb nguyén khac véi 1 va chinh né.

3.5
thé (tag)
két qua clia thuat toan MAC, dwoc néi vao thdng disp c6 thé dwgc ma héa dé eung cép bdo vé toan ven.

3.6

ham bam phé bién (universal hash-function) _

ham ma anh xa cac chudi bit vao cac chudi bit c6 @6 dai cb dinh, dugc danh chi sé bdi mdt tham sé
dwoc goi 12 khéa, thda mén tinh chét ring déi voi tét ca cac dhu vao khéc nhau, xéc suét trén tat ca cac
kh6a ma céc d4u ra va cham 12 nhd.

CHU THICH C4c ham phd bién duge giét thidu bdi Carter va Wegman [4), va (rng dyng clla chiing trong thuét toan MAC
14n dAu duge mé ta bdl Wegman va Carter [10].

4 Ky hiéu va thuat ngir viét tat
Tiéu chudin ndy sir dung céc ky higu va gidi thich nhw sau:

bit(S, n) Tra v& sb nguyén 1 néu bt thee n clia chudl S 12 1, nguge lai tra v& sé nguyén 0 (céc
chi s6 bét dau tr 1)
bitlength(S) D0 dai ctia mot chubi S tinh theo bit

bitstr2unit(S) S6 nguyén khéng 4m ma bidu di&n nhj phan clia né 1 chudi S. Hinh thirc hon, néu
S dai ¢ bit thi bitstr2unit(S) = 2-'+bit(S,1) + 2*2+bit(S,2) + ... + 21+bit(S,t-1) + bit(S,1).
CHU THICH Céc chubi bit duwgc col nhu big-endian, tirc 13, bit thir nhét cé nghta 16n nhét

8



TCVN 11495-3:2016

blocklen Do dai khéi ctia ma khéi co s& tinh theo octet

ceil Phép toén 1am tron 1én, tirc 14, néu x 12 mét sb thap phan, thi ceil(x) Ia s nguyén
nhd nhét n véin > x.

Enc(K, X) Phép ma héa clia khéi ban rd X dwéi knda K dung ma khéi Enc

floor Phép toén [am trdn xubng, tirc 13, néu x 1a mdt sé thap phan, thi floor(x) la sé nguyén
16m nhét véi n < x.

H Gia tr| bam

K Khdéa cht

Ke Khoéa mé hoa

Ku Khoéa bam-

keylen D dal khéa clia ma khéi tinh theo octet

logz Ham logarit co s6 2

M Thong diép

MAC Ma xéc thie théng diép

max Glé trj I6n nhét trong 86 nhirng gia tri duqc dva ra nhw déi sé

N nonce (Pidu 3.3)

octetlength(S) Do dai clia chudi S tinh theo octet (trong d6 S dwc gia thiét 1a c6 dd dai theo bit 1a
motbdiclas)

octetstr2unit(S)  S6é nguyén khdng 4m dugc Ginh nghla nhu s[U]+2° «S[1]+ 2%« §[2] + ... + 288
‘ - S[n-1], trong dé6 n = octetlength(S).
CHU 'I'HICH Céc chudi octet duoe col nhe litte-endian, tére 13, octet dAu Uén cé ¥ nghla nhd nhét,
prime(n) -  S&nguysn té I6n nhét nhd hon so véi 2", dbi voi sb nguyén duong n bét ky
CHUTHICH  Céc sé nguyén té dugc si dyng trong iéu chun ndy dugc gt ké trong Bang 1.
Bang 1 - Céc sé nguyén té

n| prime{(n) prime(n) & dang hexa
32| 2%-5 O0x FFFFEFFB
36| 2%-5 | 0x 0000000F 'FFFFFFFB
64| 2%-59| 0x FFFFFFFF FFFFFFCS
128 | 22159 0x FFFFFFFF FFFFFFFF FFFFFFFF FFFFFF61
130 20-5( 0x 00000003 FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFB

St octet thiz i clia chudi s (cac chl sé bt dAu tir 0)

CHU THICH Déctacla UM-AC trong Diu 6.2 sir dyng chi s6 bét dAu tir 1 thay cho 0.
SU..j1 Chudl con clia S bao gdm céc octet tir i dén /.

taglen P dai cuia thé, tinh theo octet

uint2bitstr(x, n) Chudi n-octet S sao cr’m bitstr2uint(S) =
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uint2octetstr(x, n)
Xls

X
X>>1

Xl
zeropad(S, n)

+a2

+ga

*

*84

Chudi n-octet S sao cho x = octétstr2uint(S).

CAt ngén v& bén trai clia khéi bit X: néu X c6 @6 dai 16n hon hogic bang s, thi X]s
I khéi s-bit bao gdm s bit bén trél nhét clia X. -

C4t ngén v& bén phai clia khéi bit X: ndu X c6 d dai I&n hon hodc bang s, thi XI*
Ia khéi s-bit bao gdm s bit bén phai nhét ciia X.

DLCh phai ctia khéi bit X @i 1 vj tri: bit b&n tréi nhét clia Y = X >> 1 ludn duwgc a3t
bang 0. :

Do dai cla X'tinh theo bit.

Déi v6i sb nguyén dwong n, chudi S degc dém bang cac bit 0 thanh bdi dwrong
gan nhét clia n octet. Mot c4ch hinh thirc, zeropad(S, n) = S| T, trong d6 T 1a
chubi ngén nhéat clia cac bit 0 (¢6 thé réng) d& ma S || T 1a khong réng va n chia
hét octetlength(S || T).

Phép toan XOR theo tirng bit trén c4c chubi bit. Néu A, B Ia cac chudi ¢ cling 66
dai thi A ® B 1a chudi bing véi XOR logic theo tirng bit clia A va B.

Phép toan AND logic theo tirng bit trén cac chui bit. Néu A, B 1a cac chudi co
cling d6 dai thi A A B Ia chudi bing véi AND logic theo tirng bit clia A va B.

Phép cfng ciia 2 chudi 32-bit, mang lal mdt chudi 32-bit. M6t cach hinh thirc
hon, S +32 T = unit2bitstr(bitstr2unit(S) + bitstr2unit(T)-mod 2%, 4).

Phép cong ctia 2 chudl 64-bit, mang lai mot chudi 64-bit. Mot cach hinh thire
hon, S +s T = unit2bitstr(bitstr2unit(S) + bitstr2unit(T) mod 2%, 8).

Phép toan nhan trén cac sé nguyén.

Phép nhan clia 2 chuBi 84-bit, mang lal mdt chudi 64-bit. Mot cach hinh thire - -
hon, S *s« T.= unit2bitstr(bitstr2unit(S) + bitstr2unit(7) mod 2%, 8).

CHUTHICH cCac phép todn +az, +e4 va *¢4 thich hop véi cac phép tinh cdng va nhan ma dwoc thue hién mét
céch hiéu qua bdi cac may tinh hién dai. .

0"
17
{}

Phép ghép ctia hal chudi bit. Néu A va B 13 c&c chudi bit cé do dai a va b twong
trng, thl A || B 1a chudi bit c6 46 daj a + b, a bit bén trai nhét (d4u tién) cba né 14
cé4c bit clia A, va b bit bén phal nhét (cudi cling) clia né 13 cAc bit clia B.

Chu8i bao gdm n bit 0.
Chudi bao gdm n bit 1.
Chudi bit véi d@d dai 0.

Phép nhén trong ﬁr&ng GF(2'28), Pa thirc x4c dinh ma dinh nghta phép biéu
dién clia GF2'#)1a 1 + a+ & + & + o',

CHU THICH Gia sir U va VI céc khdl 128-bit. Khi 86 khéi 128-bit W= U » V cb thd dwoc tinh nhur sau:
a) Patw=02vaz=y,
‘b) Fori=1,2,..., 128, thyc hién 2 bwéc sau:

1) Néubit(V,)=1thi llyw=we Z
2) Néubit(Z, 128) = 0 thl ldy Z = Z >> 1; ngugrc lai ldy Z = (Z>> 1) @ (11100001 || 0'2°).

Céc bién la cac chlr cal viét hoa thi ky hidu cac chudl; cdc bién Ia cac chlr cal viét thudng thi ky hiéu

céc sé nguyén.

10
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5 M®d hinh chung

Cac ma xéac thyc thﬁﬁg diép dya trén ham bam phd bién st dung mét thuat toan ma héa (ma khéi hodc

ma dong). Cac ma xéc thyec thong digp kidu ndy cé tinh chét d3c biét [a dd an toan clia chiing c6 thé 1a

chirng minh duwoc dwéi gia thiét ring thuat toan ma héa Ia an toan.

Céc thuat todn MAC dira trén ham bam phd blén yéu ciu mét khéa chi K, thdng diép M va gia tri nonce

N nhu d4u vao. MAC dugc tinh biing céach st dung day céc bwdc sau:

1) Tidn x( Iy khéa. Khéa chli K dwgc sir dung d& sinh ra khéa bim Ky va khéa ma hoa Ke.

2) Tién x ly thdng diép: Thong diép d4u vao M dugc ma thanh khudn dang d4u vao can thiét cho ham
bam. ‘

3) Bam théng diép. Thong diép da dwgc ma dwgc bam duwéi didu khién clia khéa bam Ky dung mot
ham bam phd bién. Két qua la mét gia trj bam H c6 dd dai ngén, cb djnh.

4) Hoan tét. Gia trf bdm H dugc ma héa dwoi didu khién clia khéa ma hoa Ke. Két qua 1a ma xéc thyc
thong dlép MAC. '

DI voi tht ca cac co ché da duge trinh bay trong tiéu chudn nay, do dai cﬁ'a' théng :ﬂep déu vao dugc

mong doi 1a mét 88 nguyén dang octet.

CHUTHICH  Déi véi tt ca cac thuat toAdn MAC dya trén bam phd bién, cwe ky quan trong riing mét nonce khac

sé dugc s dung cho m8i théng didp mé&i ma dugc xéc thyre dwdi cting mét khda, Néu yéu cdu an toan nay khéng
dwec thoa man, thi 9 an toan cia thuat toan bj suy gidm nghiém trong.

6 Cic co ché
6.1 Gidi thidu
Diéu nay quy dinh bén co ché str dyng mgt ham bam phd bién.

6.2 UMAC

6.2.1 Mo ta cia UMAC

UMAC Ia mét ho cb 4 thuat toan MAC duge téi wu hda cho 4 G0 dai bit dau ra khac nhau, dwoc ky higu
b&i UMAC-32, UMAC-64, UMAC-96 va UMAC-128. UMAC c6 thé dugc st dyng cung voi ma khéi bét
ky ttr ISO/IEC 18033-3. N&u mé khéi dugc si¥ dyung cb dd dai khéa |K] bit va @6 dai khéi |B| bit, thi UMAC
stz dung mét khéa |K]-bit K, va 3 dai clia nonce N 1a & gitra 8 va |B] bit. Phu thugc vao thanh vién nao
clia hg UMAC dugc sir dung, dd dai clia MAC dugc tao ra la 32, 64, 96 ho#ic 128 bit. N6 dwoc biéu dién
b&i tham sb taglen, va c6 thé Ia 4, 8, 12 hay 16 octet, trong (ng. DY dai clia théng diép d4u vao phai
nhé hon 2%7 octet. Théng diép dAu vao cho ham UMAC phai chira mét sé tron ven cac octet, tirc 13, do
dai tinh theo bit clia nd s& Ia mot bdi clia 8. Néu do dai tinh theo bit khdng 1a bdi cia 8, co ché nay khdng
dugc st dyng. ' ; : |

CHU THICH 1 Phién ban clia UMAC dwgc chi ra & Gy cin khéng dugc 1&n véi cac phidn ban som hon cla thuat
toan UMAGC, vi dy [2]. ' -

CHUTHICH 2 Néu dAu vao clia ham MAC chira mét sé tron ven cac byte, thi ham-dwoc chi ra & day 13 gibng voi
ham da dwgc mod ta trong RFC 4418 [6].

11
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6.2.2 Cac yéu cau

Truéc khi sir dyng UMAC, cAc tham s sau can phal dugc théng nhét:

- Mot ma khéi 8a dwoc chudn héa trong ISO/IEC 18033-3, Viée Iya chon clia ma khéi x4c dinh @6 dai
khéa |K] va a9 dal khéi |8];

- D0 dai thé, taglen, n6 cin phai la 4, 8, 12 ho#ic 16 octet;

- Do dai clia nonce, né cAn phai ndm gitra 8 va |B| bit.

6.2.3 Chu gial va cac ham bé tro

6.2.3.1 Cac phép toan trén cac chudi
Nguoc lai véi phin con lai clia tidu chudn ndy, dic ta clia UMAC st dung bét du ctia chi sb tir 1 khi
danh sé c4c phén tr trong mét déy. Do vay, déi véi UMAC, Sfi] ky hiéu octet thir I clia chudi S, trong d6
iz,
6.2.3.2 Ham bd tr¢ KDF _
Ham dan xu4t khéa nay sinh ra céc bit gia ngéu nhién. N6 tra-vd numoctets c4c octet dAu ra.
PAU VAO: Khéa chil K, chudi (keylen)-octet
index, s& nguyén khéng 4m nhé hom 2%
_ numoctets, s6.nguyén khéng &m nhd hon 2%
DAU RA: Y, chudi (numoctets)-octet
a) n = ceil(numoctets / blocklen)
b) D3t Ylachubirbng
c) Fori=1tondo
1) T = uint2bitstr(index, blocklen — 8) || uint2bitstr(/, 8)
2) T=Enc(K, T)
3) Y=Y|T
d) Y= Y[1...numoctets)
e) OutputY
CHUTHICH Ham din xultkhéa KDF sir dung mot ma khéi & ché d9 con aém nhu dugc dinh nghta trong ISO/IEC
10116 [8). f 5
6.2.3.3 Ham bd tro PDF
Ham dén xuét dém ndy nhén mot khéa va mét nonce, tra v& mdt ddy dém gia ngéu nhién dé str dung
trong viéc sinh thé. Mt chudi d&m c6 dd dai 4, 8, 12 hodc 16 octet cb th& dugec sinh ra.
DAU VAO: Khéa chti K, chui (keylen)-octet
Nonce N, chudi cé @ dai tir 1 téi blocklen octet.
D6 dai thé taglen, sé nguyén bing 4, 8, 12 ho#c 16.
DAU RA: Y, chudi (taglen)-octet
a) PDFnonce = N
b) if (taglen = 4 hodc faglen = 8)
1) index = bitstr2uint(\) mod (blocklen / taglen)
2) PDFnonce = N @ unit2bitstr(index, octetlength(/))

12
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¢) padlen = blockien — octetlength(PDFnonce)
d) PDFnonce = PDFnonce || (p*den*8
e) K =KDF(K, 0, keylen)
f) T=Enc(K, PDFnonce)
g) if (taglen = 4 ho¥c taglen = 8)
1) Y= T{(index*taglen) + 1...(index+taglen) + taglen)
h) else .
1) Y= T[1...taglen]
i) Output Y
CHU THICH Céc day dém duoe sinh ra diing c&c nonce ma chl khac nhau & bit cuél ciing cla chiing (khi sinh
cac chubi dém 8-octet) ho#ic hai bit cudi ciing (khi sinh céc chudi 88m 4-octet) 1a dwgc din xuét tir cung' phép ma
héa clia ma khéi. Didu ndy cho phép luu git va ding chung mét An gol ma khdi duy nhét cho céc nonce lién tiép.
6.2.3.4 Ham bd tro NH _ -
NH (“Ham bam phi tuyén - Non-linear Hash-function") Ia mét ham bam phd bién.
CHU THICH Ham b&m phd bién NH da dugc giéi thigu bdi Black va cac cong sy [2].
DAU VAO: Key, mdt chudi 1024-octet
Msg, chudi cac octet, d§ dai octet clia n6 12 boi nguyén clia 32 va nhd hon hay béng 1024.
DAU RA: Y, chudi 8-octet
Ngét Msg va Key thanh céc khéi 4-octet:
a) t= qctetlength(Msg)/ 4
b) Chia Msg thanh céac chubi 4-octet My, M, ..., M, @& c6 Msg = My || Mz || ... || M.
c) Gid sir Ky, Kz, ..., Kia cac chui 4-octet dB c6 K || K ||...|| K& mot tidn t6 ciia Key (4t octet tréi nhét
clia Key) . '
d) Y=0%
e)i=1
f) while(i < t) do
1) Y=Y+ (Mo +32 Kino) e (Mg +32 Kiss)) -
. 2) Y=Y e (M1 +32 Kint) *64 (Mies +32 Kus))
3) Y=Y s ((Moz +32 Kinz) #ea (Mos +32 Kis)
4) Y=Y +gs ((Mua +a2 Kia) %e4 (Mi7 +22 Kn7))
5) i=i+8
g) Return Y
CHU THICH Thd tyc ndy dugc ap dyng tryc tiép vao mdi bit clia di ligu @u vao, vl thé cai ait ti wu clia n6 din
téi Il fch 16n. N6 c6 thé dugc thyc hign trén cic khdi 4-octet, phan cap c4c tir cho phép nhan ma duge tach thanh
4 @& thich nghi song song héa vécto.
6.2.3.5 Ham b trg ENDIAN-SWAP :
Ham ENDIAN-SWAP chuyén d3i mdt chudi clia céc tir 4-octet ti¥ litlle-endian thanh big-endian, hoéc
ngugc lai.
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PAU VAO: S, chudi c6 @ dai chia hét cho 4 octet
DAU RA: T, chudi S ciing véi méi tir 4-octet c6 endian déo nguoc lal.
a) n=octetlength(S)/4 ‘ )
b) Gidsl Sy, Sz, ..., Snla chc chubi c6 A6 dai4 ocet d& Sy || Sz||... || Sa= S
c) D&t T1a chudi réng
d) Fori=1tondo _
1) Gid str Wy, Ws, Wa, Wi 12 cac octet dd Wi || W2 || Wa || Wa= S
2) Sreversea= Wa || Wa || W2 || WA
3) T=T]|| Sreversed
e) Output T
6.2.3.6 Ham bd tro POLY .
Ham POLY [a mot ham bam da thtrc Augc st dung trong ham bam tang thi hai L2-HASH, xem Didu '
6.2.7.2.
DAU VAO: wordbits, sé nguyén 64 hodc 128
maxwordrange, s8 nguyén dwong nhd hon 2%
key, s6 nguyén trong dai 0...prime(wordbits) -1
Msg, chudi cling @6 dai chia hét cho (wordbits /8) octet
DPAU RA: y, sé nguyén trong dal 0...prime(wordbits) — 1
a) wordoctets = wordbits [ 8
b)) p= prime(wordbits)
c) offset= 2"t p
d) marker=p—1
e) n = octetlength(Msg) / wordoctets
) Gid sit My, My, ..., Ma 12 céc chubi c6 dd dai wordoctets octet d& Msg = My || Mz || ... || Ma
g) y=1
h) fori=1tondo
1) m = bitstr2uint(M))
2) if (m 2 maxwordrange) then
i) y=(key*y+ marker) mod p
i) y=(key* y+ (m - offsef)) mod p
3) else
) y=(key+y+m)modp
i) Output y
6.2.4 Tién xi¢ ly khéa

UMAG str dung m4 khéi Enc. Ma khéi cin dugc chon sao cho blocklen it nhét 4 16 va Ity thira cda hal.
CHU THICH 1  Khuyén céo sir dung AES-128 cho UMAC. Trong tredmg hgp ndy, ching ta cb blocklen = 16 va
keylen = 16,
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CHU THICH 2 Néu mdt sé théng diép phai duge xac thyc, cd ¥ nghla dé lueu trong bd dém khoa bam K, vl n6 ¢o
thé duoc stz dyng lal. Chi cé khéa ma héa Ke phai dugc tinh lai cho mdi théng digp mai.
DAU VAO: Khéa chii K, chudi (keylen)-octet
Nonce N, chudi c6 dd dai tir 1 dén blocklen octet
DO dai thé taglen, sb nguyén béing 4, 8, 12 hay 16.
DAU RA: Khéa bam Ku = (L1Key, L2Key, L3Key1, L3Key2), chudi c6 a6 dai thay doi
Khéa ma héa K, chudi (taglen)-octet
a) fters =taglen/ 4
b) L1Key = KDF(K, 1, 1024 + (iters — 1) * 16)
c) L2Key=KDF(K, 2, iters * 24)
d) L3Key? = KDF(K, 3, iters * 64)
e) L3Key2=KDF(K, 4, iters * 4)
f) Ke=PDF(K, N, tagien)
g) Output Ku = (L1Key, L2Key, L3Key1, L3Key2), Ke
6.2.5 Tién xi¥ Iy théng diép
Céc théng digp dwge bim dugc xem nhw cac chudi bit ma dugc Gém béi céc bit 0 vao bén tréi dé c6 o
dai octet thich hop. Mot khi thong diép a5 dugc dém, tat ca cac chudi dugc xem nhu cc chubi octet.
CHU THICH D@ lléu thong diép duge doc theo kidu little-endian dé ting t6¢ viée sinh thé trén cac may tinh little-
endian. .
6.2.6 ‘Biim théng diép
DAU-VAO: Khéa bim Ky = (L1Key, L2Key, L3Key1, L3Key2), chudi 6 a6 dai thay déi
Khéa ma héa Ke, chus (taglen)-octet
Thong didp M, chubi ¢ do dai nhd hom 2°7 octet
taglen, sé nguydn béng 4, 8, 12 hay 16
PAU RA: Thé H, chudi (taglen)-octet
a) D4t H bing chubirtdng
b) Fori=1to (taglen)/4 do
1) L1Keyr=L1Keyl(i—1)* 16+ 1 ... (i—1)» 16 + 1024]
2) L2Keyi= L2Key{(i—1)*24 +1 ...1+24)
3) L3Key?;=L3KeyT[(i~1)*64 +1...i*64]
4) L3Key2 = L3Key2[(i—-1)*4 ...i*4]
5) A= L1-HASH(L1Key;, M)
6) if (bitlength(M) < bitlength(L7Key;) then
) B=0%| A
7) Else
i) B =L2-HASH(L2Key;, A)
8) C=L3-HASH(L3Key1; L3Key2, B)
9) H=H| C
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¢) Output H
6.2.7 'Cac ham bam phan tangl

6.2.7.1 Ham bim tAng thr nhit L1-HASH
Ham b&m tang thir nhét ngét théng digp thanh cac khéi 1024-octet (dém khéi cudi cing néu cén thiét)
va sau d6 giéu chinh the» tw endian va bam méi khéi biing ham NH. Ghép néi cac két qua tao thanh mét
chudi, ngén hon 128 1&n so v&i chudi ban dAu.
DAU VAO: L1Key, chudi 1024-octet
L1Msg, chudi c6 do dai nhé hon 287 octet
DAU RA:  Hi, chui c6 @5 dai (8 * ceil(bitlength(L7Msg) / 8192)) octet
a) t=max(cell(bitlength(L1Msg) / 8192), 1)
b) Chia L1Msg thanh cac chubi Mi, My, ..., My, @& c6 L1Msg = My || Mz || ... || M: va octetlength(M)) =
1024 a6l voimoi 1 Sist—-1. '
c} Len = uint2bitstr(1024 = 8, 8)
d) H17 = (empty string)
e) Fori=1tot-1do
1) ENDIAN-SWAP(M)
2) H1=H1|| (NH(LTKey, M) +ss Len)
f) Len = unit2bitstr(bitlength(M), 8)
g} M= zeropad(M, 32)
h) ENDIAN-SWAP(M,)
i) H1=H1|| (NH({L1Key, M) +s Len)
/) Output H1
6.2.7.2 Ham bam ting thir hai L2-HASH
Ham bam ting ther hal bam lai d4u ra clia L1-HASH st dung ham bam da thirc dwgc goi 1a POLY. Néu
d4u ra cla L1-HASH la dai, thi POLY dwoc goi 1 14n trén tidn t clia du ra L1-HASH va duoc goi khi
dung c4c thiét 1ap khac nhau trén phan cdn lal. Vigc bam 2 budcnay ciia d4u ra clia L1-HASH chi cin
d@én néu a6 dai théng diép 1a I6n hon 16 megaoctet.

CHO THICH Mgt cai @3t cdn than cilia POLY la cin thiét @8 tranh tAn cdng do thdi gian c6 thd (xem [1] & bibt
thém théng tin).

AU VAO: L2Key, chubi 24-octet
L2Msg, chudi c6 a6 dai nhd hon 264 octet
DAU RA : H2, chubi 16-octet
a) Mask64 = uint2bitstr (0x, O1FFFFF OlFFFFFF, 8).
b) Mask128 = unit2bitstr(0x 01FFFFFF 01FFFFFF O01FFFFFFF Ol;E'FFFFF, 16)
c) k64 = bitstr2unit(L2Key(1...8] A Mask64)
d) k128 = bitstr2unit(L2Key[9...24] A Mask128)
e) if (octetlength(L2Msg) < 27) then
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1) y=POLY(84, 2 — 2%, k64, L2Msg)
f) else

1) My = L2Msg[1...2"7]

2) M= L2Msg[2'" + 1 ... octetlength(L2Msg)]

3) M, = zeropad(M: || unit2bitstr(0x80, 1), 16)

4) 'y =POLY(64, 2% — 2%, k64, M)

5) y=POLY(128, 212 — 2%, k128, uint2bitstr(y, 16) || Mz)
g) H2 = uint2bitstr(y, 16)
h) Return H2
6.2.7.3 Ham bam ting thir ba L3-HASH
DAu ra tir L2-HASH gdm 16 octet. Ham bam két thic nay bam chudi 16-octet thanh chudi c6 do dai cb
dinh 4 octet. ; '
PAU VAO : K1, chudi 64-octet

K2, chudi 4-octet
Msg, chubi 16-octet
DAURA : H3, chudi 4-octet
a) y=0
b) Ngét Msg va K1 thanh 8 khéi va chuyén thanh céc sé nguyén:
1) Fori=1to8do o
i) Mi=Msglii—1)*2+1...i+2)
), K= KI[(i-1)*8+1..7+8)
iliy m = bitstr2uint(M)
iv) k = bitstr2uint(K;) mod prime(36)

c) Bam tich trong, trich ra 32 bit cudi va dich chuyén affine:

1) y=(m1 * ki + ... + mg * kg) mod prime(36)

2) y=ymod 2%

3) H3 = uint2bitstr(y, 4)

4) H3=H3® K2
d) Output H3

6.2.8 Hoan tit

DAU VAO : Khoa ma héa Ke, chudi cb taglen octet
Gia tri bam H, chudi cb taglen octet

DAU RA : MAC c6 d9 dai taglen octet

a) MAC=Ke® H

b) Output MAC
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6.3 Badger

6.3.1 M6 ta cuia Badger

Badger la mt thuét toan MAC ma str dung khéa 128-bit K va nonce 64-bit N. N6 x(r ly mét thong Giép

c6 dd dai cho t&i 28" — 1 octet thanh mét thé xac thre ¢6 @9 dai taglen, gia trj ndy cb thé 1a 4, 8, 12, 16

hay 20 octet. Théng diép d4u vao bao gdm mét sb tron ven céac octet (tirc 13, 09 dai bit clia théng digp

s& la mét bgi clia 8). Badger str dyung mdt ma dong (xem TCVN 11367-4 (ISO/IEC 18033-4)) hodic bd tao

s6 gi& ngu nhién PRG (xem ISO/IEC 18031). '

CHU THICH Badger dugc d xuét trong (3] va dya trén kién tric cdy bam kinh didn bdi Wegman va Carter [10].

6.3.2 Cac yéu ciu

Tredc khi st dyung Badger, c4c tham sé sau cén phal ugc théng nhét:

- M6t ma dong tir TCVN 113674 (ISO/IEC 18033-4) hozc bd tao gid ngu nhién ma tuan theo ISO/IEC
18031.

- Db dai thé, taglen, 1a 4, 8, 12, 16 hay 20 octet.

6.3.3 Cha giai va cdc ham bé trg

6.3.3.1 Ham bé tro ENH

ENH.(Ham b&m phi tuyén nang cac — Enhanced Non-linear Hash-function) 1 mat ham bam phd bién.
CHU THICH Ham bam phd bién ENH da duqc giti thigu bdi Boesgaard va céc cong sy [3] N6 dya trén ham NH
clia Black va cac cdng s\ [2] ma da dwgc sir dyng trong UMAC.

DAU VAO : Khéa LKey, chubi 8-octet

Théng diép Left, chudi 8-octet
Théng diép Right, chudl 8-octet

DAURA : Gi4 fr| bam LHash, chubi 8-octet

a) ki = octetstr2uint{LKey{0...3], kv = octetstr2uint(LKey{4...7])

b) m1. = octetstr2uint(Right0...3], m7y = octetstr2uint(Right{4...7])

¢) m2 = octetst2uint(Left[0...7])

d) he=(m1,+ k) mod 2%

e) hy=(m1y+ Ky) mod 2%

f) Leth'=((hy* h) + m2) mod 2%

g) LHash = unit2octetstr(h', 8)

h) Output LHash

6.3.4 Tidn xi» Iy khoa
D6 dai khéa clia Badger Ia 16 octet, va dd dai clia nonce la 8 octet. Néu b tao yéu cdu cac khba va chc
nonce dai hon, thl cac octet con lai c6 thd duge dém bing c4c bit 0. Gié trj nonce can phai khéc. véi
vécto toan 1. PRG dugc gia thiét co céc giao dign sau:

- PRG_Init(K, N) kh&i tao trang thal bén trong clia PRG clng vé&i khéa K va nonce N.

- PRG_Next(n) tao ra n bit du ra tiép theo tir PRG.

Khi diing céc ham nay, cac khéa bam va ma héa dwgc tinh nhu sau.
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CHU THICH Néu mdt sé thong digp phai duge x4c thyee, thi ¢6 ¥ nghla viéc Ivu trong by Gém khéa bam K, vi no
co thé dugre dung Igi. Chl c6 khda ma héa Ke phai dwgc tinh lal cho méi thong diép méi.
PAU VAO: khéa chli K, chudi 16-octet
Nonce N, chudi 8-octet
D9 dai theo bit maxfen clia thong digp dau vao c6 thé dai nhét, bgi sé nguyén cla 8 véi 0 <
maxlen<2% -8
D dai thé taglen, s6 nguyén (mét trong sé 4, 8, 12, 16, 20)
PAU RA: Khoa bam Ky = (KL, kf), chudi co do dai thay dbi (trong d6
KL 1a mét vécto clia cac chudi 8-octet va kf 13 mdt vécto clia cac s6 nguyén 4-octet)
Khéa ma héa Ke, chudi (taglen)-octet
a) PRG_Init(K, 1%)
b) words_used=0
c) u=taglen/4
d) v=max{1, cell{log:(maxien)) - 6}
e) forj=1to6do
1) fori=1toudo
i) ki, = octetstr2uint(PRG_Next(32))
i)y words_used = words_used + 1
fy forj=1to6do
1)fori=1to udo
1) while(kfy > prime(32)) -
" 1) iy = octetstr2uint(PRG_Next(32))
1)} words__'u.;se'd =.words_used + 1
g) while(words_usedmod4#0)
1) Loai bd PRG_Next(32)
2) words_used = words_used +1
h) forj=1to vdo '
1) fori=1toudo
i) KL =PRG_Next(64)
i) PRG_Init(K, N)
J) Ke=PRG_Next(32 * u)
k) Output Ky = (KL, k), Ke
6.3.5 Tién xt ly théng diép
Tién x(¥ Iy théng digp I1a khong can thiét abi véi Badger.

6.3.6 Bam théng diép

Théng diép dwgc bam béng céch tinh bidu thirc da thtre sau:

DAU VAO: khéa bam Ky = (KL, kf), chudi co a5 dai thay ddi
Théng diép M, chudi c6 d6 dai nhidu nhét 2% — 1 octet
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D dai thé taglen, sé nguyén (mbt trong s 4, 8, 12, 16, 20)

DAU RA:  gia tr| bam H, chudl (taglen)-octet

.a)
b)

c)

d)

e)
f)

len = bitlength(M) nhw sé nguyén 64-bit
iflen=0
1) Mi=...=M,=0%
else:
1) if Jlen mod 64 = 0:
i) Thém céc bit 0 vao c4c bit cé nghta I6n nhét cho dén khi do dai len clia M 14 bdi clia 64

2) fori=1tow -

) M=M

iiy v =max{1, ceil(logz(/en)) - 6}

iiiy forj=1tov:

I) t=octetlength(M)). .
I) Chia M, thanh cac khéi-8-octet By, .., B; sao cho M= By ||... ||.B
) néutia chdn
a) M;=ENH(KLy, By, Bu)|| ... || ENH(KLy, Bz, By)
IV) ngugec lal .

a) M= B:|| ENH(KLy), Br, B2) Il ...|| ENH(KL;, Bz, By)
fori=1tou: ' ' '
1) Q=07 lfen|| M;
2) Chia @ thanh c4c khéi 27-bit By, .., Bs sao cho Q= Bs|| ... || Bs
3) Dém mbdikhéi By, .., Bs bAng cac bit 0 & c4c bit cé nghta Ién nhét sao cho c6 db dai 4 octet.
4) Forj=1to5:

) b= octetstr2uint(B8)
5) si=((bs * kf1y) + ... + (bs = kfs;) + kfa,;) mod prime(32)
6) S=uint2octetstr(s;, 4)
H=8ul} .|l St
Output H

6.3.7 Hoan tit
DAU VAO : Khéa mé héa Ke, chudi (taglen)-octet

. Gi4 tr] bam H, chudi (taglen)-octet

DAU RA: M4 xéc thye thdng digp MAC, chudi (taglen)-octet
a)MAC=K:® H

b) Output MAC
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6.4 Poly1305-AES

6.4.1 M6 ta cda Poly1305-AES

Poly1305 la mét thuét toan MAC slr dung khoa 256-bit K (v&i 22 bit awb dat béing 0) va nonce 128-bit
N. N6 chdp nhén cacthdng digp c6 a0 dai tinh theo octet tly  lo va tao ra MAC 128-bit. Thong diép du -
vao gém mdt sb tron ven cac octet, tirc A 36 dai tinh theo bit clia thdng digp phai Ia mt bdi cla 8.

CHU THICH Poly1305 da dwoc d& xuét trong [1] va dya trén ham bam da thire. So sénh véi mdt cai it tho, hiéu
nang clia Poly1305-AES cé thé dwgc cdi tién éng.ké béng céch theo chi din cai dat dwgc dua ra trong [1].
6.4.2 Céc yéu ciu

Viéc ste dyng Poly1305-AES khong yéu cAu cic tham sb bd sung phéi dwgrc théng nhét.

6.4.3 Tién xi ly khéa -
Khoa chil 32-octet K c6 mdt khudn dang dc biét, trong d6 mot s bit phai bang 0. Cac bit 6 la:
- 4 bit c6 nghta I6n nhét clia K[3], KI7], K[11], K[15]
- 2 bit ¢6 nghta nhd nhét cia K[4], K[8], K[12].
Khéa chli khi @6 dwgc chla don gidn thanh khéa bam va khéa ma héa, nhw sau:
DAU VAO : khéa chu K, chubi 32-octet
DAURA : khéa bam K, chudl 16-octet
khéa m& héa Kg, chudi 16-octet
a) Ky = K[0...15)
b) Ke = K[16...31]
c) Output Ky, Ke
6.4.4Tién xt ly théng digp
Théng digp dugc tién x Iy nhu sau:
DAU VAO : Théng diép M, chubi k-octet
PAU RA. 36 céc khéi clia théng diép s, sé nguyén
thdng diép da dwoc tidqn x Iy ¢4, .., Cs, d8y cla c4c sb nguydn 17-octet.

a) Let b = octetlength(M)
b) Lets = ceil(//16)
- ¢) Lett=floor(l/16)
d) Fori=0, .. t-1:

1) e = octetstr2uint(M[161...167 + 15]) + 2'28
e) Ifs>t:

1) r=lmod 16 )

2) c¢. = octetstr2uint(M[16¢ ...h-1]) + 2¥
f) Outputs;cy, ..., Cs
6.4.5 Bam thdng diép
Thong digp dugc bam béing cach tinh bidu thire da thire sau:
DAU VAO: khéa bam Ky, chudi 16-octet
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s6 cac khéi clia théng diép s, s nguyén
théng diép da duoc tidn xdr ly, ¢1, ..., Cs, d@y clia cac s6 nguyén 17-octet
DAU RA: gi4 tri bdm H, s6 nguyén 16-octet
a) r= octetstr2uint(Kw) .
b) H' =(ci*rF+ ¢+ ™' + ... + ¢, * r1) mod prime(130)
¢) H=H mod 212
d) Output H
6.4.6 Hoan tit
Cuéi ciing, théng diép dwgc ma héa ding ma khéi AES-128, Ga dwrgc mé ta trong ISO/IEC 18033-3.
DAU VAO: gi4 trj bAm H, chubi 16-octet
khéa ma héa K, chubi 16-octet
nonce N, chudi 16-octet
PAU RA: maé xac thye thong diép MAC, chudi 16-octet
a) Let S=AES-128(Kg, N)
b) s = octetstr2uint(S)
c) Let mac=(H+ s)mod 212
d) MAC = uint2octetstr(mac, 16)
e) Output MAC

6.5 GMAC

6.5.1 M6 ta cia GMAC

GMAC c6 thd dwoc sir dung cling v6i ma khél bt ky tir TOVN 11367-3 (ISO/IEC 18033-3) ma c6 a6 dai
khél béing 128 bit. MAC két qua cé do dai f bit, trong d6 t 1a bdi clia 8 va thda m&n 64 < { < 128. D dai
cla théng diép dau vao cAn phal nhd hon hay bing 2% khéi.
CHUTHICH Co ché nay la méttrudrng hop dic biét cia GCM (Galois/Counter Mode) dwgc quy dinh trong ISO/IEC
19772, trong d6 khong c6 dir ligu dwgre mé héa. GCM la thuge v& McGrew va Viega [9].

6.5.2 Cac yéu ciu

Trudce khi sir dung GCM, cac tham sé sau cAn phai théng nhét:

- Mt ma khéi tir TCVN 11367-3 (ISO/IEC 18033-3) ciing véi @8 dai khdi bdng 128 bit. Lya chon clia

ma khéi xac dinh d8 dai khéa |K];

- D§ dai thé ttinh theo bit, trong d6 64 < t < 128;

- B¢ dai clia nonce.

6.5.3 Chu gial va cac ham bé tro

6.5.3.1 Ham bd trg GHASH
Ham GHASH nhén nhu d4u vao 12 mét khéi 128-bit H va hai chubi bit c6 @6 dai tiy y Wva Z, cho ddu ra
1a mot khéi 128-bit.
DAU VAO: khéi 128-bit H
Céc chubi bit 4 dal tuy y Wva Z
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DAU RA : gia trj 128-bit Xkeser

a) Léy k va ula cac sb nguyén duy nhét sao cho bitlength(W) = 128(k - 1) + v va 0 < u < 128. Gia st
Wi, W, ..., Wk 12 day céc khéi 128-bit (vé&i ngoai trir cé thé clia Wi, nd chira u bit cudi ciing cia W)
da nhén duwoc bang cach phan chia W. .

b) LAy /va ula cic sb nguyén duy nhét sao cho bitlength(Z) = 128(/- 1) + vva 0 < v < 128. Gia si¥ Zs,
Za, ..., Z;1a ddy cac khéi 128-bit (v&i ngoai trir c6 thd clta Z;, né chira v bit cubi cling clia ) @3 nhan

dwoc bing cach phén chia Z.

c) Tinh gid trj 128-bit X1 ding dé quy sau:
1) Xo=0'28
2) Xi=(Xu @ W) e H, 1<i<k—1 (bd qua budc nay néuk s 1)
3) Xe= (X1 ® (Wk||0'B-“)) o H (bd qua buéc nay néu k = 0)
4) Xi=(X1©Zu) e H, k+1<isk+l-1 (bdquabudcndynéuls1)
5) Xiwr = (Xior1 ® (Z | ]0'2-Y)) o H (bd qua buéc nay néu /= 0)

6) Xm.} = (Xiw @ unit2blitstr(bitlength(W), 8) || unit2bitstr(bitlength(Z), 8)) « H.
d) Output Xiss1.

6.5.4 Tién x Iy khéa
Khéa chil K dwoce st dung dé& dan xuét ra khoa bdm Ky va khdéa ma hoa Ke nhu sau.
DAU VAO: khéa chil K
PAURA : khoabam Ky
. khéa ma héa Ke
a) Ki = Enc(K, 0'%)
b) Ke=K
¢) Output Ky, Ke
6.5.5 Tidn xt Iy théng diép
Tin x(r Iy théng diép khong cin cho GMAC.

6.5.6 Bdm thong diép
DAU VAO: théng digp M
khéa bdm Ky
PAURA: gid trjbam H
a) H= GHASH(Ku, M, {3)
b) Output H
6.5.7 Hoan tét
M&t nonce d4 dai thay @i N can phai dugc chon. Gia trj ndy can phai khac nhau cho mai théng diép
dwoc bao V&, va dugc sin sang dbi voi nguwdi nhén thdng diép. Tuy nhién, gié tri nay khong cén thiét
phai khéng dy doédn dwoc hodc bl mat.
CHU THICH Glé tr] N ¢6 thé, viidy, duge sinh ra bing cach ding mdt con dém duge duy ti bdl ngudi Kkhdi tao,
va dvroc gli di & dang van ban rd ciing vél thdng digp dwgc bdo vé,
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PAU VAO: gia trj bam H
khta ma héa Ke
nonce N
DAURA:  ma xéac thyc thong diép MAC, chui t-bit
a) Néu bitlength(N) = 96 thi Yo = N || 0° || 1. Nguwoc lai thl Yo = GHASH(Kw, {}, N).
b) MAC = (H® Enc(Ke, Yol
¢) Output MAC.
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Phy luc A
(quy dinh)
Céc djnh danh déi twong
Phu lyc nay ligt k& cac dinh danh déi twong dugc géan cho céc thust todn dwgc quy djnh trong tiéu
chuén nay.
MessageRAuthenticationCodesPart3 {
iso(l) standard(0) message-authentication-codes (9797}
part3(3) asnl-module(0) algbrithm~object-identifieks(0)
}
DEFINITIONS EXPLICIT TAGS ::= BEGIN
EXPORTS ALL;
IMPORTS
BlockAlgorithms
FROM EncryptionAlgorithm-3 {iso(l) standard(0Q)
encryption-algorithms (18033) part(3)
asnl-module (0) algorithm-object-identifiers(0)};
StreamCipherAlgorithms
FROM EncryptionAlgorithm-4 (iso(1l) standard(0)
encryption-algorithms (18033) part(4)

asnl-module (0) algorithm-object-identifiers(0)};
0ID ::= OBJECT IDENTIFIER -- Alias

-- céch ding khéc

i89797-3 QID ::= {iso standard message-authentication-
codes (9797) part3(3)}
-- Gan 0OID

id-umac QOID ::= {is9797-3 umac(l)}
id-badger OID ::= {is9797-3 badger(2)}
id-polyl1305 OID ::= {is9797-3 polyl305-aes(3)}

-- kidu dinh danh thuit todn MAC va tip c4c thudt todn MAC d& nhan dién

MessageAuthenticationCode ::=
AlgerithmIdentifier{{MacAlgorithms}}
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‘MacAlgorithms ALGORITHM ::= ({
{ OID id-umac PARMS UmacParameters} |
{ OID id-badger PARMS BadgerParameters} |
{ OID id-polyl305 PARMS NullParameters} |
{OID id-gmac PARMS GmaéParametersI },

-~ thudt to&n bd sung mong doi --

-- dinh nghia cac kidu tham sé MAC

UmacParameters ::= SEQUENCE {
bcAlgo BlockAlgorithms,
taglength INTEGER,
noncelength INTEGER

BadgerParameters ::= SEQUENCE ({
scAlgo StreamCipherAlgorithms,
taglength INTEGER,

GmacParameters ::= SEQUENCE {
bcAlgo BlockAlgorithms,
taglength INTEGER,
noncelength INTEGER

END -- MessageAuthenticationCodesPart3~--

26



TCVN 11495-3:2016

Phuy luc B
(tham khao)
Cac vécto kiém tra

B.1 UMAC
Didu nay chira mdt sb vécto kidm tra clia UMAC, ding AES-128 nhw mé khéi. Bang B.1 liét ké cac thé
dwgc sinh bdi UMAC khi ding khéa 16-byte K va none 8-byte N.
- K = “abcdefghijkimnop”
- N = “bedefghi”
Bang B.1 - Cac vecto kidm tra cho UMAC

Théng | UMAC-
diép | - 32

{empty)|113145FB| 6E155FAD26S00BE1l |32FEDB100C79ADS8FO7TFF764|32FEDBL00CTIADSBFOTFF7643CC60465

UMAC-64 UMAC-96 UMAC-128

‘a' * 3 |3B91D102| 44B5CB542F220104 |185E4FE905CBATBDBSE4C2DC|185E4FE905CBATBD85SE4C2DC3D11708D

‘a’ % 210|59983508| 26BF2F5D60118BDY 7A54ABE04AF82D60FB298C3C TAS4ABEQ4AFE82D60FB298C3CBD195ECB

'a’ * 215|58DCF532| 27F8EF643B0D118D |7B136BD911E4B734286EF2BE|7B136BDI11E4B734286EF2BES01F2C3C

B.2- Badger
Pidu nay chira mét sé vécto kidm tra ciia Badger, diing Rabbit nhu ma déng. Bang B.2 ligt ké cac thé
dugec sinh bdi Badger khi dung khéa K va IV sau.
-K==60'01-02 03 04 05 06 07 08 09 0a 0b Oc 0d Oe Of
-IV=00 01 02 Oé ‘0'4 ‘95.06 07
Bang B.2 ~ Cac vécto kidém tra cho Badger

Thong diép . Thé Badger
{empty) 54 6D 3A 85 F8 CB FA D9 E0 58 50 58 2C AC 3D E4
00 S5F AA AB 85 AC BE 04 48 1D D6 34 DO FA D9 FA FA
01 47 EA 18 Al 99 AE 07 31 7C A5 AC C9 37 2F 55 85
00 01 02 03 04 05 06 07 08 |F7 02 3D 65 CF 66 69 23 47 A0 BB 5F 93 55 84 27

B.3 Poly1305-AES
Didu nay chra mét sb vécto kidm tra cho Poly1305-AES trong Bang B.3.
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Bang B.3 — C4c vécto kidm tra cho Poly1305-AES

Théng diép <empty>
Vécto KhéamahéaKe |75 de aa 25 cO 9f 20 8e 1d c4 ce 6b S5c ad 3f bf
kiem tra : -
#1 Khéa bim Ky a0 £3 08 00 00 £4 64 00 d0 c7 e9 07 6c 83 44 03
| Nonce N 61 ee 09 21 8d 29 b0 aa ed Te 15 4a 2c 55 09 cc
Thé Poly1305-AES | dd 3f ab 22 51 £1 la c7 5% £0 88 71 29 cc 2e e7
Théng diép £3 £6
Vécto Khéa ma héa Ke ec 07 4c 83 55 80 74 17 01 42 5b 62 32 35 ad dé
kiém tra
#2 Khéa bim Ky - 85 1f c4 Oc 34 67 ac Ob €0 5c c2 04 04 £3 £7 00
Nonce N fb 44 73 50 c4 e8 68 c5 2a ¢3 27 5¢ £9 d4 32 7e
Thé Poly1305-AES | f4 c6 33 c3 04.4f c1 45 £8 4f 33 5c b8 19 53 de
Vécto 'I"hén_gldiép 66 3c ea 19 Of fb 83 d8 95 93 £3 f4 76 b6 bc 24
;f,f““"‘ d7 e6-79 10 7e a2 6a db 8c af 66 52 dO 65 61 36
Khéa ma héa Ke 6a cb 5f 61 a7 17 6d d3 20 ¢5 cl eb 2e dc dc 74
Khéa bam Ky 48 44 3d Ob b0 d2 11 09 c8 9a 10 0b 5c e2 c2 08
Nonce N ae 21 2a 55 39 97 29 59 5d ea 45 8b c6 21 £f .0e
Thé Poly1305-AES | Oe el cl 6b b7 3f 0f.4f dl 98 81 75 3c 01 cd be
Théng diép ab 08 12 72 4a 7f le 34 27 42 cb ed 37 4d 94 dl
Vécto 136 c6 b8 79 5d 45 b3 81 98 30 £2 c0 44 91 fa £0
;:f"‘"a 99 0c 62 e4.8b 80 18 b2 c3 e4 a0 fa 31 34 cb 67
fa 83 el 58 ¢9 94 d9 61 c4 cb 21 09 Sc 1b £9
Khéa ma hda Kg el a5 66 B8a 4d 5b 66 -a5 £6 Bc c5 42 4e d5 98 2d
Khéa bém Ky 12 97 6a 08 c4 42 6d Oc e8 a8 24 07 c4 £4 82 07
Nonce N 9a e8 21 e7 43 97 8d 3a 23 52 7c 71 28 14 9e 3a
Thé Poly1305-AES | 51 54 ad 0d 2c b2 6e 01 27 4f c5 11 48 49 1f 1b
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Didu nay chira mt s6 vécto kiém tra cho GMAC khi diing AES-128 nhw ma khéi trong Bang B.4.

Béng B.4 — Céc vécto kidm tra cho GMAC

Vécto kiém tra #1 [Théng diép |<empty>
Khéa K 00 00 00 00 00 00 00 00 00 00 00 00 0O 0O 00 00
Nonce N[00 00 00 00 00 00 00 00 00 00 00 0O
Thé GMAC |58 e2 fc ce fa 7e 30 61 36 7f 1d 57 a4 e7 45 5a
Vécto kidm tra #2 [Théng didp |fe ed fa ce de ad be ef fe ed fa ce de ad be ef
Khéa K 6a cb 5f 61 a7 17 6d d3 20 c5 cl eb 2e dc dc 74
Nonce N |ae 21 2a'55 39 97 29 59 5d ea 45 8b c6 21 £f Oe
Thé GMAC |54 df 47 4f 4e 71 a9 ef 8a 09 bf 30 da 7b la 92
Vécto kidm tra #3 |Théng difp |fe ed fa ce de ad be ef fe ed fa-ce de ad be ef
ab ad ‘da d2 42 83 le c2 21 77 74 24 4b 72 21 b7
Khéa K fe ff e9 92 86 65 73 1lc 64 6a 8f 94 67 30 83 08
Nonce N ca fe ba be fa ce db ad de ca f£8 88
Thé GMAC |[1c be 39 36 e5 53 b0 8f 25 c0 8d 7b 8d c3 9f db
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Phuluc C
(tham khao)
Théng tin an toan

Mot sb tAn cdng chéng lai cac thuat toan MAC dya trén ham bam phd bién d& Guge m ta trong [5].

Nguorc lai v6i cac kidu thuat toan MAC khéc, mt sb nhé céc gid mao cb ﬁhé dén t&i viéc khéi phyc khéa

~ d6i v6i cac ham MAC dira trén ham bam phd bién, va do vay din t6i sup 68 hoan toan v& @6 an toan.

D& bao vé chéng lai céc tAn cong nay, khuyén c4o manh cal @&t mot hodc nhiu bién phap phong chéng

sau: "

'aJ T&ng mirc an todn (vi dy, taglen) d& gia mao thir nhét 1a khong thé thiee hanh duorc.

b) Thuwdng xuyén lam méi khéa day U duorc sir dung cho thuat toan MAC. Néu c6 thé, tham chi ngudi
ta lam méi khoa cho mdi thng diép. Chu ¥ réing khéng chi sé cac théng bao dwoc xi Iy duéi mét
khéa don I& can phai bj han ché, ma tdng sb céc khéi théng diép dugc xt Iy dwéi cling mét khoa
cling bj han ché.

c¢). ‘Ca ngudi glvi va ngwrdl nhén.cAn dam bao/kiém tra tinh duy nhét clia c4c nonce dwec st dung véi
cling mét khéa MAC. Khi nonce dugc sir dung lai, 3 an toan cla thuét todn bj suy gidm nghiém
o0g; L : .

d) Nhing ngwdi nhan cin phat hién mét s6 I6m céc 1An xac minh MAE bj thét bai nhur mot né lc tén
cbng, va xtr ly véi tinh hudng ndy mét cach thich hop.. ‘
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