BQ THONG TIN VA TRUYEN THONG ~ CONGHOA XA HOICHU NGHIA VIET NAM
Déc ldp - Tu do - Hanh phiic

$6:ZZMBTTTT - CATTT Ha Ngi, ngay A thang F nim 2018
Viv hudng dan két noi, chia se thong tin
vé mi ddc gitta cac hé thong k¥ thudt

Kinh gi:

- Céc bd, co quan ngang bd, co quan thudc Chinh phu;

- Vin phong Trung wong Pang, Vin phong Chu tich nudc,
Vin phong Quéc hdi, Toa an nhén dén téi cao,
Vién Kiém sat nhan din t6i cao, Kiém toan Nha nudc;

- Co quan Trung wong ciia cac doan thé;

- UBND c¢éc tinh, thanh phé truc thude Trung vong;

- Cac tap doan kinh té, tdng cong ty Nha nude.

Cin cir Luat An toan théng tin mang;

Cin i Nghi dinh s 85/2016/ND-CP ngay 01/7/2016 cia Chinh phu vé

bao dam an toan hé thng thong tin theo cip d¢;

Ngay 25/5/2018, Thii tuéng Chinh phi c¢6 Chi thi sb 14/CT-TTg vé viéc

niang cao nang luc phong, chong phan mém dc hai, trong dé néu ra:

Céc bd, co quan, ngang bd, co quan thuéc Chinh phy, Uy ban nhén dan cac
tinh, thanh phé truc thudc Trung wong bao dam cé giai phép phong, chéng ma
ddc bao vé cho 100% may cht, may tram, thiét bi dau cudi lién quan va cd co

ché tir dong cap nhit phién ban hoic ddu hiéu nhin dang mi déc méi.

Giai phap phong, chéng mi doc dugc ddu tr moi hodc néng cép can co
chirc néng cho phép quan tri tip trung; co dich vu, gidi phap hé trg ki thust
24/7, c6 kha ning phan tng kip thoi trong viéc phat hién, phéan tich, g& bd phan
mém ddc hai; cé thé chia sé théng tin, dif liéu théng ké tinh hinh ldy nhiém ma
d6c véi hé thdng k¥ thust ctia co quan chiic ning c6 thdm quyén, tuén tha theo
tiéu chuén, quy chuin ky thuat, huéng din nghiép vu ciia B Thdng tin va

Truyén thong va quy dinh ctia phap luat.

Trén co s& d6, B6 Thong tin va Truyén théng ban hanh hudng din két ndi,

trao dbi, chia sé thong tin, dit liéu vé mi doc giira cac hé thong k¥ thuat clia co




quan chirc ning lién quan véi giai phap phong, chéng mi déc & cac bd, nganh,
dia phuong, tudn tha theo tiéu chuin, quy chuin k§ thudt (kém theo).
Ban mém tai liéu hudng dan co thé tai vé tir Cong thong tin dién tr cia Bo

tai dia chi: http://mic.gov.vn hoéc cia Cuc An toan thdng tin: https://ais.gov.vn

Viéc két ndi, trao dbi, chia sé théng tin dit lidu v& ma doc dé phuc vu theo
doi, thng hop, dénh gia chi s6 14y nhiém phin mém déc hai & cac bd, nganh, dia
phuong, coi dady la mét trong nhimg tiéu chi danh gia miac d bao dam an toan

thong tin cua cac b, nganh, dia phuong.

B4 Théng tin va Truyén théng dinh ky hang quy tdng hop tinh hinh béo céo
Thi tuéng Chinh phi.

Trong qua trinh thuc hién, néu c6 kho khin, vudng méc, dé nghi quy co
quan phan hdi, gép y d& B6 Thong tin va Truyén thong nghién ciru, xem xét cap
nhat huéng dén cho phu hgp véi tinh hinh trién khai thuc té trong timg giai doan

cu thé.

Chi tiét xin lién hé: Ong Nguyén Huy Diing, Phé Cuyc trudng Cuc An toan
théng tin, B6 Thdng tin va Truyén thong, thu dién ti: nhdung@mic.gov.vn, dién
thoai: 0916786018.

Trén trong cam on./. ﬂ/

Noi nhin: KT. BO TRUONG
-Nhu trén; THU TRUONG
- Bo trudng (de bic);

- Cac Thir trudng;

- Céng Thong tin dién tir Chinh ph;

- Don vi chuyén trach vé CNTT ciia cac B, co quan
ngang B, co quan thude Chinh phi (qua thur dién tr); ‘
- Don vi chuyén trach vé CNTT ctia Vin phong TU R
Pan & Vin phong Chu tich nude, Van phong Quoc héi,
Tda 4n nhan dén ti cao, Vién kiém st nhan dan ti cao,
Kiém toan Nha nude;

- Pon vi chuyen trach v& CNTT cia Co quan Trung vong
elia cac doan thé;

- 86 TT&TT céc tinh, thanh phé truc thude Trung uong
(qua thir dién tiT);

- Cbng thoéng tin dién tr B TT&TT:

- Luw: VT, CATTT.

en Thanh Hung




BO THONG TIN VA TRUYEN THONG ~ CONG HOA XA HOI CHUNGHIA VIET NAM
Dgc lap - Tw do - Hanh phiic

o HUONG DAN
KET NOI, CHIA SE THONG TIN VE MA POC
GIUA CAC HE THONG KY THUAT
(Ban hanh kém theo cong vin s6 #490 /BTTTT-CATTT ngayd#/7/2018)

1. Pham vi va déi twgng dp dung

1.1. Pham vi ap dung

Tai liéu nay nhim huéng din két ndi, chia sé thong tin vé ma ddc giira cac
hé thong k¥ thudt trong cic co quan, to chirc nha nuée.

1.2. Poi twgng ap dung

Déi tuong ap dung bao gbm:

- Cac B0, co quan ngang B9, co quan thugc Chinh phu; Uy ban nhén dén
cac tinh, thanh phd truc thudc Trung wong.

- Vin phong Trung uong Péang, Vin phong Chu tich nude, Van phong
Quéc hdi, Toa 4n nhéan dan tdi cao, Vién kiém st nhan dan tdi cao, Kiém todn
Nha nuéc, Uy ban Trung wvong M4t tran Té quéc Viét Nam, Téng Lién doan
Lao déng Viét Nam, Trung uong Doan Thanh nién c{ng sian H6 Chi Minh,
Trung wong Hoi Lién hiép Phu nit Viét Nam, Hé1 Cyu chién binh Viét Nam,
Hoi Néng dan Viét Nam co thé tham khdo va 4p dung trong co quan, td chirc
minh.

- Céc co quan, td chirc, doanh nghiép khac c6 thé tham khio va 4p dung

trong co quan, t6 chirc minh.

2. Ap dung tidu chuin, quy chuén ky thuit

Viéc két ndi, chia sé théng tin vé ma déc gilta cac hé théng k¥ thuét trong
cac co quan, td chirc nha nuéce tuan thi theo Thong tr s6 39/2017/TT-BTTTT
ngdy 15/12/2017 cia B6 Thong tin va Truyén thong ban hanh Danh muc tiéu
chuén k¥ thuét vé tmg dung céng nghé théng tin trong co quan nha nuéc; Thong
tr s6 13/2017/TT-BTTTT Quy dinh céc yéu ciu k§ thuat vé& két ndi cac hé théng
théng tin, co s& dir 1iéu voi co s& dit lidu qudc gia.

Tham chiéu 4p dung Quy chuin ky thuit quéc gia QCVN
102:2016/BTTTT vé chu triic ma dinh danh va dinh dang dit liéu géi tin phuc vu




két ndi cac hé théng quan 1y vin ban va diéu hanh d4i véi viée ap dung dinh
dang géi tin edXML (huéng dan cu thé bén duéi) va ma dinh danh cua cac co
quan, tb chirc.

3. M hinh va phwong thire két nbi

3.1. M hinh két ndi
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1, Medube tiep phija thiug tin amidie |

Cac bd, co quan ngang bg, co quan thugc Chinh pht, Uy ban nhdn déin
céc tinh, thanh phé truc thudc Trung wong cé giai phap phong, chéng ma doc

dugc déu tr méi hodc ning cp can ¢ chic ning cho phép quan trj tép trung, c
thé chia sé théng tin, dit liéu théng ké tinh hinh 14y nhim ma déc véi hé théng
k¥ thuét ciia B4 Thong tin va Truyén théng (Cuc An toan thong tin).

Do vy mbi co quan té chirc khi trién khai c4c gidi phap phong, chéng ma
doc cin ¢6 may chi quan Iy tdp trung vé tinh hinh lay nhiém, phong chéng ma



dbc cua cdc mdy tinh, thiét b mang trong ndi bé co quan, td chirc va chia sé
thong tin co ban véi hé théng k§ thuat cua B§ Théng tin va Truyén thong.

Viéc két ndi, chia sé théng tin vé ma ddc giup cdp nhét tinh hinh lay
nhiém ma déc chung tai Viét Nam. Céc co quan td chirc gui théng tin vé Bo
Théng tin va Truyén théng (Cuc An toan thdng tin) ¢é thé cip nhat tinh hinh cta
td chirc minh va t chirc khéc théng qua ban db 1dy nhiém ma dbc tai Viét Nam.

Vi cic mau, thong tin ma ddc thu thip dugc, thong qua xit 1y va chia sé
lai cua B Thong tin va Truyén théng (Cuc An toan théng tin) s& hd trg co quan
td chirc khac c6 thé phong, chdng, ngan chin nguy co tin cbng tuwong tr khi bi
dbi tuong thn cong sir dung cing miu mi doc, gitip ting cudng bio dam an toan
théng tin mang.

Dia chi hé théng k¥ thuét tiép nhén thong tin: https://mis.ais.gov.vn, chi
tiét v& cong két ndi va cédc thong tin khéc lién hé ddu méi k¥ thuat ciia Cuc An
toan thong tin d& dugc huéng din ky thudt cy thé theo thu dién tn:
ais@mic.gov.vn; dién thoai: 02439436684.

3.2. Phwong thirc két nbi

Viéc chia sé thdéng tin gifta may chu quan ly tdp trung cua cic co quan
don vi voi hé thdng k¥ thuat ciia B§ Thong tin va Truyén thong dugc ky sb va
truyén di qua kénh ma hoa HTTPS.

Théng tin chia s€ bao gdm céc truwdng dugc mé ta trong Phu luc va déng
g6i theo chuin ed XML.

4. Nguyén tic chia sé thong tin

Viéc trao dbi va chia sé thong tin gilta may chit quan ly tép trung véi hé
théng k¥ thuat cia B Théng tin va Truyén théng (Cuc An toan théng tin) tuin
tht nguyén tic sau:

- Phu hogp véi cac quy dinh trong Luédt An toan théng tin mang; Nghi dinh
s6 85/2016/ND-CP ngay 01/7/2016 ciia Chinh phi; Chi thi s 14/CT-TTg ngay
25/5/2018 cia Thu tuéng Chinh phu vé viéc nang cao ning luc phong, ching
phin mém déc hai va cdc quy dinh phédp luét lién quan khac.

- Théng tin chia sé gitra cac t chirc véi Cuc An toan théng tin thuc hién
qua kénh ma hoa va bdo dam an toan thong tin.

- Cuc An toan théng tin khdng chia sé théng tin riéng cia cac bén két nédi,

cung cép thong tin dit liéu vé miu ma doc véi bén thit ba.
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- Thong tin chia sé dinh ky va thoi diém cap nhit thong tin do Cuc An
toan théng tin xdy dung va thdng bao dén cac td chirc dé bao dam hiéu ning cia
hé théng k¥ thuit.

- Khi ¢6 thay ddi thong tin vé may chii chia sé théng tin, cdc co quan don

vi td chirc théng bao v& Cuc An toan théng tin dé cap nhét két néi chia sé.

5. Hwéng dén vé dinh dang géi tin

5.1. Hwéng din dinh dang géi tin ed XML

Viéc két ndi, chia sé thong tin giita cac hé théng k§ thudt, cic hé théng
can thuc hién trén co s& ap dung dinh dang dit liéu trong géi tin edXML. Muc
nay quy dinh cic yéu cdu ky thuit déi véi cac trudng théng tin cua goi tin
edXML, khdng quy dinh vé quy cach déng géi gbi tin edXML. Viéc xac dinh
quy cach déng géi goi tin do cic doanh nghiép cung chp giai phap quyét dinh
dua trén co s dap img duoc cic yéu ciu do cdc co quan c6 nhu ciu khai théc,
sir dung dat ra.

Hinh 1 md ta cu truc co ban cia mdt goi tin edXML gdm hai phan 14
théng tin co ban (edXMLHeader) va théng tin chinh (edXMLBody).

Gaéi tin edXML

Hinh 1: Cdu tric géi tin edXML




Phu luc 1: Phin SOAP-ENV:Header

Cra Eatn

it Yk i

edXML:MessageHeader

Pay 14 thdong tin phai c6 ¢

g Bt

D6 dai tbi da: 200

ua phin déu | Bat budc

gdi tin, luwu trir c4c théng tin vé phédn

m¢ ddu va phan két thic ciia mét béo

cao.
1.1 edXML:From Théng tin vé d6i tugng giri bdo céo Bit budc
1.1.1 edXML:Organld Kiéu String ID ctia co quan, o chirc giri bdo cdo | Bat budc | QCVN
1.1.2 edXML. OrganizationlnCharge Kiéu String Tén co quan, td chirc chi quan truc | Tuy chon

D6 dai thi da: 200 | !ep (néu cd)

1.1.3 edXML:OrganName Kiéu String Tén co quan, td chirc giri béo cdo Bit budc




1.1.4 edXML.OrganAdd Kiéu String Dia chi cia ¢o quan, td chirc giri bao | Bit budc
P dai téi da: 250 | ©2°

1.1.5 edXML.:Email Kiéu String Thu dién fir lién lac ctia co quan, td | Bit budc
P dai thi da: 100 | Shc gui bdo cdo

1.16 edXML: Telephone Kiéu String SH dién thoai clia co quan, t6 chirc giri | Bét buge
D6 dai t6i da: 20 | D0 cdo

1.1.7 edXML:Fax Kiéu String Sé fax cua co quan, t§ chirc giri bao | Tuy chon
Do dai thi da: 20 | ©2°

1.1.8 edXML: Website Kiéu String Trang/cdng thong tin dién tir cia co | Tuy chon
D6 dai téi da: 100 | 4Ua0, t6 chirc giri bdo céo

1.2 edXML:Subject Kiéu String Trich yéu noi dung ciia bdo céo BAt budc
Do dai téi da: 500

2 Signature Mo ta vé chit ky sb va thong tin ky sb | Bét budc

gbi tin ed XML
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M ta cac thdng tin duoc ky sé

Bit budc

2.1.1 CanonicalizationMethod Xac dinh thuat toan chuin hoa dir lidu B4t budc | La mét thude tinh
cin ky sb cua
Canonicalization
Method
Algorithm Kiéu String Thudt todn chuén hoa dir liéu:
http://www.w3.org/TR/xml-exc-c14n/
2.1.2 SignatureMethod Xé4c dinh thuit toan d& ky sb thanh | Bit budc
phin SignedInfo di dugc chudn héa
Algorithm Kiéu String Thuit todn ky sé Signedinfo: La mdt thude tinh
http://www.w3.0rg/2000/09/xmldsig#r cua
sa-shal ‘ SignatureMethod
2.1.3 Reference Tham chiéu dén cac ddi tuong dit liéu | Bét bude

can ky va x4c dinh phuong thirc bim
va gia tri bim cua céc thanh phan ddi
tugng dit liéu trong goi tin ed XML




el 4 o]

Kiéu String

Tham chiéu dén dbi tugng dit licu
dugc bim. URI = " tham chiéu dén
SOAP-ENV:Envelope. URI = cid tham
chiéu dén timg tép dir liéu dinh kém

e
La mét thudce tinh
clia Reference

2.1.3.1

Transforms

Danh séch phuong thic bién dbi dbi
tuong df{ liu dinh dang XML dugc
tham chiéu trude khi ky s6

Chi str dung
Transforms vo1
d6i twong SOAP-
ENV:Envelope
(XML)

Transform

Pinh nghia mot phuong thic bién dbi
s€ duoc 4p dung

Algorithm

Kiéu String

Tén phuong thirc bién ddi dugc ap
dung. Co céc loai sau:
- S dung Enveloped Signature:

www.w3.0rg/2000/09/XMLDSig#enve
loped-signature

- Str dung thudt toan chudn héa ndi
dung XML, XML-C14N:
www.w3.org/TR/xml-exc-cl14n/

La m6t thudc tinh
cua Transforms




ki A(J &'@”,:! IJL e Wi O,
2.1.3.2 DigestMethod X4c dinh thudt toan bam di liéu Bit budc
http://www.w3.0rg/2001/04/xmlenc#s
ha256
Algorithm Kidu String Thuat toan bim dir liéu La mét thude tinh
cua
DigestMethod
2.1.3.3 | DigestValue Kiéu String Gid tri bam cia dbi tgng dir lidu tham | BAt budc
chiéu st dung thuit toan quy dinh tai
DigestMethod
2.2 SignatureValue Kiéu String Giéa tri chir ky sé ctia Signedinfo Biét budc
2.3 Keylnfo Mo ta khoa sir dung dé xac thuc chit | Bit budc
ky sb
2.3.1 X509Data Dt liéu vé chung thu sé st dung dé | Bt bude
xéc thuc chit ky sb
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Tén cé nhan/td

chirc s& hiru
chimg thu sé ky
2.3.1.2 | X509Certificate Kiéu String Chumg thur sé st dung d& xac thuc chir | Bit budc
ky sb
- 10




R 3 =
Céc thdéng tin bao cdo cua Anti Virus Bit budc
name Kiéu String Tén ctia Anti Virus guri bdo céo Bit budc
1.1 Datetime Kiéu string Thoi gian giri béo céo Bit budc | Str dung Unix
time
1.2 Malware Béo cdo thong tin ma doc trén cadc may B4t budc | Néu khong co
ma ddc thi ndi
dung bd tréng,
néu c6 thi bit
budc phai co
cac theé bén
trong.
1.2.1 Machine Théng tin vé ma ddc trén ting may Bét budc | Bé quanéu
khéng cé

thong tin mé
doc
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Kiéu string

B qua néu
khong co
théng tin ma
doc

ippublic

Kiéu string

Pia chi IP public ciia may tinh bi nhiém
maé dbc

Tuy chon

Bo qua néu
khdng co
théng tin ma
dde

name

Ki¢u string

Tén may nhiém mi ddc

Bit budc

Bo qua néu
khoéng co
théng tin ma
doc

1.2.1.1

Malwarelnfo

Céc thong tin vé mi ddc trén may

Bit bude

B qua néu
khong c6
théng tin ma
doc

1.2.1.11

MalwareName

Kiéu string

Tén m3 ddec

Bit budc

B qua néu
khéng co
thdng tin md
doc




SRRy

s Lyt Sy WY

MalwareType

Loai ma d¢c (PE, Trojan, spyware,

1.2.1.1.2 Kiéu string Bit budc | B qua néu
worm, ... ) khéng co
théng tin ma
dée
1.2.1.1.3 | MalwareBehavior Kiéu string Hanh vi cia md d¢6¢ (Downloader, Bit budoe | Bo qua néu
Dropper, CoinMiner, Keylogger, ...) khong co
théng tin ma
ddc
1.2.1.1.4 | TypeOfDevice Kiéu string Loai thiét bj nhiém ma ddc (USB, HDD, | Bét budc | Bo qua néu
SDCard, SSD, ...) khéng ¢
thong tin mé
ddc
1.2.1.1.5 | NumberFile Kiéu integer S8 lwong tép tin bi nhiém ma doc Bit budc | Bé quanéu
khong cé

théng tin ma
dde
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1.3

Connection

-e ENET D) .ﬂ
Néu khong ¢é
connection la

thi cac truong
bén trong bo
tréng. Néu c6
théng tin
Connection thi
cac truong bén
trong bit
bude phai co.

1.3.1

Machine

Théng tin két ndi nghi ngd trén timg
may

Bit budc

Bo qua néu
khéng ¢6
théng tin
connection

ip

Kiéu string

IP ciia may co két noi nghi ngd

Bét budc

B6 qua néu
khong c6
thong tin
connection




ippublic

Kiéu string

Pia chi IP public ciia may tinh bj nhiém
mé doc

Tuy chon

name

Kiéu string

Tén ciia may c6 két nbi nghi ngd.

Bit bude

B3 qua néu
khéng co
thdng tin
connection

1.3.1.1

Connectionlnfo

Théng tin két ndi nghi ngo

Bt budc

Bo qua néu
khoéng cé
théng tin
connection

1.3.1.1.1

Program

Kiéu string

Tén chuong trinh c6 két nbi nghi ngo.

Bét bubc

B6 qua néu
khoéng cé
théng tin
connection

1.3.1.1.2

TargetIP

Kiéu string

IP dich cia két ndi nghi ngo.

Tuy chon

Bd qua néu
khdng cé
thong tin
connection
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Vulnerability

Néu khong cb
18 héng nao
trén cac may
thi cac trudng
bén trong bo
tréng. Néu cé
16 hdng thi cac
trudng bén
trong bit
budc phai cé.

1.4.1 Machine Théng tin 15 hdng trén timg méy Bét budc | Bé qua néu
| khéng ¢6
théng tin 16
hdng.
ip Kiéu string Dia chi IP ctia may ¢ 16 héﬁg Bit budc | Bo qua néu

khéng co
thong tin 15
héng.




ippublic

Kiéu string

id .‘,ﬁ. 9;%:(_ E4

ol

A

¥

t -, N2

p ; :

¥ : & e e 7
b i 7L us ek %

b it
R LA

Dia chi IP public clia méy tinh cé 16
hong

Tuy chon

B qua néu
khong co
thong tin 16
héng

name

Kiéu string

Tén cua may c6 16 hong

Bt budc

B6 qua néu
khédng cd
thdng tin 16
héng.

1.4.1.1

VulnerabilityInfo

Céc théng tin vé 16 hdng

Bt budc

B6 qua néu
khéng co
théng tin 18
héng.

1.4.1.1.1

Name

Kiéu string

Mi CVE ctia 16 héng

Bit budc

Bo qua néu
khong co
théng tin 15
héng.

1.4.1.1.2

OSName

Kiéu string

Tén hé di€u hanh cita may c6 16 hdng

Tuy chon

B6 qua néu
khong co
théng tin 15
héng.
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Bt budc
1.5.1 Machine My cé béo cdo thong tin hé didu hanh | Bét bude
ip Kiéu string IP clia mdy c6 b4o céo thong tin hé didu | Bét budc
' hanh
ippublic Kiéu string Dia chi IP public ciia méy tinh ¢6 bdo Tuy chon
caco thdng tin hé diéu hanh
name Kiéu string Tén cuia médy c¢6 bao cdo thdng tin hé Bit budc
diéu hanh
1.5.1.1 | OSName Kiéu string Tén hé diéu hanh Bt budc
1.5.1.2 |LastUpdate Kiéu string Thoi gian cép nhét hé diéu hanh méi Bit budc | Dinh dang
nhat Unix time
1.6 Update Théng tin tinh hinh c4p nhét cia cac Bit budc
may
1.6.1 NumberMachineNotUpdate Kiéu Interger S6 may khong dugc cip nhit trong vong Bit bude | Tt ca may
On15Day 15 ngay. dugc update <
15 ngay thi dit
liéu ghi 0.




B I . F""A{ AU TP TS o <R i 3% .
1.7 QualityFeature Théng tin trang thai bat tit cia nhimg | Bét bude
tinh ning quan trong
1.7.1 Machine Ma4y c6 bao c6 thong tin trang thai
bét tit ciia nhirng tinh ning quan
trong
ip Kiéu string IP ciia may Bit bude
Name Kiéu string Tén may Bit budc
1.7.1.1 | AutoProtect Kiéu string Trang thai tinh nang ty dong bao vé thoi | Bét bude
gian thuc (On, Off)
1.7.1.2 | EnableFirewall Kiéu string Trang théi cia firewall (On, Off) Bit budc
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Phu luc 3: Vi du vé mét géi tin ed XML

<edXMLEnvelope xmlns:edXMl= "http://www.mic.gov.vn/
TET/QCVN_102_2016">
<edXML:edXMLHeader>
<edXML:Mes=zageHeader>
<edXML: From>
<edXML:0rganId>00.01,.H26</edXML:Organld:>
<edXML:0rganName>d0n vi gui report </edXML:CrganName>
<edxML:0OrganAdd> Bja chi - Ha N{i</edXML:OrganAdd>
<edXML:Emaii>email@abc.gov.vn</edXML:Email>
<edXML: Telephone> (043)22222222</edXML: Telephone>
<edX¥ML:Fax> (043})22222222</edXML: Fax>
<edXML:Website>http://website.gov.vn</edXML:Website>
</edXML: From>
<edXML:Subject>Anti Virus Report on 12-06-2018</edXML:Subject>
</edXML:MessageHeader>
<Signature xmlins= "http://www.w3.o0rg/2000/09/xmldsig#">
<8ignedInfo>
<CanonicalizationMethod Algorithm= "http://www.w3.0rg/2001/10/xmi-

exc-cl4n#" />
<S8ignatureMethod Algorithm= "http://www.w3.0rg/2001/04/xmldsig-
more#rsa~sha256" />
<Reference URI="">
<Transforms>
<Transform Algorithm=
"http://www.w3.0rg/2000/09/xmldsig#enveloped-signature” />
<Transform ARlgorithm= "http://www.w3.org/TR/xml-exc-clén4" />
</Transforms>
<DigestMethod Algorithm=*
http://www.wl.org/2001/04/xmlencHsha2s6” />
<bDigestValue>PuRChYEMCsAVya7V39yblDhGodNKDoBOTQtOOUWE x4BS=
</DigestValue>
</Reference>
</SignedInfo>
<Signaturevalue>FXM40WgcX3Eb0fdB+p50KhopdihncZrIzvun5+FR1Q2ruCClXQKGMbupEg3
gXpTXNxxHcD/euv+RFH2EgTbyh070uj61IWdzl £ZAuVtOkMibgVLjoTyydxtge+PXcmU08vgXTo
yzRTMLKSJCkIsDUDOPNIxD718kFFqgVEvhvb4RLA66YRENZm48gbDzkWizBis6sFHXz2QHR20ACCY
ko39NPiPNfcKjGOE/g4/esbPPyzOUTcdRMW6+hTI6aPFb8in/M5543VE4ThbiDJI11WkmULnLspC
1MzTMEaKbaSCq7NvoIRif9ESNK316WYAThponYI6kyLCdIxo0ZELOnSEQr==</Signaturavalu
er
<KeyInfo>
<¥X509Data> .
<X5095ubjectName>CN=user(5, L=Ha Noi, O=Ban Co yeu Chinh phu,
OU=Cuc Quan ly Ky thuat Nghiep vu Mat Ma, OU=Trung tam chung thuc dien tu
chuyen dung Chinh phu, C=VN</X509SubjectName>

<X50%Certificate>MIIFqTCCRIGYAWIBAGIDLfAWMAOGCSGGSIb3DQEBBQUAMFYXC2AIJBgNVBA
YTA1ZOMROwWGWYDVQQKDBRCYW4gQ2B8geWV1IENoaWSoIHBodTEOMCYGALUEAWWEQ28gcXVhbiBja
HVuZyB0aHVjIHNvIENoaW50IHBodTAeFwOxMTAOMTMWwOTQyMz 1aFwOXNjAOMTEWOTQyMz1aMIGT
MQOswCQYDVQQGEwWwIWTJE7TMDkGA1UECwwyVHI1bmegdGFt IGNodWSn THRodWMgZGl1biB0dSBiaHV
52W4gZHVuZyBDaGluaCBwaHUXLjAsBgNVBASMJUNLYyBRAWFuIGxSIELtSIHROGWFOIESnaGl1lcl
B2dSBNYXQgTWExHTAKLBgNVBAOMFEJhbiBDbyBSZXUgQ2hpbmggcGh1MQBwDQYDVQQHDARZIYSEODL
2kxDzANBGNVBAMMBNVz ZX IWNTCCASIwDQYJKOZ IhveNAQEBBQADgGEPADCCAQoCgGEBAME / +mvm
2evl1584el fzXElcfzTKSGUCMASr 74UkDEbiP+4MedIQ/ k2pyL2mzM50sbpx+ 0AeRBSO0XIrh2yV
SKmKC8JS2ub8JLUhbyvtnhSrFLphBPRALI+MNVSZXByWDKvGHtBNwPGspNsgL1AIObmz0GksOxiR
milémo/7YWFKBUCTkYBSa/pnLofJeBy/202ekwboUFPSCNIa9L/MLXmP2s3AVdgdKR2PJI3xRiSUF
KatSRBcgR5Qi+NbvuURsWnloYysWiyFMd6ifWSouocOb/T33X1p+IVz6GaFfVwYQ299TEDVHQXQ
Zg7KkfMenkQgyKe2jOIJBAI3pyLhcanS0t8CAWEARAOCAhgwgg IUMAKGAL UdEwQCMAAWCWY DVRO
PBAQDAGZAMCUGCWCGSAGG+EIBDOQYFhZVe2Vy I FNpZ24gb2YaQ2hpbrmggcGh 1MBOGA1UdDgQWEB
T7mk6fmUv19ktMg3SzTsy IbRuIGTCB1QYDVROjBIGNMIGKgBQFMUDeNL62j 8 DbbsvDDi4S92PGH
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KFvpGOwazELMAkKGA1UEBhMCVk4 xHTALBgNVBAOMFEJhbiBDbyB52XUgQ2hpbmggcGhlMT OwOwY D
VOQDDDRDbyBXdWFUIGNodWonIHRodWMgc28gY2hleWVuIGR1lbmegQ2hpbmnggeGhl IChSh290Q0KE
PYGEEMBSGRA1UJEQQUMBKBEHV z ZX IwNUB] Y SSnb3YudmdwMgYJYIZIAYL4QQEEBRCUWIZh OdHABLY
93YS5nb3Yudm4veGtpL3BlYi9jemwvY3AuY3JsMDIGCWCGSAGGHEIBAWQLFiNodHRWOiBvY2EuZ
292LnZuL3BraS9wdwWwIvY3JsL2NwLmNybDBjBgNVHRBEXDBaMCmgJ6A1hiNodHRwO18vY2EuZ292
LnZul3BraSowdWIvyY3JsL2NwlmNybDAtoCugKYYnaHROcDovL3BlYi5j¥YSSnb3YudmiveGtpL3B
1Yi9jcnwvY3AuY3JIsMDIGCCsGAQUFBWEBBCYwWJIDALIBggrBgEFBQcwAYYWaHROcDovL29jc3AuY2
EuZ292LnZulzANBgkghkiGOw0OBAQUFAACCAQEALSHIxX/XUcD7i+poufYNVAxYkOJI/guTxE6L 3 fh
gPvMcpxQrUu%JpHmNkna/r/OvEm2plylaAb60DHaCl96n017pt 6HBMJt B0X36RPUpghnkmmc3Ce
XZwCBve8A45WByYv+FNIEDpNoGG ] 22T Swpwing9wdd4NnbSR4EZGZT72zKEu/ JLo1VuH0gAM1KYVE
1Qj3hEwHYbZDQHLlsEXZURtmSB9F33xcadMDny3ymoi PHSf TMMBSwmgDISnHCDgyBijJo3matQv2
SeulLs6NXNWnFKKkOWTISLrpTzEkbChYR1z4t/nIvJ7j0rwgRB+gWFxgYG)BHXcZMyB8Xvicy+f4Xd
xxxxx==</X509Certificate>
</X509Data>
</KeyInfor
</Signature>
</edXML:edXMLHeader>
<edXML:edXMLBody>
<AVReport name= "Anti-Virus Name ">
<Datetime>1530530315</Datetime>
<Malware>
<Machine ip = '10.2.44.2' name = 'XD-ABVCDFGF'>
<MalwareInfo>
<MalwareName>W32.BitminerTTc. trojan</MalwareName>
<MalwareType>Trojan</MalwareType>
<MalwareBehavior>CoinMiner</MalwareBehavior>
<TypeOfDevice>HDD</TypeOfDevice>
<NumberFile>10</NumberFile>
</Malwarelnfo>
<Malwarelnfo>
<MalwareName>W32.FakeFolder Worm</MalwareName>
<MalwareType>Worm</MalwareType>
<MalwareBehavior>Keylogger</malwareBehavior>
<TypeOfDevice>USB</TypeOfDevice>
<NumberFile>1</NumberFile>
</MalwareInfo>
</Machine>
</Malware>
<Connection>
<Machine ip = "10.2.44.3' name = 'XD-HTDmachine'>
<ConnectionInfo>
<Program>avcd.exe</Program>
<md5>39E97D1DSEA2BB19604F16020B246B2D</md5>
<Shaz>
2d70aecl0567f263f9f4ad08e49439¢c0bf01452%a1a%92739c2B845e556fee8b3e
</%haz>
<TargetIP>103.90.90.2</TargetIP>
</ConnectionInfo>
<ConnectionInfo>
<Program>tknss.exe</Program>
<md5>F9D2868315D16295609640731FD74BB5</md5>
<TargetIP>110.30.3.10</TargetIF>
</ConnectionInfc>
</Machine>
</Connection>
<Vulnerability>
<Machine ip = '10.2.44.3' name = 'XD-ACKGHTD'>
«VulnerabilityvInfo>
<Name>CVE-2008-1234</Namea>
<OSName>Windows 7</0SName>
</VulnerabilityInfo>
</Machine>
</Vulnerability>
<Q5>
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<Machine ip = '10.2.44.3"' name = 'XD-ACKGHTD'>
<OSName>Windows 7</0S5Name>
<LastUpdate>18-06-2018</LastUpdate>
</Machine>
</0S>
<Ugdate>
<NumlzerMachineNotUpdateOnl5Day>10</NumberMachineNotUpdatelnl5Da
V24
</Update>
<QualityFeature>
<Machine ip = '10.2.44.3' name = 'XD-RCKGHTD'>
<AutoProtect>Cff</AutoProtect>
<EnableFirewall>0ff</EnableFirewall>
</Machine>
</QualityFeature>
</AVReport>
</edXML: edXMLBody>
</edXMLEnvelope>
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