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Erik lap - Tty do - Hanh phtic  

Ha N0i, ngay/t/ thong nom 2018 S6:110BriTr - CATTT 
V/v twang don ket noi, chia se thong tin 

ve ma dec gifia cac he thong ky-  thuat 

Kinh 

- Cac be, co.  quan ngang be, co.  quan thuec Chinh pH; 

- Van phong Trung uong Bang, Van phOng Chit tich nuac, 

Van phong Qu6c hei, Tea an nhan dan t6i cao, 

Vien Kiem sat nhan dan t6i cao, Kiem town Nha nuoc; 

- Ca quan Trung uong cua cac down the; 

- UBND cac tinh, thanh ph6 true thuec Trung uong; 

- Cac tap clown kinh te, tong cong ty Nha nuoc. 

CONG VAN DEE,; 
SO".   AO 9?  

Ngay 	thong 	ram 20  .4( 

Can dr Luat An town thong tin mang; 

Can dr Nghi Binh se 85/2016/ND-CP ngay 01/7/2016 cita Chinh phu ve  

bao dam an town he th6ng thong tin theo cap de; 

Ngay 25/5/2018, Thu tuang Chinh phit c6 Chi thi se 14/CT-TTg ve viec 

nang cao nang luc phong, ch6ng phan' mem dec hai, trong do neu ro: 

Cac be, ca quan, ngang be, ca quan thuec Chinh phu,11y ban nhan dan cac 

tinh, thanh ph6 truc thuec Trung trang bao dam c6 giai phap phong, ch6ng ma  

dec bao ve cho 100% may chit, may tram, thiet bi dau cuei lien quan va co co 

the tu deng cap nhat phien ban hoac dau hieu nhan clang ma dec 

Giai phap phong, ch6ng ma dec dugc dau tu mai hoac nang cap can co 

chic nang cho phep quan tri tap trung; c6 dich vu, giai phap ho troy ky thuat 

24/7, c6 kha nang phan ung kip thei trong viec phat hien, phan tich, ga bo phan 

mem dec hai; c6 the chia se thong tin, du lieu th6ng ke tinh hinh lay nhiem rna 

dec vai he th6ng k5f thu4t cua ca quan chirc nang c6 tham quyen, turn thu theo 

tieu chart, quy churn ky thuat, huong dan nghiep vu ciaa Be Thong tin va 

Truyen thong va quy dinh cua phap luat. 

Tren co.  se do, Be Thong tin va Truyen thOng ban hanh huang clan ket n6i, 

trao d6i, chia se thong tin, du lieu ve ma dec gifra cac he thong ky thuat cua co. 



KT. BO  TRU ONG 
Tutr TRU'€ING 

en 

quan chirc nang lien quan voi giai phap pheng, chOng ma dOe cac bo, nganh, 

dia phuang, tuan thu theo tieu chuAn, quy chua'n ky thuat (kern theo). 

Ban mem tai lieu huong can có the tai ve tir ang thong tin dien tir cua BO 

tai dia chi: http://mic.gov.vn  hoc cua Cuc An toan thong tin: https://ais.gov.vn  

Viec ket nai, trao doi, chia se thong tin du lieu ve ma dOc de phuc vu theo 

doi, tong hap, danh gia chi so lay nhigm pliAn mem deic hai cac bO, nganh, dia 

phuang, coi day la mot trong nhimg ti8u chi danh gia auk do bao dam an toan 

thong tin dm cac b"O, nganh, dia phucmg. 

WO,  Thong tin va Truyen thong dinh kSi hang q4 tong hop tinh hinh bao cao 

Tina Wong Chinh 

Trong qua trinh thgc hien, neu có kho khan, vuong mac, de nghi quy ca 

quan phan hod, gop y de BO Thong tin va Truyen thong nghien dru, xem xet cap 

nhat huong &An cho phd hop vari tinh hinh trien khai thgc to trong tirng giai doan 

cu the. 

Chi tiet xin lien he: Ong Nguign Huy Dung, Pho Cue truOng Cuc An toan 

thong tin, B.5 Thong tin va Truyen thong, thu dien 	nhdung@mic.gov.vn, dien 

thoai: 0916786018. 

Iran trong cam an./. 

No'i nhijrz: 
- Nhu tren; 
- BO twang (de b/c); 
- Cac Thir twang; 
- COng Thong tin dien ta Chinh phi; 
- Dan vi chuyen trach ye CNTT cua cac BO, ca quan 
ngang BO, co quan thuOc Chin!) phi (qua thu• dien tU); 
- Don vi chuyen trach ye CNTT cia Van phOng TU.  
Dang, Van phOng Chii tich ntrac,,Van phOng QuOc 
Tea an nhan dan tOi cao, Vin kiern sat nhan dan toi cao, 
Kiern toan Nha name; 
- Dan vi chuyen trach ye CNTT' dia Ca quan Trung song 
cua cac doan the; 
- TT&TT cac tinh, thanh pho trkrc thuOc Trung song 
(qua thu dien tit); 
- Cong thong tin dien tic BQ TT&TT; 
- Lim: VT, CATTT. 



BO THONG TIN  VA TRUYEN THONG CONGHOAXAHOICHf1NGHiA VIETNAM 
Doc 14p - Tv do - Haoh phuc  

HU'ONG DAN 
KET NOI, CHIA SE THONG TIN VE MA DOC 

GIGA CAC HE THONG KY THUAT 
(Ban hanh kern theo cong van sa 090  /B77771CA 177' ngay41/7/2018) 

1. Pharr vi va dal trong ap dung 

1.1. Ph4m vi Ai) dung 

Tai lieu nay nham huang clan ket nai, chia se thong tin ve ma dac gift cac 

he thong ky thuAt trong cac ca quan, to chirc nha nuac. 

1.2. Dal tuvng Ap dung 

D6i tucrng ap dung bao gam: 

- Cac B6, ca quan ngang B6, ca quan thuac Chinh phd; Uy ban nhan dan 

cac tinh, thanh ph6 truc thuac Trung uang. 

- Van phong Trung uang Dang, Van phong Chit tich nuac, Van phong 

Quac hai, Toa an nhan dan tai cao, Vien kiem sat nhan dan tai cao, Kiern toan 

Nha nuac, f.1y ban Trung uang Mat trAn T6 quac Viet Nam, Tong Lien doan 

Lao dang Viet Nam, Trung uang Doan Thanh nien cang san Ho Chi Minh, 
Trung uang Hai Lien hiep Phu nil Viet Nam, Hai Cuu chien binh Viet Nam, 

Hai N6ng dan Viet Nam c6 the tham khao va ap dung trong ca quan, to chirc 

minh. 

- Cac ca quan, to chirc, doanh nghiep khac co the tham khao va ap dung 

trong ca quan, to chirc minh. 

2. Ap dung tieu chuAn, quy chuAn ky thu4t 

Viec ket nai, chia se thong tin ve ma dac gitla cac he thong ky thuAt trong 

cac ca quan, to chirc nha nuac tan thu theo Thong tu so 39/2017/TT-BTTTT 

ngay 15/12/2017 dm B6 Thong tin va Truyen thong ban hanh Danh muc tieu 

chuAn ky thot ve img dung cong nghe thong tin trong ca quan nha nude; Thong 
tu s6 13/2017/TT-B= Quy dinh cac yeu cAu ky thuAt ve kat nai cac he thong 

thong tin, ca sa du lieu voi ca s6 dit lieu quac gia. 

Tham chieu ap dung Quy chuAn ky thOt qu6c gia QCVN 

102:2016/BTTTT ve cAu true ma dinh danh va dinh clang du lieu goi tin phuc vu 
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Coto. C s 

7".  INTERNET 

AN& MO, AIM 

ket n6i cac he thong quan ly van ban va dieu hanh dOi yeti viec ap dung dinh 

dang goi tin edXML (huong Can cu the ben duoi) va ma dinh danh cua cac co.  

quan, to chirc. 

3. MO hinh va phirong thin 1Ck not 

3.1. MO hinh ket not  

TRIA-4; TA Nl Nfi IS TAN CoNG!■IAN6 
NTE RNT. T f:r NAM 

• G4v$CiC • 

mit AIM 	 Claktm 

33entoletalp Phis &ales tin mil Ayr  

Cac bO, co quan ngang bO, co quan thuOc Chinh phd, UY ban nhan dan 

cac tinh, thanh ph6 truc thuOc Trung uang c6 giai phap phdng, ch6ng ma dOc 

duac cthu to mai hoac nang cap can c6 chdc nang cho phdp quan tri tap trung, c6 

the chia se thong tin, dU lieu th6ng ke tinh hinh lay nhlem ma dOc voi he thong 

ky thuat cua BO Thong tin va Truyen thong (Cuc An toan thong tin). 

Do vay m'Oi co quan to chic khi trien khai cac giai phap phong, ch6ng ma 

dOc can c6 may chi), quan ly tap trung ve tinh hinh lay &dem, phong ch6ng ma 



dOc cita cac may tinh, thiet bi mpg trong nOi bO co quan, to chirc va chia se 
thong tin ca ban voi he thong ky thuat coa BO Thong tin va Truyen thong. 

Viec ket nOi, chia se thong tin ve ma dOc giup cap nhat tinh hinh lay 

nhiern ma dOc chung tai Viet Nam. Cac ca quan to chirc giri thong tin ve BO 

Thong tin va Truyen th6ng (Cuc An toan thong tin) có the cap nhat tinh hinh cua  

to chirc minh va to chirc khac thong qua ban (16 lay nhie'm ma dOc tai Viet Nam. 

Voi cac mh, thong tin ma dOc thu thap dugc, thong qua xix 11 va chia se 

lai cila BO Thong tin va Truyen thong (Cuc An toan thong tin) se ho trg ca quan 

to chirc khdc có the phong, chOng, ngan than nguy co Can cong tuong to khi bi 
dOi tugng tan cong sir dung cung m'au ma dOc, giup tang cueing bao dam an toan 

thong tin mang. 

Dia chi he thOng ky thuat tiep nhAn thong tin: https://mis.ais.gov.vn, chi 

tiet ve tong ket nOi va cac thong tin khac lien he cfau 11161 ky thuat ctia Cuc An 

toan thong tin a dugc huerng clan ky thuat cu the theo thu dien tir: 

ais@mic.gov.vn; dien thoai: 02439436684. 

3.2. Phtrong thtic ke't noi  

Viec chia se thong tin gitra may chit quan ly tap trung cua cac co quan 

don vi voi he thong ky thqt caa BO ThOng tin va Truyen thong duct k)% so va 

truyen di qua kenh ma-  hod HTTPS. 

Thong tin chia se bao gom cac truang duct mo to trong Phu luc va along 

goi theo chuAn edXML. 

4. Nguyen tAc chia se thong tin 

Viec trao dOi va chia se thong tin gift may chit quan l)% tap trung voi he 

thOng ky thuat dm BO Thong tin va. Truyen thong (Cue An toan thong tin) tuan 

this nguyen tAc sau: 

- Phu hop voi cac quy dinh trong Luat An toan thong tin mang; Nghi dinh 

so 85/2016/ND-CP ngay 01/7/2016 dm Chinh phit; Chi thi so 14/CT-TTg ngay 

25/5/2018 ciia Thu tuong Chinh phit ye viec nang cao nang Igc phong, chOng 

phAn mem dOc hal va cac quy dinh phap luat lien quan khac. 

- Thong tin chia se gifra cac to chirc voi Cuc An toan thong tin thuc hien 

qua kenh ma hod va bao darn an toan thong tin. 

- Cuc An toan thong tin khong chia se thong tin rieng cita cac ben ket 

cung cap th6ng tin du lieu ve mau ma dOc voi ben thin ba. 
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- Thong tin chia se dinh ky ya thOi diem cap nhat thong tin do Cuc An 

toan th6ng tin xay dung ya thong bao den cac to chirc de bao dam hieu nang cua  

he thOng ky thuat. 

- Khi co thay dOi thOng tin ye may chit chia se thong tin, cac ca quan dart 

vi to chirc thong bao ve Cuc An toan thong tin de cap nhat ket not chia se. 

5. Hirerng clan ve dinh clang gal tin 

5.1. litromg clan dinh clang gel tin edXML 

Viec ket nOi, chia se thong tin girra cac he thOng ky thuat, cac he thOng 

can thuc hien tren co so. ap dung dinh clang (la lieu trong g6i tin edXML. Muc 

nay quy dinh cac yeu cau ky thuat d6i voi cac tnrong thong tin dm goi tin 

edXML, khong quy dinh ve quy cach dung gOi goi tin edXML. Viec xac dinh 
quy cach clang g6i g6i tin do cac doanh nghiep cung cap giai phap quyet dinh 

dua tren co sir dap irng dtroc cac yeu cau do cac ca quan c6 nhu cau khai thac, 

sir dung dat ra. 

Hinh 1 mo to cau triic co ban ctia melt g6i tin edXML gOm hai phan la 

thong tin ca ban (edXMLHeader) va thong tin chinh (edXMLBody). 

Hinh 1: Cu true goi tin edXML 
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Phu luc 1: Ph'an SOAP-ENV:Header 
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1. edXML:MessageHeader Day la thong tin phai có caa phan dau 

goi tin, ltru trtt cac thong tin ve phan 
mO d'au va phan lc'et thuc caa mot bao 
cao. 

Bat bu6c 

1.1 edXML:From Th6ng tin ve dOi taming gCri bao cao Bat buOc 

1.1.1 edXIVIL: OrganId Ki6u String 

D6 dai croi da: 13 

ID cua co' quan, to chirc giri bao cao 
102:2016/BTTTT  

Bat buOc QCVN 

1.1.2 edXML: OrganizationlnCharge Kieu String 

D6 dai ti da: 200 

Ten co quan, to chirc chU quan truc 
tip (n6u co) 

Tay chon 

I . I .3 e dX1VIL: OrganName Kieu String 

DO dai ti da: 200 

Ten cox quan, to chirc gCri bao cao Bat bu6c 
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1.1.4 edXML: OrganAdd Kieu String 

DO dal thi da: 250 

Dia chi oh ca quan, to chUc giri bao 

cao 

Bat buOc 

1.1.5 edXML: Email Kieu String 

DO dai thi da: 100 

Thu dien tir lien lac dm ca quan, to 
chirc ph bao cao 

Bat buck 

1.1.6 edXML: Telephone KiL String 

DO dai thi da: 20 

So dien thoai dm co.  quan, to chirc giri 
bao cao 

Bat buOc 

1.1.7 edXML: Fax Kieu String 

DO dai toi da: 20 

So fax cila ca quan, to chdc giri bao 

cao 

Thy chon 

1.1.8 edXML: Website Kieu String 

DO dai t6i da: 100 

Trang/cong thong tin dien tir dm co.  

quan, to chirc giri bao cao 

Thy chon 

1.2 edXML:Subject Kieu String 

DO dai thi da: 500 

Trich yeu nOi dung cila bao cao Bat buOc 

2 Signature MO td ve‘ chit ky so va thong tin 1()", so 
goi tin edXML 

Bat buOc 
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2.1 Signedlnfo Mo to cac th6ng tin duac 14 so Bat bu6c 

2.1.1 CanonicalizationMethod Xac dinh thuat toan chuan' 	hoa du lieu 
can 14,  so 

Bat bu6c La mot thu6c tinh 
cfra 
Canonicalization 
Method 

Algorithm Kieu String Thuat toan chuan h6a (lir lieu: 
http://www.w3.org/TR/xml-exc-cl4n/  

2.1.2 SignatureMethod Xac dinh thuat toan de 14 s6 thanh 
phan Signedlnfo a &rot chudn' h6a 

Bat bu6c 

Algorithm Kiel" String Thuat 	toan 	14 	so 	Signedlnfo: 
http://www.w3.org/2000/09/xmldsig#r  
sa-shal 

La mot thu6c tinh 
dr a 
SignatureMethod 

2.1.3 Reference Tham chieu den cac dal tugng du lieu 
can 1(-)',  va xac dinh phuang thirc barn 
\id gia tri barn dm cac thanh phan d6i 
tuong du lieu trong goi tin edXML 

Bat bu6c 
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URI Kie'u String ftu%'gri'4-g:'dit Tham chi6u den doi 	lieu 
dugc barn. URI = "" tham chieu den 
SOAP-ENV:Envelope. URI = cid tham 
chieu den tirng tep dir lieu dinh kern 

La mot thuOc tinh 
dm Reference 

2.1.3.1 Transforms Danh such phuang thirc bien dOi &Si 
tugng du lieu dinh dung XML dugc 
tham chieu trugc khi 14 so 

Bat buOc Chi sir dung 
Transforms voi 
doi tugng SOAP-
ENV:Envelope 
(XML) 

Transform Dinh nghia mot phuang thirc bien (lei 
se dugc dp dung 

Bat buOc 

Algorithm Kieu String Ten phuang thirc bien doi dugc dp 
dung. Co cac loci sau: 

- 	Sir 	dung 	Enveloped 	Signature: 
www.w3.org/2000/09/XMLDSig#enve  
loped-signature 

- Sir dung thuat toan chuan hoa not 
dung 	XML, 	XML-C14N: 
www.w3.org/TR/xml-exc-cl4n/  

Là mot thuOc tinh 
ciia Transforms 
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2.1.3.2 DigestMethod Xac dinh thudt town barn du lieu 

http://www.w3.org/2001/04/xmlenc#s  

ha256 

Bat buOc 

Algorithm Kieu String Thudt town barn du lieu LA met thu'ec tinh 
di a 
DigestMethod 

2.1.3.3 Digest Value Kieu String Gia tri barn ciia d6i Wong cid lieu tham 
chieu sir dking thudt town quy dinh tai 

DigestMethod 

Bat bu'ec 

2.2 Signature Value Kieu String Gia tri chirkY so dm Signedlnfo Bat buOc 

2.3 Keylnfo MO td khoa sir dking de xac thkrc chit 

lq s6 

Bat buOc 

2.3.1 X509Data Da lieu ye chi:mg thu so sir dung de 
xac thkrc chir141 s6 

Bat bu'ec 
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2.3.1.1 X509SubjectNaine KiL String Ten ca nhan/t6 chirc ky s6 Bat buoc Ten ca nhan/t6 
chirc sO.  him 
chirng thu so 14 

2.3.1.2 X509Certi icate Ki'eu String Chirng thu s6 sir di,ing cue xac thtrc chit 
ky s6 

Bat buOc 
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Phu luc 2: PhAn SOAP-ENV: Body 
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1 AVReport Cac th6ng tin bao cao cilia Anti Virus Bat bu6c 

name Kieu String Ten cila Anti Virus giri bao cao Bat buoc 

1.1 Datetime Kieu string Thai gian giri bao cao Bat bu6c Sir dung Unix 
time 

1.2 Malware Bao cao thong tin ma" do, c ten cac may Bat bu6c Neu khong có 
ma d6c thi not 
dung bó trong, 
nau CO thi b'At 

buific phai CO 
cac the ben 
trong. 

1.2.1 Machine Thong tin va ma d6c tren tirng may Bat bu6c BO qua neu 
khong co 
thong tin ma 
d6c 
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ip Kieu string Dia chi IP cua may nhigm ma dOc BM buOc B6 qua neu 
khong c6 
thong tin ma 
dOc 

ippublic Kieu string Dia chi IP public ct:ia may tinh bi nhiem 
ma d'Oc 

Tuy chon B6 qua neu 
khong co 
thong tin ma 
dOc 

name Kieu string Ten may nhigm ma d'Oc Bat buOc BO qua neu 
khong c6 
th6ng tin ma 
dOc 

1.2.1.1 MalwareInfo Cac th6ng tin v'e ma dOc ten may Bat buOc B6 qua neu 
khong co 
thong tin ma 
dOc 

1.2.1.1.1 MalwareName Kieu string Ten ma dOc Bat buOc B6 qua neu 
khong c6 
thong tin ma 
dOc 
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1.2.1.1.2 MalwareType Kieu string Loai ma dOc (PE, Trojan, spyware, 

worm, ...) 

Bat buOc B6 qua neu 

khong co 
thong tin ma 
dOc 

1.2.1.1.3 MalwareBehavior Kieu string Hanh vi dm ma dOc (Downloader, 

Dropper, CoinMiner, Keylogger, ...) 

Bat buOc Bo qua neu 

khong co 
thong tin ma 
dOc 

1.2.1.1.4 TypeOfDevice Kieu string Loai thi6t bi nhia'm ma dOc (USB, HDD, 

SDCard, SSD, ...) 

Bat buOc B6 qua neu 

khong co 
thong tin ma 
dOc 

1.2.1.1.5 NumberFile Kieu integer SO luting tap tin bi nhiern ma dOc Bat buOc Bo qua neu 

khong co 
thOng tin ma 
dOc 
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Connection 
' 	A . 	, 

Thong tin ket not nghi nga. Bat bu6c Neu Ichong c6 

connection la 

thi cdc trtr6ng 

ben trong b6 
trong. 3\1611 c6 
thong tin 
Connection thi 

cdc twang ben 

trong bit 

bu6c phai c6. 

1.3.1 Machine Thong tin ket not nghi nga tren tirng 

may 

Bat bu'6c B6 qua ne.0 
kh6ng c6 

thong tin 

connection 

ip 

. 

Kieu string IP cila may có ket not nghi ngo. Wat bu6c 
A  

B6 qua neu 

khong co 
thong tin 
connection 
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ippublic Kieu string Dia chi IP public dm may tinh bi nhiem 

ma dOc 

Tuy chon 

name Kieu string Ten dm may c6 ket not nghi ngo. Bat buOc BO qua n6u 

khong co 
thong tin 
connection 

1.3.1.1 Connectionlnfo Thong tin ket not nghi ngo Bat buoc BO qua ne'u 
khong c6 
thong tin 
connection 

1.3.1.1.1 Program Kieu string Ten chuong trinh c6 ket not nghi ng?y. Bat buOc BO qua n'L 
khong co 
thong tin 
connection 

1.3.1.1.2 TargetIP Kieu string IP dich cua ket not nghi nga. Tuy ch9n Bo qua neu 
khong co 
thong tin 
connection 
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1.4 Vulnerability Thong tin 18 h6ng ten cac may Bat bu6c Neu Ichong c6 
18 h6ng nao 
ten cac may 
thi cac trueng 
ben trong bO 
trong. Neu c6 
18 hang thi cac 
tnrimg ben 
trong bit 

buiic phai co. 

1.4.1 Machine Th6ng tin 16 hong tren timg may Bat bu6c ,: BO qua neu 
khong co 
thong tin 18 
hang. 

ip Kieu string Dia chi IP cilia may c6 16 h6ng Bat bu6c BO qua neu 
khang co 
thong tin 18 
hong. 
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1.4 	 e 	, 	1., 

ippublic Ki6u string Dia chi IP public dm may tinh c6 18 
h6ng 

Tuy chon B6 qua neu 
khong c6 
th6ng tin 18 
hong 

name Kieu string Ten ctla may c6 18 h6ng Bat bu6c BO qua neu 
khong ca 
thong tin 18 
hang. 

1.4.1.1 Vulnerabilitylnfo Cac thong tin v'e 18 h6ng Bat bu6c BO qua neu 
kh6ng c6 
thong tin to 
hong. 

1.4.1.1.1 Name Kieu string Ma CVE dm 16 hong Bat bu6c B6 qua neu 
khong c6 
thong tin 18 
h6ng. 

1.4.1.1.2 OSName Kieu string Ten he dieu hanh cCia may c6 18 hong Tuy ch9n B6 qua neu 
khong c6 
thong tin 18 
hong. 
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1.5 OS Thong tin he dieu hanh cila cac may Bat buOc 

1.5.1 Machine May có bao cao thong tin he dieu hanh Bat buOc 

ip Kieu string IP dm may có bao cao thong tin he dieu 
hanh 

Bat buOc 

ippublic Kieu string Dia chi IP public dm may tinh CO bao 
taco thong tin he dieu hanh 

T4 than 

name Kieu string Ten dm may có bao cao thong tin he 
dieu hanh 

Bat buOc 

1.5.1.1 OSName Kieu string Ten he dieu hanh Bat buOc 

1.5.1.2 LastUpdate Kieu string Thai gian cap nhat he dieu hanh mai 
nhat 

Bat buOc Dinh dang 
Unix time 

1.6 Update Thong tin tinh hinh cap nhat dm cac 
may 

Bat buCT 

1.6.1 NumberMachineNotUpdate 
Onl5Day 

Kieu Interger So may '<hong duct cap nhat trong yang 
15 ngay. 

Bat buOc Tat ca may 
duct update 
15 ngay thi da 
lieu ghi 0. 
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1.7 QualityFeature Thong tin trang thai bat tat cua nhang 

tinh nang quan trong 

Bat buOc 

1.7.1 Machine May có bao có thong tin trang thai 

b4t tat dm nhfrng tinh nang quan 

trong 

ip Kieu string IP cua may Bat buOc 

Name Kieu string Ten may Bat buOc 

1.7.1.1 AutoProtect Kieu string Trang thai tinh nang tir dOng bao ve thoi 

gian thgc (On, Off) 

Bat buOc 

1.7.1.2 EnableFirewall Kieu string Trang thai cua firewall (On, Off) Bat buOc 

19 



Phu lkic 3: Vi du ve mot goi tin edXML 

<edXMLEnvelope xmlns:edXML= "http://www.mic.gov.vn/ 
TBT/QCVN_102_2016"> 

<edXML:edXMLHeader> 
<edXML:MessaaeHeader> 

<edXML:From> 
<edXML:OrganId>00.01.H26</edXML:OrganId> 
<edXML:OrganName>DOn vi gai report </edXML:OrganName> 
<edXML:OrganAdd> Dia chi - HA NOi</edXML:OrganAdd> 
<edXML:Email>email@abc.gov.vn</edXML:Email> 
<edXML:Telephone>(043)22222222</edXML:Telephone> 
<edXML:Fax>(043)22222222</edXML:Fax> 
<edXML:Website>http://website.gov.vn</edXML:Website> 

</edXML:From> 
<edXML:Subject>Anti Virus Report on 12-06-2018</edXML:Subject> 

</edXML:MessageHeader> 
<Signature xmlns= "http://www.w3.org/2000/09/xmldsig#"> 
<SignedInfo> 

<CanonicalizationMethod Algorithm= "http://www.w3.org/2001/10/xml-
exc-c14n#" I> 

<SignatureMethod Algorithm= "http://www.w3.org/2001/04/xmldsig-
more#rsa-sha256" I> 

<Reference URI=""> 
<Transforms> 

<Transform Algorithm= 
"http://www.w3.org/2000/09/xmldsig#enveloped-signature" /> 

<Transform Algorithm= "http://www.w3.org/TR/xml-exc-c14n#" I> 
</Transforms> 
<DigestMethod Algorithm=" 

http://www.w3.org/2001/04/xmlenc#sha256" I> 
<DigestValue>PuRChYEMCsAVya7V39ybDhGodNKDo80TQt00Uwtx4B5= 

</DigestValue> 
</Reference> 

</SignedInfo> 
<SignatureValue>FXM4QWgcX3EbOfdB+p50Kh9p4jhnc2rIzvun5+FR1Q2ruCC1XQKGMbupEq3 
qXpTXNxxHcD/euv+RFH2EgIbyhO7Ouj6lIW4z1fZAuVtOkMjbgVLjoTyy9xtqc+PXcmUO8vqX7o 
yzR7MLK5JCkIsDUDOPNIxD718kFFqqVfvhvb4RL466YBEh2m48gbDzkWizBis6sFHXzQH2OACc9 
ko39NPiPNfcKjG0f/q4/esbPPyzOUTcdRMW6+hTI6aPFb8jn/MSS43VE4TbiDJI11WkmULnLspC 
1MzTMEaKba5Cq7NvoIRif9E5NK316WYA7hponYI6kyLCdJxo0ZEtOnSPQr==</SignatureValu 
e> 

<Keylnfo> 
<X509Data> 
<X509SubjectName>CN=user05, L=Ha Noi, O=Ban Co yeu Chinh phu, 

OU=Cuc Quan ly Ky thuat Nghiep vu Mat Ma, OU=Trung tam chung thuc dien to 
chuyen dung Chinh phu, C=VN</X509SubjectName> 

<X509Certificate>MIIFqTCCBJGgAwIBAgIDLfAwMAOGCSqGSIb3DQEBBQUAMFYxCzAJBgNVBA 
YTA1ZOMROwGwYDVQQKDBRCYW4gQ28geWV1IENoaW5oIHBodTEoMCYGAlUEAwwfQ28gcXVhbiBja 
HVuZyBOaHVjIHNvIENoaW5oIHBodTAeFw0xMTAOMTMwOTQyMzlaFw0xNjA0MTEw0TQyMzlaMIG7 
MQswCQYDVQQGEwJWTjE7MDkGAlUECwwyVHJ1bmcgdGFtIGNodW5nIHRodWMgZGllbiBOdSBjaHV 
5ZW4gZHVuZyBDaGluaCBwaHUxLjAsBgNVBAsMJUNlYyBRdWFuIGx5IEtSIHRodWFOIESnaG11cC 
B2dSBNYXQgTWExHTAbBgNVBAoMFEJhbiBDbyB5ZXUgQ2hpbmggcGh1MQ8wDQYDVQQHDAZIYSBOb 
2kxDzANBgNVBAMMBnVzZXIwNTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAMh/+mvm 
2ev1584elfzXElcfzTK5GuCmA9r74UkDfbiP+4MedIQ/k2pyL2mzM5Osbpx+0AeRBSOOxIrb2yV 
sKmKC8JSzub8JLUhbyvtnh5rFLphBPRAi+MNvSZXByWDKvGHt8NwPGspNsgL1AI0bmz0GksOxiR 
miI6mo/7YWFKBUCTkYB9a/pnLofJeBy/zQ2ekw6oUF5CNJOt/MLXmP2s3AVdq4KR2PJ3xRiSUF 
Kat9RBcgR5Qi+NbvuURsWnloYysWiyFMd6ifWSouoc0b/T33X1p+IVz6GaFfVwYQ299TEDVHqXQ 
Zg7KkfMenkQgyKe2jOIJBAI3pyLhcanS0t8CAwEAAa0CAhgwggIUMAkGAlUdEwQCMAAwCwYDVRO 
PBAQDAgZAMCUGCWCGSAGG+EIBDQQYFhZVc2VyIFNpZ24gb2YgQ2hpbmggcGh1MBOGAlUdDgQWBB 
T7mk6fmUvl9ktMqjSzTsyIbRuIGTCB1QYDVROjBIGNMIGKgBQFMUDeNL6zj8DbbsVDDj4S92PGH 
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KFvpG0wazELMAkGAlUEBhMCVk4xHTAbBgNVBAoMFEJhbiBDbyB5ZXUgQ2hpbmggcGh1MT0wOwYD 
VQQDDDRDbyBxdWFuIGNodW5nIHRodWMgc28gY2hleWVuIGR1bmcgQ2hpbmggcGhlIChSb290Q0E 
pggEEMBsGAlUdEQQUMBKBEHVzZXIwNUBjYS5nb3Yudm4wMgYJYIZIAYb4QgEEBCUWI2h0dHA6Ly 
9jYS5nb3Yudm4vcGtpL3BlYi9jcmwvY3AuY3JsMDIGCWCGSAGG+EIBAwQ1FiNodHRw0i8vY2EuZ 
292LnZuL3BraS9wdWIvY3JsL2NwLmNybDBjBgNVHR8EXDBaMCmgJ6AlhiNodHRw0i8vY2EuZ292 
LnZuL3BraS9wdWIvY3JsL2NwLmNybDAtoCugKYYnaHROcDovL3BlYi5jYS5nb3Yudm4vcGtpL3B 
lYi9jcmwvY3AuY3JsMDIGCCsGAQUFBwEBBCYwJDAiBggrBgEFBQcwAYYWaHROcDovL29jc3AuY2 
EuZ292LnZuLzANBgkqhkiG9w0BAQUFAAOCAQEAbsHix/XUcD7i+p5ufYNVxxYk0J/guTxE6t9fb 
gPvMcpxQrUu9JpHmNkna/r/OvEm2plylaAb6ODHaC196nUl7pt6HBMJt80X36RDUpghnkmmc3C6 
XZwCBve8A45WByYv+FNIEDpNoGgjZ2T5wpwWnOw4d4Nnb5R4EZGZ7zKEu/nolVuH0gAM1KyVE 
1Qj3hEwHYbZDQH1sBXZURtmS89F33xcadMDny3ymoiPH9f7MMBSwmgDISnHCDgyBijJo3m9tQV2 
SeuLs6NxNWnFKkOWTISLrpTzEkbChYR1z4t/nIvJ7jOrwgRB+gWFxgYGj8HxcZMy8Xv9cy+f4Xd 
xxxxx==</X509Certificate> 

</X509Data> 
</KeyInfo> 

</Signature> 
</edXML:edXMLHeader> 
<edXML:edXMLBody> 

<AVReport name= "Anti-Virus Name "> 
<Datetime>1530530315</Datetime> 
<Malware> 

<Machine ip = '10.2.44.2' name = 'XD-ABVCDFGF'> 
<MalwareInfo> 

<MalwareName>W32.BitminerTTc.trojan</MalwareName> 
<MalwareType>Trojan</MalwareType> 
<MalwareBehavior>CoinMiner</MalwareBehavior> 
<TypeOfDevice>HDD</TypeOfDevice> 
<NumberFile>10</NumberFile> 

</Malwarelnfo> 
<MalwareInfo> 

<MalwareName>W32.FakeFolder.Worm</MalwareName> 
<MalwareType>Worm</MalwareType> 
<MalwareBehavior>Keylogger</malwareBehavior> 
<TypeOfDevice>USB</TypeOfDevice> 
<NumberFile>1</NumberFile> 

</MalwareInfo> 
</Machine> 

</Malware> 
<Connection> 

<Machine ip = '10.2.44.3' name = 'XD-HTDmachine'> 
<Connectionlnfo> 

<Program>avcd.exe</Program> 
<md5>39E97D1D9EA2BB19604F16020B246B2D</md5> 
<Sha2> 

2d70aec10567f263f9f4ad08e49439cObf014529ala92739c2845e556fee8b3e 
</Sha2> 
<TargetIP>103.90.90.2</TargetIP> 

</Connectionlnfo> 
<Connectionlnfo> 

<Program>tknss.exe</Program> 
<md5>F9D2868315D16295609640731FD74BB5</md5> 
<TargetIP>110.30.3.10</TargetIP> 

</Connectionlnfo> 
</Machine> 

</Connection> 
<Vulnerability> 

<Machine ip = '10.2.44.3' name = 'XD-ACKGHTD'> 
<Vulnerabilitylnfo> 

<Name>CVE-2008-1234</Name> 
<OSName>Windows 7</OSName> 

</Vulnerabilitylnfo> 
</Machine> 

</Vulnerability> 
<OS> 
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<Machine ip = '10.2.44.3' name = 'XD-ACKGHTD'> 
<OSName>Windows 7</OSName> 
<LastUpdate>18-06-2018</LastUpdate> 

</Machine> 
</OS> 
<Update> 
<NumberMachineNotUpdate0n15Day>10</NumberMachineNotUpdate0n15Da 

Y> 
</Update> 
<QualityFeature> 

<Machine ip = '10.2.44.3' name = 'XD-ACKGHTD'> 
<AutoProtect>Off</AutoProtect> 
<EnableFirewall>Off</EnableFirewall> 

</Machine> 
</QualityFeature> 

</AVReport> 
</edXML:edXMLBody> 

</edXMLEnvelope> 
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