
BAN NHAN DAN CONG HOA xA 11(I CHU NGHIA VItT NAM 
TENTH HA! DUONG 	. Die lip - Tty do - Hanh phtic 

S6: o2c; ag/ICH-UBND 	Hcii During, ngity OV thcing gncitn 2017 

ict HOACH 
ling pho sty cO dim Ho an toil' thong tin mang 

been dia ban tinh Hii Diming 

Can cir Lust Cong nghe thong tin s6 67/2006/QH11 ngay 29/6/2006; 

Can cir Lust An toan thong tin mang ngay 19/11/2015; 

Can cir Nghi dinh sa. 85/2016/ND-CP ngay 01/7/2016 cna Chinh ph* ve 
bao dam an toan he thong thong tin theo cap d0; 

Can dr Quy'et dinh s6 898/QD-TTg ngay 27/5/2016 dm Thu tuong Chinh 
phü Phe duy'et phuong 	mue tieu, nhiem vu bao dam an toan thong tin 
mang giai &an 2016 —2020; 

Can dr ‘Quyet dinh sa 05/2017/QD-TTg ngay 16/3/2017 cila Thu  Uri:Mg 
Chinh ph* ve ban hanh quy dinh ve he thang phuang an ling cifu khan cap bao 
dam an toan thong tin mang quoc.gia; 

Can c* ThOng Pr s6 03/2017/TT-BTTTT ngay 24/04/2017 cda BO Thong , 
tin va Truyen thong quy dinh chi fiat va huong d'an mOt s6 diaU &la Nghi dinh 
85/2016/ND-CP ngay 01/7/2016 cua Chinh ph* ve bao dam an toan h thong 
thong tin theo cap.d0; 

Xet de nghi cüa SO Thong tin va Truyen thong tai T6 trinh s6 688/TTr-
STTTT ngay 20/7/201,7; 

ny ban nhan dan tinh ban hanh Ka hoach -tang pho sr ca dam bao an toan 
thong tin mang tren dia ban tinh Hai Ducmg, nhu sau: 

I. MVC BICH, YEU CAU 

I. Mnc dich 

a) Dam bao an toan thong tin mang cüa tinh, trong d6 tap trung dam bao an 
toan thOng tin cho cac he thong thong tin quan tang caa tinh, c6 Ichà nang thich 
img Tr* cach thu dOng,,linh hoat va giam thieu cac nguy co, de d9a mat an toan 
thong tin teen mang. De ra cac giai phap ung pho khi gap sr co mat an toan 
th6ng tin mang. 

b) Tao chuyen bin manh me trong nhan thuc va an toan thong tin di voi 
lye lugng can 1)0, cling chirc, vien chirc. 



• c) Dam bao cac nguan lye va cac diau kien can thiat d san sang trian 
khai kip thai, hieu qua phuong an Ung ciru su co bao dam an toan thong tin 
mang. 

2. Yeu au 

a) Phai khao sat, danh gia cac nguy ca, sp c6 an toari th6ng tin Mang dm 
toan he thang da dim ra phuong on di phó, ung thu sy e tuang ung, kip th&i, 
phU h9p. 

b) Phuong an d6i pho, Ung cfru su e6 an toan thong tin mang phai dat ra 
dirge cac tieu chi de r th the nhanh chong xac dinh dirge tinh chat, mire dO 
nghiem trgng tha sr co khi sp c8 xay ra. 

II. NHItM VJ TRIEN ICHAI 

1. Tuyen truyen, phO bin cac van ban quy 	phi') lulat; t4p huAn 
nfing cao nhOn thirc, kien that, kST dung ye an than thong tin nwg 

- Ta chirc hOi nghi tuyen truyan, ph6 bin v Luat An toan thong tin mang; 
Nghi dinh so 85/2016/ND-CP ngay 01/7/2016 dm Chinh phü va bao dam an 
toan h th6ng thong tin theo cap dO; Quyat dinh s6 898/QD-TTg ngay 27/5/2016 
dm TIM Wong Chinh phü phe duyet phuong huemg, mpc lieu, nhiem vii bao 
dam an toan thong tin mang giai doan 2016 — 2020; QUyat dinh s6 05/2017/QD-
TTg ngay 16/3/2017 coa Thu thing Chinh OM ban hanh quy dinh va he thang 
phuong an Ung ciru khan cap bao 'dam an toan thong tin mpg quoc gia; Thong 
tu 56 03/2017/TT-BTTTT ngay 24/4/2017 tha BO Thong tin vá Truyan thong 
quy dinh chi tit va huong dan mOt sa diau eüa Nghi dinh 85/2016/ND-CP. 

- Tap huan nang cao nhan thIre, kin thuc, k9 nang va an toan thong tin 
mang cho can Ix), c8ng chirc, vien 

- Don vj chii tri; Set Th6ng tin va Truyan thong. 

- Don I/ phOi loyp: Cac Sec nganh; UBND cap huyen; cac don vi c6 lien 
quan eüa tinh. 

- Thai gian thirc 	Trong nam 2017 va cac nam tip theo. 

2. Dinh gia cac nguy co, str co an toan thong tin m4ng 

With gia hien trang va kha nang bao dam an toan th8ng tin mang cna cac 
he thong thong tin va cac dOi tugng can bao ye; &rib gia, du bao cac nguy ca, sty 
co, tan &zing mang có the thy ra vUi cac he thong thong tin va cac dot Prong can 
bao ye; danh gia, du bao cac hau qua, thiet hai, tac dOng có thaeó nau thy ra su 

danh gia ve hie'n trang phuong tien, trang thiat bi, Gong cp h6 trg, nhan lye, 
vat lye phpc vi d61 pho, Ung dm, khac phpc sv et) (bao geim ctia ca nha thau cid 
195 hop clang cung cap dfch vynefu co). 

- Don vi thtyc 	Cac So, nganh ; UBND cap huyen eüa tinh. 



Dan v phi hqp: Dan vj chuyen trach img ciru sir c6 (Set Thong tin va 
Truyen thong); DOi (mg ciru sr th bao dam an toan thong tin mang tha firth; Nha 
than cung cap dich vti an toan thong tin mang (neu có); cac don vi lien quan kho.c. 

- Thiri gian thtyc hien: Thueng xuyen trong nam. 

3. Phtrong an dei phó, t'rng elm dell  von met sO tinh hung sty ce met the 

Di vOi m6i 4 thang thong tin, chuong trinh, img dwig, can xay civng tinh 
hung, kich ban sv th c9,th'e va dim ra phucmg an d&pho, img cint sir ca tuong 
img. Trong phuarig an doi pho, img ciru phai dt ra dugc cac lien chi de c6 the 
nhanh ch6ng xac dinh dirge firth chat, mire dO nghiem tryng cña sr co lchi sv c8 
xay ra. Viec xay chmg phucmg an deli pho, img ciru str th can dam bao the nOi 
dung sau: 

a) Phumig phop, ,cach thicc cl"J xac clinh nhanh chong, kip theti nguyen 
Ahem, nguon goc Sy' cô nheim cip dyng pluming an clai pho, (mg ciru, kheic phyc 
sy. co pha hap 

- Sv th do bi tan thong mang; 

- Sr th do 16i eV a h thang, thiat bi, phan mm, ha tang Icy' thuat hoc do 
duang dien, throng truyen, hosting...; 

- Sv cO do 16i thanguori quan tri, van hanh h the:mg; 

- colien quan dan cac tham h9a tv nhien nhtr bao, lvt,  &ling dat, hôa 
hoan v.v... 

b) Phtcang an clai pho, ting city, kheic phyc sir ca 	yeti mat hoac nhi"Ju 
tinh huong sau: 

- Tinh hung sv cA do bi tdn ding mpg: 

+ Tan &Ong tit chi dich vu; 

+ Tan ding gin mao; 

+ Tan thong sir citing ma dOc; 

+ Tan c6ng truy cap trai phep, chiam quyen dieu Ichien; 

+ Tan cong thay dOi giao dien; 

+ Tan cong ma hoa phan mem, dIr lieu, thiet bi; 

+ Tan cong pha hoai thong tin, dit lieu, phan mm; 

+ Tan thong nghe trOm, gian diep, lay cap thong tin, dir lieu; 

+ Tan thing ding hcp sir dung kat h9p nhieu hilt thirc; 

+ Cac hinh thirc tan thing mang Ichac. 

- Tilt hung six th do 16i Oa he thAng, thiat bi, plan mem, ha tang k9 thuat: 

+ Sr c6 nguan dien; 
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+ Sy ca duemg ket n61. Internet; 

+ Sij e6 do 16i phan mm, phan cüng, ling dung dm h thang thong tin; 

+ Sg c6 lien quan den qua tai h th6ng; 

+ Sr co' khac do 16i caa h th6ng, thiet bi, phan mm, ha tang k'y thuat. 

- Tinh huang sy c6 do 16i cfra ngued quan tri, van hanh he themg: 

+ Li trong cap nhat•thay di, cAu hinh phan ding; 

+ Li trong cap nhat, thay d61, cu hinh phan mm; 

+ Lei lien quan den chinh sach va thu tut an toan thong tin; 

+ L6i lien quan den viec dfrng dich vi vi ly do bat buee; 

+ Li khac lien quan den ngued quan tri, van hanh h thOng. 

- Tinh hu6ng sr co lien quan den cac tham h9a ty nhien nhu bao, lit, dOng 
d t, h6a hop v.v.... 

• c) C 'Ong toe tá chic, dieu hanh, phoi hpp giCca cac kw hiving, gifig cac to 
chirc trong dal pho, nem chan, thig cau, khac phyc sir ca,. 

d) Phtrang an ve 7nhan Izec, %rang thiet bi, pheM mm, phirang tin, cong cy, 
va dv kien kinh phi de tly,rc hien, doi pho, zing ciru,• 	dot vdei tang tinh huong 
sr! co cy the. 

-Bun II chit tri: Cac 	nganh; UBND cap huyen cüa tinh. 

• - Ban vi phOi hqp: So. Thong tin va Truyen th8ng; DOi ung din sy cO bao 
dam an toan thong tin mang eln tinh; Nha thau cung cap dich vu an toan thong 
tin mang (neu có); cac don vi lien quan khac. 

- Thfri gian thqc hien: Hang nam. • 

4. Trien khai hot Ong thuirng trip, dieu phOi, xfr 1S7, timg cum sy 

Trien khai cac hoat dOng thuec tech nhiem cüa cac ca quan, don vi lien 
quan theo quy dinh tai the Dieu 11, Dieu 12, Dieu 13, Dieu 14 va cac nei dung 
lien quan khac afra,  Quyet dinh so 05/2017/QD-TTg ngdy 16/3/2017 dm Thfr 
Mang Chinh 	ve ban hanh quy dinh,  yE he th8ng phudng an ung efru khan 
cap bao dam an toan thong tin mang quoc gia (sau day ,ggi tat la Quyet clinh sd 
05/2017/QD-TTg). 

Dy phong kinh phi, nhan lye, 4t lye thuemg nye scan sang ung thu sy c6; 
.trien khai dieu hanh ph8i hgp to chirc ling elm va thyc hien Img dm, xir 1Y, ngan 
than, Ichac phuc sy co Ichi cep sy co xay ra. 

a) Bao cao sy' c an toan thong tin mgng theo quy dinh tgi Diu 11 Quyet 
clinh sa 05/2017/QD-TTg 

- Bun vi thtrc hien: 
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+ Don vi van hanh ,he thong thong tin (cac 86, nganh; ,UBND ccip,huyen) 
bao cao Chit quan he thong thong tin, Ser Thong tin va Truyen thong, tong gin 

.Co quan diu phi guile gia (Trung tam Cling cult khan cap may tinh Viet Nam — 
VNCERT, clia chi: 115 Trdn Duy Htrng, Trung Hoa, Cau Girt)), Ha Ni, Website: 
www.vncert gov.vn); 

+ So• ThOng tin va Truyen thong bao cao Chit quan h thang thong tin, Ban 
chi do CNTT tinh va Co quan dieu phi quick gia; 

+ Ban Chi dap img elm sp caelm tinh bao cap Co quan thuong true va Ban 
Chi dpo quoc gia ve ung elm sr co. 

- Thai gian thvc 	Ngay khi xay ra sr c6 va &roc duy tri trong suot 
qua trinh Ung cim STA CIS. 

b) Dip nhari, ph& hien, piton logi va xtr bi ban ddu str ca an toan thong tin 
mgng theo guy clinh tai Dieu 12 Quyet dinh sa 05/2017/030-TTg 

- Dun vi chii tri: Sac Thong tin va Truyen thong; Don vi van hanh he thOng 
thOng tin (ccic 	nganh; UBND cap huyen); DOi Ung elm sv c6 bao dam an 
toan thong tin mpg dia tinh. 

- Dun vi ph6i hop: Co quan dieu phi qu6c gia (Trung tarn (ing cast khan 
cap may tinh Vie‘t Nam — VNCERT); Ban chi,  dap CNTT tinh; to chile, cá nhan 
gfri thOng bao, bao cao sir cti; don vi cung cap dich vv an toan thong tin mpng 
(neu co); cac don vi chire nang lien quan. 

- Thiri gian thtye 	Ngay sau khi phat hien su cc') hoc nhan dirge thong 
bao, bao cao an ea dm to chirc, cá nhan 

c) Quy trinh zing C1114 str co an roan thong tin mgng thong thweeng va nghiem 
trgng theo guy dinh tgi Dieu 13 va Dieu 14 Quylt clinh sot  05/2017/QD-TTg 

5. Trien khai hulan 1uy0, dien tap, phang ngira sr c6; giam sat Oat 
bao dam cac dieu 	san sang di pith, ting elm, kh.lc phvc sv c6 

Xay clung cac nei dung, nhiem vv cp the can trien khai nham phong ngira 
sp co, giam sat phat hien, huan luyen, din tap, ,bao dam cac diêu kien san sang 
d6i pho, ung dm, khac phpc sr co, cp the bao 

a) Then khai coc chtrung trinh huan luyen, dien tap 

Huan luyen, din tap cac phucmg an dai pho, Ung_dru sr ca tucmg 
cac kich ban, ,tinh hung sp co cp the;,  huan luyen, din tap nang cao, ky nang, 
nghiep vii phoi h9p, tang cfm, chong tan ding, )(ft 15T ma a, khac phpc sr CO; 
tham gia huan luyen, din tap yang, mien, quoc gia, quoc te. 

- Dun vi chit tri: Sa Thong tin vá Truyen thong; Di Ung elm p co bao 
dam an toan thong tin mang cua tinh. 
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- Dun vi phtli hyp: Dan vi van,hanh thOng thong tin,  (ccic 56; nganh; 
UBND ccip huyen); Ca quan dieu phOi quoc gia (Trung tam Eing caw khcin ccip 
may tinh Viet Nam — .VNCERT); cac dcm vi chirc nang lien quan. 

- Thivi gian thtyc 	Hang nam. 

b) Cac nei dung, nhim vy nhaim phong ngera sr ca và phat hi e72 sari sy. 

Giam sat, phat hien semi nguy ea, sir ca; lciam tra, danh gia an toan thong tin 
mang va ra quet, bac gä, phan tich, xir 1 ma dOe; ph6ng ngira sin  co, quail ly rüi ro; 
nghien clru, phan tich, xac minh, eanh bao sin en, riM ro an toan thong tin mang, 
phan mem dOc hai;,xay chmg, áp dung quy trinh, quy dinh, tieu chuan an toan 
thong tin; tuyen truyen, nang cao nhan tithe ve nguy ca, sin c/a, tan cong mpg. 

- Dan vi chit tri: Sâ Thong tin va Truyan thong; Dan vi van hanh h thOng 
thong tin (cac 56; nganh; UBND cap" huyen); DOi lung ciru sg co bao dam an toan 
thong tin mang elm tinh. 

- Dun vi phiti Illyp: Ca quan di'au ph& quac gia (Trung tam (ring caw khan 
cap may tinh Viet Nam — VNCERT); cac dan vi chirc nang lien quan. 

- Thai gian thtyc 	Thuang xuyen trong Mm. 

c) Cac nei dung, nhim vy nham bcio clam ccic clthu kin san sang den pho, 
thug caw, khac phyc Stf co 

Trang bi, nang cap trang thiat bi, cong cu, phucmg tien, gia han ban quyan 
phan mem phuc vini  irng cab khae phuc sin co; chuan bi cac di'au kien bao dam, 
du ph6ng cac nguan lye va tai chinh a san sang doi pho, lung cint, khac phue 
lchi su co xay ra; tE; chirc hoat dOng cua dOi (mg ciru sy cO; thue clich vu ky thuat 
va t6 chire, duy tri dOi chuyen gia lung citu su ca; t6 chi:re va tham gia cac hoat 
Ong elm mang  lath lung elm su 

- Dim vi chit tri: Sir Thong tin va Truyan thong; Dan vi van hanh he thOng 
thong tin (cac So; nganh; UBND cap huyOn); DOi lung ciru sin e6 bao dam an toan 
thong tin mang elm tinh. 

- Don vi phOi hvp: Ca quan dian ph& quac gia (Trung tam Ong criu khcin 
cap may tinh Viet Nam — VNCERT); cac clan vi chile nang lien quan. 

- Thai gian thtyc MO: Hang Mm. 

III. KINH PHI THVC HItN 

Kinh phi thuc hien duce sir dung tit ngu'an ngan sach tinh. 

IV. TO CHtt THVC HItN 

1. Cac So., ngenh; UBND cap huyn 

- Xay dyng nOi dung, lap din toan kinh phi long ghep trong,Ke 7hoach lung 
dung cong nghe thong tin hang nam 	ca quan, don vi riainh de trien Ichai cac 
nhiem vu dugc giao tai Ke hoach nay. 
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- Phan ding lanh dao phv trach va thanh lap hoac chi dinh b0 phan dau mai 
chiu tech nhiem va an toan thong tin mang cna co quan, don vi. 

- Thvc hien xac dinh cap dO, lap ha so de xuat cap do an toan hO th'ang 
th'Ong tin theo quy dinh tai Diau 14 va Dieu 15 Nghi dinh sia 85/2016/ND-CP 
ngay 01/7/2016 oh Chinh ph8 va bao dam an toan hO thang thong tin theo cap 
dO va theo huorng dan tai Thong tu se) 03/2017/TT-BTTTT ngay 24/04/2017 dm 
BO Thong tin va Truyan thong quy dinh chi tiet va huong dan mOt so diau ella 
Nghi ,dinh 85/2016/ND-CP ngay 01/7/2016 dm Chinh phn ye bao dam an toan 
he thong thong tin theo cap do. 

- Dinh kY hang nam, gui bao cao tinh hinh, ket qua ve Sar Thong tin va 
Truyan thong de tong hop bao cao UBND tinh hoac bao cao dOt xuat khi cap 
tren c6 you cau. 

2. Sã Thong tin va Truyen thong 

- Tham nun; trinh UBND tinh quyat dinh thanh lap DOi 1mg elm sv ca bao 
dam an toan thong tin mang ella tinh. 

-,La thanh vien Mang luori frng elm sv ca an toan thong tin mang quac gia; 
lam dau mai, to chirc hoat dOng ung cfni sir ca, t6 chile thvc hien viec flap nhan 
va xi% 1,2 cac sr co va an toan thong tin mang ten dia ban tinh; tham gia hog 
dOng ung cirti khan cap bao dam an toan ,thong tin mang quac gia khi c6 yeu cau 
tir Co quan thuemg trvc hole Ca pan dieu phai. 

- Tham muu, t6 chirc thve thi, don dac, kiam tra, danh gia., giam sat cong 
tac bao dam an toan thong tin dinh k57 hang nam hoac theo chi dao ella UBND 
tinh dai veri cac cor qtiannha nuerc trong tinh. 

„ 
- Tham dinhophe duyet hoac cho kin ve,mat chuyen mon dai ved ha so 

da xuat CAP do-an toan 4' thong thong tin theo tham quyen quy dinh tai Khoan 1, 
Khoan 1 /42.:- Dian 12-  va:Khoan 5 Diau 15 Nghi dinh sa 85/2016/ND-CP ngay 
01/7/2016 dm Chinh:Phil va bao dam an toan he thong thong tin theo cap di) va 
theo huong dan- tai thong tu .s6 03/2017/TT-BTTTT ngay 24/04/2017 cila BO 
Thong tin va Truy'an thong quy dinh chi ti let va hula-11g d'an mOt sa diau ella Nghi 
dinh 85/2016/ND-CP ngay 01/7/2016 dm Chinh phll va bao dam an toan he 
thang thong tin theo cap do. 

- Theo doi, huong dan, kiam tra, giam sat viec thoc hien ung ph6 sir ca dam 
bao an toan thong tin mang a cac SO, ban, nganh, UBND cap huyen. 

- Xay dvng nOi dung, lap dv toan kilt phi lang ghep trong K6 hoach 
clang &Ong nghe th8ng tin hang nam ella tinh de dam bao cho hoat &Ong dm Ban 
Ban chi dao CNTT tinh, Don vi chuyen troth img elm sir c6 (86.  Thong tin vO 
Truydn thong), Doi ung cfru sr e6 bao dam an toan thong tin mang cna tinh, 

Kinh phi de then khai cac hoat &Ong lien pan thuOc trach nhiem cn a tinh 
quy dinh tai cac Dieu 7, Diau 11, Dieu 12, Diau 13, Dieu 14 va Diau 16 Quyat 
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Nguyen MmHg Thai 

dinh sa 05/2017/QD-TTg; kinh phi trian khai KO hoach Img pho sr e&èüa tinh; 
kinh phi dg phong 1mg elm, xir 1? sg c8 cho cac h thaing thong tin thuOc tinh 
quan 1y; kinh phi th chat ciao tao, huan luyen, din tap va hog dOng cüa DOi img 
cau sg co bao dam an toan thong tin mang cüa tinh; kinh phi giam,  sat, kiam tra, 
ra quet, danh gia an toan thong tin; ho trg xay chmg, áp clgng chuan ISO 27xxx 
va trien khai cac hoat Ong nghiep vg dc tha bao dam an toan thong tin mang 
cho the he thong theng tin thuOc tinh quan 1Y. 

• - Lap Bao cao sa kat 6 thang trian khai Quyat .dinh s6 05/2017/QD-TTg 
(trtroc ngay 20/6) vá Bao cao t8ng kat hang nam thgc hien Quyet dinh so 
05/2017/QD-TTg (trtrov ngay 20/12), gin BO Thong tin va Truyan thong. D'Ong 
then, thgc hien bap cao dOt xuat khi Ichi cap teen c6 you cau. 

3. So' K houch vã Du tw, So. Tai chinh 

Can dr cac nhiem vg trong Ka hoach a tham dinh, tham muu b6 tri ngan 
sach nha nuot hang nam eüa tinh, cho cac ca quan, don vi, dam bao thgc hien 
trien khai tot Ke hoach. 

Tren day la Ka hoach ting pho sg c6 dam bao an toan thong tin mang tren 
dia ban tinh Hai Ducmg,,yen can Thu tnramg the,  SO, ban, nganh thuOc UBND 
tinh; Chil tich UBND cap huyen nghiem tac trien khai thgc hien. Trong qua 
trinh thgc hien nu c6 vuemg mac, kho khan, cac don vi, dia phucmg phan anh, 
kian nghi ve‘ Sä Th8ng tin va Truyan thong a tang hop bao cao cha tich UBND-
tinh./ 

Nei nkin: 
- BO Thong tin va Truyen thong; 
- BO NOi vu; 	 (Da bcio cao) . 

- Thuong him Tinh fly; 
- Cho tich, cac PCT UBND tinh; 
- Lanh dao VP UBND tinh; 
- Trung tam Ung cult khAn cap may tinh Via Nam (115 
Trein Duy Hung, Trung Hda, Cisiu Giciy, Ha Hao;  
- Cac So, nganh two thuOc UBND tinh; 

Ban Quan 1' the KCN tinh; 
- UBND the huyen, thi xa, thanh pile; 
- Trung tam CNTT — VP UBND tinh; 
- Luu: VT:(46)Namik 
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