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TCVN 12855-2 : 2020

Lé&i néi dau

TCVN 12855-2:2020 hoan toan twong dwong voi ISO/IEC 9796-2:2010.

TCVN 12855-2:2020 (ISONIEC 9796-2:2010) do Cuc Quan ly mat ma
dan sw va Kiém dinh san pham méat ma bién soan, Ban Co yéu Chinh
phii @& nghi, Tdng cuc Tiéu chuan Do lwdng Chét lwgng thidm dinh, B
Khoa hoc va Céng nghé cang bb.

Bb tiéu chudn TCVN 12855:2020 Cong nghé théng tin — Céc ky thudt an
toan — Lugc db chir ky sé cho khdi phuc théng diép gdm céc tiéu chuén
sau.

TCVN 12855-2:2020 (ISONEC 9796-2:2010), Phén 2: Céc co ché dya
trén phén tich sé nguyén.

TCVN 12855-3:2020 (ISO/IEC 9796-3:2013), Phan 3: Céc co ché duwa
vao logarit roi rac.

B¢ tiéu chuln nay co thé cé cac phan tiép theo.
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TIEU CHUAN QUOC GIA TCVN 12855 - 2 : 2020

Cong nghé thong tin — Cac ky thuat an toan — Cac lwoc do chiv ky
s6 cho khéi phuc théng diép -
Phan 2: Cac co’ ché dwa trén phan tich s nguyén

Information technology — Securiy techniques — Digital signature schemes giving message
recovery - Part 2: Integer factorization based mechanisms

1 Pham vi ap dung

Tiéu chudn nay quy dinh ba lwgc dé chir ky sb cho khdi phyc théng diép, hai trong sé do 1a tat dinh
(khdng ngéu nhién) va mét la ngéu nhién. Sy an toan clia ca ba lwoc dd déu dwa trén do phire tap cla
viéc phan tich cac sé nguyén 1&n. Tt ¢ ba lwoc dd déu co thé cung cp sy khdi phyc toan b hodc
mot phan thong diép.

Tiéu chudn nay quy dinh phuwong phap san xuét khda cho ba lwge dd chiv ky. Tuy nhién, cac k¥ thuat
quan ly khoa va tao sé ngéu nhién (theo yéu cau clia lwgc dd chir ky ngéu nhién) ndm ngoai pham vi
cla tiéu chudn nay.

Co ché dau tién dwoc quy dinh trong tiéu chudn nay chi 4p dung cho céc trién khai hién c6 va dwoc
gitt lai vi ly do tuwong thich nguorc.

2 Tai liéu vién dan
Céc tai liéu vién dan sau rét can thiét cho viéc ap dung tiéu chudn nay. Déi véi nhirng tai lidu vién dan

c6 ndm cong b, thi ap dung phién ban dwoc néu. D4i voi tai liéu vién dan khong ghi nam cong bd, thi
ap dung phién ban mé&i nhat (bao gom ca cac stra di, bé sung).

TCVN 11816 (ISO/IEC 10118) (tat c& céc phan), Cong nghé théng tin - Céc ky thudt an toan - Ham
bam

3 Thuat ngir va dinh nghia

Tiéu chuln nay 4p dung céc thuat nglr va dinh nghia sau:

3.1

Kha nang {capacity)

S6 nguyén dwong chi ra 8 bit ¢6 trong chir ky thudc phan cé thé khdi phuc dwoc clia théng diép
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3.2
Mién chirng thw (certificate domain)

Tap hop cac thie thé st dung cac chirng thw khéa cong khai dwoc tao bdi ciing mét Co quan Chirng
thire (CA) hodc mét tap hop cac CA hoat dong theo ciing mét chinh sach bao mat

3.3
Cac tham s mién chirng thw (certificate domain parameters)

Céac tham s& mat ma cu thé cho mét mién chirng thu , dwoc biét dén va dong ¥ bdi tat ca céc thanh
vién trong mién chirng thur

3.4

Ham bam khang va cham (collision-resistant hash-function)

Ham bam thda man tinh chat sau day:

Khdng thé tinh toan dé tim dwoc hai gia trj du vao khac nhau ma anh xa dén cliing mét dau ra
[TCVN 11816 (ISO/IEC 10118-1)]

3.5

Ma bam (hash-code)

Xau bit gia tri dau ra cGia ham bam

[TCVN 11816 (ISO/IEC 10118-1}]

3.6

Ham bam (hash-function)

Ham &nh xa cac xau bit thanh céac xau co dd dai cb dinh, thda man hai tinh chat sau day:

- Vi mot gia tri dau ra cho truwde, khong thé tinh todn dé tim dwge mét gia tri ddu vao anh xa dén
gia trj dau ra do;

- V&i mot gia tri dau vao cho trwée, khdng thé tinh toan dé tim dwore mét gia tri dau vao khac sao
cho anh xa dén cung mét gia tri daura

[ISO/IEC 9797-2]

3.7

Ham tao mat na (mask generation function)

Ham anh xa cac xau bit thanh cac xau bit cé d6 dai tly y, thda man tinh chat sau day:

- Véi mdt phin cho trwde clia gia tri dau ra chir khdng phai gia tri dAu vao, khéng thé tinh toan dé
dw doan dwoc phan con lai cta gid tri daura

3.8
Théng diép (message)

Xau bit c6 d6 dai bat ky
6
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[TCVN 12214-1]
3.9
Gia trj dai dién cta théng diép (message representative)

Xau bit dwoc lay tr mét ham cla thong diép va dugc két hop véi khéa chi ky bi mat dé thu dugce chir
ky

3.10

Xau bd bdn (nibble)

Khéi bén bit lién tiép nhau (mdt niva xau bd tam)
3.11

Phan khéng thé khéi phuc (non-recoverable part)

Phan cla théng diép duwoc Iwu trir hodic duge truyén cung véi chiv ky; 13 rong khi théng diép dugc khoi
phuc toan bé

312

Xau bo tam (octet)

Xau tam bit

3.13

Khéa riéng (private key)

Khoa trong cé&p khoa phi dbi x»ng clia mdt thic thé va chi dwoc st dung bdi thwe thé dé
[TCVN 11817-1)

3.14

Khéa chir ky riéng (private signature key)

Khéa bi mat dinh nghia phép bién ddi chir ky bi mat

[TCVN 11817-1]

3.15

Khéa cdng khai (public key)

Khéa trong c&p khéa phi ddi xrng ctia mot thyc thé va co thé dwgc cong khai
[TCVN 11817-1]

3.16

Hé théng khoa cong khai {public key system)

Lwgre @& mat ma <chir ky s6> bao gém ba ham s6 sau day:
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- San xudt khéa, phwong thirc tao mét cap khoa gém mét khoa chir ky bi mat va mét khoa xac thye
céng khai;

- Tao chir ky, phuong thire tao mét chiv ky I tlr mét gia tri dai dién clia théng diép F va mét khéa chiy
ky bi méat;

- M chir ky, phwong thire thu dwoc gia trj dai dién cla thong diép F* tlr mdt chik ky Z va mot khoa xac
thye cong khai

CHU THICH Gi4 trj dAu ra clia ham nay ciing chira mot sd chi biéu thj thii tyc mé chi¥ ky da thanh céng hay bj 13i.
3.7

Khoa xac thwe cong khai (public verification key)

Khoa céng khai dinh nghfa phép bién dbi xac thic cong khai

[TCVN 11817-1]

3.18

Phén c6 thé khéi phuc (recoverable part)

Phén thong diép duoc truyén ti bén trong chir ky

3.19

Salt (Salt)

Muc di¥ liéu ngau nhién duoc tao ra bai thuc thé ky trong qua trinh tao gia tri dai dién cla théng diép
trong Lwoc do chiv ky 2

3.20

Chir ky (signature)

Xau bit két qua cla qua trinh ky
[TCVN 12214-1]

321

Trailer (trailer)

XAu bit 6 @6 dai mét hodc hai xau bd tam, dwoc ndi vao cudi phln cé thé khéi phuc dwoc cla théng
diép trong qua trinh tao gia trj dai dién cla thong diép

4 Ky hiéu va chir viét tat
Tiéu chuan nay ap dung cac ky hiéu va chi¥ viét tat sau:
CHU THICH Trong hau hét cac trvéng hep, cac chir céi viél hoa dwece st dung dé bidu thi cac xau bit va cac xau b tam, con

cac chi cai viét thirémg dwoc st dung dé bidu thi cac ham sé.

C D6 dai bit xdu ma bd tam clia phan c6 thé khéi phuc dwoc clia thong diép (Guoc
st dung trong tao gia tri dai dién cua théng diép trong Lwoc db chiv ky 2 va 3).
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Nang lyc cda luge dd chir ky, cé nghia 1a sb lwgng bit t6i da sin sang cho phan
c6 thé khéi phuc dwoc clia thang diép.

Do dai thong diép c6 thé khéi phuc duwee, ¢d nghia 1a do dai dwc tinh bing bit
cla phan c thé khéi phuc dwoc clia thong digp (c2c”).

Céc xau bit dugc tao ra trong qua trinh tao gia trj dai dién cda théng diép trong
Lwgre dé chiv ky 2 va 3.

Cac xau bit dwoc tao ra trong luc khdi phyc théng diép trong Legc d chir ky 2
va 3.

Gia tri dai dién cla thong diép (mét xau bit).

Gia tri dai dién cla théng diép da dwoc khdi phyuc (gia tri dau ra clia bwde mé
chi ky).

Ham tao mat na.

M3 bam dwoc tinh toan bang mat ham cla théng diep M (mét xau bit).
Ma bam da dwoc khdi phuc bang céach lay tr viec khdi phuc théng diép
Ham bam khang va cham

Do dai bit clia cadc mé-dun clia khda chlv ky bi mat va khoa xac thyc cong khai
(xem Phu Lyc A).

B4 dai bit cia ma bam dwoc tao ra bdi ham bam h.

D6 dai bit cla salt S.

Théng diép dé ky (mot xau bit).

Théng diép da dwoc khai phuc tir chir ky 1a két qua clia qua trinh xéc thye.
Phan c6 thé khéi phuc clia thdng diép M, cé nghia la M = My||M2.

Phan c6 thé khdi phuc 83 duge khoi phyc chia théng diép (dwec tao ra trong qua
trinh khoi phuc thong diép).

Phan khong thé khoi phuc ctia thong diép M, cé nghia la M = My{|M;
Phan khéng thé khéi phuc cia thong diép, la dau vao clia qua trinh xac thwe.

X4au bit dwoc xay dwng trong tao gia tri dai dién clia thong diép trong Lugc @6
9
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Nl’

S*

Al
AllB

[a]

amodn

d

chir ky 2 va 3.

Xau bit dwoc tao ra trong qua trinh khéi phyc théng diép trong Luoc d6 chir ky 2
va 3.

Mbt xau cac bit 0 dwgc xay dwng trong tao gia trj dai dién cla thdng diép trong
Luoc a6 chi ky 2 va 3.

Salt (mét xau bit).
Salt da duoc khéi phuc (mdt xau bit).
S4 xau bd tam trong trwdng Trailer ( t=1 hodc 2).

Trwdng Trailer (mét xau c6 d6 dai 8t bit dwoc s dung trong tao gia tri dai dién
cla thong diép).

S6 nguyén trong khodng tir 0 dén 7 dwoc st dung trong dac ta phan bé théng
diép.

Sé nguyén trong khodng tr 0 dén 7 duoc st dung trong dac ta clia Lwgc dd
chir ky 2 va 3.

Chir ky (mot xau bit chira k-1 hodc k bit).

D6 dai bit clia xau bit A, nghia la sé bit trong A.

Phép ghép néi xau bit A va B (theo thi tw d6).

Poi véi mot s6 thye a, s6 nguyén nhd nhét khéng nhé hon a.

Péi vai cac sb nguyén a va n, (@ mod n) biéu thj sé dw (khéng am) thu dwoc khi
chia a cho n. Mét cach twong dwong néu b = a mod n, thi b 14 s6 nguyén duy
nhét théa man:

()0sb<n,va
(if) (b-a) 1a béi s6 nguyén ctia n.

Toan tt» XOR thirc hién trén bit, dwoc str dung dé két hop hai xau nhj phan cé
cling d6 dai.

5 Sw chuyén déi giira cac xau bit va sé nguyén

Pé biéu dién mdt sé nguyén khong am x dudi dang mot xau bit co do dai bang / (/ phai thdéa man 2' >
X), sb nguyén sé duwoc viét lai dudi dang biéu thirc nhj phan duy nhét:

X = 2!'1xi_1 + 2l-le_2 + ot le + Xo

Trong d6 0 < x; < 2 (lwu ¥ rang mot hodic vai chir s6 dau cé thé bang 0 néu x < 2!-1. Xau bit sé 1a

10
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Xt-1%i-z2--Xg -

Dé biéu dién mot xau bit x,_1%;_...xo (c6 46 dai [) thanh mét s& nguyén x, qua trinh ddo nguwoc sé nhu
sau, x sé 1a sb nguyén dugc dinh nghia bdi cong thirc

x =20 + 2%, + o+ 2x; + X,
6 Yéu cau

Ngudi sir dyng tiéu chudn ndy, néu cé thé, dwoc khuyén nghi ap dung co ché thir hai (Lwge d6 chir ky
$6 2). Tuy nhién, trong cac méi triedng ma viéc tao ra cac bién ngiu nhién bdi ngudi ky dwoc coi la
khéng kha thi, thi Lugrc dd chir ky sé 3 dwgc khuyén nghj st dung.

Ngui str dung mudn ding co ché chir ky sb theo tiéu chudn nay phai dam bao cac thudc tinh sau day
dwoc thda man:

a) Thong diép M dé ky 1& mét chudi nhj phan cé db dai bat ky, cé thé réng.

b) Ham ky s dung khoa chi¥ ky bi mat, trong khi ham xac thuwe sl dung khoa xac thwe céng khai
tvong ng.

- M®Gi thire thé ky sé st dung va gilr bi méat khoa chi ky bi mat clia minh twong ng véi khoa xac
thyre cong kha.
- M®i thyrc thé xac thyc phai biét khéa xac thre céng khai cla thirc thé ky.

¢) Viée st dung céc lwge db chir ky dugc quy dinh trong tiéu chudn nay doi héi phai lwa chon mét ham
bim khang va cham h. Ham bam duwoc tiéu chuan héa theo TCVN 11816. S& c¢6 mét rang budc gilra
co ché ky va ham bam trong khi st dung. Néu khong cé rang budc nay, ké thl co thé yéu cau str dung
mét ham bam yéu (chir khong phai la mot ham bam thye) va tir dé gia mao chi ky.

CHU THICH 1 C6 nhiéu cach dé thyc hién digu kién nay. Céc tly chon sau dwgc liét ké theo thir ty ting dan clia rii ro.

1. Yéu chu mét ham bam cy thé khi s dung mét co ché ky cy thé. Qua trinh xac minh sé chi st dyng ham bam cy thé do.
TCVN 12214-3 cung cap mdt vi dy vé tiy chon nay khi co ché DSA yéu cu st dyng chirc ham bam chuyén dung 3 theo
TCVN 11816-3 (TCVN 11816-3) (con goi Ia SHA-1).

2. Cho phép tap hop cac ham bam va chi dinh ham bam dwoc st dung frong cac tham sé mién chirng thy. Trong mién ching
thw ndy, qua trinh xac minh s& sl dyng ham bam dwgc chi dinh trong chirng thw. Bén ngoai mién chirng thu nay, rii ro co thé
phat sinh tir cac co quan chirng thire (CA) khdng tuan thi chinh sach cla nguwdi ding. Néu, vi du, mdl CA bén ngoai tao ra
mét ching the s6 cho phép cac ham bam khéc, thi cac vén d& gid mao chi¥ ky ¢6 thé phat sinh. Trong treorng hop nhw véy,
mdt bén xac thyre nham 13n cé thé dang tranh chép v CA tao ra chirng thu sé khac.

3. Cho phép mot tap hop cac ham bam va chi dinh ham bam dugc sl dung bang mét sé phwong phap khéc, vi dy nh mét sd
chi biéu thj trong théng diép hodc thda thuan song phuong. Qua trinh xac thyc sé chi siv dyng ham bam dwgc chi ra bang
phwong phap khac nay. Tuy nhién, vén co nguy co ké thu c6 thé gia mao chi ky bang céach st dung mét ham bam khac.

CHU THICH 2 Phuong phap khéc dwgc dé cap dén trong doan 3 ngay phia trén cé thé dwéi dang mét sé ma nhan dang ham
bam cb trong gia trj dai dién cla théng diép F (xem myc 8.2.2 va 9.2.3). Néu ma nhan dang ham bam dwoc bao gbm trong F
theo cach nay thi k& tan cdng khong thé sir dung lai mdt chi ky hién co v&i cing Mr va mot M2 khac, ngay cé khi bén xac
thye ¢6 thé bj thuyét phyc chdp nhan chir ky dugc tao ra bang cach st dung mgt ham bam dU yéu ma co thé tim dugce tién

11
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anh. Tuy nhién, nhw da thao luan chi tiét trong {16] (xem phuy lyc D), trong trwéng hep ndy va siv dung ham bam yéu, ké tan

cbng van co thé tim thay mét chir ky méi véi mdt My "ngéu nhién",

CHU THICH 3 Cuéc tAn ¢éng dugc dé cap trong CHU THICH 2 thu dwee mét chir ky méi véi Ms * ngu nhign' ¢6 thé dwoc
ngan chan bing cach yéu cau sy ton tai clia mdt céu tric cy thé trong My. Chang han nhur, c6 thé &p dat mdt giéi han dé dai
cho My dt nhé hon nang lyc cia lwge dd chi ky (xem thém & Phy lyc D). Béi véi cac lwge db chix ky sb 2 va 3, giéi han o
dai cho My cling c6 thé ngan chin ké tan cong st dung lai cac chi¥ ky hién cé ngay ca khi khdng c6 ma nhan dang ham bam
duoc dwa vao trong gid tri dai dién cla théng diép, véi didu kign ham tao m3t na g dya trén ham bam. Biéu ndy dugc dya
trén gia dinh hop Iy réng ham bam yéu |4 mt ham bam "muc dich chung" chi khdng phai 12 mdt ham bam duoc thiét ké chi
nham muyc dich gid mao chi ky.

Ngudi ste dung mét co ché chi ky sb can tién hanh mot danh gia rli ro xem xét chi phi va lgi ich cla
cac phwong tién thay thé khac nhau dé dat dwoc didu kién bat budc. Danh gia nay phai bao gém mét
danh gia vé chi phi két hop véi kha nang c6 mét chix ky gid mao dang duoc san xuét,

d) Bén xac thuwe chiv ky sé ludn ludn c6 mét phurong thire ddc 1ap an toan dé xac dinh Iwge db nao
trong ba lwoc dd chiv ky dwoc quy dinh trong tiéu chudn nay da duoc siv dung dé tao ra chir ky. Ngoai
ra, néu str dung Lwoc db chir ky s6 2 hodc 3, bén xéc thuc chik ky cling phai c6 phwong thirc ¢é xéc
dinh ham tao chir ky nao trong hai ham tao chit ky trong Phy luc B da dwoc str dung. Digu nay cé thé
thu dwoc bang cach quy dinh co ché va ham tao chir ky trong ‘cac tham sb mién’ da dugc ddng ¥ hodc
bng cach dwa ra mot ma nhan dang rd rang cho lwgc dd chi ky va ham tao chir ky trong chirng thu
khéa cong khai clia ngudi ky. Ham tao chir ky ciing cé thé dwoc quy dinh trong mdt ma nhan dang
thuat toan lién két véi div liéu da dwoc ky.

e) Méi lvoc db chiv ky sb dwgc quy dinh trong tiéu chuan nay deu cé cac tuy chen cy thé, pham vi tly
chon c6 thé clia nguedi ky phai dwoc biét dén bdi bén xac thire bing mét phuong thire doc tap an toan.
Cac tuy chon nay bao gbm.

- D6i viri tht ca ba lwoc db chir ky s6, bén xac thie phai biét xem trwdng trailer tly chon 1 hodc 2
c6 dang lam viéc hay khéng. ,
- Déi voi lvoe b chi ky sé 2 va 3, bén xac thye phai biét Ls, d6 dai clia salt S.

Vi du, digu nay cé thé thu dwoc bang cach quy dinh lwa chon tiy chon trong “cac tham sb mién” hoac
bao gom théng tin tly chon trong chirng thur khda céng khai clia nguéi ky.

7 M6 hinh qua trinh ky va xac thyec
7.1 Téng quan

Mé hinh cho mét lwge dd chir ky cho khéi phuc thong diép dugc trinh bay & day ap dung cho ca ba
Iwgc d trong tiéu chuan. Khi dwec ap dung cho mét thong diép M, mot lwgc db chir ky kiéu nay co thé
cung cap khoi phuc hodc toan bd hodc mét phan thong diép.

= Néu M 1a @i ngan, thi cé thé khdi phuc toan bd thong diép vi co thé M duoc bao gom toan bod
trong chir ky.

- Néu M qué dai, thi c6 thé phuc hdi thdng diép s& mot phan. Trong triedng hop nay, M sé dwgc
chia thanh phéan thé khéi phuc dwere, mot xau bit ¢co6 d6 dai gidi han dwec bao gém trong chir ky, va
phan khong thé khéi phuc dwgc, mét xau cac xau bd tam coé dd dai bat ky dwoc lwu trir va / hodc dwec
truyén cling véi chi ky.

12
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Mb hinh duwoc chia thanh ba phan: déc ta thi tyc ky thong diép, déc ta thl tuc xac thyc chir ky va chi
tit cla cac khia canh bd sung clia ky va xac thwe can dwgc dinh nghia dé hoan chinh dac ta cia mot
Iwge db chir ky. Cac didu 8, 9 va 10 quy dinh cac khia canh bd sung nay cho ba lvoc @& dugc dinh
nghta trong tiéu chuan nay.

7.2 Ky thong diép

7.2.1 Gidi thiéu

Cho mét théng diép M dugc ky, can phai thyc hién ba budc dé tao ra mét chi ky trén M, cu thé 13
phan bd thang diép, tao xau cé thé khai phuc dwoc va tao chir ky.

- Phéan bé thong diép bao gdbm qua trinh trong d6 théng diép duwoc chia thanh hai phan: phan cd
thé khéi phuc dwoe My va phan khong thé khoi phyc M; (cé thé rdng). P9 dai clia phan c6 thé khoi
phuc dugc dwec gidi han trén béng nang lyc ¢ cla lwoc do chiv ky, mét gia tri dwoc xac dinh bai viéc
la chon lugc db chiv ky va khéa cla luge db. Phan c6 thé khoi phuc sé dwoc khoi phuc tlr chi ky
trong qua trinh xac thyee, trong khi phdn khong thé khéi phuc phai duoc cung cdp cho bén xac thue
bang céc phuong thive khac (vi du nd cb thé dwoc glvi hodc Iu trir véi chi ky). Do d6, néu thong diép
dl ngén, toan bg thong diép cé thé dwec phan b vao phan co thé khoi phuc dugrce, va phan khéng thé
khoi phuc duoc sé Ia réng.

- Tao gi4 trj dai dién clia théng diép |y dAu vao la hai phan nay cia théng diép, va dau ra 1a mét
x&u co dinh dang, dwgc goi la gid trj dai dién cia théng diép, |a dau vao cho budc tao chir ky.

- Tao chir ky lay d4u vao 1a gia trj dai dién clia thong diép va khoa chi¥ ky bi mat va dau ra la chi
ky . Qua trinh nay dwoc thire hién bang cach st dung mét hé théng khoa céng khai.

7.2.2 Phan b théng diép

Sy Iya chon lwge @b chi ky va khoéa cho lwge db xac dinh nang lye ¢ cla chir ky, trong dé ¢ phai thoa
mién ¢ 2 7. Théng diép M can dwoc ky sé duoc chia thanh hai phan, M; va M; nhuw sau.

Mot dd dai théng diép co thé khéi phuc dugc c* sé dwoc lwa chon, trongddéc* <c,c*<|M|vac' =
IM| (mod 8) . D&i véi Lwgce @b chir ky 1, c* sé dwece thiét lap bang véi gia tri nhd nhét cda ¢ - A va |M],
trong d6 A= (c — |M{)mod 8.

- Néu |M| = c* thi toan bd théng diép sé& co thé khdi phuc duoc, co nghia la My = M va M, sé 1a
réng.

~ Néu |[M| > c* thi My s& dugc thiét lap bang v6i c* bit bén trai nhat clia M, va M sé duoc thiét 1ap
bang vai phan con lai clla M, ¢6 nghta |a M; chira |M|-c* bit.

Trong ca hai tredng hop, M = M, || M.

CHU THICH 1 D& phuyc vy eac mye dich thye tign, mjt (eng dyng c6 thé mudn cu tric théng diép M dé ddm béo ring diF ligu

ma né can dugc lwu tri hojc truyén dudi dang rd (vi du: théng tin dja chi) dugc phén bé vao phin thong diép khéng thé phuc
héi M2. Tuy nhién, viéc cau tric va bidu dién clia thdng diép M (4 ndm ngoai pham vi clia tiéu chudn nay.

CHU THICH 2 Phuong thirc phan bé théng digp dam bao ring Mz ludn ludn cb db dai la sé nguyén I4n cac xau bd tam, Hon
nra, chon ¢* 1 gia tri nhé nhat cla ¢ - A va |M], trong d6 A= (c — |M|)mod8, ddm béo réng My cang dai cang tét do diéu kién
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nay. Ngoai ra, néu M c6 dd dai la s6 nguyén 1an cac xau bd tam, tire 1a néu IMI 14 bdi s& nguyén cia 8, thi ca My va M s& bao

g6m mét s6 nguyén Ian cac xau bg tam.
7.2.3 Tao gia tri dai dién cla thong diép

Buéc nay sé tay dau vao |a phin cé thé khéi phuc va phan khdng thé khéi phuc clia théng diép, M, va
M., va dau ra la gia tri dai dién clia théng diép F. Diéu nay sé dat dwgc bang cach str dung mét trong
cac phwong phap dwec quy dinh tai cac didu 8, 9 va 10 trong tiéu chuan nay. Cac phuong phap nay
yéu cau phai str dung ham bam h, va trong triéing hop cac co ché thiy hai va thi ba, mét ham tao mat
na g ciing st dung h. Ham bam h dwoc st dung sé dwoc lwra chon trong cac ham bam da duoc tidu
chuan hoa theo TCVN 11816; ham tao mat na g sé dwoc thiét lap bang ham dwoc quy dinh tai Phy luc
C trong tiéu chuan nay.

7.2.4 Tao chir ky

Budc nay lay dau vao 1a gia tri dai dién clia théng diép va khéa chir Ky bi mat va dau ra 1a chi ky L.
Diéu nay sé dat duoc bang cach str dung hé théng khoa céng khai duwgc quy dinh trong Phuc luc B
trong tiéu chuén nay.

7.3 Xac thwe chirv ky
7.3.1 Gi®i thiéu
Mot thong diép da dwoc ky bae gdm hodc chit ky I trong trrdng hep khoi phuc toan bd hodc phan

khong thé khéi phuc dwoc cta théng diép M2* cling véi chir ky £ trong treong hep khéi phuc mét phan.
Mbt chir ky sé dwge chap nhan khi va chi khi qua trinh xac thue thanh céng.

Cho ch ky I va phan théng khang thé khéi phuc dwoc M.*, cin phai thuc hién ba buéc sau day dé
xac thye I va khéi phuc M*, cu thé 1a mé chir ky, khéi phuc théng diép va lp ghép théng diép.

- M& chir ky Iy d4u vao 14 chir ky £ va khda xac thyc cdng khai va dau ra 1a mét gia tri dai dién
clia thdng diép da dwoc khoi phyuc F* hodc tra vé& bao hiéu viéc xac thwe da bi 18i. Qua trinh nay duwoc
the hién bang cach str dung mét hé thong khéa cong khai.

- Khéi phuc thdng diép lay dau vao la gia tri dai dién cla thdng diép da duoc khdi phuc F* va
phan khéng thé khéi phuc ctia thang diép M.*, va dau ra la phan cé thé khdi phuc (da dwoc khoi phyc)
clia théng diép M;* hoac trd vé bao hiéu viéc xac thwe da bj 16i.

- Lap ghép théng diép la qua trinh ma théng diép da dwoc phuc hdi M* dwoc khdi phuc ti phin
c6 thé khéi phuc (da dwoc khéi phuc) My* va phdn khdng thé khéi phuc M2* (co thé réng).

7.3.2 M& chir ky

Buéc nay lay diu vao 1 chiv ky I va khoa xac thure cdng khai va dau ra hodc 1a mét gia trj dai dién cua
théng diép da dwoc khai phuc F* hodc 1a tra vé bao hiéu viée xac thiee da bj 15i. Didu nay sé dat dwoc
bang cach str dung hé théng khoa céng khai dwgc quy dinh trong Phuc luc B cta tiéu chuan nay.

7.3.3 Khéi phuc thong diép

Budc nay lay dau vao la gia tri dai dién clia thdng diép da duoc khdi phuc F* va phan khong thé khoi
phuc clia théng diép M.*, va dau ra Ia phan cé thé khéi phyc (da dwoc khoi phuc) cia théng diép M;*
hodc trd vé bao hiéu viéc xac thuc da bj I5i. Didu nay sé dat dwoc bang cach s dung mdt trong cac

phwong phap dwoc quy dinh tai cac didu 8, 9 va 10 trong tiéu chuan nay. Cac phwong phap nay yéu
14
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cau phai s& dyng ham bam, va trong treéng hop cac co ché thl hai va thi ba, 1a mét ham tao mét na.
Ham bam duoc sir dyng sé dugc lira chon trong cac ham bam da dwoc tiéu chuan hoa theo TCVN
11816; ham tao mat na sé& dugec thiét lap bang ham dwgc quy dinh tai Phuy lyc C trong tiéu chuan nay.

7.3.4 Lip ghép thong diép

Lép ghép thdng diép la qua trinh ma théng diép da dwoc phuc hdi M* dwoc khéi phuc tiy phan co thé
khéi phuc (da dwoe khdi phuc) Mq* va phan khéng thé khéi phuc M.* (cé thé réng). Cé nghia I3, théng
diép M* duoc ghép lai voi nhau bing M* = M;*||M,".

7.4 Quy dinh lwoc 46 chiv ky

Muc dich clia myc 7.4 1a dinh nghfa cac lwa chen can dwoc thie hién dé quy dinh thong nhét cac qua
trinh ky va xac thye dwoc quy dinh trong tiéu chuén nay.

a) Cac bwéc phan bd théng diép va 1&p ghép thong diép duoc dinh nghia duy nhét trong tiéu chuén
nay.

b) Phai chon mdt trong ba tuy chon trong cac buwéc tao gia tri dai dién cla thong diép va khdi phuc
théng diép, nhw dugc dinh nghia trong cac diéu 8, 9 va 10 trong tiéu chudn nay. B4t ky lwa chon nao
trong ba lwa chon nay dugc chon, mét ham bam clng phai duoc chon trong cac ham bam da duoc
tiéu chudn hoa theo TCVN 11816 tly thudc vao didu kién rdng ma bam dau ra sé chira it nhat 160 bit.
Trong hai trong sé ba trréng hop, mot ham tao mat na dwoc yéu ciu thém, va ham dwoc st dung
dwoe dinh nghia trong Phy luc C trong tiéu chuan nay.

c) Cac buwac tao chi ky va md chir ky dwoe dinh nghia duy nhét trong Phu luc B trong tiéu chuan nay,
sy Iwa chon cla khoa chi¥ ky bi mat dwgc st dung trong qua trinh tao chir ky, va trong trwdng hop
Lugc dd chir ky 2 va 3 véi sb mi I&, sy Iya chon giiva chi ky co s& va thay thé va cac ham xac thiyc.
Phuong phap duoc st dung dé tao ra cac cdp khoa chir ky bi mat va khoa xac thuc cong khai dwec
dinh nghia trong Phy luc B trong tiéu chuan nay.

8 Lwgre d6 chiv ky s6 1
8.1 Téng quan

Diéu 8 xac dinh qua trinh tao gié trj dai dién clia thong diép va khoi phuc théng diép cho lwoc dd chiv ky
s6 tAt dinh cho phép khoi phuc théng diép.

Do c4c tan cong co thé xay ra (xem [5] va [6]), lwgc db nay sé chi dwoc sir dung trong cac mai trong
noi cac diéu kién vé mat tinh todn dam bdo ring ké tan cong khang thé co dwoc chir ky trén mét sé
lvgng I&n cac thong diép da dwgrc lya chon.

CHU THICH Lugc dd chir ky s6 1 chi nén str dung trong cac mdi trwmg doi hdi tinh trong thich voi cac hé théng dwoc cai
dél theo phién ban dau tién cla tiéu chuan nay (xem [5] va [6]). Tuy nhién, Lugc db chiv ky s6 1 chi twong thich v&i cac hé
théng dugrc cai dat theo phién ban dAu tién cla tiéu chudn nay s& dung ma bam c6 dd dai it nhét 160 bit.
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8.2 Tham sé
8.2.1 B0 dai theo md-dun

Khéa chix ky bi mat dang st dung dwoc gid dinh dé cé mot ma-dun véi dd dai la k bit (xem Phu luc B).
N6 xac dinh ca ¢, nang Iwc cla chir ky, va do dai clia F, gia tri dai dién cla théng diép.

8.2.2 Cac tuy chon trwéng trailer

Trong lwgc @6 ndy, trudng trailer (dwoe stk dung nhu 1 mot phan cAu tao nén gia tri dai dién clia thong
diép) co thé co dd dai 1a mot hodc hai xau bd tam. Trailer sé bao gbm t xau bd tam (t = 1 hoéc 2),
trong d6 xau bd bdn bén phai nhat ludn ludn béng gia tri 'C' clia hé thap luc phan. Cé hai lwa chon sau

day duoc cho phép. '

- Tuy chon 1 (¢t = 1): trailer s& bao gdm mét xau bd tdm; xau bd tam nay sé bang gia trj "BC”" clia
hé thap luc phéan.

- Tuy chon 2 (t = 2): trailer s& bao gdm hai xau bd tam lién tiép; xau bd tam bén phai sé bang
gia tri “CC” clia hé thap luc phan va xau b tam bén trai sé Ia dinh danh ham bam. Dinh danh ham bam
xac dinh ham bam dang dwoc sl dung.

Khoang tir "00" dén “7F* dwoe danh cho tiéu chuadn 1SO / IEC JTC1; TCVN 11816 quy dinh mét dinh
danh duy nhét trong dai d6 cho méi ham bam da duorc tiéu chudn héa. Khoang tir “80° dén “FF* dwoc
danh riéng cho viéc st dung déc quyén.

CHU THICH Viéc s& dyng tay chon thir hai cn bén xac thirc phai cd mdt phuong tién dbc 1ap an toan dé biét dwoc ham bam
nao dugc sir dung dé xac minh chi¥ ky. Mac di didu nay treée day duge cho 1a tly trudng hop, tuy nhién nd da dwoc chirng
minh Ia sai, [16] (xem thém Phy lyc D).

8.2.3 Nang lwc

Nang Iwc ¢ cta chir ky trong lwoc d6 nay duoc xac dinh boi
c=k—-L,-8t -4

Nhw da duoc dinh nghfa trong muc 7.2.2, d6 dai ¢* cia théng diép c6 thé khéi phuc dwoc phai théa
man:

a)c* = |M,| trong trwdng hop khéi phuc théng diép hoan toan;

b)c — 7 < ¢* < ctrong treéng hop khdi phuc mét phan.

8.3 Tao gia tri dai dién cua thong diép

Trong luoc @b ndy, viée tao gia tri dai dién cla théng diép bac gdm hai bwdc chinh:

- Bam thdng diép,
- Binh dang.

8.3.1 Bam thoéng diép

Théng diép M (trong @& M = M, ||M,) s& |a dau vao clia ham bam h dé thu dugc ma bam H, cé nghia
la, H = h(M). CHU THICH rdng H chira L bit.
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8.3.2 Binh dang

Mot xau co d§ dai k bit sé dwoc xay dwng nhw sau (thue hién tlr trai sang phai).

- Hai bit dworc thiét Iap bang “01”

- Mot bit duee thiét 1ap bang ‘0’ trong trrémg hop 1a khdi phuc toan bg (nghia la M = M) va ‘1’
trong trudng hop & khéi phyc mét phan (nghia 1a khi |M,| > 0),

- k = Ly — |My] — 8t — 4 bit dém tat ca dwoc thiét 1ap béng ‘0,

- M@t bit dwoc thiét lap bing ‘1’ (bit dém cubi cling),

- |M4| bit coa My,

- Ly bit clia H, ma bam,

- 8t bit cta trwdrng trailer T.

CHU THICH 1 : Khi khéi phuc mét phén duoc cung cp, M: duoc gilr cang ngén cang tot dé phi hep véi didu kién ring no sé
14 mot 58 nguyén 1an cla xau bd tam, trong truong hop nay s bit dém bang ‘0" sé it hon 8.

Gia tri dai dién clia théng diép F sé 1a két qua cla viéc x(r Iy xau bén trén tlr trai sang phai trong céc
khéi bén bit lién tiép, cé nghia 13, cac xau bd bdn, theo cac buéc dwdi day.

1. Xau bd bdn bén trai nhét sé gilr nguyén khong thay dbi.
2. Néu xau bd bon bén trai nhat ¢ bit bén phai nhat 13 '0" thi

a) Tat ca xau bo boén tiép theo bang "0000", néu cé, sé dugc thay bang mot xau bd bdn bang 'B' trong
hé thap luc phan; né 13 mét phan cla tredng dém.

b) Xau bd bén tiép theo dau tién khong béng “0000" sé dwec cong XOR véi 'B' trong hé thap luc phan
(nghia 1 “1011") ; day 1& xau bd bén chira bit &&m cudi ciing.

3. T4t ca cac bit tiép theo sé gitr nguyén khéng thay déi.

CHU THICH 2 Bidu nay cé nghfa 12 néu xau bé bén bén trai nhét ¢o bit bén phai nhat dwoc thiét lap 1a '1' (va do d6 khéng cé
‘0" bit dém), thi khong c6 thay ddi duge thye hién abi véi xau bit.

4, Bit d4u tién clia xau két qua (sé ludn bang '0") sé bj x6a, két qua 1a F1a mot xau co k-1 bit.

8.4 Khéi phuc thong diép

Nhw da duoc quy dinh trong Pidu 6, bén xac thuwc phai biét ham bam h nao da dwoc s dung trong
qua trinh ky triedre d6. Do d6 bén xac thyc cling sé biét Lp.

Néu xau bd tam bén phai nhat cla gia trj dai dién cta théng diép da dwgc khoi phuc F*, mdt xau co k-1
bit, bang véi

- “BC" clia hé thap luc phan, thi trailer chi bao gdm mot xau bo tam:

- “CC* clia hé thap luc phén, thi trailer bao gdm hai xau bé tam bén phai nhat clia F*, trong do
Xau bd tam bén trai la dinh danh cla ham bam dwgc st dung. N6 sé duwoc kiém tra dé xac dinh xem né

c6 giéng voi ham bam dwec sl dung bdi bén xac thre hay khong; néu khdng théng nhét thi viéc xac
thire chiv ky sé bij 16i.
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Chir ky £ sé bi tir chdi néu hodc trailer hodc dinh danh ham bam (néu c6) khong thé dugc hidu. Nguoe
lai, qua trinh xac thue sé tiép tuc.

Chir ky £ s& bi tlr chéi néu bit bén trai nhat cla gia tri dai dién clia thong diép da dwoc khdi phuc F* 12
ID'_

MGt bit ‘0’ sé dwoc ndi lién & dau bén trai clia xau (két qua 1a mét xau k bit). Xau nay tiép theo sé dwoc
xC Iy céc khéi bén bit lién tiép tir trai sang phai, nghta 14 cac xau bd bén, theo cac budc dwdi day.

1. Xau bd bbn bén trai nhét sé gilr nguyén khang thay ddi.

2. Néu xau bd bén bén trai nhat cé bit bén phai nhat 13 '0' thi

a) Tét ca xau bd bdn tiép theo bang 'B’ clia hé thap luc phan, néu c6, 1a mot phan cla treong dém,

b) Xau bd bén tiép theo dau tién khong bang ‘B’ clia hé thap luc phan sé 1a sé |a sb dao nguoc thir ty
voi 'B' clia hé thap luc phan dé 14y lai gia tri ban dau clia xau bé bdn nay.

3. TAt ca cac bit tiép theo sé& gilr nguyén khéng thay ddi.

Vi tri cia bit d&m (bén phai nhat) cudi cling da dwoc xac dinh, va do dé da tinh toan dworc tdng sb bit
dém. Bit thi ba clia xau bd bdn dau tién cling cé thé dwoc xr ly d& xac dinh xem chi¥ ky cung cap khéi
phuc mét phan hay toan bd. Trong trirdng hop khéi phuc mét phan, chik ky I sé bj tir chéi néu cé 1on
hon hodc bang chin bit d&m (cé nghia la cd Ién hon hoadc bing tam bit 0). Ngwoc lai, qué trinh xac
thire sé tiép tuc.

T4t ¢4 cac bit cho dén cudi trvong dém sé duoc loai bd tir bén trai clia phién ban da dwec chinh stra
cua F* va trailer mot hodc hai xau b tam sé dwec loai bd tlr bén phai. Xau nhj phan con lai sé duoc
chia lam hai phan.

- Ma bam da dugc khdi phuc H* sé bao gdm Ly bit bén phai nhat.

- Phan da dwoc khéi phuc clia théng diép M;* sé bao gdm cac bit con lai bén trai.

Phan théng diép da duoc khéi phuc Ms* sé dwoc ghép voi M.*, phan khéng thé khéi phuc duoc clia
théng diép, dé dwa vao qua trinh xac thyc va cho ham bam. Néu két qua la gibng nhw H*, c6 nghia la
néu H* = h(M,*||M;"), thi chi¥ ky dwec chap nhan va M;* sé dwoc trd v&; nguoc lai chir ky sé bj tiy
chéi.

9. Lwgc do chiv ky sb 2

9.1 Tong quan

Diéu 9 dinh nghia cac qua trinh tao gi4 trj dai dién clia thong diép va khoi phuc thong diép cho Iwoc dd
chi¥ ky s6 ngau nhién cho phép khéi phuc théng diép.

CHU THICH Lwoc dé chir ky sé nay twong thich véi lwgc db da dwoc biét dén dudi tén goi la IFSSR dugc quy dinh trong
IEEE P1363a, [10]. N6 dwoc dya trén mdt cach chét ché vao mot lvge db da dwgc biét dén dudi tén goi la PSSR, [3).
Phwong thirc tao gia trj dai dién cla théng diép 1a twong ty nhw phuong thire da dugc biét dén duwdi tén goi 1a EMSR3 trong
IEEE P1383a, [10].
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9.2 Tham sé

9.2.1 BJ dai mo-dun

Khéa chilr ky bi mét khi stz dung dwere gia sir 1a c6 mot dd dai mo-dun 12 k bit (xem Phy luc B). N6 xac
dinh ca ¢, nang lyc cla ch ky, va d$ dai cta F, gia tri dai dién cua thong diép.

9.2.2 P dai salt

D¢ dai salt Ls sé duwoc liya chon. Ls s& 13 mdt sb nguyén dwong (Ls > 0) ; 18 mdt gia tri dién hinh cda L.
9.2.3 Cac tuy chon trwong trailer

Trong lwoc db nay, trwdng trailer (dwoc st dung nhu 13 mét phan cu tao nén gia tri dai dién cla thong
diép) c6 thé cb6 do dai 12 mot hodc hai xau bd tam. Trailer sé bao gdm t xau bd tém (t = 1 hoic 2),
trong d6 xau bd bdn bén phai nhét luén ludn bang gia tri 'C' clia hé thap luc phan. Co hai lwa chon sau
day duoc cho phép.

- Tuy chon 1 (t = 1): trailer sé bao gom mét xau b tam; xau bd tam nay sé bang gia trj “BC* cla
hé thap luc phan.

- Tuy chon 2 (t = 2): trailer s& bao gdm hai xau bd tam lién tiép; xau bd tam bén phai sé bang
gia trj “CC" ctia hé thap luc phan va xau bd tam bén trai sé [a dinh danh ham bam. Binh danh ham bam
xac dinh ham bam dang dugc st dung.

Khoang tr “00" dén "7F* dwgc danh cho tiéu chudn ISO / IEC JTC1; TCVN 11816 quy dinh mét dinh
danh duy nhét trong dai dé cho mdi ham bam da dwgc tiéu chudn hoa. Khoang tir “80" tién “FF* duoc
danh riéng cho viéc s dung ddc quyén.

9.2.4 Nang lyc

Nang lyc ¢ clia chi¥ ky trong lwge d6 nay duoc xac dinh béi:
c=k-Ly—-L;—8t-2.

9.3 Tao gia tri dai dién clia théng diép

Trong lwgce dd nay, viéc tao gia tri dai dién clia théng diép bao gbm hai buéc chinh:

- Bam thdng diép;
- binh dang.

9.3.1 Bam thong diép
Ma bam H sé dugc tinh nhw dwdi day hodc theo mét quy trinh gbm cac buwde tuong tu.

Chuyén 6&i do dai bit clia My, hay |M] thanh mét xau C co d6 dai 64 bit sir dung phép chuyén ddi da
dwee mé ta trong diéu 5.

Tao ra mot xau bit ngdu nhién méi S co do dai la Ls bit.
Tinh ma badm H béng céng thirc H = h(C||M,][h(M,)|]S). CHU THICH rdng H chiva Ly bit.
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9.3.2 Dinh dang

Gia tri dai dién cla théng diép F sé& dwoec tinh toan nhw dwoi day hodc theo mét quy trinh gom cac
buwéc twong ty.

1. Cho P 1a mét xau bit chva k + & — Ly — Lg — [M,] — 8t — 2 bit '0' trong d6 & = (1 — k)mod 8.

2. Cho xau bit D duwgc xac dinh béi D = P||'1']|M,]||S, trong d6 '1" |a mét bit. BPé daicla D la k + 6 —
L, — 8t — 1 bit.

CHU THICH : Néu ma bam c6 d9 dai 1a boi sé clia xau bd tam thi xau bit D cling sé& c6 dd dai la bdi sé cla xau bd tam.
3. Ap dung ham tao mét na g cho ma bam H dé tac ra mét xau bit N ¢ @6 dai k + & — L, — 8t — 1 bit.

4. Do dai ciia DONa k + 6 — L, — 8t — 1 bit. Cho D' 1a xau k — L, — 8t — 1 bit thu dwgre bang cach xéa
di & bit & bén trai nhat ctia DGN .

5. Cho FF = D’||H||T, trong dé T la tredng trailer 8 bit, F 1a xau c6 do dai k — 1 bit.
9.4 Khoi phuc thong diép

Néu xau bé tam bén phai nhat clia gia tri dai dién clia théng diép 63 duoc khdi phuc F*, mdt xau cb k-1
bit, bang voi

- "BC”" clia hé thap luc phan, thi trailer chi bao gdbm mét xau bd tam:

- "CC” clia hé thap luc phan, thi trailer bao gdm hai xau bd tam bén phai nhat cla F*, trong dd
x3U bd tam bén trai nhat 1a dinh danh clia ham bam dwoc st dung. N6 sé duoc kiém tra dé xac dinh
xem no ¢6 gibng véi ham bam dugc si dung bdi bén xac thuc hay khong; néu khong théng nhét thi
viéc xac thire chir ky sé bi 16i.

Chir ky I sé bj tir chdi néu hodc trailer hodc dinh danh ham bam (néu cd) khéng thé dwgc hiéu. Nguoc

lai, qua trinh xac thye sé tiép tuc.

Phan thong diép cé thé khéi phuc dwoe My sau dé s& duge khéi phuc tir dai dién théng diép F* da
duoc khdi phyc va phan khang thé khoi phuc duoc Ms nhu dwdi day hodc bang mét trinh ty cac buéc
tuong tur.

1. Thém & bit ‘0’ vao bén trai nhat cla F*.

2.Cho D™ fa k + & — L, — 8t — 1 bit bén trai nhat clia xau két qua, va H* 1a Ly bit tiép theo.

3. Ap dyng ham tao mat na g cho xau H* dé tao ra mot xau bit N* ¢6 do dai k + 6 — L, — 8t — 1 bit,
4,ChoD"=D" @ N".

5. Thiét 1ap & bit bén trai nhat cia D* bang ‘0",

6. Thure hién tir bén trai nhat clia D* tim kiém bit ‘1’ dAu tién. Loai bd bit nay va tt ca cac bit ‘0’ & bén
tréi clia no, sau d6 cho S*1a Ls bit bén phai nhat clia D*, va My*1a céc bit con lai clia D*. Néu khong ¢é
bit ‘1" dau tién thi trd vé bao hiéu qua trinh xac thyc da b I6i va ding lai.

7. Chuyén ddi @6 dai bit clia My* thanh mot xau C ¢ do dai 64 bit s dung phép chuyén dbi da dwoc
md ta trong diéu 5.
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8. Néu H* = h(C|[|M,"||h(M,*)||S*) thi trd vé& phan thong diép co thé khdi phuc dugec My*. Ngugc fai, tra
vé bao hiéu qua trinh xac thye bi I6i.
10 Lwoc dé chiv ky sé 3

Pidu 10 dinh nghia cac qua trinh tao gia trj dai dién cua théng diép va khéi phyc thong diép cho mét
lwge do chi ky sé tat djinh cho phép khdi phuc théng diép.

Luge dd nay gibng hét nhw lwge dd da dwgc dinh nghia tai didu 9 ngoai trir viec S la mét gia tri ¢6 dinh
duoc cho phép cé @6 dai bing 0, cé nghia la Ls = 0 (khéng giéng nhw diéu kién Lg > 0 dwgc dp dung
trong diéu 9). Do dd lwec dd nay 13 tat dinh va khdng ngau nhién.

Salt ¢b dinh S ¢c6 thé dwoe ngudi ky lwa chon. Ngoai ra, né ¢6 thé dwoc quy dinh nhu mét phan cla
cac tham sb mién.

CHU THICH 1 B4 an toan cla lvge db nay twong duong voi mie a9 co thé dat dwec tir viec siv dung "bam toan mién", [1],
[4}.

CHU THICH 2 Lugc db chi ky s6 3 duoc xem 12 nén duge st dung hon luge db chir ky s6 1 - xem didu 1. D6 1a do céc ly do
sau day.

- Cac luge db gidng lwge dd chik ky sb 3 ¢o cac bing chirng toan hoc vé 8 an toan (xem [4]). Tuy nhién, cac kyf thudt chirng
minh ndy khéng 4p dung cho Lwgc db chir ky sé 1.

- Hai lwgre db ¢6 hidu qua twong dwong.
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Phu luc A
(quy dinh)
Mo6-dun ASN.1

A.1 Téng quan

MessageRecoverySignatureMechanisms |
igo(l) standard{0} signature-schemes(%796) part2(2) asnl-module(l)
message-raecovery-signature-mechanisms {0} }
DEFTINITIONS EXPLICIT TAGS ::= BEGIN

IMPORTS

HashFunctions
FROM DedicatedHashFunctions |
iso(l) standard(0} hash-functions{10118) part{3)
asnl-module (1) dedicated-hash-functionsi0) } ;

SlanaturewWithiessageRecovery ::= SEQUENCE |
algorithm ALGORITIM.&id{ (MessageRecoveryl),
parameters ALGORITHM.&Type ({MessageRecoveryl{dalgorithmi) OPTICNAL

HMessageRecovery ALGORITHM :ix
dswmr-mechanismlh
dswine -meshanism2h
dswinr-mechanism3n
dswinr ~mechanismli
dawnr-mechanismai
dswrr-mechanismit
dswimr-nechanismli~shal
dswrr-mechanismdfi-shal
dswinr-nmechanismih-shatl
dswrr-machanismlN-shal
dswmr-mechanismZi-shal
dswmr-mechanismli-shal,

-- Expect additional signature scheme objects —-
i

dswmr-mechaniamlp ALGORITHM ::= |
OID machanismlh PARMS HashFunctions
b

dswmr-mechanism2f ALGORITHM ::= (
OID mechanism2f PARMS HashFunctions
}

dswmr-mecnanism3f ALGORITHM ::= |
OID mechanism3A PARMS HashPunctions
i

dswumr-mechanismlN ALGORITHM ::= {
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)

dswmr-mechanismZi ALGORITHM ::= [

Q1D mechanism2WN PARMS Hashbunctions
t
dswmr-mrechanismiN ALGORITHM ::= |

QID mechanism3l PARME HashFunctions
]

dswme-mechanismlAi-shal ALGORITHM ::= [ OID mechanismli~-shal )

dswmr-mechanism2A-shal ALGORITHM ::= { QID mechanism2A-shal )
dswmr-mechanism3A-shal ALGORITHM ::= { QID mechanism3f-shal }
dewmr-mechanismlN-ghal ALGORLITHH ::= | OID mechanismlN-shal |
dswmr-mechanismnZl-shal ALGORITHM ::= | GID mechanismZM-shal |
dswnr-mechanism3N-shal ALGORITHM ::= | QLD mechanismiN-shal }
-- Cryptographic algorithm identification --
ALGORITHM i := CLASS (

&id OHJECT IDENTIFIER UNIQUE,

LType OPTIONAL
b WITH SYNTAX | OTD 4id {PARMS EType] i
-=- Message recovery signdature mechanismg --
Qlb ;= OBJECT IDENTIFIER -~ Alias
signatureMechanismi OID t:= {

iso(l) standard(0} signature-schames (9796) part2 (2] mechanism {0}
dlternateil) }

u

mechanismlA QID ::= { signaturedectanismA mechanisml (0} |

mechanism2i QID ::

o

{ signatureMechanismh mechanism2 {1} 1

mechanism3a OIN ::= | signatureMechanismd mechanism3 {2}

signatureMechanismi OID 1:= |
iso(l) standard{(0} signature-schemes (3796} part2{2Z} mechanism{0) noxrmalil) }

mechanismlN OID ::= ! sigratureMechanismM mechanisml {0} }
mechanism2N OID ::= { signatureMechanism¥ mechanism2{l} }
mechanismiy Q1D ::= { signatureMechanismd mechanism3{z} }
-~ Combined signature scheme and hash-funstion mechanisms --
mechanismA-Hash QID ::= |
iso{l] standard{(0} signature-schemes{2796) part2{2}
mechanismliash{2} alternate(0}) )

mechanismlA-shal QID ::= [ mechanismiA-llash mechanisml=SHAL(D) }
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wechanism2hi-shal 0ID ::= [ mechanismi-i{lash mechanism2-SHR1{1l) |
mechanismif-shal QID ::= ( mechanismi-Hash wechanismd-SHAL (2) }
mechanismN-Hash OTD ::= |

iso{l} standard{0} signature-schemes(9796} part2({2)

mechanismHash{2) normal(l) 1}

mechanismlM-shal OID ::

{ mechanismM=Hash mechanisml=-SHAL(0) }

mechanism2il-shal QID ::= | mechanismN-liash mechanism2-SHALl (1) }

mechanism3t-shal OQID ::= { mechanismM-Hash mechanism3-SHAI (2} }

THD -- MescsageRecoverySignaturelechanisms -

A.2 Sir dung cac dinh danh ddi twong di kém

Mbi lwgre dd chir ky déu st dung mét ham bam, mét day bao gém mdt dinh danh thuat toan va cac
tham s lién quan. Do dé, dinh danh ddi twong clia lvgc dd chik ky ¢é thé duoc di kém véi mot trong
cac dinh danh thuat toan ham bam chuyén dung dwoc quy dinh trong ISO/IEC 10118-3 va cac tham sb
lién quan.

S dung ky hiéu gia tri ASN.1 XML, mét gié tri cé kiéu SignatureWithMessageRecovery sir dung co
ché x( Iy chir ky thang thwéng 1 dwoc dinh nghia trong tiéu chudn nay va ham bam SHA-1 dwoc dinh
nghta trong ISO/IEC 10118-3 dwoc biéu dién nhu sau:

<ZignaturedithMessageRecovery>
<algorithm> 1.0.9796.2.0.1.0 </algorithm>
<parameters>
<llashfuncr ions>
<algorithm»> 1.3.14.3.2.26 <falgorithe>
<parameters/>
</HasnFunctions:>
</parameters>
</SignarureWithblessagelecovery>

Mot gia tri co kidu SignatureWithMessageRecovery st dung dinh danh déi twgng két hep cho co ché
Xt ly chi® ky théng thwdng 1 va ham bam SHA-1 cé dang don gian nhw sau:
<SignatureWithMessageRecovery>

<glgorichm> 1.0.9796.2.2.1.0 </algorichm>
</SignazuraWichMessageRecovery>
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Phu luc B
(quy dinh)
Hé théng khoa cong khai cho chi ky sb

Phuy lyc nay dinh nghia mgt hé théng khoa céng khai. Hé thdng khoa cong khai nay bao gbm ba phan
chinh:

- Tao khoa, phuong phap tao mét cép khda gom mdot khoda chir ky bi mat va mét khoéa xac thue
cong khai,

- Tao chir ky, phuong phap tao mdt chik ky Z tir gia tri dai dién cla théng diép F va mot khoa chi
ky bi mat, va

- Md chi¥ ky, phwong phap thu dwec gia tri dai dién cha thong diép da dwoc khoi phuc F* tlr chiv
ky Z va khéa xac thwre cong khai. Dau ra cla ham nay cling chira mét bao hiéu xac dinh xem thi tyc
m& chir ky da thanh cong hay bi 16i.

B.1 Thuat ngl¥ va dinh nghia

Trong phuy luc ndy &p dung céc thuat ngl va dinh nghia trong tiéu chuan nay va dudi day:

B.1.1

Mo6-dun

S6 nguyén két qua clia viéc tao ra hai s6 nguyén té, la thanh phan cau tao nén cac khoa cong khai va
khoa bi mat

B.1.2

Khéa chi¥ ky bi mat

Ma-dun va sb mii chir ky bi mat

B.1.3

Khoa xac thwe cong khai

M&-Gun va sé mi xac thyc cong khai

B.2 Ky higu va chir viét tat

Trong phy luc ndy &p dyng cac ky higu va chir viét tat dwoc quy dinh trong tiéu chuan nay va duéi day:

f S6 nguyén véi F 1a biéu dién nhj phan cla no.

* S6 nguyén dugrc tinh toan trong qua tinh mé chir ky.

o S6 nguyén dugc tinh toan trong qua trinh tao chir ky.

Jr S6é nguyén dugec tinh toan trong qua trinh mé chir ky.

n Mé-dun (thanh phan cla khéa chir ky bi mat va khoa xac thwe cdng khai).
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P, q Céc thira s6 nguyén t6 ctia mo-dun.

s Sb m chie ky.

v Sb mi xac thye

lem(a,b) Boi s& chung nhd nhét ctia s6 nguyén a va b,
min{a,b} Gia tri nho hon trong hai gia tri a va b.
(a|n) Ky hiéu Jacobi clia a theo n.

CHU THICH 1 Cho p 1a mét s& nguyén 16 1& va a 1a mét sé nguyén duong. Biéu thirc sau dinh nghia ky higu Legendre theo p.
(alp) = a®Vimod p.

Ky hiéu Legendre clia bdi s6 ciia p véri p bang 0. Khi a khéng phai 1a bdi sb clia p, ky hiéu Legendre ctia a theo p 1a +1 hoac -1
thy thudc vao a Ia hay khdng la binh phwong mé-dun cia p.

CHU THICH 2 Cho n 1a mét sb nguyén dwrong 1é va a la mot s& nguyén 18, Ky hiéu Jacobi cla a theo n la két qua clia ky hiéu
Legendre clia a theo cac phan tr nguyén té clia n (I4p lai ky hiéu Jacobi cho c4c phén tir nguyén t da Iap lai). Do dé néun =
pq. thi (aln) = (alp)(alg). Ky hiéu Jacobi clia a theo n van c6 thé tinh dwge ma khong can biét cac phan ti nguyén t cla n.

B.3 Tao khoa

CHU THICH Khéng c6 mét phuong phap vé xac thyc khda cong khai nao dwgc quy dinh trong tai liéu nay, né dam bao cho
mbt 16 chire (13 15 chive tao cap khoa, td chire st dyng khoa cong khai hoac mdt to chirc thir ba trung 13p) ring mét khoa cong
khai ndo dé co tuan theo dinh nghia sé hoc clia khoa cong khai hay khéng. M6t khoa cong khai khéng hep 1é ¢6 thé tén tai do
16i tinh toan do so ¢ khi tao khéa hodc hanh ddng cd chl ¥ cla doi phurong. Viéc str dung mdt khoa cdng khai khdng hop 16 s&
chong lai tat ca moi dam bao an toan, bao gdm kha ndng ddi phwong khong thé gid mao mdt chix ky hodc kham pha ra khoa
bi mét lién quan. Ngudi st dyng mong mubn dugc dadm bao tinh hop 1& vé mat s hoc clia khda cong khai trvée khi st dyng
nd nén sl dung cac phwong phap khéc, vi du nhw cac phwong phép trong ISONIEC 9796-3. LA nguyén Iy chung clia tat ca
cac hé thdng mat ma, viéc sl dung mdt khda céng khai hgp 18 nhung dwec tao ra mét cach khong chinh xac (vi dy nhw dwoc
tao ra tir mat ngudn khéng da ngAu nhién), hodc mdt khéa bi mét dwoc bao vé mét cach khdng chinh xac cling co thé chéng
lai t4t c& mgi dam bao an toan, Kiém tra tinh hop 1& clia cac cai dat c6 thé giam thidu cac rli ro ndy cling nhw kha nang céc
khéa khdng hop 1& duge sir dung. Tuy nhién, né khéng cung cép sy dam bao cy thé rdng khoa cbng khai cho trrérc d6 c6
hop 1€ trén thye t& hay khéng.

B.3.1 S6 mi xac thwe cong khai

Méi thiee thé ky sé lpa chon mét sé nguyén duong v 1am sé mi xac thywe cdng khai. S& mi xac thuc
¢6ng khai nay c6 thé dwoc tidu chun hda trong cac (ng dung cu thé.

CHU THICH Cac gia tri 2, 3, 17 va 65537 co thé c6 mét sé vu didm vé mat thyc té.
B.3.2 Cac thiva sb nguyén té bi mat va sé mé dun céng khai

Mai thuc thé ky sé lwa chon mét cach bi mét va nglu nhién hai s6 nguyén td 16n khac nhau p va g theo
cac didu kién sau day.

- Néu v1a s 18, thi p — 1 va g — 1 sé 1a nguyén té cling nhau véi v.
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- Néu v 1a s6 chdn, thi (p — 1)/2 va (¢ — 1)/2 sé la nguyén tb cling nhau véi v. Hon niva, p va g
phai khéng déng dw véi nhau theo mod 8.

S6 déng dw cong khai n duoc thiét lap bing tich clia p va g, c6 ngha la n = pq. Kich thwdc clia n theo
bit xac dinh gia trj cha k nhw sau

¥ l<ng2k -1

CHU THICH 1 M6t s6 didu kién bd sung cho viéc lya chon sé nguyén td co thé d& ngain chan viéc bj phan tich clia mo-dun.
CHU THICH 2 Mét s6 dinh dang clia s6 ddng dw don gian hoa vigc gidm thiéu mé-dun va yéu cu it lwu trir bang hon. Vi dy
cla céc dinh dang nay la

n = 264% = r clia d¢ dai k = 64x bit,

n = 25 4 rclia 9 dai k = 64x + 1 bit,

trongdo: 1<y < 2xvar < 258 < 2r,

Déi véi moé-dun cé dinh dang 264 — r, 8y bit quan trong nhét béng 1, trong d6 8y nhiéu nhat bing mot phén tw do dai sé dbng
dw. D6i véi md-dun ¢b dinh dang 284% + r, bit quan trong nhét bing 1 va theo sau nd 1a 8y bit bang 0, trong d6 8y nhiéu nhét
béing mdt phan tw 4§ dai sb ddng du.

B.3.3 S mi chiv ky bi mat

Sb mii chir ky bi mat sé la bat ky mot s6 nguyén dwong s ndo sao cho sv — 1 1a boi s6 cua

= lem(p —1,q—1)néuvlasé g

- lem(p — 1,9 — 1)/2 néu v 1a sb chén,

CHU THICH Nhin chung, s 14 gia trj nhé nhét ¢ thé.

B.4 Ham tao chir ky

Gia trj dai dién cua thdng diép F la mét xau k — 1 bit, trong do bdn bit bén phai nhat bang “1100” (‘C’
trong hé thap luc phan). N6 |4 biéu dién nhi phan clia mét sé ngquyén dwong dwoc ky hiéu la f.

S6 nguyén J duge dinh nghia nhu sau:

- néuvlasdléthif = f,

- néuvlaséchanva (fln) = +1thiJ = f,va

- néu v la sb chdnva (fln) = —1thi J/f/2.

CHU THICH Néu v 1a s8 1é thi bidu thirc trén dam bao rdng ky hiéu Jacobi cla J theo n ludn bang +1.

Chi ky I 18 mft xau bi co d§ dai k — 1 bit twong g véi sb nguyén min{/*mod n,n ~ (JSmod n)} st dung quy wéc da dugc
md ta trong Biéu 5.

B.5 Ham m& chir ky
Chi ky Z 1a mot xau k — 1 bit, d6 la biéu dién nhi phan cla sé nguyén dwong nhd hon n. S nguyén
nay sé tang lén theo s6 md v mod n dé thu dwoc J* co nghia la

] =I’modn.

S6 nguyén f* sé duwoc tinh nhw sau.

- Néu v1a s 18 va

- néu J* mod 16
- néu J* mod 16

12thi f*=J*,
n—12mod 16 thi f* =n—J".

1l
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- Néu v la sb chan va

% néu/*mod8 = 1thi f* =n-J*,
- néu/*mod 8 = 4thi f*=J*,
- néu /*mod 8 = 6thi f* =2J°,

- néu J* mod 8

7thi f* = 2(n—J*).

Chir ky I sé bi tir chéi trong tat ca cac trieéng hop khac; né cling sé bj tir chdi néu f* mod 16 # 12, va
néu f*khong thda man f* < 21 -1,

Gia tri dai dién cla théng diép da dwoc khoi phuc F* 12 xau bit ¢d do dai k — 1 twong rng voi s6
nguyén f* st dung quy wée da dwge mé ta trong Didu 5.

B.6 Ham tao chir ky thay thé

Néu v 1a sb 1€ thi ham nay ¢o thé dwoc st dung nhw 1a mét sy thay thé cho ham trong Diéu B.4. N6 sé .
dwec st dung cling véi ham mé chir ky trong B.7.

Gia tri dai dién clia théng diép F 1a mot xau k — 1 bit, trong d6 bdn bit bén phéi nhat bing “1100” (‘C’
trong hé thap luc phan). N6 1a biéu di&n nhj phan cla sb nguyén dwong dwoc ky higu la f

S6 nguyén J dwoc dinh nghia la J = f.

Chir ky £ 1a mdt xau bit cé do dai k bit twong (ng v&i sd nguyén [*mod n st dung quy wéc da dwoc
mé ta trong Diéu 5.

CHU THICH Sw khac nhau gia ham nay va ham & Diéu B.4 1a chir ky I ludn ludn 4 /*mod n; khong cé budc “gia tri tuyét
adi" dugc thuc hién dé lwa chon gia tri nhd hon gitra [*mod n va n — (J*mod n).

B.7 Ham mé& chib ky thay thé

Néu v la sé 1 thi ham nay c6 thé dwec s dung nhw 2 mdt su thay thé che ham trong Didu B.5. N6 sé
duoc st dung cung véi ham tao chir ky trong B.6.

Chir ky I 1a mét xau k bit, @6 1a biéu di&n nhj phan clia sé nguyén dwong nhd hon n. S6 nguyén nay sé
tang lén theo sé mi v mod n @& thu dwoc J*, ¢6 nghia 13

J" =Z"modn.
Sé nguyén f* sé duoc tinh bang f* = J*.
Chir ky I s bj ttr chéi néu f* mod 16 # 12, va néu f* khdng thdaman f* < 21~ 1,

Gia tri dai dién cua thong diép da dwoc khodi phuc F* 1a xau bit co @ dai k -1 twong (ng véi sb
nguyén f* st dung quy wéc da duwge md ta trong Diéu 5.

CHU THICH Sy khac nhau gifra ham ndy va ham & Diéu B.5 1a s6 nguyén f* ludn bing J% khdng cin thiét phai

"disambiguation” gitka J*van — J*.
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Phu luc C
(quy dinh)
Ham tao mat na

Phu lyc nay dinh nghfa mét ham tao mat na dwa trén ham bam.

CHU THICH Ham nay l1a m& rong clia ham da dwgc dinh nghfa dudi tén goi 1a MFG1 trong IEEE Std
1363-2000, cho phép dAu vao d4u ra 1a cac xau bit. N6 twong ty véi dé xuét cla Bellare va Rogaway.

Mot ham tao mit na 14y ddu vao 1a mét xau bit Z va db dai mong doi clia dau ra Ly, va dau ra la mot
xau bit N co do dai béng gia trj do.

C.1 Ky hiéu va chiy viét tat

Trong phy lyc ndy cling véi cac ky hiéu da dwoc dinh nghta trong Didu 4, cac ky hiéu va chir viét tat
dwéi day dugce ap dung:

Ly D6 dai (tinh bang bit) clia dau ra clia ham tao mat na g.
Lz Do dai (tinh bang bit) clia xau bg tam 2.

N PAu ra clia ham tao mat na g (mét xau bit).

V4 M&t x&u bit dau vao ciia ham tao mit na.

C.2 Yéu ciu

Viéc st dung ham nay ddi hoi phai Iwa chon mdt ham bam. Ham bam nay, duwoc ky hiéu la h, sé dugc
thiét 1ap béng ham bam h nhuw trong doan (c) ciia Diéu 6. Chiing ta ky hiéu dd dai diu ra ctia h theo bit
1& L.

C.3 Chi tiét ky thuat

C.3.1 Tham sé

Mét dau vao clia ham g la do dai mong mudn theo bit clia dau ra, 13 s6 nguyén dwong L.

C.3.2 Tao mdt na

Xéau bit N sé duwgrc tinh toan nhw sau hodc theo mét trinh tw cac bwdc twong ty.

T Néu L. vurot qua giéi han vé d dai (264 - 33 dbi véi Ham bam chuyén dung 1 va 3 trong
ISO/IEC 10118-3), hodic néu Ly > Ly, x 232, xuét ra bao “I6i" va dirng lai.

2. Cho N 1& mét xau réng.

3. Choi=0.

3.1 Chuyén dbi / thanh mdt xau bit C ¢ do dai 32 bit st dung phép chuyén dbi da dwoc mé ta trong
Piéu 5.

32 Cho N:= N|JA(ZI|C).

33 Choi:=i+1,

34 Néui<[Ly/Ly, quay lai bwdc 3.1.
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4. Xuétra Ly bit bén trai nhat clia N.
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Phuluc D
(tham khao)
V& dinh danh ham bam va sw Iwa chon dé dai cé thé khai phuc dwec cia théng diép

Nhuw dwoc quy dinh trong Didu 6 (Yéu ciu), ngudi ding cac luvgc dd chi ky dwoc quy dinh trong tiéu
chuén nay phai Iwa chon mdt ham bam khang va cham h. Diéu quan trong 1a bén xac thuc ¢é nhiéu
cach dé xac dinh ham bam nao da duwgc st dung khi tao ra chir ky, dé qua trinh xac thyc ¢6 thé dién
ra mét cach an toan. Néu cé mét td chirc thir ba nguy hiém cé thé thuyét phyc bén xac thyc rang mét
ham bam "yéu" da dwoc str dung dé tao ra chir ky (vi dy nhw mét ham bam thiéu tinh chat mét chiéu)
thi t& chirc thir ba nay c6 thé thuyét phuc bén xac thuc rang mot chi ky ¢6 hiéu luc thuc sy da duge
ap dyng cho mét thong diép “sai”.

Ba lugc db chir ky s6 dwoc quy dinh trong tiéu chudn nay cho phép mét dinh danh ham bam chira
trong gia tri dai dién clia thong diép F (xem 8.2.2). Néu dinh danh ham bam dé chira trong F theo céach
nay thi ké tan cong khong thé st dung lai mot cach gian [an mot chi ky da ton tai véi cing M; va khac
M, tham chi ngay ca khi bén xac thyc co thé bj thuyét phuc chap nhan cac chir ky da duoc tao ra
béng mot ham bam dd yéu ma tién anh ¢ thé dugc tim thay. Didu nay dwoc cho 1a co thé gidi quyét
duoc van dé da dugce dé cap dén trong doan trude.

Tuy nhién, nhw @4 tho luan chi tiét trong [16], ngay ca khi mét dinh danh ham bam dwoc bao gém
trong gia tri dai dién cta thdng diép, ké tan cong khac déu co thé xay ra néu bén xac thuc co thé b
thuyét phuc bang mot ham bam “yéu" da duoc st dung. Tir yéu & day ¢ nghia 13 ham bam thiéu tinh
chat mot chidu, cé nghia 12 véi mot ham bam cho treedc cé thé tinh toan dé tim ra xau dau vao anh xa
dén ma bam nay bdi ham bam. (CHU THICH rang chinh xac thi kiéu yéu nay trieac tién phai dugc thic
day bdi sy bao gdm clia mét dinh danh ham bam trong gia trj dai dién cta thong diép.

Céc thn cong durgc mo ta trong [16] hoat dong theo cach thire chung sau day. Ké tan céng tao ra “chir
ky" ngdu nhién va ddi véi mdi “chi ky” nay ap dung mét ham xac the cong khai clia thyc thé ma chiy
ky cia né muén gid mao, va thu dwec "gia tr dai dién cla thdng diép da dwoc khoi phuc” (day la buéc
“m& chir ky”). Phén tiép theo cla tan cong sé rét khac nhau tly thudc vao dinh dang clia gia tri dai dién
cla thdng diép, nhung bat bude ké tAn cong phai xem xét xem gia tri dai dién clia thong diép da duoc
khéi phuc cé dinh dang dung twong (ng véi chir ky that va ring dinh danh ham bam trong xau nay 1a
dinh danh tuwong (rng voi mot ham bam yéu hay khéng. Kha ndng xay ra viéc nay fa rat khac nhau,
nhung cé thé Ién dén 2% (va do d6 ké tan cong khéng can phai thir qua nhidu “chir ky ngdu nhién”
tredre khi tim dwgre mét chir ky cé cac thude tinh mong muén).

V6i “chiv ky" nay, ké tan cong co thé nhing ma bam vao trong gid tri dai dién cua thong diép da dugce
khoi phuc, va loi dung thuc té 12 ham bam yéu d& phat hién ra mét phan théng diép khong thé khoi
phyc dugc, ma khi két hop véi phan co thé khéi phuc dwgc cb trong gia tri dai dién cla théng diép,
bém dé c6 dwgc ma bim mong mubn. Nhw thé, ké tén cong ¢ thé gid mao mot chir ky méi véi mot My
“ngau nhién”. Do do, ké ca khi cé dinh danh ham bam trong gia trj dai dién clia thong diép ciing khong
tranh duwoc viéc doi hdi ngudi xac thike phai cé mét phuwong thire doc Iap an toan dé biét dwoc ham
bam nao dugc st dung dé xac thuc chi ky.
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Thao luan nay ciing lién quan dén viée lwa chon do dai c6 thé khdi phyc dwoce c* cho lwge dd chir ky 2
va 3. Nhw da dwoe mo ta trong 7.2.2, ¢* s& dwoc Iya chon thda man diéu kién ¢* < ¢, nang lwe cla
lwoe dé chir ky. c* thwong dugc mong doi 1a gan bang ¢ dé téi da do dai phan cd thé khai phuc duorc
clia théng diép, va do d6 téi thidu do dai phan khang thé khéi phuc dugce cla thdng diép. c* duoc
khuyén nghi iwa chon la mét s bat ky nhé hon ¢ (vi du nhuw ¢-16, c-24 hodc ¢-80, tly theo dd kho
mong mubn), dé lam cho cac cudc tan cong theo hinh thirc da dwoe md ta & trén tré nén kho khan
hon.
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Phu luc E
(tham khao)
Vidu

Phu luc ndy bao gdm tAng cong 12 vi du vé tao chir ky va xac thuc chix ky lam viéc theo ba lwoc d6 da
dworc quy dinh trong tiéu chuan nay, cing véi hai vi dy vé tao khoa.
Phu lyc E.1 bao gdm céc vi dy v&i s6 mi cong khai béng 3.

- E.1.1 bao gdbm mot vi du vé tao khoa.

- E.1.2 bao gém ba vi du v& tac va xac thuc chir ky, tht ca déu la khoi phuc toan b thong diép.
Déi voi méi lwge dd dwgc quy dinh trong tiéu chudn nay cé6 mét vi dy twong Gng.

- E.1.3 bao gdm ba vi du v& tao va xac thyc chir ky, tat ca déu 1a khéi phuc mét phan théng diép.
Déi vai méi lwge do dwoc quy dinh trong tiéu chudn nay ¢6 mét vi du tweng ng.

Phuy lyc E.2 bao gdm céc vi du véi sé mi ¢ong khai bang 2.

- E.2.1 bao gébm mét vi dy vé tao khoa.

- E.2.2 bao gdm ba vi dy vé tao va xac thye chi¥ ky, tat cd déu |a khoi phuc toan bd thdng diép.
Doi véi moi e dd dwge quy dinh trong tiéu chuan nay co mot vi dy twong (rng.

- E.2.3 bao gdm ba vi du vé tao va xac thwe chir ky, tat ca déu 1a khai phuc mét phan thong diép.
Béi voi méi lwoe db dwee quy dinh trong tiéu chudn nay co mét vi dy twong tng

E.1 Cac vi du v&i sé mii cong khai bing 3
Phu luc E.1 bao gém céc vi du véi khda cdng khai co s6 mi béng 3.
E.1.1 Vi du vé qua trinh tao khoa

Khoa trong vi du ¢6 mé-dun k = 1024 bit véi s6 mi ¢ong khai v = 3.

p= FBIGL451 995CB2FO S27CAAAF DB3FBA254 SDOOAOLD YB2BDE3D 2E7BSEID OCYETS1E
B7FAGFCE8 EBGESFED NCE3435A 9D043R9Y9 93F3E473 DI3FA88E D35T770C6 77A94931
g= FFOERFCN 70585166 ABCDBEYD 36ET75290 2r32B863 068016B6 ASOF2EA3 41B882EF

6F570122 F9202898 EFFF7329 1818F25]1 BFOSSD6F 208F33CDH CEFA767A 56BAB24]

86 déng dw cdng khai n la két qua clia cac thira s6 nguyén tb bi mat p va q. D6 dai clia no 1a 1024 bit.

ns= cARSEDIY EEFICE3R L29814B6 EEAALSAD CO60BR3I7 EBIAS1IES ARDISEDD ADLFD334
CRORE20C O087BIDDF 1F78A397 62B5F20A 7A730086 30913CD2 EEGQ0L83C E249DD16
SCA4EB3A EQA20851 13D73050 AATIAYZ6 HEFBFF3IZ C89BLANE SRHSB39Y% VYRCS2521
014933163 625F2963 SABBFAMNY AMI4CAF3 C0ODD2470 DEFCEB39 2429110A Cl49A77L

S6 mi clia chir ky bi mat s bang nghich dao phép nhan ctia v mod lem(p — 1,9 — 1).
$=  OR71B48C DF4A1342 SEIBABE? 9F471638 92AKB277 AYCBC3I69 BICADLOS 3COIFE22
33267ECO 805A7693 FEAS06D0 FY723F6B 1A6FTS5A ECBOBIDE 1FA40102 44186936

316AACAB F39B37BF ©105DFAQ AEAGOBEBZ C17306F2 179FZED4 704DSACE BCBl41CO
C9330F5A 500823CE G7ESED81 VFBAS100 5%EYS41B 498C91F4 1ABEECIO 622Z0E72B

E.1.2 Cac vi du vé khéi phyc toan b
O day trinh bay ba vi dy v& tao va xac thuc chiv ky, méi vi dy twong tng véi mét trong ba Iwoc dé.
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E.1.2.1 Vi dy vé lwee dd chiv ky 1

Vi du nay str dung ham bam chuyén dung 3 trong ISO/IEC 10118-3 (con dworc biét dén véi tén goi la
SHA-1).

E.1.2.1.1 Qua trinh ky

Théng diép duoc ky 1a mét xau bao gdm 64 ky tw ma ASCII nhw sau.
abcdbedecdefdefgefghfghighijhijkijkl jkimklnnlmnomnopnopgopqrpgrs

Trong hé thap luc phan, thong diép M la mét xau co d¢ dai la 64 xau bd tam, nghia la 512 bit nhw sau,

M= 61626364 626364965 63646566 64656667 65666768 66676865 6768B696A 6HAIGAGR
GICALBEC GAGRGCED 6BECHNGE 6C6DGEEF ADEEGFT0 6C6F7071 6FT07172 70717273

160 bit ma bam duoc tinh toan bang cach ap dung SHA-1 cho 512 bit cla M.
H=  7TY9EAUCTE FO056373 FFDEASAA D3BIDDIC 8BUCOLIA

Binh danh trong trwéng trailer xac dinh ham bam dwoc st dung; ISO/IEC 10118-3 thiét lap dinh danh
cho ham bam chuyén dung 3 gié trj “33". Do d6, tredng trailer T bao gdm 16 bit sau day.
T= 33¢C

Théng diép 1a di ngén dé khai phuc toan bd. 1024 bit clia xau trung gian S; két qua clia viéc ndi hai bit
clia tiéu dé bang “01”, bit di¥ liu thém dwoc thiét 1ap bang ‘0", 332 (= 1024 — 512 — 160 ~ 16 — 4) bit
dém bang ‘0", bit bao quanh bang 1, 512 bit clia M, (=M), 160 bit clia H va 16 bit cta tredng trailer T.
Xau S, ¢o thé khoi phuc két qua cla viée thay thé 82 xau bd bon dém bing ‘0’ bing 82 xau bd bdn dém
bang ‘B’ va twong tw dbi véi xau bd bbn bao quanh bang ‘1’ thay thé bang ‘A’.

S;= 4BBBSBRBB BBBBBBLEB BBBGBBBRE BEIERSBE SEBBBEBS BEBEBGEE BHBBBBEB
BBRBBBLRB

BEBRGEBR BBEDBRRA BRBAGL162 63646263 64656364 65666465 66676566 67656667
0E696768 69RNGHA9 GAGBEIGA GBECHNEE 6CHDANEC GDEEACEN BE6FGDOE GFT06EGF
TATL6ETO 1727071 FZV3T9ER 0CTGEDOS 6373XFD6 ASAAD3EY DDO0BBOC 0EO433CC

S6 nguyén co thé khoi phuc f,1a sé nguyén dwong khéng déu biéu dién S. ftang theo Iy thira bac s
theo mo-dun n. Két qua dugc biéu dién bdi mét sé nguyén dwong khéng dau tam thai .

t= 06369220 SELFEONS 7DFE03C]1 ESEE6025 B4EF2EG69 3IESC3CHE BAOQOSTE 408GOA3S
FCAG6D88 33795ACT 21191515 FEBSZ2CAD C80OF315C 86142051 ED322775 9FI07934
421D615F 39792C40 1319F232 CFFC18N0 12D17A02 442ESBBF B17DCFCS 654BEFS9
5F300A15 365CD5D0 BDZ27948E CU3GF7CE BATTH982 472EBO921 742417403 BE8B63ASB

Vi két qua trén 1én honn/2, chirky £ = n—t.
2= 24725B14 S0DIED33 54A210FS 0BBBRS28 OB718CCE ACSE1549 F1039362 6D59CBFE
CEF57483 DS01CA1D 8ESFRESL 6430C55C E263CF29 AATDICA1 012DFOCE 431963E2

SHB789DY AGCBEZLL O0QBD3E1C 7A763)56 AC2HBRS30 8463FDLE ACDDAREDA 997935C7
R543274E 2C0253%2 9D91€618 FODBCD30 066SCAEE ITCE6217 BOG4R93E TABE43CY

Théng diép da ky cé 128 xau bd tam chi bao gbém chi ky vi M2 1a réng.
E.1.2.1.2 Qua trinh xac thwc
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Chix ky Z 1a mét xau nhj phan dai dién mot sé nguyén dwong khéng dAu, nhd hon n/2. S6 nguyén nay
tang theo lly thira bac 3 mé-dun n, do dé thu dugc s6 nguyén f..

fi= AEED3179 13361270 16DCS8FR 32EESY%2 04A4FE7C 2FSE9G2C EF4TLD2L ra24177%
NDFEN2650 4CBF6223 63BE4234 FFS1BFAT 180D9N21 CB2ADUGD BYFBBZL™ THRE1TOAF
313BB3ID2 76DTASE? AYGRCHES DYOTIEBR 528E93C6 SB29ECT0 EFEBCB2R BFH436BI]
9421CiF2 FUECRBF1 EB4580BD YNIDDIEE 5SDGY249A 395217AF A65BHSFD FZBST3A3

Vi f; 1a ddng duw véi (n — 12) mé-dun 16, né dwoc thay thé bdi phan dw cla né véi n, cé nghia fa sb

nguyén dugc khéiphuc 1a f' =n— f.

f = 433RBRNE BABRBBRE BBEBRGBLR BGBAPRRBR BRBEBRBR BLBIRBEE RE3RBRBR B3RB3EBR
BEBRBBBR BBBBEB3B BBBAG162 63646262 61656364 65666465 AGETES6E HTEBRGET
68596768 6I6AERGY GAGBEOGA GRECEAGR ECARDEREC GDEE6GCHED GEAFEDEF, GFTIGEEF
I0TLGFT0 11727071 T27379EA OCTEFONS E6373FFDE ASAADIRO DDY0EBROC UEY433CC

f'. duoc biéu dién dwéi dang mét sé nguyén dwong khéng diu bdi xau da duec khoi phuc S';.

—  Xau bd tAm bén trai nhat cla S’, biing “4B"; né bao gbm tiéu d& bang “01, bit di¥ liéu thém
béng ‘0" (khdi phuc toan bd), mét bit d&m bang ‘0’ va mdt xau bd bén dém bang ‘B’; theo sau 1a 81 xau
bé bdn béng ‘B’ va xau bd bdn bao quanh bing ‘A", 42 xau bd tam nay duoc chuyén sang bén phai cia
S

= Xau bd tdm bén phai nhat cla S', bang "CC"; do dd, trailer bao gdm hai xau b tam va bang
“33CC"; hai xau bd tam d6 cling dugc chuyén sang bén phai clia §'...

Binh danh ham b&m bang “33"; do d6 ham bam dugc s dung la ham bam chuyén dung 3.
X&u con lai 672 bit dwec chia lam hai phan.

- M," bao gdbm 512 bit bén trai nhat,
- H' bao gbm 160 bit bén phai nhét.

M= 61626364 62636465 63646566 64656667 65666768 GG6T686Y 676B8656A 68696A6B
HIBALREC BAGBACED GBGCHDEE GCEDGEGF GDEEBF70 GEBFTOTL BFTO7172 707172712

H'=  T79EANDC?6 10056373 FFDOASAA D3990DY0 JBOCOEY4

Théng diép da dwoc khéi phuc M* chi bao gdm M," vi khoéi phuc théng diép la toan bd. Ma bam con lai
H” dwgrc tinh bang cac ap dung SHA-1 cho M*.

H'=  T79EA0CT6 FO056373 FFD6ASAA D3IBYDDYD JROCOEYA

Vi hai ma bam H'va H" |a giéng nhau, chir ky 5 dwgc chip nhan.

E.1.2.2 Vi du vé lwge dd chiv ky 2

Vi du ndy s dung ham bam chuyén dung 1 trong ISO/IEC 10118-3 (con duwoc biét dén vai tén goi la
RIPEMD-160),

E.1.2.2.1 Qua trinh ky

Trong hé thap luc phan, thong diép M la mét xau c6 d6 dai la 48 xau bd tam, nghia la 384 bit nhw sau.
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M= FELCBAOE 76543210 FEDCBAYB 76543210 FEDCBASR 76543210 FEDCBASY 716543210
FEDCRA98 76543210 FEDCBA98 76513210

160 bit cla salt S dwoc tao ra.
S= 436BCRIS B4EC3ITAC 96B79C05 DIBR268G F3494A4D3

160 bit ma bam dugc tinh toan bang cach ap dung ham bam chuyén dung 1 d& thu dwoc mdt xau nhi
phan cé d dai |4 768 (= 64 + 384 + 160 + 160) va két qua dwoc ghép thém 64 bit dd dai thdng diép cb
thé khéi phuc dugc C, 384 bit clia phan cé thé khéi phuc duge My (=M), 160 bit clia ma bam clia phdn
khéng thé khéi phuc dwoc (phan nay bang réng) h(M.) va 160 bit clia salt S. H = h(C||My||h(M3)]]S).
H= 503E9461 4DAMAFSF BETBCZ269 RUDFANIZE QZ2TCET4F

Dinh danh trong trudng trailer xac dinh ham bam dwec st dung; ISO/IEC 10118-3 thiét lap dinh danh
cho ham bam chuyén dung 1 gia tri “31”. Do d6, tredng trailer T bao gom 16 bit sau day.

T= 31CC

Thong diép 1a di ngan d& khoi phuc toan bd. 1024 bit clra xau trung gian S; két qua cua viéc ndi 303 (=

1024 — 384 — 160 — 160 — 16 — 1) bit dém béng ‘0, bit bao quanh béng 1, 384 bit ctia M, (=M), 160 bit

cla L, 160 bit clia H va 16 bit clia tredng trailer T.

S,= 00600000 00000600 00000000 000005CO BO00000D 00000000 J000DN00 CGHOODIN
00GONGNS INDIFEDS RASHT654 3210FENC BAIBTE54 32.0FEDNC BASRTAS4 3210FERC

BROG67654 3210FEDC BAY87654 3210FECC BAY87654 32104368 CRO9959EC ITECHGRT
SCR5D48B 26B6F345 4AD3S0BE S1GL4DA4 AFSFBETS C263EQDF AO3E027C EF4F3ICC

Xau ¢o thé khdi phuc Srthu dwoc tir viéc 4p dung ham tao mit na MGF1 dbi véi 848 (= 1024 — 160 —

16) bit bén trai nhat clia S;, va 1 bit bén tréi nhat clia S; duoc thiét lap bang ‘0' vi 6 =1 (5=1 -

1024)mod 8).

Se= TRR5DY930 1572EEDM BECAL62Z 6933DCED A6FLIUGT BR3I39668 ROIS5YH1DA TDCEIVES
CFE48956 108754ND BC3AFIFF AGF5A2C3 6CYLIDARY BFFECESGG 29ACHDID GCIRG24A

49876698 S49ERTSC ABDADG42 A565394D 7373C4CH 4ECRDFRY CBASCO0D 05118376
DYR0349FC 7P48D793 420AS50BE 54614DA4 AFSF8ETS C2GHE0DE AQ3EQ27C E74F31CC

Sb nguyén co thé khoi phyc £ 1a s6 nguyén dwong khéng dau biéu dién S,. ftang theo liy thira bac s

theo mé-dun n. Két qua dwoc biéu dién bdi mét sé nguyén duong khong dau tam théi t.

{= ~4958BAD DAGABOFS EVF5448BB 1313D093 RBTI3605 3678459A 31396D3A SFOBATTIF
37B853DF 6BBBARTR ECACTICNDZ B19FFACD 98BAOEBZ2 0B633DSF 7DDARESE FPF198EFG

~B1O02C3 T76CLFFDE 03041201 FFREGAFY 4AFDFOS6 O6EIQE32 F3F69091 34B64AER
D983ARMZ BDI25FCC A28BDECE 27810034 8079560C 78F3CFC4 EAJSABDF RDA4226C

Xau nhi phan biéu dién sé nguyén t dwéi dang mét sé nguyén dwong khdng dau la chir ky dwoc tao ra
b&i ham tao chir ky thay thé (xem Phuy luc A.6) £’ = ¢.

Vi két qua trén 1én hon n/2, né dwoc thay thé bdi phan dw clia né véi n. Xau nhi phan biéu dién sé
nguyén nay dwdi dang mét sé nguyén duong khdng dau la chirky £ = n —t.
Y= 56136187 14871042 EARZ2CFFR DR963%BA OJEDBS32 BAA20C4E 79C32BA3 OEDSEBES
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93E38E2C 9CBFTS63 32CC26C1 BL1SHT3C E1BEF204 232DAFT3 T08569E6
FL94E877 69800E73 10D31E4E 4AES3E2D 73FEOEDC ClB74RAB 6R642308
2BOFR6CO A4ECC996 BB301BDY 82%93B7TRE 4063C084 66051B74 33E3ICI2A

Thong diép da ky cé 128 xau bd tam chi bao gdm chir ky vi Mo 1a réng.
E.1.2.2.2 Qua trinh xac thwc

Chir ky  1a mot xau nhj phan dai dién mét s& nguyén duwong khong dau, nhd hon n/2,
tang theo liy thira bac 3 mé-dun n, do dé thu dwgce sé nguyén f.

f= TEF31404 A97EFE034 13CD2E94 85703BED 196F2200 SFE6BB7F FAGEL703
FBB748B5 FIF3C901 633CAFS7 BBCOSFA7 QDEL25D1 7098GEGC CJB3BD22
52EDB49F SBA3AGCY GTFCSA0D ASOEGFDY 4B8Y3AG9 79CDTID5S 55B5798C
2D12F766 E3135100 18AEAYEY 15B3774F 117D9SFE 1CY930AS9 §3EBOESD

Vi fs 1a ddng dw voi (n — 12) md-dun 16, né dwgc thay thé béi phan duw cla n6 voi n,
nguyén dugc khéiphuc la ' =n— f;.

fo = 7BBSNY30 4572EF(Q4 BECAEG22 6339CC6AD AGF19867 8B339668 BOISELDA
CFE4%956% 1027534D0 BC3AF3FF A6F562C3 GCY1DAB4 BFFBCEG6 29ACHBIB
19B7669B 549EG678C ABDAD642 AS65394D 7373CICH AECADFO9 08A5SCHOD
CTBCIYFC TF4BDTY3 M120AS0BE 94614CA4 AFSFOETY C26SEJDF AO3E0N27C

$3304E1F
CAIEDA3S
53A58505

Sé nguyén nay

301942D0
TE2EBACC
FEBIGRZA
13FAT3AS

c6 nghia la sb

70C69063
6C1IB5244
0511BYF6
gT4F31cc

f', dugc bidu dién dwéi dang mot s6 nguyén duong khdng du béi xau da duoc khéi phyc §',. Ham
tao mat na MGF1 4p dung cho 848 (= 1024 — 160 — 16) bit bén trai nhat cda S',, tir d6 thu dwoc xau

dwge khoi phyc tam thoi 5°;.

S/= 80060000 20000000 0000CO0D 0GOCOC00 00000000 00000000 00D0000U
CO000O0C 0001FEDC BR287654 3210FEDC BA287654 3210FEDC BAYB7654
BAROBYE04 3Z2I0FEDC BA9BT6LA 3210FEDC BAYBIG54 3210436B CAYILAEC
3C9504N8 2686F34% 4AD3SOBE 94614TA4 AFSFBETS C269E0DF AO3E027C

$'; biéu dién xau duoc khoi phuc trung gian nhu sau.

- Bit bén trai nhét clia §'; dugc thiét iap bing ‘0" vi 6 = 1 (5 = (1 — 1024)mods3).
bén trai nhat clia xau nhj phan con lai bing ‘0" né dwoc theo sau bdi xau bd tam bao
xau bg tam dé dwgc chuyén sang bén tréi clia §';.

NO0e0000
3Z210FEDT
I16CYERT
ETAr31CC

37 xau bd tam
quanh “01"; 38

- Xau by tdm bén phai nhat cla S'; bang “CC"; do dé, trailer bao gdm hai xau bd tam va bing

“33CC"; hai xau bd tam d6 cling dwgc chuyén sang bén phai clia §';.

Binh danh ham bam bang “31"; do d6 ham bam dwoc s dung 1a ham bam chuyén dung 1.

Xau con lai 704 bit dwee chia lam ba phan.

- M, bao gdm 384 bit bén trai nhat.
- S*bao gém 160 bit bén phai nhét.
- H' bao goém 160 bit bén phai nhat.
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M* = FEDCRAYH 76543210 FEDCBAYR 76543210 FEDCBA9E 76543210 FEDCRA9S 76543210
FENCBAS8 76543210 FECCBASE 76543210 '

S*=  436BCAYY S4ECITRC 96BT9CYS D4BB268H FIVG1AD3
H = B0BEY%461 4DRAAFSYF BETBC269 EODFAJI3E 027CET4AF

Thong diép da duoc khai phuc M* chi bao gdm M,* vi khdi phyc thong diép 12 toan bd. M3 bam con lai
H” dwgc tinh bdng cac 4p dung ham bam chuyén dung 1 cho xau nhi phan c¢6 d5 dai 768
(=64+384+160+160), két qua clia viéc ghép 64 bit ctia do dai thong diép da duoc khdi phyuc C’, 384 bit
cua théng diép da dwoc khéi phuc M*, 160 bit clia ma bam cla phén théng diép khdng thé khai phuc
(phan nay bang rong) h(M.") va 160 bit clia salt da dwoc khdi phuc S*. H” = h(C'||M,*[|h(M,")||5*).
H'= SOBEY461 4DA4AFSFE OL78C26Y9 EOQDFAQ3E O02TCET4F

Vi hai ma bam H’va H” la giéng nhau, chi ky £ dwec chap nhan.
E.1.2.3 Vi du vé lwoe db chir ky 3

Vi du nay sir dung ham bam chuyén dung 3 trong ISO/NIEC 10118-3 (con dugc biét dén véi tén goi la
SHA-1).

E.1.2.3.1 Qua trinh ky
Théng diép dé ky Ia rbng, cé nghia 1 mét xau nhj phan ¢6 dd dai bang 0.
Vi lrge 88 chir ky nay 1a thudc kiéu tat dinh, gia trj salt S co do dai bang 0 dwgc Iwa chon.

160 bit ma bam dwoe tinh toan bang cach ap dung ham bdm chuyén dung 3 cho xau nhi phan c6 dé
dai 224 (= 64 + 160), két qua clia viéc ghép thém 64 bit a5 dai thong diép co thé khéi phuc dwoc C va
160 bit clia ma bam clia phan khong thé khéi phuc duec (phan nay bang rdng) h(Mz). H = h(C||h(My)).
H= RAGDT6AR AGKOACASF D53E4442 GBFD3IBOE 94DBY176

Ham bam dwoc st dung da dwoc biét dén hoan toan. Do dé, triedng trailer T bao gdm mét xau bd tam -
duy nhat.
T= g

Théng diép 1a a0 ngén d& khoi phuc toan bd. 1024 bit cla xau trung gian S; két qua cua viéc ndi 855 (=
1024 — 160 — 8 — 1) bit dém bang ‘0’, bit bac quanh bang 1, 160 bit ctia H va 8 bit clia trweng trailer T.

S,=  0GCO0D0C 00GOG0D0 0000C000 O0COGGOD 00GO000D Q0000000 0CQ00000
0C00O0NCG 00CO0000 Q0030000 000QQCO0 00000000 00000000 DOO00OCD
QoegoGoG 00000000 00000000 0000CGCOC ONDOOCOO 00000000 0COO0000
QCON0000 QUGOGH0 0000C000 V0OJEI0D 00000000 00000143 LD168BEG
0ACGETNDS 3E44424B FD3BCESY DRY9176RBC

Xau c6 thé khdi phuc S, thu dwoc tir viec ap dung ham tao mat na MGF1 ddi véi 856 (= 1024 — 160 —
8) bit bén trai nhat cia S, va 1 bit bén trai nhét cla S, dwoc thiét 1ap bing ‘0’ vi 3 =1 (6=1-
1024)mod 8).

S = TCCRE422 2070C04C I42BOABL 62072738 36239229 BRDIDFDEC ASFEALNS4 ADIEF31S
14758/67 3BTCT0UC2 FACBEFEYS 12690ZE2 6DF58575 585A78C2 723F0C71 S05215C80
BFURERETE CRYAF3IEC FRITOSFRR 91262R6D ARECA3CA ACAL12593 033200641 136ATLTD
DGOSOE0RA 6CFOBRGD DAJAEGAI 5D1688AG ONCGOEDS 3E4442B0 FD3IBOES4 DRO1TGRC
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S6 nguyén cd thé khdi phuc f1a sé nguyén dwong khdng dAu biéu dién S.. frtang theo Iy thira bac s
theo mo-dun n. Két qua duoc bidu dign bdi mét sb nguyén duong khdng dau tam thoi £,

BC268D%6 CSEYIEES
5B3BLOCC 621082EB
FDA177CH D7IFSDES
CE32CACT 35013113

B28490F4C
FS357560
Ta061668
BFG1Da2E

t= F9DDIFT72 FAB4AFFC ED3B0S38 C5848327 T56RACSOC
BE3BOSBE 2EFG5Y5F EF5323CH ME2C308C C6LACCES
TIF4A42D 3567355E NAISIFBY 652BAFFE LBA4B3I0
EECSHZFE AZBOFSN9 C402AEAC D3IBIFADF 4I3AFZIFL

Xau nhj phan biéu dién s nguyén t dwdi dang mét sé nguyén dwong khdng dau 13 chir ky duoc tao ra
b&i ham tao chir ky thay thé (xem Phu luc A.6) 2’ = ¢.

Vi két qua trén 1én hon n/2, chirky £ = n—t.

I= 00CB4CC1 F43D1E3ZB ES5DOFTE
3060DCTC D9B4CSTE 30257FCD
24B0470D RADADBF2 £9C2109B
15CPCE63 BFBE3389 96AFIC06

29258026 4AFST6ZB 38914298
1489C17D B45SEF390 3B5BC372
E547F928 66574C22 4E921274
DALSACCLY 77A231T7F 4F6B1310

EEDDOBAG ZTE6R44C
23242771 BO3I95AZE
6119CnHDY 2725C73R
55F64C30 CB38T6LE

Théng diép da ky cé 128 xau bd tam chi bao gém chi¥ ky vi M; 1a rdng.
E.1.2.3.2 Qua trinh xac thwc

Chir ky 5 Ia mét xau nhj phan dai dién mdt s6 nguyén dwong khdng déu, nhd hon n/2. Sé nguyén nay

tang theo lly thira b&c 3 mé-dun n, do do thu dwoc sé nguyén f.
f= 70009912
3 '1'2657 Ad
DLIC8244
2EBE2998

CETBOSEC
CCFEADIC
13AULIAES
FO&RYDFS

SESDOADS
2AAD3IZAE
18Cro094
BOAETA04

83A2EEL2 BA2BZ290E 2DDCS3FC
504CE328 0CTD7710 DR36C410
B3403062 600F5B6B 1BFT334D1
4CFE3CAD RE16B419B AOBIABAD

01651589
TCZ10BCC
5B21283%
26F10275

GOCOEULR
91F680%6
EBLARRAE
25BE30BS

Vi fs la dbng du véi (n — 12) md-dun 16, s8 nguyén dwoc khéi phuc a fl.,=n-f.
[=  7CCBS422 2079C84C
14758467 3B7CTOCZ
BFOB6BEG CADQFIGC
DGOS080A 6CPEABED

343B0ABE
SACBGFES
FBO79FBB
DAVAEGAZ

3072738
1Z26008E2
Q1262860
SDIGBARG

36359229 BD3ICFDEC AYFEBOSA4
ED¥FS5B975 S5BLATBCZ TZ3FCLCT]
SEECA3CA ACALZ593 032A0064
OACOSEDS 3E44428B8 FD3A0EY

ADIEF3LS
50535C80
13G6ATAT2
UB9176BC

f', dwoc bidu dién dudi dang mot sb nguyén dwong khong dau bdi xau da dwec khdi phuc §',. Ham
tao mat na MGF7 ap dung cho 856 (= 1024 — 160 — 8) bit bén trai nhat cda S',, ttr d6 thu duwgc xau
dwoc khoi phyc trung gian §';.

S'=  aeoneoso
0GOL0090
000UCa00
0GQ00000

0ACHIFDY

noueou0d
G6ooo0dco
00000300
VI TEVHTHY

L0000
qo0000d0
uenooun
Q000000¢

G0aGa000
Coo000to
Qog00Q00
C0000000

3E44428B FD3BORYY DRI1TSRC

S'; biéu dién xau dugc khéi phyc trung gian nhw sau.

0OG0ANg
00000000
00000000
00000000

000oG0n0
00GOCOon
00000000
000001A3

oonGoedn
Na0a0oon
00000000
DLGBBAGL

- Bit bén trai nhat cla §’; duwoc thiét 1ap bang ‘0' vi § = 1 (8 = (1 — 1024)mod8). 106 xau bd tam
bén trai nhét clia xau nhj phan con lai bang ‘0" né dwoc theo sau bdi xau bd tam bao quanh "017", 107
xau b tam d6 dwoc chuyén sang bén trai clia §';.
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- Xau bé tdm bén phai nhét clia $'; béng “BC”; xau b tam dé ciing duwgc chuyén sang bén phai
cta S';.

Vi trailer bang "BC”, ham bam duwoc st dung d3 duwoc biét ¢én hoan toan: ham bam chuyén dung 3
trong vi du nay.

Xau con lai 160 bit dwge gid dinh la ma bdm H'vi khéng con thira di liéu.

H = 8#35D168R AGOACE9F D5HIR4442 HAFDIRUR 94DRYYITE

Théng diép da dwoc khéi phyc M’ duoc gid dinh |a rong va do do6, khéi phyc la toan bd. Ma bam khac
H” dwoc tinh bang cach ap dung SHA-1 cho xau nhj phan co dé dai 224 (=64+160), két qua cla viéc
ghép thém 64 bit clia d6 dai thong diép da dwoce khéi phuc C’ va 160 bit clia ma bam clia phan théng
diép khong thé khdi phuc dwoc (phan nay bang réng) h(Mz). H" = h(C'||h(M,)).

H' = p3401688 A6ORCHRYF DHIE4442 BBFD3IH0OE Y40BO1TG

Vi hai ma bam H'va H” 1a giong nhau, chi ky £ dwoc chap nhan.

E.1.3 Cac vi du vé khéi phuc mét phan

@ day trinh bay ba vi du v& tao va xac thuc chiv ky, mi vi du twong (rng véi mét trong ba Iugc do.
E.1.3.1 Vi du vé lworc db chiv ky 1

Vi du ndy str dung ham bam chuyén dung 1 trong ISO/IEC 10118-3 (con duoc biét dén véi tén goi la
RIPEMD-160).

E.1.3.1.1 Qua trinh ky

Vi du ndy mé ta chlr ky ctia mét thong diép 132 xau b tdm, cé nghia la 1056 bit.

M= FEDCBAGE 76542210 FEDCBASS 76543210 FEDCBARYB 76543210 FEDCRASY 76543210
FEDCBAOE 74543210 PRDCBAYE 16543210 FEDCBAYE 76543210 FEDCBROG 76542210
FECCBAYSE 76543210 FEDCBAY98 76543210 ¥YEDCBRSS 76543210 FEDCBR2S 76543210
FROCBAS8 76543210 FECCBAR98 76543210 FEDCRA9S 76543210 FEDCBASE 76542210
FEDCBAGH

160 bit ma bam dwec tinh toan bang céch ap dung ham bam chuyén dyng 1 cho 1056 bit clia M.
H= FOREAQ11A FH268FA3E T77D4BOA SBBEFDAG 2DTE1999

Ham bam dwoc st dung da dwoc biét dén hoan toan. Do d6, trwdng trailer T bao gbm 8 bit sau day.
T= BC

Thong diép la qua dai dé cé thé dugce khdi phuc hoan toan bdi qua trinh xac thwe. Do dé, né dwoc chia
lam hai phan.

- M; bao gbm 848 bit bén trai nhat.
- M, bao godm 208 bit con lai, ¢o nghia 1a 26 xau bd tam.

My=  FEDCBAOE 76543210 FEDCBAYS 76543210 FEDCBRO8 76543210 FEDCBAYS 76543210
FEDCBAOE 76543210 FEDCRAYS 76543210 FRDCBAYB 76543210 FEDCRA98 76543210
FEDCRAS9E 76342210 FEDCBAY8 76543210 PEDCBA9B 76543210 FEDCBARYS 76543210
FEDCRAIB 75542210 FEDC

M, = BAYE T6543210 FEDCBRYS T6343210 FENCBARE 76543210 FEDCRAYS
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1024 bit cla xau trung gian S; két qua cla viéc ghép thém hai bit tiéu dé& bang “01", bit di¥ liéu thém

bing ‘1’, bén (= 1024 — 848 — 160 — 8 — 4) bit dém bing ‘0’, bit bao quanh bang 1, 848 bit clia M, 160

bit clia H va 8 bit clia trudrng trailer T, X&u c6 thé khéi phuc S; két qua cla viéc xau bd bén bao quanh

bing 1 duoc thay thé bang ‘A'.

S,=  GAFEDCBA 98765432 10FEUCBA 98765432 LOFEDCBA 98765432 10FEDCRM 98765432
10FEDCBA 98765432 10FENCBA 98765432 10FEDCBA 98765432 10FEDCBA 98765432

10FEDCBA 98765432 10FEDCBRA 98765432 LOFEDCBA 98765432 10FEDCEA 98765432
1OFEZDCBA 98765432 10FEDCEO EAYLIAFS Z2BFR3877 TD4RSASE DOEFDA4ZE 7EI935BC

Sé nguyén c6 thé khoi phyc f 14 s6 nguyén dwong khong déu biéu dién S.. f;tang theo Iy thira béc s

theo ma-dun n. Két qua duwoc bidu dién bdi mat sé nguyén duong khéng dau tam thai t.

l= CIDESB79 67CFDBBE 506749AR2 F2ESG3SC 9C2C5E94 IDD46828 AEF7144C ACL283F)
H55C35FES 53A87553 AEADBBCE 2BS87T6EC 14RASC31 EAllBCC1 FA3ES161 7B4RTICZ

3BEB6DAC AR3DF32D 1434EB46 EZ2E74146 E24C7171 DZAOFBED 77E3737! 14443601
962R9C27 DYCC2ELS 4FE3VBEC A3LEZ20BAC OCCF42F 70E64AIC IFFANSEN Y8BC1O79

Vi két qua trén Ién hon n/2, chirky £ = n—t.

I= 30CAY1BB 8721F57A 8230CB12 FBCH1IFL 24345CA3 AD4SEOAF FCOCH848F ODCDAFA4
25088226 BAD2AYBB TOCAETCS 371DIBLE 6HBBAA54 4678010 FB21CHDC G6FE69SY
©3BYTDEE 36041B23 FFAZ{BJ9 G7BCGTDF DCAFS8DCO FHFTSCFQO E677C528 EASOEYLS
6E689538 BBY92FRIE OADSEEBB 0632B3AT7 BA0DDDL BEL6AQSC B42EEHIF GHRDIGFE

Thong diép da ky cé 128 xau bd tdm chir ky Z clng véi 26 xau bd tam clia thong diép khong thé khoi
phuc dwoc Mz, 6 nghia 1a chi nhiéu hon 22 xau b tém so véi théng diép M.

E.1.3.1.2 Qua trinh xac thwc

Chir ky  1d mét xau nhj phan dai dién mét sé nguyén dwong khéng dau, nhé hon n/2. S6 nguyén nay

tang theo l0y thira bac 3 md-dun n, do d6 thu dugc sé nguyén fs.

f;= EFAALOTA S567GTA06 C19937FC 5H633C11IR AF61DETD S2A3FDBG 9A04BC23 15697F02
BAY0055]1 7004C9AD QETOCODC CAIFONDS 647423CB 981AEBAD DDGL3IBAI 49D3BIEY

EBAGOELO 47CBBALY 02085395 BLFDS4¥4 ADFD2278 2022044 4DLCHRDF €64AEDOEE
F39454A8 CYEBD531 4YBALIDBG BEE3AJFE 97E2EBF9 GIBISOEO 6D2BGCDC 63300005

Vi f; 1a dong dw véi (n — 12) md-dun 16, né duyc thay thé bdi phan dw clia né véi n, cé nghia 1a sb

nguyén dwoc khoi phuc 1a f', =n - f;.

= 6AFEDCBA 98765432 10FEDCBA 98765432 10FEDCBA 98765432 1OFEDCBA 9R76543%
LOFEDCBA 98765437 10FEDCBA 98765132 10FEDCBA 99765432 10FEDCBA 98765432

LIFEDCBA 98765432 LOFECCBA 28765432 10FEDCBA 9876%432 10FEDCBA 987165432
I1OFEDCBA 98765432 10FLDCFO BASLLIAES 28FAR3IET7 7D4BYASS BGFDAI2D TE1993BC

f', dwoc biéu dién dudi dang mét sé nguyén duong khéng dAu bdi xau da dwoc khdi phuc S”,.

- Xau bd tam bén trai nhét clia ', béng “6A"; né bao gbm tiéu d& bang “01", bit dir liéu thém
bang "1 (kh6i phuc mdt phan), mét bit dém bing ‘0’ va mét xau bd bdn dém bing ‘A" xau bd tam nay
dugc chuyén sang bén trai clia §*,.
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- Xau bo tam bén phai nhét clia S’, béng “BC”; xau b tam do ciing dwoc chuyén sang bén phai
ctaS’,.

Vi trailer bang "BC"; ham bam dwoc st dung da dwoc biét dén hoan toan, ham bam chuyén dung 1
trong vi du nay.

XAau con lai 1008 bit dwge chia lam hai phan.

- M,* bao gom 848 bit bén trai nhét.

- H' bao gdbm 160 bit bén phai nhét.

M*= FEDCBAY8 76543210 FECCBAY9B 76543210 FEDCBAUR 76543210 FEDCBAOER 76543210
FEDCBAYE 76543210 FEDCBA9T 76543210 FEDCBAYS 16543210 FEDCEAYS 76543210
FEOCRAGR 76543210 vEDCBASE 76543210 FERCBASE 76%43210 FEDCRAYE 76543210
FECPASR 76543210 FEDC

H' = FOLAILIA F52OFA3IR 777DAR9A SHEBG6FDA4 2DTE1999

Vi khoi phuc 1a mdt phan, théng diép da dwec khdi phuc M* bao gdbm M, * va M,*, phin cé thé va khéng
thé khéi phuc duwoec.

M*=  ERDCBAGE 76543210 FREDCBAST 76543210 FPERCBAY9R 760543210 FEDCBASH 76543210
FEGCBAYS 766543210 FECCBASR 76543210 FEDCBASE 76543210 FEDCBAYS 76543210
FEDCBASR 76543210 FEDCBASE 76543210 FEOCRAYE 76543210 FEDCBASA 76543210
YEOCRAYR TRSA3210 FEDCBASS 76543210 FEDCBA99 76543210 FEDCBA9R 76543210
FEDCBAOS

Ma bam con lai H” dwac tinh bang céc 4p dung ham bam chuyén dung 1 cho M*,

H'= FOFA9L1A FS52RFA3Y 77704B9A 58BEFDAY 2D7E1999

Vi hai ma bam H’va H” 1a giébng nhau, chir ky Z dugc chap nhan.
E.1.3.2 Vi du vé lwgrec db chir ky 2

Vi du nay st dung ham bam chuyén dung 3 trong ISO/IEC 10118-3 (con dugc biét dén voi tén goi la
SHA-1).

E.1.3.2.1 Qua trinh ky

Théng diép dé ky la xau 112 ky tw ma ASCI| sau day.
abcedbeodecdefdefgefghfghighijhijkijkljiklmklmnlmnomnopnopqg

oOpQrpYrsgrstrstustuviuvwuvwXYWRYWXYZXY2zayzabzabcabedhbede

Trong hé thap luc phan, théng diép M la xau bd tam c6 do dai 112 xau b tam, cé nghia |a 896 bit sau

day.

M= 61626364 62636465 63646566 64656667 65666768 66676869 6768696A 68696A63
GIGBRBEC GRAEBECED 6BECED6E GCGNEEGF GDBEGFT0 6EEFT0TL 6F707172 70717273

TL727374 72737475 T3747576 74757677 75767778 TETTIET9 77787974 78797A61
FUTRE162 TRE16263 61626364 62636463

160 bit cua salt S dwoc tao ra.
S= JCISCIBE TALDEBAC C183C1L4C F3147FEY9 C6636078
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Thong diép la qua dai d& co thé dwoc khéi phuc hoan toan bdi qua trinh xéc thire. Do d6, no dugc chia
lam hai phan.

- M; bao gbm 688 bit bén trai nhéat.
- M, bao gdbm 208 bit con lai, ¢6 nghia la 26 xau b tam.
M = 61626364 62636465 63646566 64656667 65666768 66676869 £768696A GRAIGAGE

696A6B6C 6AGBECED 6BECHEDGE ECEDGEGF G6DOEBF70 6E6FT071 6F70T172 70717273
71727374 72737475 73747576 74737677 15767778 7677

M, = 7879 7778797A T8797a6) T9TA6162 TR616263 61626364 526364065

160 bit clia ma bam duwoc tinh bang cach ap dung ham bam chuyén dung 3 véi xau nhj phan ¢ d6 dai
1072 (= 64 + 688 + 160 + 160), két qua clia viéc ghép 64 bit clia dd dai phan khéng thé khéi phuc
duoc C, 688 bit clia phin théng diep c6 thé khéi phuc dugc M;, 160 bit clia ma bam cla phan khong
tné khdi phuc dweec A(M,) va 160 bit cla salt S. H = h(C||M;||R{(M)}]S).

H=  16671F61 4F2354A8 6ES1CBA1 L02A3D47 E2CL1EBD

Ham bdm duwoc st dung da dwoc biét dén hoan toan. Do d6, trwdng trailer T bao gdm 8 bit sau day.
T= BC

1024 bit clia xau trung gian S; két qua cla viéc ghép thém bay (= 1024 — 688 — 160 — 160 — 8 — 1) bit
dém béng '0’, bit bao quanh béng 1, 688 bit clia My, 160 bit clia L, 160 bit clia H va 8 bit cda trwong
trailer T.

S, = 01616263 H1626364 65636465 6A646566 67656667 68666768 69676869 GAGBEYGA
EB6IGAGE HCOHAEBEC GDOHBECHD GEGCHEDOE G6FGDGEGF TOGEGFTO T16F707) 72707172
73717273 74727374 I5T3TANG MEIAT5TH 77757677 7876774C 95CiB8TA 1DEEACCH
93CTACF3 J47FEC6 6I60TRIG 671FE14F 2CHARHGE HICHATIO 2R3IDATE2 ClIEBLRG

Xau ¢6 thé khéi phyc S, thu dwee tir viec ap dung ham tao mat na MGF1 déi véi 856 (= 1024 — 160 —
8) bit bén trai nhat clia S, va 1 bit bén trai nhat cla S, dwoc thiét 1ap bing 0 vi & =1 (b=1-
1024)mod 8).

S, = JANBTLIAL 28B3IPY4IT ©3782F59 BBTONDDY A3COTIRG $RCIDISZ 9RE61BAY B72DFODE
3BOOBFAY CIE33DDO 9N3CEF72 ASCIB496 654129992 HFERD3IFH FDALDOTD 2251EAAD
34017F7D CHEDDHOY D3F0014D 23CA2D2E 43383F30 9724BB46 20529CH5FE T3205FB5
DIFCCBCE DIEBCGETF BYE2SG16 671F614F 2954AB6E S1CBI1LN 2A3DATE? CILEBRDRC

Sb nguyén co thé khdi phyc f1a sé nguyén dwong khong dau bidu dién S,. ftang theo Ity thira bac s

theo mo-dun n. Két qua duoc biéu dién bdi mot sé nguyén duong khong dau tam thei £,

I= D2ACALITE 284261747 1EANI31D CCHL10483 ACICCOIC 1CREFSTE CRYS090E HFREASIE
ICINSFGS EOBRIF2T A26RBLFF 23633309 12002389 1C065414 CIFIEGDE S5BF6BILA

ADRLINRGY 417924R6 3410184 BR3GEALE 1E18DEBA E4AA2E390 TIAZRAFE LDFR3MAY
CCADLEL2 CAAFFAFS 55708550 ARBEASDE 2EIFI24F FTOFS2YF EDO2FL1YL RFDST2AL

Xé&u nhi phan biéu dién s nguyén ¢ duéi dang mot sb nguyén duong khang d4u la chi ky duoc tao ra
b&i ham tao chi ky thay thé (xem phy luc B.6) L' = ¢.
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Vi két qua trén Ién hon n/2, chirky £ = n—t.

U= aTEI4RB5S CeAFSCCT B44EDLIA3 2E5910CH 2423F21B CE635C71 DBAEAFD? 4EDLZELG
AFE34286 21CODERE DDOFREESB 3FS23R51 €7TA2DCDND 13FAESDE 2C66322F 89532930
GRRICEDL 9RCBEIAR DEBYTECE C23D3ECR ADE32377 E3F57S4D E6B882OR EQCIFOTE
37261950 IDAFZEEE D548754C FBSE3F19 %ZRBE1220 E7ED2999 372G61BF4 117434C3

Théng diép da ky cé 128 xau bg tam chlr ky £ cling v&i 26 xAu bd tdm clia théng diép khong thé khoi
phuc dwee M,, ¢d nghia la chi nhigu hon 42 xau bd tam so véi thong diép M.

E.1.3.2.2 Qua trinh xac thuc

Chix ky 5 1a mét xau nhj phan dai dién mét sé nguyén dwong khéng dau, nhé hon n/2. S6 nguyén nay

tang theo lly thira bac 3 mé-dun n, do d6 thu dugc sé nguyén f.

fy= C1A07093 C3ADDA2L GFIFESSED 233A0779 S5CAQ4981 52528096 OF7DRZ33 FGBILHSE
13022263 14FPTH00C BF3BR424 REF4EDT4 1GBNGAF] COADGREDY FOBE4?CO BrC7F269

#FOAIGRBRED 19DA3841 3FRT2F03 Z6A9TGBFE 7BC3C002 3173A0968 39317208 BBA4CLEDR
12966590 9NDZCORI ANDGA491 42FH63A4 G9IEBCO2 BD3LIGA2AR FAEBCIZT 402AE9DS

Vi fs 1a ddng dw véi (n — 12) mé-dun 16, né duoc thay thé bdi phan dw clia nd voi n, c6 nghia 12 sb

nguyén duoc khoi phucla f' =n - f.

[ = 987 IAL 208IF417 62TR2FS9 BB700UD4 63COT1B6E 9BCTDL1SZ 9BYG1AAS BTZDFSDE
BEIYBIAS C38390D0 90ICEFIZ AYCLEA96 4129992 6FESD3FE FDALDOTD 2251EAAD

JA01F70 CEGDDGOF D3FD014D 23CA20ZE 433B3F30 9724BB46 2529C5FE 73205FRS
D1FCCBCE D19CEDTF RIR3GH16 BTIFRIAF 2954A86E S51CB8110 2A3D47E2 C11EBDBC

f', dwoc biéu dién dudi dang mét s6 nguyén duong khong dau bdi xau da dwoc khoi phuc §',. Ham
tao mat na MGF1 dbi véi 856 (= 1024 — 160 ~ 8) bit bén trai nhat clia S*, , va thu dugc xau da dugc
khdi phuc trung gian S';.

S'= 01616263 64626364 5636465 66646566 67656667 68666768 69676869 GASERIGA
4BAIGAGE GCHEAEBBC EDEB6CED BEGCEDAE GFEDOEGE 706EGF70 716F7071 72707172
73717273 74727374 75737475 76747576 TTI57T677T TRTETT4C 95CINATA 1DEIACC]
93CL4CF3 147FESCE 63607816 £71F6l4F 2954AB6E 51CBELLN ZA3DATE2 Cli=BDRC

S’ bidu dién xau trung gian da dwoc khéi phuc nhuw sau.
L

- Bit bén trai nhat ctia S'; duoc thiét 1ap bang ‘0’ vi & =1 (5= 1 — 1024)mod 8). 7 bit bén trai nhét
clia xau con lai bing '0"; né dwoc theo sau bdi bit bao quanh '1"; xau bd tam nay dugc chuyén sang
bén trai clia S';.

- Xau bd tam bén phai nhét ctia $'; béng “BC”; xau bd tam d6 cling dwgc chuyén sang bén phai
cua §';.

Vi truedng trailer T bang “BC”; ham bam dwgc st dung da dugc biét dén hoan toan, ham bam chuyén
dung 3 trong vi du nay.

X4u con lai 1008 bit dwoe chia lam ba phan.

- M,* bao gdm 688 bit bén trai nhat.
- S* bao gdm 160 bit bén phai nhat.
- H' bao gdm 160 bit bén phai nhét.
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M= 61626364 62636465 63636566 G4656667 65666768 66676869 67686363 6869§A6?
49YGRER6C GAGR6CHD GBECHDSE GC6DEEST GDEEGETO HEGF707L 6r71Q717L 70717273
T1727374 72737475 73747576 74757677 15767178 7677

S*= 4C95C1B8 TALIDESAC C193C14C F3I14TFES C6H36078
H= 16671F6]1 4F2954n§ OSEH1CHEL 102A3D47 E2CLLERD

Vi khéi phuc 13 mét phin, thong diép da dwoc khoi phuc M* bao gdm M;* va M,", phan co thé va khong

thé khéi phyc duge.

M = 61626364 62636465 63646566 H4AH6RET BHHGETER HAELTEE6Y £TOBAI6A SBAIGAGE
696AGRBLC BAGBOCHD 6BECGNHE GCEDEEAF ERGEAFTN GEGFIQTL &F70M172 "OT17ET3
1727374 72737475 73747576 74757677 75767778 T6ITI8TG TITETUTA TETOTAGL
TITAG162 TROL1GZ63 61620364 62636465

Ma bam con lai H” duoc tinh bang cac ap dung ham bam SHA-1 cho xau nhi phan cé d¢ dai 1072 (=
64 + 688 + 160 + 160), két qua clia viéc ghép thém 64 bit do dai phan cé thé khéi phuc dwec C’, 688
bit clia phén théng diép da duoc khdi phuc My*, 160 bit clia ma bam clia phan théng diép khong thé
khoi phuc h(Mz*) va 160 bit cia salt da dwec khoi phuc S*. H" = h(C'[|My"||A(M2")[IS*)

H'= 16671F6l 4F2954A8 6ES1CBS1 102A3D47 E2C11ERBD

Vi hai ma bdm H’va H” 1a gibng nhau, chir ky & dwoc chép nhan.

E.1.3.3 Vidu vé lwge db chir ky 3

Vi du nay si dung hadm b3m chuyén dung 3 trong ISO/NEC 10118-3 (con dwoc biét dén véi tén goi 1a
SHA-1).

E.1.3.3.1 Qua trinh ky

Vi du nay md ta chir ky ciia mét thong diép 132 xau bd tam, cé nghia ia 1056 bit sau day.

M= FEDCBAY8 76543210 FEDCBAYS 76543210 FEDCBA98 76543210 FEDCBAOE 76543210
FEDCBAYS 76543210 FEDCBAYS 76543210 FEDCBAYE 76543210 FEDCBAGE 76543210
“*EDCBAY8 76543210 FEDCBAYY 76543210 FEDCBAYS 76543210 FEDCBASR 76543210
FEDCBAI8 76543210 FEDCBAYS T6543210 FEDCBAYS 76543210 FEDCBAYS 76543210
FEDCBAYR

Vi lwge db chiv ky nay la thudc kiéu tAt dinh, mot gia tr salt S co dd dai bang 0 duoc lwa chon.

Théng diép la qua dai dé cé thé dwoc khai phuc hoan toan bdi qua trinh xac thue. Do d6, né duoc chia
lam hai phan.

- M; bao gdm 840 bit bén trai nht.

- M; bao gdm 216 bit con lai, c6 nghia 1 27 xau b tam.

M. = FEDCBAYE 16543210 FRDCBAZLE T6543210 FLOCBAYE 76543210 FEDCHAYE 76543210
FEDCBAS8 76541210 FEDCRASA 7654321C FEDCRBAYR 76543210 FEOCBAYE 76543714
FEDCBAIS TH543210 FEDCBAYE T654221C FERCBAYR 76542210 FEOCDAYE TH543210
FEDCBAZE 76543210 FE

M, = CU3A%R 76343210 FEDCRASR 76543210 FESCRASE 76543210 FENCBAYE
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160 bit cia ma bam H dwgc tinh bang cach ap dung ham bam chuyén dung 3 v&i xau nhi phan cé do
dai 1064 (= 64 + 840 + 160), két qua cta viéc ghép 64 bit clia d dai phan khong thé khéi phuc duoc
C, 840 bit clia phan théng diép ¢4 thé khdi phuc dwec My, 160 bit clia ma bam cta phan khang thé khéi
phuc dwoc h(Mz). H = h(C[|M,[|h(M2)).

H=  E30R9CBS FLODCACE 1897DYES D3I945551 ACELECTI

Binh danh trong trwdng trailer T xac dinh ham bam duoc s dung, la ham bam chuyén dung 3;
ISO/IEC 10118-3 thiét 1&p dinh danh cho ham bam gia trj “33". Do d6, trwdng trailer T bao gdm 16 bit
sau day.

T= 33CC

1024 bit ctia xau trung gian S; két qua clia viec ghép thém bay (= 1024 — 840 — 160 — 16 — 1) bit dém
bang ‘0’, bit bao quanh bang 1, 840 bit clia phan c6 thé khéi phuc duec My, 160 bit clia ma bam cla
phan théng diép khéng thé khéi phuc dugc h(Mz) va 16 bit cla trudng trailer T.

Si= OlWECCBA 98765432 10FEDCBA 98765432 LOFECCEA 90765432 10FERCBA 98765432
10PERCEA 98765432 10FEDCBA 887654232 LOFECCBA 98765432 10FEDCBA 98765432
lOFEDCBA 98765432 10FPEDCBA 98765432 10FEDCDA 98765432 10FEDCBA 98765432
10FECCBE 98765432 10FEE30A SCRYFLOD C3CB1897 DILAD3IY4 S55HAACED FCT933CC

Xau co6 thé khéi phuc S thu duwoc tir viéc 4p dung ham tao mét na MGF1 dbi véi 848 (= 1024 — 160 —

16) bit bén trai nhat cla S, va 1 bit bén tréi nhat cla S, dwgc thiét 1ap bang ‘0' vi & =1 (5=1—

1024)mod 8).

S, = 1E1FSFE7 4156F609 Q062REAT FC294589 8259AE4d TF4ACADZ 0655D646 0435C851
EDODLISd B37AL269 1BH6C244 DEDLZ3IER 4705102C 459AD416 99310030 C824907D

ODCE3NTF 422008FA dD6BE9LI2 ODFDL534 8rAD5056 DD7AA3IF1 BB3IBE&4A EEDF14CD
2509R7F6 B1469D77 CIESE30A 9CREF10D C3CR1897 DIEBD3I®S SSSAACED ECTTO3ICC

Sé nguyén c6 thé khdi phuc f1a sb nguyén dwong khong dau biéu dién S.. f,ting theo liy thiva bac s

theo md-dun n. K&t qua nhd hon n/2 van duoc gilr nguyén. Xau nhj phan biéu dién sb nguyén dé dwdi

dang mot s6 nguyén duong khong dau la chiv ky Z.

L= 30147ECE 07470500 FI3EF7GS DOEE1O1T DSS3S5AB3 9A7727C4 DBDALCA2 42C693BD
1FBS44EC RE2323D1 195BEDDS CBAASFES 9D3AAEDA 1FC3ECF9 DF297A61 56D6DC8EE

51964619 BOGEAFRE FRAS416D 2984EFIE 33940013 4R6D1712 2FCF0946 783MEBDA
6F11397E 66B63ET4 28F4542D R2RERA3G 7355633F 380F9337B 30B8CL49F 14194487

Trong vi du nay, chir ky dwoc tao ra bdi ham tao chir ky thay thé (xem phy luc B.6) ciing & mét xau nhj
phanZ, Z' = Z.

Thong diép da ky c6 128 xau bd tam chi ky £ cung véi 27 xau bd tam cla théng diép khong thé khai
phuc dwoc M, ¢d nghia la chi nhiéu hon 23 xau bd tam so véi thong diép M.

E.1.3.3.2 Qua trinh xac thuc

Chi ky 5 la mét xau nhi phan dai dién mét s6 nguyén dwong khéng dau, nhd hon n/2. Sé nguyén nay
tang theo lly thira bac 3 mé-dun n, do d6 thu dugc s6 nguyén fs.
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fy= 1E1F9F67 4356F6090 0062DEA3 FC994589 8259AE44 JF4ACAD2 065506486 0435C851
EDOD1754 §37A126¢ 1886C244 DED123EB 470510BC 459AD416 99310030 CB24907D
NDC63BTF 422008FA ADEBEYLZ2 QDFNDS34 BFAD5056 DDTA43F1 BB3ER64A EEDF14CD
2549R7F6 B1869D77 CAESEIDA 9CBBFLOD C3CH1897 DIEBD3Y 555ANCED ECTII3CC

Vi f; 1a ddng dw véi (n — 12) mé-dun 16, cé nghia la sé nguyén duoc khéi phuc la ', = f;.

f'. duoc biéu dién dwdi dang mdt sb nguyén duong khéng dau bdi xau da dwoc khdi phuc §',.. Ham
tao mat na MGF1 dbi véi 848 (= 1024 — 160 — 16) bit bén trai nhat clia ', , va thu duwgc xau da duoc
khoi phuc trung gian S';.

S/ = HI1FEDCBA 98765432 10FEDCDA 98765432 1CFEDCBA 98765432 1CFEDCBA 98765432
LOFEDCBA 98765432 LOFEDCBR 98765432 10FECCBA 928765432 10FERCBA 28765432
1IFEDCBS 98765432 10FEDCBA 93765432 10FPEDCBA 98765432 10FEDCHBA 98765437
LOFEDCBA 98765432 10FEE30A 2CBEFYOD C3ICH1897 DIEBDAYY 555ApRCEL0 ECIH33CC

S'; biéu dién xau trung gian da dwoc khoi phuc nhw sau.

- Bit bén trai nhét clia §'; dwoc thiét 1ap bang ‘0’ vi & =1 (5= 1 — 1024)mod 8). 7 bit bén trai nhét
clia xau cén lai bang ‘0"; nd dugc theo sau bdi bit bao quanh '1"; xau b tam nay dwoc chuyén sang
bén traiclia §';.

- X&u bd tdm bén phdi nhat cla §’; bdng “CC" do d6, trwdng trailer bao gbm hai xau bd tam
biing “33CC"; hai xau b tam do cling duge chuyén sang bén phai clia §';.

Binh danh ham bam bang “33"; do d6, ham bim dwoc st dung 13 ham b3m chuyén dung 3.
X&u ¢on lai 1000 bit dwgc chia lam hai phan.

- M,"* bao gdm 840 bit bén trai nhat.
- H’' bao gdm 160 bit bén phai nhét.
M*= FEDCBA98 76543210 FEDCBAYB 76543210 FEDCBASE 76543210 FEDCBAYB 76543210

FEDCBAYY 76543210 FEDCBAYB 76543210 FEDCBA98 76543210 FEDCBASS 76543210

FEDCBA%8 76543210 FERCBAYB 76543210 FEDCBA98 76543210 FEDCBAYB 76543210
FEDCBA9E 76543210 FE

H = E30AYCBE F10DC3ICH 1897D9YEB D39455SA AC6DECTS

Vi khéi phyc [a mét phan, théng diép da dwgc khdi phyc M* bao gdm M,* va M,*, phan co thé va khong

thé khoéi phuc dworc.

M= FEDCBAYS 76543210 FEUCBASS 76543210 FEDCDAYE 76543210 FEDCBAYR 76543210
FEDCBA98 76543210 FEDCBA9IB 76543210 FEDCBAY8 76543210 FEDCRAYE 76543210
FEDCBASE 76543210 FEDCBASB 765423210 FRCCBASE 76543210 FERCBAYR 76343210

FEDCBA9Y 76543210 FEDCBASY 76543210 FEDCBAYE 76543210 FERCRAYE 76343210
FEDCBASH

Ma bam con lai H” dugc tinh bing cac ap dung ham bam SHA-1 cho xau nhi phan cé d6 dai 1064 (=
64 + 840 + 160), két qua cla viéc ghép thém 64 bit do dai phan cé thé khai phuc dugc C', 840 bit cia

phan thdng diép §a duoc khoi phuc M,* va 160 bit clia ma bam cua phan théng diép khong thé khdi
phuc h(M*). H" = h(C'||M;"|[h(M."))

H" = E30A9CBS F10DC3ICHS LHATDIEE D3P4435A ACADRC?S
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Vi hai ma bam H’ va H” la gidng nhau, chi¥ ky £ duoc chap nhan.
E.2 Cac vi dy véi sé mii cong khai bing 2

Phu luc E.2 bao goém cac vi dy véi khoa cong khai cé sé ma bing 2.
E.2.1 Vi du vé qua trinh tao khéa

Khéa trong vi du c6 mé-dun k = 1024 bit véi s6 mii ¢ong khai v = 2. Vi 6 m xac thuc cong khai v 13
s6 chén, mét thira s6 nguyén t6 bi mét 1a ddng dw véi 3 theo mé-dun 8 va thira s6 con lai la ddng dw
voi 7 theo mod 8.

P= FCUADORR FOTRACTT BAATAFDI 1P438710 C?1100CA F9256C3D BESHCC23 RELIN2ZY
AZTHIDAC CECAFOOR QETL492C0 1FBLYCES OFTIRErD 1A0BBOAE 8VS6ETDE 967004490

q= CALDRSCC DR7YT062 ZAFABR3E 1E49ACAD BROSGAECHDO 28479585 472150A1 96065E89
C2114580 rFREGOFAB EL1ZCASDD A3T0AJES F4D3I3B52 8EBTO1AS GFD52B18 IDAFGLZE

Sé ddng dw cong khai n la két qua clia cac thira sd nguyén t6 bi mat p va ¢. Do dai cha né la 1024 bit.

n= LCERZERD 2B1C8E99 9YBCYGO3 FRFILDAG ORIRAEEY CUSRBDLIAED DOCLBREDB 21DA2Y9F1
gET31125 90BODIS) B1920166 AB126058 2D12ARA6 3958763A DARFIOF] 6207379D
ARIUID2CY 4AA2E041 B2EIATAR BFIZFICC 145760AA 8BSBBE3IC 00C52BA3 BDOSASDO
BESBASOY EGT2LECA OR6DITES 9BHDT2CY TRABB26C FAB29633 DA3DEAMY GFIN21T5

S6 mi cha chi¥ ky bi mat s bang nghjch dao phép nhan cta v mod lem(p — 1,4 — 1)/2.

5= Q2%FRSFE SSE94017 7777F30C FETO3F7 A3ABCZ25L1 70FDBE3E 6A02DBAA 2794CECE
05C15920 8SBEEGTT STCCBICC #9720899A 10D120D0C FBOACSCOH DIA1FE23 S5A42C453
FORA30SE 73742EB5 99435852 B293B491 F053C59C AB950D48 CAI90ADYF 82BCGDES
0BSTERSD GROZAFAR BOC2D543 B4CSF995 3IFELG572 2F4E0846 9ADI2248 DEGZ2DEA

E.2.2 Cac vi du vé khéi phuc toan bd

& day trinh bay ba vi du v& tao va xac thue chi ky, mi vi du trong (ng véi mét trong ba lwge do.

E.2.2.1 Vi du vé lwoc dd chiv ky 1

Vi du nay si dung ham bam chuyén dung 3 trong ISO/IEC 10118-3 (cdn dugc biét dén véi tén goi la

SHA-1).

E.2.2.1.1 Qua trinh ky

Trong hé thap luc phéan, théng diép M la mét xau ¢ do dai la 48 xau bd tam, nghia 1a 384 bit nhuw sau.

M= FEDC2AYR 76543210 FEDCRASS 76543210 FEDCBAY8 76543210 FEDCBASBE 76543210
FEDCRESE 76543210 FEDCBASE 76343210

160 bit ma bam dwoc tinh todn bang cach ap dung ham bam chuyén dung 3 cho 384 bit clia M.
H= 85BCCTFC 51371637 SA0S9IND0O2 S439FCDY 25CR28AC

Ham bam dwoc s dung da dwoc biét hoan toan. Do dé, truwdng trailer bao gém 8 bit sau day.

T= BC

Théng diép 1a dG ngan dé khéi phyc toan bd. 1024 bit clia xau trung gian S két qua clia viéc ndi hai bit
clia tiéu d& béng “01”, bit dir liéu thém dwoc thiét 1ap bang ‘0", 468 (= 1024 — 384 — 160 — 8 — 4) bit
dém bang ‘0", bit bao quanh bang 1, 384 bit cia M; (=M), 160 bit clia H va 8 bit clia trwdng trailer T.
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Xau S, ¢ thé khai phuc két qua cia viéc thay thé 116 xau bd bbn dém bing ‘0" bing 116 xau b bén

dém bing ‘B’ va twong tw d6i véi xau bd bbn bao quanh bang '1' thay thé bang ‘A'.

S, = JERBBRRE BRGBBBRB BBRBEBRBB BBHBBEBEB BBBBBBBE BUBBBBBE BRBBBBBEB 3BBRRBBREB
BOBBBBEE BBLUBLBBEBB BBEBBLBR BRIBRBABE BBBBRBBDE BBBBBEBRD BBBBBAFE DCBAY87 6

$43210FE DCRBAY876 543210FE DCBA%376 543210FE DCBAIBTG 543210FE DCBAYETE
$43210FC LCBASAT6G 54321085 DCCYFSH1 3716375A 059D0253 39FCD925 CHZERCBT

S6 nguyén cé thé khoi phuc f;1a sb nguyén duwong khdng dau biéu dién S. Vi ky hiéu Jacobi cla f, theo

n bing 1, két qua dwoc gitk lai. /tang theo Iy thira bac s theo mé-dun n. Vi nhd hon n/2 nén két qua

duoc gilr lai. Xau nhi phan biéu dién sé nguyén doé dwdi dang sb nguyén duong khong dau la chir ky

5

= 0COCG2D3 523F2DA3 972679D0 44BLOASG 3BEYIRE3 DLIYEYTIDF BVHDICO4 €B26370B
CE7?DACCC 59675294 BY6D27B6 DYB41ES4 SEERSEEA 328FDBTD AEGF4ETD ACCFCICE

FBABSAB0 CCTCO9BOF 487E5C2B5 YOCBCZF3 1AFDCSCT 9C3478B9 3CA6DLTS ADEQRD21
DY9ASASCY FCAFE3SE 2D64R1C3 0706AFCD 43288156 DA3FFY90 CBO4QDSC 0HG3F262

Théng diép da ky cé 128 xau bd tam chi bao gdm chir ky vi Mz la réng.
E.2.2.1.2 Qua trinh xac thyc

Chir ky 5 1a mét xau nhi phan dai dién mdt s6 nguyén dwong khéng dau, nhé hon n/2. S6 nguyén nay

tang theo liy thira bac 2 mé-dun n, do d6 thu dwoc s6 nguyén fs.

fg= T12F72F4 7260D2DD DEQUDA4S 3D3IDELEA 4CY92EB2C OBANISDZ 151203.F 661EGE3S
E2875569 E1F515D4 F5D645CA ECSGAFIC T157EFEA DDICBATF LEDIBEFZ $60C9F27

OCDICLICA ©DEB4ICE 5F51964C E25D6755 CO254FAB ATIE25CS ACY31AA4 E04BLISA
6A299405 09B7B74D B23B2722 BF287678 44957812 F11593DE CA40DB4E ATT4T4BO

Qua trinh xac thye khong lién quan dén ky hiéu Jacobi. Vi ba bit trong sb nhd nhét ciia sé nguyén két

qua f, bing “001", f' =n - f..

/= JDBEBRBB BBBEBSRE BB3IRBBHE HEEHBBYE BBBSBELBBE BRBHRBBL BREBBBLESD SBLBASEH
BEBRUBUB BRBBERBE BBEBBBBB BYZBRRBL BLBBSBBBE EBBEEBBB BREBBAFE DCBA9ISTH

543210FE DCBASBT6 543210FE DCBAY876 543210FE DCBAYETE 5473210FE NDCRAYSTE
543210TE DCBAS376 54321085 DCCTFRCS1 3716375A 059D0254 39FCDI2YS CH2HACRC

f', dwoc biéu dién dwéi dang mot sb nguyén dwong khong dau béi xau da duoc khéi phuc §',..

- X&u b tam bén trai nhét clia S', béng "4B"; n6 bao gdm tiéu d& bing “01", bit dir lieu thém
bang ‘0’ (khdi phuc toan bd), mot bit d&m bang ‘0’ va mét xau bd bbn dém bang 'B'; theo sau la 115 xau
b bdn béing "B’ va x4u b bbn bao quanh bing 'A’; 59 xau bd tam nay dwoc chuyén sang bén tréi clia
5.

- Xau by tam bén phai nhat clia §',. béing “BC”; xau bd tam d6 cling dwoc chuyén sang bén phai
cua §',.

Vi trirdng trailer T béng “BC’, ham bam duwoc st dyng da dugc biét dén hoan toan: ham bim chuyén
dung 3 trong vi dy nay.

Xau cén lai 544 bit dwge chia lam hai phin.
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- M,* bao gbm 384 bit bén trai nnat.
- H' bao gdbm 160 bit bén phai nhét.

M= FEDCRA%A 76543210 FEDCRAYH 76543210 FENCBAY98 76543210 FEDCRAGS 76543210
FEDCBAYH TER43231C FEOCRBAOR 76543210

H = RIDCCTFC S13TL63T 5AN59D02 5439FCDO 250828AC

Thoéng diép da dwoc khéi phuc M* chi bao gbm M,* vi khéi phuc thong diép Ia toan bd. Ma bam con lai
H" dwoc tinh bang cac ap dung SHA-1 cho M*.
M= HADCCTIRC HLAT1637 HA0SYD02 5439FCHY 25CR2HAC

Vi hai ma bam H' va H" la giéng nhau, chi ky Z dwoc chap nhan.
E.2.2.2 Vi du vé lwge dé chiv ky 2

Vi du nay st dung ham bam chuyén dyng 1 trong ISO/IEC 10118-3 (con dwec biét dén véi tén goi 13
RIPEMD-160).

E.2.2.2.1 Qua trinh ky
Théng diép dé ky 1a rbng, c6 nghfa la mét xau nhi phan c6 @6 dai bang 0.
160 bit cua salt S dwoc tao ra.

S= GLLFBI0C 41890FE85S DGEIDDBT C3DCEAT2 3731DB4S

160 bit ma bam duoc tinh toan bang cach ap dung ham bam chuyén dung 1 Gé thu dwoc mot xau nhj
phan cb do dai la 384 (= 64 + 160 + 160) va két qua dwoc ghép thém 64 bit dd dai thdng diép cb thé
khdi phuc dwoc C, 160 bit clia ma bam clia phan khong thé khéi phuc dwge h(Mz) va 160 bit clia salt S.
H = h(C[|A(M2)1]$).

H= AI2821FD 52D2R95C S5FT02Z3DA 63DEYSL09 CD1F6CTR

Ham bam dwoc siv dung da dugc biét dén hoan toan. Do @6, trwdng trailer T bao gbém 8 bit sau day.
T= RC

Thong diép la rang, do dé 1a khai phyc toan bd. 1024 bit clia xau trung gian S; két qua clia viée ndi 695
(= 1024 — 160 — 160 — 8 — 1) bit d&m bang ‘0", bit bao quanh béng 1, 160 bit clia S, 160 bit clia H va 8
bit cla trwong trailer T.
S= Q0000000 00000000 00000000 00000000 00GO0ON0 Q0000000 0O0CQ000

BoonCod00 00000000 £C0000000 COOCOO00 00000000 00000000 000C0000

gOU00a00 CUOGROoe GO000000 00000530 00000000 0Q00000C 0O00COVGO

DOUCNT61 DFBT70C43 Q0FEES06 E3DCETC3 CCEIT23F 91DL4962 2E21FD52
D2R9SCSF 7023DAA3 CE9509CO 1F6CTRALC

Xau ¢c6 thé khoi phyc S,thu dwee tir viée 4p dung ham tao mit na MGF1 d6i véi 856 (= 1024 — 160 —
8) bit bén trai nhét clia S;, va 1 bit bén trdi nhét cla S, duoc thiét 1ap bang '0' vi & =1 (3=1-
1024)mod 8).

S = T3FAATLI EB12914n 43FERIS0 22084ABY LIBAJF3A BDBDBASE 4AD6CISS5 REY920359
CTF237AE 36DBL212F EDATFE76 CEATRIGZ 24702701 F298CA93 O02EB21Fa AG4T26CE
441T1IEFR CODFRLIAS 4606F0BMA BE63ERTC DACASS3B FAGZA73LR 56747304 DIGPARTS
AL226600 93429CC1 D3Z63E63 2E21FN52 D2RYSCSF 7023DA63 DE9S09C0O 1FHCTBAC
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Sé nguyén c6 thé khdi phuc f1a sd nguyén dwong khong dAu biéu dién S,. Vi ky higu Jacobi cla frtheo

nbang -1, s nguyén dai diénlaj = f. /2.
J=  39FF5789 FS5B94BAS 21FF31AE 11ZDASSC
E3FY1BD7 LE599097 FIA3FB3IB 6347F1B1
22238F7C GOGFFONZ AJN3ITE5D 4731F43LE
05914300 49AH4EGD E9931F31 49710FZA9

0C45475D
123E93E8
60654CY9D
635CAEZF

J ting theo Iy thira bac s mé-dun n. Két qua nhw sau.

F=  BEYISACC
50553ECE
DCOSA5A9
E564 7409

DCABB323
9257CETF
1089E593
6a7n4848

DIAT125A CHRBGBZEG
975CDhBBY DIECH487
50CSERG6R 4DDLOESNE
DC1F41C0 1603BBAB

Vi két qua trén 1on hon n/2, chirky £ = n—t.
I= 0657D3E3 5170DB75 C2158B3A9 2E726ABF
4E1DD257 0BS59C311 1A3SZ5FC D425D6C0
85042020 OALBFAAE 62LYDEED 7144F170
DBFT304A TBETDTTB 2R4DEOAE 33ECETLID

AFT237DE
CAB6ZGEIE
DRT09150
DBA44AET

58D56FN9
62B13D0B
38E6GCF5A
AONT 6785

SECECS4T
F94C6549
F03143%0
B81l1ED31

4v523629
1E7FDIAL
B4307550
Ln6rFe2Lt

79099664
1RDBADSH
071B48E0
0C421421
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2536BG1AN
B17590FA
AB3AIY0A
Et4AZAEC

93B07BE2
L6ED3CTA
n57CY99FG
40137572

3D1DAZER
CIAIDDTE
FD4891AD
CA2A3FDN2

F14901AC
532481367
69CTD739
OFBe3DDE

39504677
986190CT
71330254

8ICHTDGC

987FEITA
C46599CD
4BD2RTT?

Q7038160

Thong diép da ky c6 128 xau bé tam chi bao gém chir ky vi Mz la réng.
E.2.2.2.2 Qua trinh xac thuc

Ch ky 5 1a mdt xau nhj phan dai dién moét sé nguyén dwong khéng dau, nhd hon n/2. Sé nguyén nay

tang theo Ty thira bac 2 mé-dun n, do 6 thu dwoc sé nguyén f;.
= 39FF5789 F5B948AS 21FF31A8 11SDASS5C 0C45479D SECECS4F
E3F91BD7 1B599097 FAA3FB3G 6347F1B1 123E93EE F94C6549
2223BF7C 606FFOD2 A303785D 4731F43E 6D654C9D FD314BID
D5914300 49ASAE60 E9931F31 9710FEAY 69SCAE2F BR11ED31

256B61An F749C1AC
917590F8 53261367
AB3A39DA 69CTDT39
EF4AB84EC 0FB63DDE

Qua trinh xac thyc khong lién quan dén ky hiéu Jacobi. Vi ba bit trong sé nhd nhét cia sé nguyén két
qua fs bang *100", f' = 2f,

j}n

T3FEAFL3 EB12914A 43FE6350 2ZDR4ANRS
CTTF237TAE 36Bi212F E947F67¢ C68FE362
44471EF8 COCDFELAZ 4606F0OBA BEG3EZTC
ABZZB600 934AY%CC] DIZB3EE3 2E21TFD52

188REFIA
247D27D1
DACA993H
D2BYSHCSE

GDEDBAIE 4ADBCINE
F29BCNe3 028BZ1F4
FA62973B 56747314
7023DRG63 DEOSDACE

EE92035%
ABAC26CE
DIBFAET]
LEACTBRBC

f', dwgc biéu di&n dudi dang mot s6 nguyén dwong khong déu bdi xau da duoc khoi phyc §',.. Ham
tao mat na MGF1 ap dung cho 856 (= 1024 — 160 — 8) bit bén trai nhat cda §',, tir d6 thu dwgc xau
duwoc khoi phuc tam thoi §'.

S'= 60000000 00000000
GON00AGE 0nOoNRON0D
to0000Co NOUOCOOD
(0000151 DFRATQCAS
N2895C5F T0230A63

30006000 000GCCO0 U00OOOCON 00000000 0000B0NN
00000000 0O000C00C 96000000 00000000 OOOOGNOG
000C00CO CcCoB000C 00000000 COOOO00O NOCOCHON
SOFFE5HD6 FADDHIC3 DCEITAIF 91DB4 963 2E21FDS2
DEYLOYCO 1FACTBRC

S, biéu dién xau dwoc khéi phuc trung gian nhw sau.
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- Bit bén trai nhat clia §'; dwoc thiét 1ap bing ‘0’ vi 6 = 1 (§ = (1 — 1024)mod8). 695 bit bén trai
nhét ca xau nhj phan con lai bang ‘0"; né duwoc theo sau bdi bit bao quanh "1"; 87 xau b6 tam dé dwoc
chuyén sang bén trai clia S';.

- Xau bd tam bén phai nhét cta §'; bang “BC"; xau bd tam dé clng dwoc chuyén sang bén phai
cuaS';.

Vi trailer bang “BC’, ham bam duoc st dung da duoc biét dén hoan toan: ham bam chuyén dung 1
trong vi du nay.
Xau con lai 320 bit dwoc chia lam hai phén.
- S* bao gdm 160 bit bén phai nhéat.
= H' bao gdbm 160 bit bén phai nhét.
S = BlOFRTOC ARSOFERS DGEIDDRT C3CTEAN?2 3FP91DB49
H = G328211D 52D2B%95C 5F7023Da 43DEYS0Y COIFLCTR

Théng diép da dwoc khéi phuc M* dwgc gid dinh 14 rdng, va do dé khéi phuc thong diép la toan bg. Ma
bam con lai H" dwoc tinh bang cac ap dung ham bam chuyén dung 1 cho x&u nhj phan cé d6 dai 384
(=64+160+160), két qua cla viéc ghép 64 bit clia 45 dai thong diép da dwoc khdi phyc C', 160 bit cla
ma bam ctia phan thong diép khang thé khdi phuc h(M2) va 160 bit clia salt §5 dwoc khéi phuc S*.
H" = h(C'||R(M2)]]S*).

H'= ®32EZ21FD S202ZRSS5C KFT023DA 63DEY5CS COlreCTB

Vi hai ma bam H'va H" la gibng nhau, chi¥ ky £ dwoc chap nhan.

E.2.2.3 Vi du vé lwore dd chi ky 3

Vi du nay st dung ham bam chuyén dung 3 trong ISO/IEC 10118-3 (cdn duwoc biét 3én véi tén goi la
SHA-1).

E.1.2.3.1 Qua trinh ky
Théng diép dé ky 1a xau 64 ky tw ma ASCII sau day.

ahedbodecde fdefgefghighighijhijkijkljklnklonlunonnopnopgopgrpgrs

Trong hé thap luc phan, thong diép M la xau c6 do dai la 64 xau b tam, cd nghia la 512 bit sau day.

M= 616263604 62636465 636456566 64656667 0566676 66676869 6768696A GBAUGARD
ARGGAGRAC GAGBOCLD GRGCEDEE GCHDGREGE 6DGE6FTQ GEGFTNTY AFTO7172 70717273

Vi lwore do chir ky nay la thudc kiéu tat dinh, gia trj salt S cé do dai bang 0 dwoc lwa chon.

160 bit ma bam duworc tinh toan bing cach ap dung ham bam chuyén dung 3 cho xau nhj phan cd dd
dai 736 (= 64 + 512 + 160), két qua cla viéc ghép thém 64 bit d6 dai thong diép co thé khéi phuc dwoc
C, 512 bit cGia phan théng diép cé thé khdi phuc duge M; va 160 bit clia ma bam cla phan khong thé
khéi phuc dwoc h(M2). H = h(C|IMy||R(My)).

H= D74009C4 638462F6 9D5923ET 413ALC02 ABGAA0EL
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Binh danh trong trudng trailer xac dinh ham bam dwoc st dung, ISO/NEC thiét lap dinh danh cho ham
bam chuyén dung 3 gia trj “33". Do d6, trwéng trailer T bao gdm 16 bit sau day.
7= 33CC

Théng diép |4 dG ng&n G& khai phuc toan bb. 1024 bit cla xau trung gian S, két qua cta viéc ndi 335 (=
1024 - 512 — 160 — 16 — 1) bit dém béng ‘0", bit bao quanh béng 1, 512 bit ciia Ms(=M), 160 bit cdia S,
160 bit cia H va 16 bit cua trwedng trailer T.

Si= 00000000 0ONONDOC 0000N000 OROHEOOD OYECVON0 0V0O0B00 0000NOND
00000000 0DONCOO0 00000000 00014162 63646263 64656364 656664065
66676566 67696667 68696768 (9GAGE69 GAGBGPOA GROCOAGE 6CEDEREC
6DGEEGCED GEGFODGE G6FTUGEGE TOT16FT) 71727071 72730%40 09C46384
62E62D59 23E7433A EC028BYA 90E633CC

Xau co thé khoi phyc Srthu dwgc t viée ap dyng ham tao mit na MGF1 dai véi 848 (= 1024 — 160 —
16) bit bén trai nhat cla S;, va 1 bit bén trai nhat cla S, duoc thiét lap bang ‘0" vi § =1 (6=1-
1024)mod 8).

Sir=  296B0622 4D10E1EC 23004560 ASFBBF03 5S0AAFCE 31CS05CE E1EBLLES ZS3ESFTL
AEGAFC2A 2A48B6B1Y 3EB7972D 90C54BBC 7A862F21 AZ21919A4 IECFCH72 40ARCICE
41DE3DCD F1942CF7T 90D13672 BFFCODSB FB9QG6ETY 39CIECOE 64COEQGT FUATA4ID
6170E411 DFS81F797 DLIFFD740 (9C46384 G2E63D59 23E7433n EC028B9A 90Z633CC

S6 nguyén cé thé khéi phuc f./a s nguyén duong khéng dau biéu dién S, Vi ky hiéu Jacobi clia f;itheo

n bang -1, sé nguyén daidiénla J = f./2.

J= 14856311 200B70F6 1186n2B0 S2ZFCAT7BL AABSSTE7 18E4dQ2E7 40F40BFZ F29F2FBR
D7327E15 1524358C SFP43CBS6 CHE2A5CO 30431790 DIOCBCDZ 1FE7H33% 20546463

Z20EF16E6 FYCA1672 CB699B3Y 47TFEDGCC 7DCBITIC YCEOFRO7 32607033 FAS3AZIE
BOB87208 EFCSFECB EBTFEBAY (4E231C2Z 31734EAC 91F3A190 760145CD J9731YE6

J tang theo |0y thira bac s mé-dun n. Vi két qua nhé hon n/2, chir ky 2 = J5.

[~

= dF9FE3FA 21E8ENEY T86363CC DL4DOAEG 401174BC BY4AFBES 3E24D014 4CBHCOFL
075E4D92 FAEQ8091 TDFC3C66 3A65457h 317B8F2B0 DFF7E16C ASD29DCT BlBAEZAE
CAY3A97F 2EF1FBAC TBBFALD] 269BFAF> 245C27DA E6DF3531 CADEEG0S 74497378
21454089 9153001B FBAED1O4 CHI51498 20ESS52DB 1a611286 2CN%507A 44244628

Thong diép da ky c6 128 x&u bd tdm chi bao gém chir ky vi M; 12 réng.

E.2.2.3.2 Qua trinh xac thye

Chir ky 3 1a mét xau nhi phan dai dién mét s6 nguyén dwong khong dau, nhd hon n/2. $6 nguyén nay

téng theo lay thira béc 2 md-dun n, do d6 thu duoc sé nguyén f.

= 14358311 200870F6 118EAZB0 S2FCI741 AABSSTET 1OEJO2ET 40F408F2 F29F2FBS
D7327E1S 15243%8C 9F43CBAG CBGZASCO 3N4317%90 NINCACDZ 1F67E339 20546463

20EFI6ESG FBCR16TB C8669B39 47FLU6CC 7DCBATIC YCEOFGOT 32607033 FRS3AZIE
BOB87208 EFCEFBCB EBFFERAL )4EZ31C2 31734EAC 91F3A19D 760145CL 497319E6

Qua trinh xac thiee khong lién quan dén ky hiéu Jacobi. Vi ba bit trong sé nhd nhét clia sé nguyén két
qua f; bang “110", f'_ = 2f;.
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L= 29600622 4010E1EC 23004560 ASFEBFQO3 HSO0AAFCE 3iCBGSCE B1RB11ES ES3ESFTI
ARGAFT2A Jh4Z6BYY 3E87972D 90CS4180 TASE2F21 A2191%44 3BECF0672 40RBCECH
AIDEBLCD FL942CET 90013672 SrrCOD%E FRO06LTI 39CIZCOE 64COE06T FOATA43D
617T0E411 DFYIFTOT DIFFD740 09C46384 62EE9D59 Z3ET433A RCO28R94 90E633CC

f', duoc biéu dién dudi dang mot sé nguyén dwong khéng diu béi xau da duec khéi phuc §',. Ham
tao mat na MGF1 ap dung cho 848 (= 1024 - 160 — 16) bit bén trai nhat clia §',., tir dé thu duwec xau
dugc khoi phye trung gian §7;.
S/ = 0920000 000000G¢ 00000000 00000000 0000000 00000000 0N0000NN

ONCDOCOC RONCOORG VON00000 NO016162 £3646263 64656364 65666465

HEETE566 ETEB0GET 6HRO676B GOGARRAY BAGREILE GRECEMGR ACOGDRERAC

GUERACOD GEGFEDEE EFTOREGE 20716FP70G 717270701 2730740 09C4A6344

HAEGIDZY ZIETA433A ECUZ28B9A F0EGI3CC

§'; biéu dién xau dwoc khdi phyc trung gian nhu sau.

= Bit bén trai nhat ctia §'; dwoe thiét [ap béng '0' vi § = 1 (8 = (1 — 1024)mod8). 335 x4u bd tam
bén trai nhat cia xau nhj phan con lai bing '0’; né duwoc theo sau bdi bit bao quanh 1"; 42 xau b tam
dé dugc chuyén sang bén tréi clia ;.

- Xau bd tam bén phai nhét cta S'; bing “CC", do dé, trailer bao gdm hai xau bd tdm bing
“33CC": hai xau b tam dé cling dwoe chuyén sang bén phai clia ;.

Pinh danh ham bam bang “33"; do @6 ham bam dugc st dung 1a ham bam chuyén dung 3.

Xau con lai 672 bit dwoc chia 1am hai phan.

- My* bao gbm 512 bit bén trai nhét.

- H’bao gém 160 bit bén phai nhat.

M*= 61626364 62635465 GI6IE566 B4650667 656G6768 66676869 676B6I96A 68696R6E
EIGAGRGC 6AGRBACED HRECENGE GCHNGEEF HDEEAFTO GEEF7071 6F707172 70713273

H= DM1G09C4 63B4G2ES 9D5923E7 433AEC02 339A%0ES

Théng diép da dwoc khdi phyc M* chi bao gdm M;* va do d6, khéi phuc |a toan bd. Ma bam khac H”
duwoc tinh bang cach ap dung SHA-1 cho xau nhi phan cé dé dai 736 (= 64 + 512 + 160), két qua cla
viéc ghép thém 64 bit clia do dai thong diép da duoc khdi phuc C', 512 bit clia phan théng diép da
duoc khdi phuc My* va 160 bit clia ma bam clia phan théng diép khong thé khéi phyc dwoc (réng)
h(Mz). H" = h(C'|IMy"1|R(MZ")).

H*= piiGoICA 63646256 9D3923ET 433AEC02 BIIAYBOEE

Vi hai ma bam H’va H” 1 gibng nhau, chi¥ ky £ dwge chap nhan.

E.2.3 Cac vi du vé khdi phuc mot phan

& day trinh bay ba vi du vé& tao va xac thue ch ky, méi vi du twong (rng véi mét trong ba lwoc dd.
E.2.3.1 Vi du vé lwoc dd chiv ky 1

Vi du ndy st dung ham bam chuyén dung 3 trong ISO/IEC 10118-3 (con dwoc biét dén véi tén goi fa
SHA-1).

E.2.3.1.1 Qua trinh ky
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Thong diép dé ky 1a xau 112 ky ty ma ASCII sau day.

abcdbeodecdefdefgefgnfghighijhijkijkliklmklmnlmnomnopnopq
opqrpgqrsqrstrstustuvtuvwuvwxvwxywxyzxyzayzabzabcabedbede

Trong hé thap lyc phan, théng digép M la xau c6 a6 dai 112 xau b tém, ¢ nghia la 896 bit sau day.

M= 61626364 62636465 63646566 61656667 65666768 66576860 6768696R GEEIBNGS
626AGIGC GAHGIGCHD 6BBCEDHE BCHDEESF 6DBEGFT0 SGEGFTO71 6ETO7L7C 70717273
71727374 72737475 13747576 74757677 75767779 16777879 77747974 TETITA6!L
T97A6162 TAG16263 61626364 K2636465

160 bit ma bam dwoc tinh todn bang cach ap dung SHA- 1 cho 896 bit clia M.
H= 1CFTAS9T 451855955 CLBN2CBO 10AZ3C2T AFCFAATS

Binh danh trong trudng trailer xac dinh ham bam duoc st dung; ISO/IEC thiét 1ap dinh danh cho ham
bam chuyén dung 3 gia trj “33". Do @b, trudng trailer T bao gdm 16 bit sau day.

T = 33CC

Théng diép la qué dai dé co thé dwec khéi phyc hoan toan béi qua trinh xac thire. Do do, né dugc chia
lam hai phan.

- M; bao gdm 840 bit bén trai nhat.

= M, bao gdm 56 bit con lai, cé nghia 13 7 xau bd tam.

Mi= E1626364 62636465 63646566 H46560L7 S5666765 G6GETERGT 67656968 SHGCHRALH
E90A6BEC OABBECED HBOCHBDBE HCHBDRESE &DEEGFTIN SEGFTINTY SF707175 067172713
TL27374 72737475 73747576 14757677 75767775 76777879 ITI8797A FRIQIAGL

79706162 TA616263 6l
M;= 626364 62636465

1024 bit cta xau trung gian S; két qua cla viéc ghép thém hai bit tiéu d& bing “01”, bit di¥ liu thém
béng ‘1", bdn (= 1024 — 840 ~ 160 — 16 — 4) bit dém bing ‘0’, bit bao quanh bing 1, 840 bit ctia M,
160 bit clia H va 16 bit cda trwdng trailer T. Xau ¢6 thé khéi phuc S két qua cla viéc xau bd bén bao
quanh bang 1 dugc thay thé bang ‘A’.
S = BAG16263 61626364 65636465 66646566 67656667 68666768 69676869 BAGEEYBA
6REIEAER 6CEAGBOC GDBBOCOD GEECGDEE GFEDGESF JOGEGET0 TL6F7071 72707172

13717273 74727374 75737475 76747576 71757677 18767778 19771879 TATRIQIA
61797REL 82746162 63611CET AI974518 ES555C1B0 2CBRL0OAZ 3C274FCE AAT333CC

S6 nguyén c6 thé khéi phuc ,1a sé nguyén dwong khong déu bidu didn S,. Vi ky higu Jacobi clia f,theo

n bang -1, sb nguyén dai dién 1a J = f./2.

J= JT30BI3) BIIL3IBZ 32B1B232 833Z37B3 33B2B333 BA3333B4 34B3BAJ4 B53434B5
3584535 B63535B6 35B5DB636 BTI6IERT 3TDEBTIY BH3TITRS IYDTOBIY BI3LIERY

39BBBY3Y BA39393A 3ABIBAIA BH3A3ABR 3BBABH3B BC3IBIBBC 3CBBRCIC BD3ICICRD
JOBCBUI0 Bi3D30Bl 31BOBETH DACHAZIC 72BAECCO 165CUB5: 1E13IATET D53939ES

J tang theo Iy thira bac s md-dun n. Két qua nhu sau.
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S= ADH30290 FEZTECIA ESFBFCCO SE10481F 3LCBH79F 62BC2180 ALTDBADE 9CESPFIL
T29DEACO 6848885h ACY9863F OB937046 2FFBCSED 33DASBCE E79D54BA S9CCL2DF
FYnFg4B? AO0E31542 ASGFD25A 4B1ADRY96 0032373A 20BD4965 0BTOEEBD AT71F302
T4H08389 95r0BL31 FCCESZ26F 679B161% AIBCAAAB 45NEA669 42133903 6343C111

Vi két qua trén Ién hon n/2, chirky £ = n ~J5.

L= OFT82012 32FAAZEB4 R3C3I2843 GABSDSIGC C2B31FM9 S49FROOD 2F503%FC 85742040
2BX52065 356R4936 04FBTRAT YCTEFRLL FDIARSBS 657DNDGF F3322537 00FBRZAULD
TINRAETT CONFCAFT DRI3DAFL T3FRZ636 1425257C 6ACRTANG FAS43CFY 1993BGCE
A9AB2.TA S0ATEEDZ 159ERH3S 345550R0 DYRFOVCY BLOAAFCY C2ZATAAL DCHA6064

Théng diép da ky co 128 xau bd tdm chi ky £ clng véi 7 xau bd tdm clia théng diép khéng thé khoi
phuc duoc M;, ¢ nghia la chi nhiéu hon 23 xau b tam so voi théng diép M.

E.2.3.1.2 Qua trinh xac thuwe

Chir ky 5 13 mét xau nhi phan dai dién mét s6 nguyén dwong khong dau, nhd hon n/2. S6 nguyén nay

tang theo ly thira bac 2 mé-dun n, do d6 thu duoc sb nguyén f.

fe= 35301131 BZ23131B2 32B1B232 033212133 3502033133 B432333B4 34R3n434 B5AL34B5
351ANS3YS REASISRE 36R5B636 BT3G3G6R7 37BOBRT3IT BB3ITITBR 3IRBTRA3S KIO38189RG

39RER939 BAJI93YRA IARYBAIA RB3AZABB 3IBRABB3IR BCIR3IBAC 3CRBEBC3C BL3IC3ICHD
ICHACHNAC GiI3D30R1 3IBOBRETR D4CBAZAC TZBAROCO 16HC0B51 1EL3ATET DL3IBYIEG

Qua trinh xac thwe khadng lién quan dén ky hiéu Jacobi. Vi ba bit trong s6 nhé nhat ctia s nguyén két

qua f; bang "110", f'_ = 2f..

ff= ARAETR263 §1R72F164 5636165 GEEIGHE6 ATH56067 6E6OGTHE H9676869 LAGEGH6A
BEGAGAGR GUAAGBGL HDABHCHD GELCEDAE AFGDEEGF T08E6FT70 716F7071 7270717

73717275 4727504 1573745 76747576 TTIST6TT 78767779 79777879 IATETOIA
£1797A61 62TA61562 63I611CFT AY9T461K FSSSC180 2CBBLOA2 3C274FCF AATIZICC

f'_ dwoc biéu dién duéi dang mot s6 nguyén dwong khéng dau bdi xau da dwoc khéi phuc §'.

- Xau bd tam bén trai nhat cla ', bing “6A”"; nd bao gdm tiéu @& bang “01", bit dir liéu thém
bing *1' (khéi phuc mdt phan), mét bit @ém bing ‘0’ va mat xau bd bon dém bang 'A’; xau bd tam nay
dwoc chuyén sang bén trai cta S',.

- Xau bd tam bén phai nhat clia $', bang “CC”; do d6 trailer bao gém hai xau bd tdm bang
“33CC"; hai xau bd tam d¢ cling dwec chuyén sang bén phai clia ...

Binh danh ham bam la “33"; do do, ham bam dugc st dung & ham bam chuyén dung 3.

Xau con lai 1000 bit dwoc chia 1am hai phan.

- M," bao gbm 840 bit bén trai nhét,

- H' bao gdm 160 bit bén phai nhét.

M*= 61626364 €2636465 B1646566 GARSGGET 65656768 66616969 676B696A 686IGAGR
696061550 SR6BLCHD GBGCoDOE GTHDGREGYE GDGELETD GEGETOVL 6FTQ7172 70717273
MIZTIT4 72737475 TITATSTE TATISTETT INTHTTTI TETTITHTY TTT8T9IN 78797461
Twinn182 Thele2e3 6l

H

1TFIRG997 A5]18ELSD CI902CB8 10AZ23CZT AFCFAATS
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Vi khoi phuc 1a mét phin, thong digp da dwoc khdi phuc M* bao gbm M," va M,", phn co thé va khong

thé khdéi phuc duore.

M= 61626364 62636465 63646566 64656667 65666768 66676869 676H5696A 68696A6ﬁ
696A6B6C GAGBECHD GROCEDGE GCODAEGF 6DEEGET0 6E6F7071 6F707172 70717272

71727374 72737475 73747576 74757677 15767178 767771879 7778797A 18797861
757TA6162 TA616263 61626364 62636463

Ma bdm con lai H” dugc tinh bang cac ap dung ham bam chuyén dung 3 cho M*.
H*= 1CFTA997 451BESSS ClB02CBS 10A23C27 AFCFANT3

Vi hai ma bam H'va H” 1a giéng nhau, chi¥ ky = dwoc chép nhan.
E.2.3.2 Vi du vé lworc dé chir ky 2

Vi dy nay st dung ham bam chuyén dung 1 trong ISO/IEC 10118-3 (con duwoc biégt dén voi tén goi 1a
RIPEMD-160).

E.2.3.2.1 Qua trinh ky
Vi dy nay mé ta chir ky cia mét thong diép cd d9 dai 132 xau bd tam, co nghia la 1056 bit sau day.

M= FEDCBA98 76542210 FEDCBASE 76543210 FEDCBAY8 76543210 FEDCBAYR 76543210
FEDCBA98 76543210 FEDCBAYS 76543210 FEDCBA%Y 76513210 FECCBAYE 76543214
FEDCBA%8 76543210 FEDCBAY9B 76543210 FEDCBAYS 76543210 FECCBAYS 74543210
FEDCBA98 76543210 FEDCBA98 76543210 FEDCBAYE 76543210 FEDCBAGR 76543210
FEDCBASE

160 bit cua salt S dwerc tao ra.
S= 78229320 3CBALB7F 92F05F4D 171FFACAH 3IE73BFFR

Thong diép |a qua dai dé cé thé dugc khéi phuc hoan toan bdi qua trinh xac thire. Do d6, nd dugc chia
lam hai phan.

- M; bao gbm 680 bit bén trai nhét.
= Mz bao gém 376 bit con lai, c6 nghia 1a 47 xau bd tam.

FECCBA98
160 bit clia ma bam duoc tinh bang cach ap dung ham bim chuyén dung 1 véi xau nhi phan cé do dai
1064 (= 64 + 680 + 160 + 160), két qua clia viéc ghép 64 bit clia dd dai phin khéng thé khéi phuc
dwoc C, 680 bit clia phan théng diép cd thé khoi phuc dwge My, 160 bit clia ma bam cla phan khdng
thé khéi phyc dwoc h(Mz) va 160 bit clia salt S. H = A(C||M, ||R(M,)}]S).
H=  RAR517F2 EB203BLF 26RCE7CE 6FI4A2DB 12ABF3D7

Binh danh trong trailer xac dinh ham bam dwoc s dung:; ISO/IEC thiét 1ap dinh danh cho ham b3m
chuyén dung 1 gia trj “31". Do d6, trudng trailer T bao gbm 16 bit sau day.

T« oo
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1024 bit cla xau trung gian S két qua clia viéc ghép thém bay (= 1024 — 680 — 160 — 160 — 16 — 1) bit

d&m bang '0’, bit bao quanh bang 1, 680 bit ctia My,

trailer T.

S.= D1EENCRA 9785432 10FEDCEA
CUFLDCRA 98 7654372 10FEDCEA
FPAFEDCRA 98765437 10FEDCBA

SEADLTLF EFBUA3ETY BFFENINS

aRTRS4 32
487654 32
98765432

160 bit cua L, 160 bit clia H va 16 bit cla truéng

T0FEDCEA 95765432
10FEDCBA 98765432
10FEDCBA 98767BE2

LOFEDCBA 9R765412
1LOFEDCBA 9B765432
432CG3CBA TRTFY2F)

17P2RE20 BB1F2CBC ETCGOFY8 A2DB12AA FIDT3100

Xau c6 thé khéi phuc S,thu dugc tir viec ap dung ham tao mat na MGF1 déi voi 848 (= 1024 — 160 —
16) bit bén trai nhat cla S, va 1 bit bén trai nhat cla S, dwoc thiét 1ap bang '0' vi & =1 (B=1-

1024)mod 8).
S= 014022229 ABAL0D407 9GT7CETF
CCADDET) 81F21CAE 9DAFI4D6
FORZAAIC 49664CD9 NBYZ23315
TULRSTADR FROYTIEZ 133704B5

CINDGAEAD R241%94D6 FIS50BR4S 964B4F5B 3CCTEEBAF
D2CCCB43 FURDAOY8 EBFFDARF2 REARTZCFD RRAAZAZD
THADTSE8 J6CEBA26 AC4348B6 6958ACH4 AECBSATS
TTF2ER20 BYIF26RC E7CA6FAR A20B12A8 FIDTIICC

Sé nguyén co thé khoi phuc f,1a sd nguyén dwong khéng dau biéu dién S.. Vi ky hiéu Jacobi cia f,theo

n bang -1, sé nguyén dai dién la J = f./2.
J= CB3IBE?IF
SENTCROD
EDR9198A
099BD25A

00A01534 DSDGR203
EesaREF3E 40F90RS57
THS1AS06 24532646C
BCADARDS FLCCBBE]

Z1EAI426
GR66E5A1
BACFBACA
ABFS7T410

09224A68
FET6D0AC
1RA45D13
5C0F935E

TCAB45n2 CH242700G
47FERTTY T75733947E
SE21M45B 24ACHGAA
T3R237A4 516DE95A

GREIF40LT
FORS131C
SYOHADIA
TOER9IEE

J tang theo Iy thira bac s ma-dun n. Két qua nhw sau.

S= 66313F1F BCE72A05 7D32353B DAFQLSOC
B4iCF256 S94ERO105 HEG29BDS CAFPILC20
REAHIRGT 282460RE TYRECIL1 262BF25A7

GUB2LE45 28NS6ARY 76289AR7T 99D32250¢

Vi két qua trén Ién hon n/2, chirky I = n— f5.
2= 71356304
08C57088
227E7FED
BLCRBS0A

SEPIEFI0
ERLELECE
TIUEBT38
50198 EBE

1C8n60CH 1E0B48359
4387650 F3194F37
IBDAEG3A JBEFODTI
30449CF1 021D5C73

CF38DEAF
568RPOFR6
CZBBOESBE
3A43D937

3915C837
D68TEACO
51%EF21E
1167D%35

DI2FSC46 DFCTRASS
Z613A4TEF 05ADB3DC
E2C1EROF 019CE73C
SC3IF3DTF B4AERTCZ

557027F9
FESCF985
T47F435C
ZRAZ3ASE

F62C7546 Fl065481
729T.2E4R D4RLF614
hB96D32C FF2B4467
9AT3ISER3I TFBF2CH2

CC3D01FY
6G46A3ELY
48866674
44FAET1B

Théng diép da ky co6 128 xau bd tam chir ky I cling véi 47 xau bd tdm clia théng diép khang thé khai
phuc dwoc M, co nghia la chi nhiéu hon 43 xau bd tam so véi thong diép M.

E.2.3.2.2 Qua trinh xac thuc

Chir ky 5 13 mét xau nhi phan dai dién mgt sd nguyén dwong khéng dau, nhd hon n/2. Sb nguyén nay
ting theo Iy thira bac 2 mé-dun n, do d6 thu dwoc sb nguyén fs.

fs FCAG1L91A
REAC21ED
EERE2DC3

I1ADFO2E

5854C0C95
5CRIC139
25EFRYD4
EAALGED2

G2EA371B 3EACOSHG
CHCREDCT 04494407
FCD1454E OFFSEFERY

CEB0RECY 170GE497F

2F2CELTC
2E9CDBAA
Far30397
LEOCLFIE

4AB3EBER
S159CEC]
35371980
B2CH5EAY

05199720
691BE372
CClEDS59
B2D02B1F

#3761599
60222480
2LFFFC96
FEulBaey

Qua trinh xac thie khong lién quan dén ky hiéu Jacobi. Vi ba bit trong s6 nhé nhat clia s6 nguyén két

qua fs bang “111", f'_=2(n - f,).
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01402829 ABALO407 9677CETF C3DSABID B24494D6 F3508B45 96484F58 JCCIEEAF
CC4DDE70 BLE2ICAE 9D4F94D6 D2CCCBA3 FCEDA098 BFFUDAEF2 EAET2CFD EB4A2638
FOA34ANC 49664CDY DB723315 75007568 36CBBA26 AC4348B6 €958AC94 AEOBSATS
195357AB FB9971E2 1337A4B5 17F25820 B81r26BRC ETCE6F48 A2DB12AZ FJD?31CCI

2
"

f'_ duoc biéu dién dudi dang mdt sb nguyén dwong khong dau bdi xdu da duwoc khoi phuc §',. Ham

tao mét na MGF1 dbi voi 848 (= 1024 — 160 — 16) bit bén trai nhat clia §', , va thu duoc xau da dwoc

khoi phuyc trung gian §';.

S’= 01FEDCGA 98765432 10FECCBA 98765432 10FEDCBA 98765432 10FEDCBA 98765432
10FECCBA 96765432 10FEDCREA 904765432 10FEDCHA 98765432 LOFEDCEA 88765432

10OFEDCEA $8765432 LOFEDCBA 98765432 10FEDCBA 987678E2 93203CBA 1BIFI2F0
SE4D1T1F FRCA3ETI BFFBALDRS 1VF2RH420 REIF26RC ETCGGF48 R2D3124AE F3D731CC

S'; bidu dién xau trung gian da dwoc khdi phuc nhw sau.

- Bit bén trai nhat ctia S*'; dugoc thiét 1ap bang ‘0’ vi § =1 (5= 1 — 1024)mod 8). 7 bit bén trai nhat
clia xau con lai bang '0"; né dwgc theo sau bdi bit bao quanh ‘1’; xau bd tam nay dwoc chuyén sang
bén trdi ctia §';.

- Xau bd tam bén phdi nhat clia S'; bing “CC"; do d6 trailer bao gébm hai x&u bd tam béng
“31CC"; hai xau bd tam dé cling dwgc chuyén sang bén phai ctia 5.

Binh danh ham bim bang “31"; do d6 ham bam duwoc st dung Ia ham bam chuyén dyng 1.
Xau con lai 1000 bit dugc chia lam ba phan.

~ M;* bao gém 680 bit bén trai nhat,
- S*bao gbm 160 bit bén phai nhat.
- H' bao gom 160 bit bén phai nhét.
M" = FEDCBAO8 76543210 FECCBAYE 76543210 FEDCBA98 76543210 FESDCRASE 76543210

FEDCBAZ8 76543210 FEDCBAYB 76543210 FEDCEA9Y 76543210 FEIDCDAYR 76443210
FEDCBAYE 76543210 FEDCBASE 76543210 FEDCBAYY 76

S*= TBF29320 3CRAIRTIF 92F05F4ND 171FFBCA 3ET38FT
H'=  A4BS1TF2 EB20BALF 26BCETICE 6F4BAZDE 12A8F307

Vi khéi phuc [a mdt phan, théng diép da dugc khoi phuc M* bao gdbm M;* va M,*, phan ¢ thé va khong

thé khéi phyc duorc.

M =  FEDCBASE 76543210 FEDCBAJS 76542210 FEOCBAOE 765432179 FEDCBAOE 16543210
FEDCBASE 76543210 FEDCBAYA 76543710 FEDCBAYB 76543210 FEDCBAUE 76343210
FEDCGAYE T€543210 FEDCBAYY 76543210 FEDCBAYE 16543210 FEOLCRAYE 7Té543210

FEDCBAZE 7€543210 FEDCBAY8 76343210 FELCBARY9E 76543210 FEDCBASE 16543210
FEDCBAYB

M& bam con lai H” dwgc tinh bang cac ap dung ham bam chuyén dung 1 cho xau nhi phan c6 o6 dai
1064 (= 64 + 680 + 160 + 160), két qua clia viec ghép thém 64 bit dd dai phan cé thé khéi phyc dwgc
C', 680 bit cia phan théng diép da dwoc khoi phuc M;* 160 bit clia ma bam cula phan théng diép
khéng thé khéi phyc h(Mz*) va 160 bit cla salt da duoc khoi phuc S*. H" = h(C'||M "} |h(M;)]IS*)
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"= R4BS17F2 EB20B81F 26RCE7C6 6F4BA2DE 12R8F3DT

Vi hai ma bam H'va H" 14 giong nhau, chir ky £ dwoc chap nhan.
E.2.3.3 Vi du vé lwgc dd chiv ky 3

Vi du ndy s dung ham bam chuyén dung 1 trong ISO/IEC 10118-3 (con dwoc biét dén véi tén goi 1a
RIPEMD-160).

E.2.3.3.1 Qua trinh ky
Théng diép dé ky 1a xau 112 ky tw ma ASCII sau day.

abcdbodecde tdetge fghfghighijhijkiiklikimklmnlrnonnopnopg
OPGIERPAT ST st rSTRSTUVIUVWUVRAVRAYWEY 22X Y Zayzabzabeabedbede

Trong hé thap luc phan, théng diép M 1a xau 6 d) dai 112 xau bd tam, c6 nghia la 896 bit sau day.

M= 51626364 62636405 6I046h6H E4656067 656H6T6H 6LGTHEAY RT6HE9OR LBHYLGAGH
L9c80R6C BRGRGTGD OGBACGDGE HCODOELF GROEGE70 SEGFTO?L G6FIGTLT2 0717275
TVTIIRIA F2IITATE IAVAINTG TANRTEYT INT6TTTIR 1617979 VIS E TRTVTAG]
TOTAG16 TABI6263 61h26364 62536465

Vi lwoc db chiv ky ndy la thude kiéu tat dinh, mét gia tri salt S c6 do dai bang 0 dwec Iwa chon.

Théng diép 1a qua dai dé co thé duoe khdi phuc hoan toan béi qua trinh xac thwe. Do dé, né dwoc chia
lam hai phan.

- M; bao gbm 848 bit bén trai nhat.

- Mz bao gdm 48 bit con lai, cé nghia 1a 6 xau b tam.

M= BLo2éded 62036460 43046566 R164660T7 A5666TER GEETEREY ET6BE96A GRGYBADR
HUBAGRED GABRGCED &RRCEDEE HCODEERF ADOEGFT0 BEGFV0TL &F707172 710717273
1727374 T2T3ITATH TITLTETE TANSTETT ISTEITTH FRTITINTG TVIBTYIA VRUOTAL:
T67R5162 TAGLGZE 61l

M,= £164 82636465

160 bit clia ma bam H dwoc tinh bang cach ap dung ham bam chuyén dung 1 véi xau nhj phan cé dé
dai 1072 (= 64 + 848 + 160), két qua cla viéc ghép 64 bit clia dd dai phan khdng thé khéi phuc duge
C, 848 bit ctia phan thong diép co thé khdi phuc dwoc M, 160 bit clia ma bam clia phdn khéng thé khoi
phuc dwoc h{Mz). H = h(C|[M, |[R(M7)).

H=  15P000AC SBEE3FFF 144B45E7 71907C0C 83324AGF

Ham bam dwoc st dung da dugce biét dén hoan toan. Do dé, trwdng trailer Tbao gdm 8 bit sau day.
T= no

1024 bit chia xau trung gian S; két qua cla viéc ghép thém bay (= 1024 — 848 — 160 ~ 8 — 1) bit dém
bing ‘0’, bit bao quanh bang 1, 848 bit clia phan cé thé khoi phuc dwoc My, 160 bit clia ma bam cla
phén théng diép khdng thé khéi phuc dugc h(M,) va 8 bit clia tredng trailer T.

Si= 01616263 64626364 65636465 66646566 (656667 68666768 69676869 GAEEEIGA
GHGOGRER GCOAGDGT 6DARGCEDR LEGCODGE HFEDOELE TOGEGETU TFL6FIQ71 127071712
TAYTF273 4727374 TRT3ITATS TRNAINTE TTIGVETT TETETTITIR TSTITATG IATETATA
R1T9TREL 62706162 63616215 FOOOACHB EEIFEPPL4 4845R771 90G7COCAR3 A24A6LFRO
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Xau co thé khdi phuc S,thu dwoc tir viée ap dung ham tao mét na MGF1 dbi véi 856 (= 1024 — 160 —
8) bit bén trai nhét clia S, va 1 bit bén trai nhét cla S, dwoc thiét 1ap bing '0" vi & =1 (0=1-
1024)mod 8).

S = $E2BB975 71FE2EF2 05866000 EYDDOE65S 6655C197 TF3T4EB6 66063655 GASFEELE
AF645555 B25F4556 TC4EES34 1F9GFEDB £508C90A 9E3F11B2 6E8DA961 3U9ELIEZD
ECE42860 AGFB3AVS 17/DBFRF1 3019CY3E 1D3820AR0 T264FEDS DITITD2E OBTT7935
7CAIETAE F440D885 5B70DF1S FUOOACSE EE3FFFL4 4B43E771 907COC8S 324A6FBC

Sé nguyén co thé khéi phuc f1a sé nguyén dwong khdng dau biéu dién S.. Vi ky hiéu Jacobi cta ftheo

n bing 1, két qua dwoc gitk nguyén. ftang theo Iy thira bac s theo mé-dun n. Két qua dugc biéu dién

bdi mot s6 nguyén dwong khdng dau tam thoi ¢,

{= L1B2C623 971FDAF2 B3DETSE] GAGYUREAD? 262F2RA0E DB41BSDS ED4BDEB2 150DCAQD
I7TAQMELE 87372877 740CE252 3EFLEETE Fe8DITB1 B1YFT9T7E DREADVAER FADIERVB

CTCEYISAL 937FCT65 452BABF2 H6CYNEAD CREVC866 C285AALS8 09674464 BCDITOBT
F3IBCHF1 753CTEA4 9DV6EBLD 322F7FBY 6ABCC26F 591DFB88A 33H7316C2 82¢90412

Vi két qué trén 1én hon n/2, né dugc thay thé bdi phan dw cda né véi n. Xau nhj phan biéu dién sé

nguyén nay duéi dang mot sé nguyén dwong khong du la chivky £ = n — ¢.

I= 1B3BAEBC 96FCBAAT 15DE2022 SESF339E E21F7CD8 ECIALRB? FORAED2% ORFCSFEA
5602C307 16791619 3D8H1IF3I4 89207708 36866425 1TIBEFCRC 0004R2472 EDEF4AC21

B93BCY1A B72318B2C EESTEFBS9 GBARZ2IYE 45GFY9B43 CAD3I3E3 FIGDREVIR FFRILI4G
CADSFDC12 7135A13F 6BF64ACSB 49COF3L1) 10EEEFFD 9DY4SDNE DOBGETDBY ED3ALESS

Thong diép d4 ky c6 128 xau b tam chir ky £ ciing véi 6 xau bd tam ciia thong diép khong thé khoi
phuc dwgc Ms, c6 nghta 13 chi nhiéu hon 22 xau b tam so véi thong diép M.

E.2.3.3.2 Qua trinh xac thyc

Chi ky 5 1a mét xau nhi phan dai dién mot sé nguyén duong khong dau, nhd hon n/2. S6 nguyén nay

téing theo Ity thira bac 2 mé-dun n, do d6 thu dwgc sé nguyén fs.

f,= EFZBB975 7T1FE2EF2 05B&6000 E9DD0OGGS 6655C197 TF374ES6 66063655 GASFEEEE
AF645555 B25F4556 TC4EES34 1FIGFEDS 6508C90A 9E3F11B82 6ESDIS61 3IBEDIESD

ECE42B60 AGFB3A0N8 17DAFBFl 3019093E 1N382DA0 7264FE99 DYTY702F OBIT7925
JCEIET4E E4400885 SBTOCFLS FOODACSS EE3FFFlA 4845E771 907COCB3 324AGFBC

Qua trinh x4c thire khong lién quan dén ky hiéu Jacobi. Vi ba bit trong s& nhd nhét clia sé nguyén két
qua fs bang *100", f'_ = f,.

f', dugc biéu dién dwéi dang mot sé nguyén duwong khéng dau béi xau da dugc khoi phuc S',.. Ham
tao mat na MGF1 d6i véi 856 (= 1024 — 160 — 8) bit bén trai nhét cia §'., va thu dwgc xau da duoc
khoi phyc trung gian §';.

S/= 01616263 64626364 65636465 66646565 67656667 68666768 69676869 6ALEEILA
OBOILAGE GCOAGBEC GDGBGCED GEECGDGE GFGDGEGE 706EGETD T16F7071 72707172
T3TII273 NAT2I374 1573TANS TRTATRTE 257677 TRTE67TITIR T9TTIRTG TATETITA
€17e7A6]1 627TA6162 63616215 FOOCALSE8 EEIFFF14 4845E771 907COCHE3 324R6FRC

§'; biéu dién xau trung gian da dwoc khdi phuc nhu sau.
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- Bit bén trai nhét clia §'; duoc thiét lap bang ‘0’ vi & =1 (5= 1 — 1024)mod 8). 7 bit bén trai nhét
cla xau con lai béng '0’; nd dwoc theo sau bdi bit bao quanh '1”; xau bd tdm nay dwoc chuyén sang
bén trai clia §';.

- Xau bd tam bén phai nhat clia §’; bing “BC"; xau bd tam do cling dwge chuyén sang bén phai
cua s’;.

Vi trailer bang “BC”, ham bam dwgc str dung da duoc biét dén hoan toan: RIPEMD-160 trong vi du
nay.

Xau con lai 1008 bit dwoc chia lam hai phan.

- M," bao gom 848 bit bén trai nhét.

- H' bao gdm 160 bit bén phai nhét.
M= 61626364 62636465 51546566 64656667 §H666768 666TEI69 676B696A GREIENGD
AYBNRRET BRERAECED EBHCHDAE HCADELELE GDEEGFT0 GEGFT07TL 6FT0717Z 70717273

TIT27374 T2TIF4TY TATATSTE T4I5T6T 15THITTN T6ITIRTY TIIRTIVIA TETOHVAG)
TTA6162 TA616263 61R2

H = LEFQOQAC SBEEIFFF 144845E7 71907C0C 83324n6F

Vi khdi phuc 1a mét phan, thong diép da dwoc khéi phyuc M* bao gém M,* va M,", phan cb thé va khong

thé khoi phuc dworc.

M= 61626364 62636465 63646566 04656607 45666768 6607686% RTGBGI6A GREGGAGR
EOENKBEC GABRGCHED GBECHDEE ECODAEGF GDEE6FTO GEGF7071 6F707172 10717273

71727374 72737475 73747576 74757677 15767779 76777979 TTIRIGTA TRTIIAGL
1906162 TA616263 61626364 K2626465

M3 bam con lai H” dwoc tinh bang cac dp dung ham bam chuyén dung 1 cho xau nhj phan c6 dd dai
1072 (= 64 + 848 + 160), két qua clia viéc ghép thém 64 bit d6 dai phan cé thé khéi phuc dugc C', 848
bit ctia phan théng diép d3 duoc khdi phuc M,* va 160 bit clia ma bam cla phan théng diép khang thé
khéi phuc h(Mz*). H” = h(C'||M;"]|h(M"))

M= IRFO0OAC SBEEIFTE L44B45ET T71907C0C 33324A6rF

Vi hai ma bam H'va H” |a giéng nhau, chi¥ ky = dwoc chap nhan.
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